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PROTOCOL STANDARD FOR A Net BI OS SERVI CE
ON A TCP/ UDP TRANSPORT:
DETAI LED SPECI FI CATI ONS

ABSTRACT

This RFC defines a proposed standard protocol to support NetBlIOS
services in a TCP/IP environnent. Both |local network and internet
operation are supported. Various node types are defined to acconmnodate
| ocal and internet topologies and to allow operation with or w thout the
use of | P broadcast.

This RFC gives the detail ed specifications of the NetBl Os-over-TCP
packets, protocols, and defined constants and variables. A nore general
overviewis found in a conpanion RFC, "Protocol Standard For a NetBI OS
Service on a TCP/UDP Transport: Concepts and Met hods".
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PROTOCOL STANDARD FCOR A Net BI OS5 SERVI CE
ON A TCP/ UDP TRANSPORT:
DETAI LED SPECI FI CATI ONS

1. STATUS OF THI'S MEMO
This RFC specifies a proposed standard for the DARPA I|nternet
community. Since this topic is newto the Internet community,
di scussi ons and suggestions are specifically requested.
Pl ease send witten coments to:
Kar| Auerbach
Epi | ogue Technol ogy Cor porati on
P. O Box 5432
Redwood City, CA 94063
Pl ease send online coments to:
Avni sh Aggar wa
I nternet: ntxinu!excel an!avni sh@cbvax. berkel ey. edu
Usenet : ucbvax! nt xi nu! excel an! avni sh
Di stribution of this memorandumis unlinited.
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The system proposed by this RFC does not reflect any existing
Net bi os- over-TCP i npl ementati on. However, the design

i ncor porates consi derabl e know edge obtained from pri or

i npl enment ati ons. Speci al thanks goes to the foll ow ng

organi zati ons which have provided this invaluable information

CMC/ Syr os Excel an Syt ek Unger mann- Bass
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3. | NTRODUCTI ON

This RFC contains the detail ed packet formats and protoco
specifications for NetBl OS-over-TCP. This RFCis a conpanion to
RFC 1001, "Protocol Standard For a NetBI OGS Service on a TCP/ UDP
Transport: Concepts and Methods" [1].

4. PACKET DESCRI PTI ONS

Bit and byte ordering are defined by the nost recent version of
"Assi gned Nunbers" [2].

4.1. NAME FORVAT

The Net BI OS nane representation in all NetBl OS packets (for NAVE
SESSI ON, and DATAGRAM services) is defined in the Domai n Nane
Service RFC 883[3] as "conpressed"” nane nessages. This format is
call ed "second-|evel encoding" in the section entitled
"Representation of NetBl OS Nanmes" in the Concepts and Met hods
docunent .

For ease of description, the first two paragraphs from page 31
the section titled "Domain nane representati on and conpression”,
of RFC 883 are replicated here:

Domai n nanmes nessages are expressed in terns of a sequence
of labels. Each label is represented as a one octet length
field foll owed by that number of octets. Since every domain
nane ends with the null |abel of the root, a conpressed
domain nane is ternmnated by a length byte of zero. The
hi gh order two bits of the length field nust be zero, and
the remaining six bits of the length field linmt the |abe

to 63 octets or |ess.

To sinplify inplementations, the total |length of |abe
octets and |l abel length octets that nake up a domain nane is
restricted to 255 octets or |ess.

The following is the unconpressed representation of the NetBl S nane
"FRED ", which is the 4 ASCI| characters, F, RL E, D, followed by 12
space characters (0x20). This nane has the SCOPE_| D. "NETBI CS. COM'

EGFCEFEECACACACACACACACACACACACA. NETBI Cs. Com
Thi s unconpressed representation of nanes is called "first-1eve
encodi ng" in the section entitled "Representation of NetBl OS Nanes"
in the Concepts and Met hods document.
The following is a pictographic representation of the conpressed

representation of the previous unconpressed Donai n Name
representation.
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1111111111222222222233
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s
| 0x20 | E (0x45) | G (0x47) | F (0x46) |
R S T T T e T s
| C (0x43) | E (0x45) | F (0x46) | E (0x45) |
R I T S e T S T i T S S S T

| E (0x45) | C (0x43) | A (0x41) | C (0x43)
T I T S S T S S S i e S T
| A (0x41) | C (0x43) | A (0x41) | C (0x43) |
R S T e T s
| A (0x41) | C (0x43) | A (0x41) | C (0x43) |
R I T S e T S T i T S S S T
| A (0x41) | C (0x43) | A (0x41) | C (0x43)
T I T S S T S S S i e S T
| A (0x41) | C (0x43) | A (0x41) | C (0x43) |
R S T e T s
| A (0x41) | C (0x43) | A (0x41) | C (0x43) |
R I T S e T S T i T S S S T
| A (0X41) | 0x07 | N (0x4E) | E (0x45)
T I T S it T S S S S T S S S S S
| T (0x54) | B (0x42) | | (0x49) | O (Ox4F) |
R S T e T s
| S (0x53) | 0x03 | C (0x43) | O (0x4F) |
B I T S T S T S i S S S
| M (0x4D) | 0x00 |

B T I T S S S T e s

Each section of a domain name is called a label [7 (page 31)]. A

| abel can be a maxi num of 63 bytes. The first byte of a label in
conpressed representation is the nunber of bytes in the |abel. For
t he above exanple, the first 0x20 is the number of bytes in the

| eft-nost | abel, EGFCEFEECACACACACACACACACACACACA, of the domain
nane. The bytes follow ng the [ abel |length count are the characters
of the label. The followi ng |labels are in sequence after the first
| abel, which is the encoded NetBlI OS nane, until a zero (0x00) |ength
count. The zero length count represents the root |abel, which is

al ways nul I .

A label length count is actually a 6-bit field in the |abel length
field. The nost significant 2 bits of the field, bits 7 and 6, are
flags allowing an escape fromthe above conpressed representation.

If bits 7 and 6 are both set (11), the following 14 bits are an

of fset pointer into the full nessage to the actual |abel string from
anot her domain name that belongs in this name. This |abel pointer
allows for a further conpression of a domain nanme in a packet.

Net BI OS i npl enentati ons can only use | abel string pointers in Nane

Service packets. They cannot be used in Session or Datagram Service
packets.

Net Bl OS Wor ki ng Group [ Page 6]



RFC 1002 March 1987
The other two possible values for bits 7 and 6 (01 and 10) of a | abel
length field are reserved for future use by RFC 883[2 (page 32)].
Note that the first octet of a conpressed nane nust contain one of
the following bit patterns. (An "x" indicates a bit whose val ue may

be either 0 or 1.):

00100000 - Netbios nane, length nust be 32 (decinal)

11xxxxxx - Label string pointer
10xxxxxx - Reserved
01xxxxxx - Reserved

4.2. NAME SERVI CE PACKETS
4.2.1. CENERAL FORVAT OF NAME SERVI CE PACKETS

The Net BI OS Nane Servi ce packets follow the packet structure defined
in the Domain Nane Service (DNS) RFC 883 [7 (pg 26-31)]. The
structures are conpatible with the existing DNS packet formats,
however, additional types and codes have been added to work with

Net Bl CS.

If Nane Service packets are sent over a TCP connection they are
preceded by a 16 bit unsigned integer representing the length of the
Nanme Service packet.

1111111111222222222233

01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| HEADER |

T o S SEp S S S T i o S e S S
QUESTI ON ENTRI ES
T S T S T A S S S S S Tk i S S

ANSVER RESOURCE RECORDS

AUTHORI TY RESOURCE RECORDS

i T i S S e e T A Tt S S S S S S S S S S e

/
/
/
/

|

+-

|

/

|

+_ -
|

/

|

B T S S S T M
|

/

|

+_ -
|

/ ADDI Tl ONAL RESOURCE RECORDS

|
+-

|
+
|
|
+
|
I
+
|
|
+

I T T S S i e S A e
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4.2.1.1. HEADER

1111111111222222222233
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| NAMVE_TRN_I D | OPCCDE | NM FLAGS | RCODE
B e i S T e i T e S R S e e e s i i T S
| QDCOUNT | ANCOUNT |
B o i T e e T s i i T S TR S e S S i T S g e e
| NSCOUNT | ARCOUNT |
B T e o i S I i i S S N iy St S I S S
Field Description

NAME_TRN_I D Transaction I D for Nane Service Transacti on.

Request or places a unique value for each active
transacti on. Responder puts NAME TRN I D val ue
fromrequest packet in response packet.

OPCCODE Packet type code, see table bel ow
NM_FLAGS Fl ags for operation, see table bel ow.
RCODE Result codes of request. Table of RCODE val ues

for each response packet bel ow

QDCOUNT Unsi gned 16 bit integer specifying the nunmber of
entries in the question section of a Name

Service packet. Always zero (0) for responses.
Must be non-zero for all NetBI OS Nane requests

ANCOUNT Unsi gned 16 bit integer specifying the nunmber of
resource records in the answer section of a Nane
Servi ce packet.

NSCOUNT Unsigned 16 bit integer specifying the nunber of
resource records in the authority section of a
Name Service packet.

ARCOUNT Unsi gned 16 bit integer specifying the nunber of
resource records in the additional records
section of a Nane Service packet.

The OPCODE field is defined as:
0 1 2 3 4
B I e

| R OPCCODE |
N S

Net Bl OS Wor ki ng Group [ Page 8]
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Synbol Bit(s) Description
OPCCDE 1-4 Operation specifier:
0 = query
5 = registration
6 = rel ease
7 = WACK
8 = refresh
R 0 RESPONSE f I ag:
if bit == 0 then request packet
if bit == 1 then response packet.

The NM FLAGS field is defined as:

0 1 2 3 4 5 6
S

|AA [TC|RD|RA| O] O B |
g S

Synbol Bit(s) Description
B 6 Br oadcast Fl ag.
= 1. packet was broadcast or mnulticast
= 0: unicast
RA 3 Recursi on Avail abl e Fl ag.
Only valid in responses froma Net Bl S Nanme
Server -- nust be zero in all other
responses.

If one (1) then the NBNS supports recursive
query, registration, and rel ease.

If zero (0) then the end-node nust iterate
for query and challenge for registration.

RD 2 Recur si on Desired Fl ag.

May only be set on a request to a NetBlI CS
Nanme Server.

The NBNS will copy its state into the
response packet.

If one (1) the NBNS will iterate on the
query, registration, or rel ease.

TC 1 Truncati on Fl ag.

Net Bl OS Wor ki ng Group [ Page 9]
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Set if this nessage was truncated because the
datagramcarrying it would be greater than
576 bytes in length. Use TCP to get the
information fromthe NetBl CS Nane Server.

AA 0 Authoritative Answer flag.

Must be zero (0) if R flag of OPCODE is zero
(0).

If Rflag is one (1) then if AAis one (1)
then the node responding is an authority for
t he domai n nane.

End nodes responding to queries always set
this bit in responses.

4.2.1.2. QUESTI ON SECTI ON
1111111111222222222233
01234567890123456789012345678901
T S S S T it T Sl S S S S T SHT A DU i e SR
|
QUESTI ON_NANME /
/
|
T i S T i S i cih S SR SR

+-
|

/

/

|

+-
| QUESTI ON_TYPE | QUESTI ON_CLASS

B T e o i S I i i S S N iy St S I S S
Field Description

QUESTI ON_NAME The conpressed nane representation of the
Net Bl OS nane for the request.

QUESTI ON_TYPE The type of request. The values for this field
are specified for each request.

QUESTI ON_CLASS The class of the request. The values for this
field are specified for each request.

QUESTI ON_TYPE i s defined as:

Synbol Val ue Descri ption
NB 0x0020 Net Bl OS general Nane Service Resource Record
NBSTAT 0x0021 Net Bl OS NODE STATUS Resource Record (See NODE

STATUS REQUEST)

QUESTI ON_CLASS i s defined as:

Net Bl OS Wor ki ng Group [ Page 10]



RFC 1002
Synbol Val ue
I'N 0x0001
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Descri ption:

I nternet class

4.2.1.3. RESOURCE RECORD

1111111111222222222233

01234567890123456789012345678901

T i i S i i S S e b s
| |
/ RR_NAVE /
/ /
| |
I N S S T it N SRR s
| RR_TYPE | RR_CLASS |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| TTL |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| RDLENGTH | |
S S S S SR S |
/ /
/ RDATA /
| |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Field Description
RR_NANME The conpressed nanme representation of the

Net BI OS nane corresponding to this resource

record.
RR_TYPE Resource record type code
RR_CLASS Resource record cl ass code
TTL The Time To Live of a the resource record’'s

name.
RDLENGTH Unsi gned 16 bit integer that specifies the

nunber of bytes in the RDATA field.

RDATA RR _CLASS and RR TYPE dependent field. Contains
the resource information for the Net Bl OGS nane.

RESOURCE RECORD RR TYPE field definitions:

Synbol Val ue
A 0x0001
NS 0x0002

Net Bl OS Wor ki ng Group

Descri ption:
| P address Resource Record (See REDI RECT NAME

QUERY RESPONSE)
Name Server Resource Record (See REDI RECT
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NAME QUERY RESPONSE)

NULL Ox000A  NULL Resource Record (See WAIT FOR
ACKNOALEDGEMENT RESPONSE)

NB 0x0020 Net Bl OS general Nane Service Resource Record
(See NB_FLAGS and NB_ADDRESS, bel ow)

NBSTAT 0x0021 Net Bl OS NODE STATUS Resource Record (See NODE

STATUS RESPONSE)
RESOURCE RECORD RR_CLASS field definitions:
Synbol Val ue Description
I'N 0x0001 I nternet class

NB_FLAGS field of the RESOURCE RECORD RDATA field for RR_TYPE of
"NB":

11 1 1 1 1
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
B T T T T S e T Ry S
| G ONT | RESERVED |
B R T T T S T T ST T D

Synbol Bit(s) Descri ption
RESERVED 3-15 Reserved for future use. Mist be zero (0).
ONT 1,2 Owner Node Type:

00 = B node

01 = P node

10 = M node

11 = Reserved for future use
For registration requests this is the
claimant’s type.
For responses this is the actual owner’s

type.

G 0 Group Nane Fl ag.
If one (1) then the RR_NAME is a GROUP
Net Bl OS nane.
If zero (0) then the RR_.NAME is a UN QUE
Net Bl OS nane.

The NB _ADDRESS field of the RESOURCE RECORD RDATA field for
RR _TYPE of "NB" is the | P address of the nane’s owner

Net Bl OS Wor ki ng Group [ Page 12]



RFC 1002 March 1987

4.2.2. NAVE REG STRATI ON REQUEST

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |0] Ox5 ]0]0]1/0]0 O]B 0x0 |
T T S T S S e T S S e
| 0x0001 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0001 |
T i S S T 1 i SU S S SEp R S S

QUESTI ON_NAME
T I S e i U S S S S S R i T
NB (0x0020) | I N (0x0001)

B T S e T i e S S i i o

RR_NAME

—_— e~ — — ~~—

B i i i S S R ih s s I S S o O S S
NB (0x0020) | I N (0x0001) |

i T e e S e e i e S R e S S R e e ik i o S I S S
TTL |

B i T S e S i e el R e S R R it Ik e TR S R e S
0x0006 | NB_FLAGS |

B i i i S S R ih s s I S S o O S S
NB_ADDRESS |

i T e e S e e i e S R e S S R e e ik i o S I S S

+— b — b — p— —~—— p— f— ~~—

Since the RR_ NAME is the sane nanme as the QUESTI ON_NAME, the
RR_NAME representation nust use pointers to the QUESTI ON_NAME
nane’s | abels to guarantee the length of the datagramis |ess
than the maxi num 576 bytes. See section above on nane fornats
and al so page 31 and 32 of RFC 883, Donain Nanmes - |nplenentation
and Specification, for a conplete description of conpressed name
| abel pointers.
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4.2.3. NAMVE OVERVWRI TE REQUEST & DEMAND

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |0] Ox5 ]0]0]0J0OjJO O]B O0x0 |
T T S T S S e T S S e
| 0x0001 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0001 |
T i S S T 1 i SU S S SEp R S S

QUESTI ON_NAME
T I S e i U S S S S S R i T
NB (0x0020) | I N (0x0001)

B T S e T i e S S i i o

RR_NAME

—_— e~ — — ~~—

B i i i S S R ih s s I S S o O S S
NB (0x0020) | I N (0x0001) |

i T e e S e e i e S R e S S R e e ik i o S I S S
TTL |

B i T S e S i e el R e S R R it Ik e TR S R e S
0x0006 | NB_FLAGS |

B i i i S S R ih s s I S S o O S S
NB_ADDRESS |

i T e e S e e i e S R e S S R e e ik i o S I S S

+— b — b — p— —~—— p— f— ~~—
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4.2.4. NAVE REFRESH REQUEST

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |0] Ox9 |0]0]0J0OjJO OB 0x0 |
T T S T S S e T S S e
| 0x0001 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0001 |
T i S S T 1 i SU S S SEp R S S

QUESTI ON_NAME
T I S e i U S S S S S R i T
NB (0x0020) | I N (0x0001)

B T S e T i e S S i i o

RR_NAME

—_— e~ — — ~~—

B i i i S S R ih s s I S S o O S S
NB (0x0020) | I N (0x0001) |

i T e e S e e i e S R e S S R e e ik i o S I S S
TTL |

B i T S e S i e el R e S R R it Ik e TR S R e S
0x0006 | NB_FLAGS |

B i i i S S R ih s s I S S o O S S
NB_ADDRESS |

i T e e S e e i e S R e S S R e e ik i o S I S S

+— b — b — p— —~—— p— f— ~~—
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4.2.5.

POSI TI VE NAME REQ STRATI ON RESPONSE

1111111111222222222233

01234567890123456789012345678901

+-

+-

+-

+-

+— +— 4+ — 4 — g — ~—~—

4.2.6.

T S S T it I S S T Sl S S S i sl SN PR
NAME_TRN_I D | 1] Ox5 ]1]/0]1]1]0 0]J]0] Ox0 |

I T S T S i S T i i S S S T =
0x0000 | 0x0001 |

T i S T S Sl ik S SN SR
0x0000 | 0x0000 |

T S S T it I S S I Sl SN S S S S i St SN

RR_NAME

—_————

B e i i i S e S T i i e st ST S TR SRR S S S SR S S
NB (0x0020) | I N (0x0001) |

I T it s S SR e e e S T S S et (I SRR e S S e e el S SRR SR
TTL |

B e T o S e i e S S S S o ok s o o S S
0x0006 | NB_FLAGS I

B e i i i S e S T i i e st ST S TR SRR S S S SR S S
NB_ADDRESS |

I T it s S SR e e e S T S S et (I SRR e S S e e el S SRR SR

NEGATI VE NAME REQ STRATI ON RESPONSE

1111111111222222222233

01234567890123456789012345678901

+-

+-

+-

+-

|
/
/
|
+-
|
+-
|
+-
|
+-
|
+-

Net Bl

T S S T S i S i S i Suit SN RS
NAME_TRN_I D | 1] Ox5 ]1]/0]1]1]0 0]0] RCODE |

T i T S T S i SN S ot R
0x0000 | 0x0001 |

I S S S e i i S S S S i SE A S e C o -
0x0000 | 0x0000 |
T S S T it I S T S S S M S g

RR_NAME

—_————

B i T o S o i S S i s S S S S S S
NB (0x0020) | I N (0x0001) |

B e e i S e e T s i i S T R SR S S S S T S i
TTL |

B i T e e S i i i TR S S e e i Tt RIS S T S R S
0x0006 | NB_FLAGS |

B i T o S o i S S i s S S S S S S
NB_ADDRESS |

B e e i S e e T s i i S T R SR S S S S T S i
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RCODE field val ues:

Synbol Val ue Descri pti on:

FMI_ERR 0x1 Format Error. Request was invalidly
formatted.

SRV_ERR 0x2 Server failure. Problemw th NBNS, cannot
process nane.

| MP_ERR 0x4 Unsupported request error. Allowable only

for chall engi ng NBNS when gets an Update type
regi stration request.

RFS_ERR 0x5 Refused error. For policy reasons server
will not register this nanme fromthis host.

ACT_ERR Ox6  Active error. Nane is owned by anot her node.

CFT_ERR 0x7 Name in conflict error. A UNIQUE nane is

owned by nore than one node.
4.2.7. END NODE CHALLENGE REG STRATI ON RESPONSE

1111111111222222222233
01234567890123456789012345678901
i i Sup o S S i T R
| NAME TRN | D | 1] Ox5 ]1]/0]1/0/0 0]0] Ox0 |
T I S T T S S T i S
| 0x0000 | 0x0001 |
T T S S e S S T i S i SUR
| 0x0000 | 0x0000 |
T T S T o S S A C T

RR_NAME

—_———~——

B S T s i S T i S S e o
NB (0x0020) | I N (0x0001) |
s T S e T S S S S R e S
TTL |

i e i S S il S S S S S S
0x0006 | NB_FLAGS |

B S T s i S T I S S S
NB_ADDRESS |
T i o T S S R e S

N
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4.2.8. NAME CONFLI CT DEMAND

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D | 1] Ox5 |1]0]1]1]0 0]0O] Ox7 |
T T S T S S e T S S e
| 0x0000 | 0x0001 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0000 |
T i S S T 1 i SU S S SEp R S S

RR_NAME

—_————

B T S S L T T i T e e i St S S RS
NB (0x0020) | I N (0x0001) |

T S T T i T S s
0x00000000 |

B T T i S S e R Sty S S St
0x0006 | O] ONT] O] 0x000 |

T S S I L i S S S S S S S S S R U S S S

0x00000000 |
T S S e S T S S i S S S e 2

+— +— 4+ — 4 — g — ~—~—

This packet is identical to a NEGATI VE NAME REG STRATI ON RESPONSE
with RCODE = CFT_ERR
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4.2.9. NAVE RELEASE REQUEST & DEMAND

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |0] Ox6 |0]0]0J0OjJO O]B O0x0 |
T T S T S S e T S S e
| 0x0001 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0001 |
T i S S T 1 i SU S S SEp R S S

QUESTI ON_NAME
T I S e i U S S S S S R i T
NB (0x0020) | I N (0x0001)

B T S e T i e S S i i o

RR_NAME

—_— e~ — — ~~—

B i i i S S R ih s s I S S o O S S

NB (0x0020) | I N (0x0001) |

i T e e S e e i e S R e S S R e e ik i o S I S S
0x00000000

B i T S e S i e el R e S R R it Ik e TR S R e S

0x0006 | NB_FLAGS |

B i i i S S R ih s s I S S o O S S

NB_ADDRESS |

i T e e S e e i e S R e S S R e e ik i o S I S S

+— b — b — p— —~—— p— f— ~~—

Since the RR_ NAME is the sane nanme as the QUESTI ON_NAME, the
RR_NAME representation nust use | abel string pointers to the
QUESTI ON_NAME | abel s to guarantee the | ength of the datagramis
| ess than the nmaxi num 576 bytes. This is the sane condition as
wi th the NAME REGQ STRATI ON REQUEST.
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4.2.10. POsI TI VE NAME RELEASE RESPONSE

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D | 1] Ox6 ]1/0/0/0]J]0 0]0O] Ox0 |
T T S T S S e T S S e
| 0x0000 | 0x0001 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0000 |
T i S S T 1 i SU S S SEp R S S

RR_NAME

—_————

B i S S T iy S S I e i I i stk sl s S S S
NB (0x0020) | I N (0x0001) |

B e i T o e R S i I TR S T i ol ot SR S e S e S S e i o o
TTL |

i e e S i T s T e T o i sl mT ST S S TR e S S
0x0006 | NB_FLAGS I

B i S S T iy S S I e i I i stk sl s S S S
NB_ADDRESS |

B e i T o e R S i I TR S T i ol ot SR S e S e S S e i o o

+— +— 4+ — 4 — g — ~—~—

4.2.11. NEGATI VE NAME RELEASE RESPONSE

1111111111222222222233
01234567890123456789012345678901
T S T sy
| NAME TRN | D | 1] Ox6 |1]0/0/0/0 0]0] RCODE |
T B T S T S S I T S S SEp Sup s
| 0x0000 | 0x0001 |
T T S T o S S A C T
| 0x0000 | 0x0000 |
T T S S

RR_NAME

—_————

|

/

/

L-- S L xS A T A
| NB (0x0020) | I N (0x0001) |
T e I S A S
| TTL |
I S T S S e S T L LTk
| 0x0006 | NB_FLAGS |
R e i T E CF e TSI R S MR F eSS
| NB_ADDRESS |
N L T S S S A S A e e
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RCODE field val ues:

Synbol Val ue Descri pti on:

FMI_ERR 0x1 Format Error. Request was invalidly
fornmatted.

SRV_ERR 0x2 Server failure. Problemw th NBNS, cannot

process nane.

RFS_ERR 0x5 Refused error. For policy reasons server
will not release this nane fromthis host.

ACT_ERR Ox6  Active error. Nane is owned by anot her node.
Only that node may release it. A NetBICS
Name Server can optionally allow a node to
rel ease a nane it does not own. This would
facilitate detection of inactive nanes for
nodes that went down silently.

4.2.12. NAME QUERY REQUEST

1111111111222222222233
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
| NAME TRN I D [0] OxO0O ]0]0]1/0]0 O]B] O0x0 |
T I T S B T i T e S S S L S T
| 0x0001 | 0x0000
R S T T T T T T s
| 0x0000 | 0x0000
B T S e T i T S e T It S S S S S S

QUESTI ON_NANME

—_————

NB (0x0020) IN (0x0001) |

/
/
T T S S L o S
T i S S e S S S e e ETn S SIS SEp SUp
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4.2.13. POsI TI VE NAME QUERY RESPONSE

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D [1] OxO0 |1|T|1/?/0 0]0] Ox0 |
T T S T S S e T S S e
| 0x0000 | 0x0001 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0000 |
T i S S T 1 i SU S S SEp R S S

RR_NAME

—_————

B T S S L T T i T e e i St S S RS
NB (0x0020) | I N (0x0001) |

T S T T i T S s
TTL |

B T T i S S e R Sty S S St
RDLENGTH |

B T S S S s T S

ADDR_ENTRY ARRAY

e~ —— G — b — — p— ~~—

|
|
|
/
/
|
T T S T s

The ADDR_ENTRY ARRAY a sequence of zero or nore ADDR_ENTRY
records. Each ADDR ENTRY record represents an owner of a nane.
For group nanes there nmay be nultiple entries. However, the |ist
may be inconplete due to packet size linmtations. Bit 22, "T",
will be set to indicate truncated data.

Each ADDR ENTRY has the foll owing format:

T T i e i i e T e b s S S SN S
| NB_FLAGS | NB_ADDRESS

i T S e e R e R e e et o i s s R R S
| NB_ADDRESS (conti nued) |

B il i S S S S S T S S
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4.2.14. NEGATI VE NAME QUERY RESPONSE

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |1] OxO0 ]1]/0]1]?]0 0]0] RCODE |
T T S T S S e T S S e
| 0x0000 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0000 |
T i S S T 1 i SU S S SEp R S S

RR_NAME

—_————

)

/

|+- e T S i S i o T S S SIS S S
| NULL (0x000A) | I N (0x0001) |
T T S S L o Supr
| 0x00000000 |
T T S S e S S e S S i S S S e
| 0x0000 |

T o

RCODE field val ues:

Synbol Val ue Descri ption

FMI_ERR Ox1 Format Error. Request was invalidly
formatted.

SRV_ERR 0x2 Server failure. Problemw th NBNS, cannot
process nane.

NAM_ERR 0x3 Name Error. The nanme requested does not
exi st.

| MP_ERR 0x4 Unsupported request error. Allowable only

for challengi ng NBNS when gets an Update type
regi stration request.

RFS_ERR 0x5 Refused error. For policy reasons server
will not register this nane fromthis host.
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4.2.15. REDI RECT NAME QUERY RESPONSE

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |1] Ox0O ]0]0]1/0]0 0]O] Ox0 |
T T S T S S e T S S e
| 0x0000 | 0x0000 |
T S S i S i S I S it S S i Suit SU
| 0x0001 | 0x0001 |
T i S S T 1 i SU S S SEp R S S

RR_NAME

—_————

B T S S L T T i T e e i St S S RS
NS (0x0002) | I N (0x0001) |

T S T T i T S s
TTL |

B T T i S S e R Sty S S St
RDLENGTH |

B T S S S s T S

NSD_NAME

I S S T o S S M T S e o

RR_NAME

—_———— 4 —

B e S S i i i T e s aiks S S S S S S

A (0x0001) | I N (0x0001) |

B s T T S S S T s sl T ot S o S S S S S e i

TTL |

B e s S S S i S T e T s i S S S S

0x0004 | NSD_I P_ADDR |

i T T e S e i e i i T T S S S e e S O e i i i e
NSD_| P_ADDR, conti nued |
B i T T S S S o

+

+

b — b b N~~~ — p— p— p— p— ~—~—

- +-+
An end node responding to a NAME QUERY REQUEST al ways responds
with the AA and RA bits set for both the NEGATI VE and POSI Tl VE

NAME QUERY RESPONSE packets. An end node never sends a REDI RECT
NAME QUERY RESPONSE packet .
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When the requestor receives the REDI RECT NAME QUERY RESPONSE it
must reiterate the NAME QUERY REQUEST to the NBNS specified by
the NSD | P_ADDR field of the A type RESOURCE RECORD in the

ADDI TI ONAL section of the response packet. This is an optional
packet for the NBNS.

The NSD NAME and the RR_NAME in the ADDI TI ONAL section of the
response packet are the sanme nane. Space can be optinized if

| abel string pointers are used in the RR NAME which point to the
| abels in the NSD NAME.

The RR_ NAME in the AUTHORITY section is the nane of the donmain
the NBNS call ed by NSD NAME has authority over.

4.2.16. WAIT FOR ACKNOALEDGEMENT ( WACK) RESPONSE

1111111111222222222233
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
| NAME TRN I D 1] O0x7 ]1/0]0/0]J]0 0]0] Ox0 |
T I T S B T i T e S S S L S T
| 0x0000 | 0x0001 |
R S T T T T T T s
| 0x0000 | 0x0000 |
B T S e T i T S e T It S S S S S S

RR_NANME

| |
/ /
/ /
|+- T T T S S Tt S S S |+
| NULL (0x0020) | I N (0x0001) |

T i S S e e S S s S S S S e e
| TTL |

T R S T i e o e S S Sl SR
| 0x0002 | OPCODE | NM FLAGS | O0x0 |

T T S T L T T
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The NAVE TRN | D of the WACK RESPONSE packet is the sane

NAME TRN I D of the request that the NBNS is telling the requestor
to wait longer to conplete. The RR NAME is the nane fromthe
request, if any. If no nane is available fromthe request then
it is anull nane, single byte of zero.

The TTL field of the ResourceRecord is the newtine to wait, in
seconds, for the request to conplete. The RDATA field contains
t he OPCODE and NM FLAGS of the request.

A TTL value of 0 neans that the NBNS can not estimate the tine it
may take to conplete a response.

4.2.17. NODE STATUS REQUEST

1111111111222222222233
01234567890123456789012345678901
T S T sy
| NAME TRN | D [0] OxO0O |0]0|]0|]0JO O]B] Ox0 |
T B T S T S S I T S S SEp Sup s
| 0x0001 | 0x0000 |
T T S T o S S A C T
| 0x0000 | 0x0000 |
T T S S

|
QUESTI ON_NAME /
|

NBSTAT (0x0021) | IN (0x0001) |

/
T S i S e T S S S i T S S S S SIS &
B S T S S T i S S T S S S i S &
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4.2.18. NODE STATUS RESPONSE

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| NAME TRN | D |1] OxO0O ]1]/0]0/0]j]0 O]O] Ox0 |
T T S T S S e T S S e
| 0x0000 | 0x0001 |
T S S i S i S I S it S S i Suit SU
| 0x0000 | 0x0000 |
T i S S T 1 i SU S S SEp R S S

|
RR_NAME /
|

B T S T S T S S i S S e
NBSTAT (0x0021) | I N (0x0001) |
i T T S T L e S
0x00000000 |
T T T S S T
RDLENGTH | NUM NAMES |
B S T S o S i Uit SN A S S

NODE_NAME ARRAY

STATI STI CS

T+ N~ b — 4~ — 4 — 4 — — — ~—

|
+
|
+
/
+
|
T T S T s
|
+
/
+
|
+

I S S T o S S M T S e o

The NODE_NAME ARRAY is an array of zero or nore NUM NAMES entries
of NODE_NAME records. Each NODE NAME entry represents an active
nane in the sanme NetBlI OS scope as the requesting name in the

| ocal name table of the responder. RR_NAME is the requesting
namne.
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NODE_NAME Entry:

1111111111222222222233
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

+- - .-+
| |
+--- NETBI OS FORMAT NAME -t
| |
+- - - -+

R o T S T T i T S e T it S S S S
| NAVE_FLAGS
B I T S B T b e s

The NAVE_FLAGS fi el d:

1 1 1 1 1 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
I S
| G| ONT |DRG CNF| ACT| PRM RESERVED |
dom e e e e e e e e e e e e e -+

The NAVE FLAGS field is defined as:

Synbol Bit(s) Descri ption
RESERVED 7-15 Reserved for future use. Mist be zero (0).
PRM 6 Per manent Nane Flag. |If one (1) then entry

is for the permanent node nane. Flag is zero
(0) for all other nanes.
ACT 5 Active Nane Flag. Al entries have this flag
set to one (1).
CNF 4 Conflict Flag. |If one (1) then name on this
node is in conflict.
DRG 3 Deregister Flag. |If one (1) then this nanme
is in the process of being del eted.
ONT 1,2 Owner Node Type:
00 B node
01 P node
10 M node
11 Reserved for future use
G 0 Group Nane Fl ag.
If one (1) then the name is a GROUP Net Bl CS
name.
If zero (0) then it is a UNI QUE Net BI OS nane.
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4. 3.

4. 3.

Net

STATI STICS Field of the NODE STATUS RESPONSE:

1111111111222222222233
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| UNIT ID (Unique unit 1D) |
B s S S i i i ks a ks st S S S S S S

| UNI T_I D, cont i nued | JUVPERS | TEST_RESULT |
T I T S e T it i S S S S S i S S S SR S S S
| VERSI ON_NUVMBER | PERI OD_OF_STATI STI CS |
R S T I T T T T s
| NUMBER OF CRCs | NUVBER_ALI GNVENT_ERRORS |
B T S ik ik S o S S e S T
| NUVBER OF COLLISIONS | NUVBER SEND_ABORTS |

T I T S B T i T it S S S S S S S S S S T i S s
| NUMBER _GOOD_SENDS |
R S T s
| NUMBER GOOD_RECEI VES |
R T S I i i T S B R L o S R A SS
NUMBER RETRANSM TS | NUMBER_NO RESOURCE_CONDI Tl ONS |
B e T S e T S ik s U AN
NUMBER_FREE_COMMAND BLOCKS | TOTAL_NUMBER COMVAND BLOCKS
+-

-+
T S S S s s S S S T T S S e e S

+

|
+
MAX_TOTAL_NUVBER_COWVIVAND_BLOCKS| NUMBER PENDI NG_SESSI ONS |
e T e T S S T e Supa SIS
MAX_NUMBER_PENDI NG _SESSI ONS | MAX_TOTAL_SESSI ONS_POSSI BLE |
T T S e 1 T o S S S e S e T S
SESSI ON_DATA PACKET_SI ZE |
B S S e S St

|
+
|
+
|
+
|
+
|
+
SESSI ON SERVI CE PACKETS
1. GENERAL FORMAT OF SESSI ON PACKETS
Al'l session service nmessages are sent over a TCP connecti on.
Al'l session packets are of the follow ng general structure:
1111111111222222222233
01234567890123456789012345678901
B e i ol i i i e S S S e e e T i T sl st ST O S N I S S S SR
| TYPE | FLAGS | LENGTH |
B s S S i i i ks a ks st S S S S S S
| |
/ TRAI LER (Packet Type Dependent) /
| |
B e i ol i i i e S S S e e e T i T sl st ST O S N I S S S SR

The TYPE, FLAGS, and LENGTH fields are present in every session
packet .
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The LENGTH field is the nunber of bytes foll owi ng the LENGTH
field. In other words, LENGIH is the conbined size of the

TRAI LER field(s). For exanple, the PCSI TI VE SESSI ON RESPONSE
packet always has a LENGTH field val ue of zero (0000) while the
RETARGET SESSI ON RESPONSE al ways has a LENGTH field val ue of six
(0006) .

One of the bits of the FLAGS field acts as an additional, high-
order bit for the LENGIH field. Thus the cumnul ative size of the
trailer field(s) may range fromO to 128K bytes.

Sessi on Packet Types (in hexidecinal):

00 - SESSI ON MESSAGE

81 - SESSI ON REQUEST

82 - POSITI VE SESSI ON RESPONSE
83 - NEGATI VE SESSI ON RESPONSE
84 - RETARGET SESSI ON RESPONSE
85 - SESSI ON KEEP AL| VE

Bit definitions of the FLAGS field:
0 1 2 3 4 5 6 7

B LT, oI S S S

| O 0] O] O] O] O] O] E|

i S

Synbol Bit(s) Description

E 7 Length extension, used as an additional,
hi gh-order bit on the LENGTH fi el d.

RESERVED 0-6 Reserved, nust be zero (0)
4.3.2. SESSI ON REQUEST PACKET

1111111111222222222233
01234567890123456789012345678901
R R R R e e s o S e R S S S S S S e e e e e
TYPE | FLAGS | LENGTH |
B i T o S o i S S i s S S S S S S
CALLED NAMVE /
/

|

+-

|

/

|

T S S T I S S T S S e e ot
|

/ CALLI NG NAME

|
+-

|
|
+
|
|
+

T e S T T S S S S
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4.3.3. POCSI TI VE SESSI ON RESPONSE PACKET

1111111111222222222233
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| TYPE | FLAGS | LENGTH |
T T S S T A S S e T s wui SUp

4.3.4. NEGATI VE SESSI ON RESPONSE PACKET
1111111111222222222233

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| TYPE | FLAGS | LENGTH |
T I T S I T it S S S i ST it S S S S S S
| ERROR_CCDE |

B

NEGATI VE SESSI ON RESPONSE packet error code values (in
hexi deci mal ) :

80 - Not listening on called nane

81 - Not listening for calling nane

82 - Called nanme not present

83 - Called name present, but insufficient resources
8F - Unspecified error

4.3.5. SESSI ON RETARGET RESPONSE PACKET

1111111111222222222233
01234567890123456789012345678901
T T S S T S T T Sl S S S S e e S SEp Sup
| TYPE | FLAGS | LENGTH |
T T e S i < S S S S S e S
| RETARGET | P_ADDRESS |
T T T S S L o Suprm
| PORT |
I S S T S i
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4.3.6. SESSI ON MESSAGE PACKET

1111111111222222222233
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
TYPE | FLAGS | LENGTH |

I T S S s S R T it S DR SR S R S

|

+-

| |

/ /

/ USER DATA /

/ /

| |

R o T S T T i T S e T it S S S S

4.3.7. SESSI ON KEEP ALI VE PACKET

1111111111222222222233
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
| TYPE | FLAGS | LENGTH
T I T S I T it S S S i ST it S S S S S S

4.4. DATAGRAM SERVI CE PACKETS
4.4.1. Net Bl OS DATAGRAM HEADER

1111111111222222222233
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
| MSG_TYPE | FLAGS | DGM | D |
I S e i S S i S i it S S
| SQURCE | P |
T i S T i S S S S
| SOURCE_PORT | DGM_LENGTH |
T i S S T it S i S S T S S s i S s
| PACKET_OFFSET |
S S S ik S SRR S

MSG_TYPE val ues (i n hexidecinal):

10 - DI RECT_UN QUE DATAGRAM

11 - DI RECT_GROUP DATAGRAM

12 - BROADCAST DATAGRAM

13 - DATAGRAM ERRCR

14 - DATAGRAM QUERY REQUEST

15 - DATAGRAM PGSI TI VE QUERY RESPONSE
16 - DATAGRAM NEGATI VE QUERY RESPONSE
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4.4,

Net

Bit definitions of the FLAGS field:

0 1 2 3 4 5 6 7
M S S S
| 0] 0] O] O] SNT | F| M|
e S S

Synbol Bit(s) Description

M 7 MORE flag, If set then nore NetBl OS datagram
fragments follow.

F 6 FI RST packet flag, |If set then this is first
(and possibly only) fragnment of NetBIGS
dat agram

SNT 4,5 Sour ce End- Node type:
00 B node
01 P node
10 M node
11 NBDD
RESERVED 0-3 Reserved, nust be zero (0)

2. DI RECT_UNI QUE, DI RECT_GROUP, & BROADCAST DATAGRAM

1111111111222222222233
01234567890123456789012345678901
T S S L i o i T e e i St S S

MG _TYPE | FLAGS | DGM | D |
T T T i S T S S it S s
SOURCE_| P |

B T i S S S T S S S S S &
SOURCE_PORT | DGM _LENGTH |

T S S I L i o S T S e S S LR T
PACKET _OFFSET |

i S S N T i S e S S

SOURCE_NAVE

T T A S i i S S S S S il ai S S S S S

DESTI NATI ON_NAME

T S S S ks S S S S S i S S S S S S L

/
/
/
/
USER_DATA /
/

I
|
I
+
I
I
+
|
|
+

e e T S S S o

I S S T o S S M T S e o
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4.4.3. DATAGRAM ERRCR PACKET

1111111111222222222233
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
| MSG_TYPE | FLAGS | DGM | D |
I S e i S S i S i it S S
| SQURCE | P |
T i S T i S S S S
| SOURCE_PORT | ERROR_CODE |
BT i T S S i T S S s

ERROR_CODE val ues (in hexidecinal):

82 - DESTI NATI ON NAME NOT PRESENT
83 - I NVALI D SOURCE NAME FORMAT
84 - I NVALI D DESTI NATI ON NAME FORVAT

4. 4.4, DATAGRAM QUERY REQUEST

1111111111222222222233
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
| MSG_TYPE | FLAGS | DGM | D |
I S e i S S i S i it S S
| SQURCE | P |
T i S T i S S S S
| SOURCE_PORT |
T i S B i S SN A S
|
/
/
|
+-

|
+
|
DESTI NATI ON_NAME /
/
|
+

T T S S e T AT 2 S e i i S S S S S S
4.4.5. DATAGRAM PCSI TI VE AND NEGATI VE QUERY RESPONSE

1111111111222222222233
01234567890123456789012345678901
i i Sup o S S i T R
| MG _TYPE | FLAGS | DGM | D |
T S T e L o Suprms
| SOURCE_| P |
T T S S e S S i T S S S e N
| SOURCE_PORT |
T . S
|
/
/
|
+-

|
+
|
DESTI NATI ON_NAVE /
/
|
+

I T T S S i e S A e
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5. PROTOCOL DESCRI PTI ONS
5.1. NAME SERVI CE PROTOCCLS

A REQUEST packet is always sent to the well known UDP port -

NAMVE SERVI CE_ UDP_PORT. The destination address is normally
either the I P broadcast address or the address of the NBNS - the
address of the NBNS server it set up at initialization tine. In
rare cases, a request packet will be sent to an end node, e.g. a
NAME QUERY REQUEST sent to "chall enge" a node.

A RESPONSE packet is always sent to the source UDP port and
source | P address of the request packet.

A DEMAND packet nust always be sent to the well known UDP port -
NAME _SERVI CE_UDP_PORT. There is no restriction on the target IP
addr ess.

Terms used in this section:
tid - Transaction ID. This is a value conposed from
the requestor’s I P address and a unique 16 bit
val ue generated by the originator of the
transacti on.
5.1.1. B-NODE ACTIVITY
5.1.1.1. B-NCDE ADD NAME
PROCEDURE add_nane( newnane)
/*
* Host initiated processing for a B node
*/
BEG N
REPEAT
/* build nane service packet */
ONT = B _NODE; /* broadcast node */
G = UN QUE; /* uni que nanme */
TTL = 0;
broadcast NAME REGQ STRATI ON REQUEST packet ;
/*
* renpote node(s) will send response packet

* if applicable
*/
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pause( BCAST _REQ RETRY_TI MEQUT) ;

UNTI L response packet is received or
retransnmt count has been exceeded

| F no response packet was recei ved THEN
BEA N /* no response */
/*
* build packet
*/

ONT = B NODE; /* broadcast node */
G = UN QUE; /* uni que name */
TTL = O;

/*
* Let other nodes known you have the nane
*/

broadcast NAME UPDATE REQUEST packet ;
/* name can be added to |ocal nane table */
return success;

END /* no response */

ELSE

BEA N /* got response */

/*
* Match return transaction id
* against tid sent in request

*/
I F NOT response tid = request tid THEN
BEGA N
i gnore response packet;
END
ELSE

CASE packet type OF
NEGATI VE NAME REG STRATI ON RESPONSE:
return failure; /* name cannot be added */

POsSI TI VE NAME REQ STRATI ON RESPONSE:
END- NODE CHALLENGE NAME REG STRATI ON RESPONSE:

/*

* B nodes should normally not get this
* response.

*/

i gnore packet;
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END /* case */;
END /* got response */
END /* procedure */
5.1.1.2. B-NODE ADD _GROUP NAME
PROCEDURE add_gr oup_nane( newnane)

/*
* Host initiated processing for a B node

*/
BEGA N
/*
* same as for a unique nane with the
* exception that the group bit (G nust
* be set in the request packets.
*
/
G = GROUP,
/*
* broadcast request
*/
END

5.1.1.3. B-NODE FI ND_NAME
PROCEDURE fi nd_nane( nane)

/*
* Host initiated processing for a B node
*/

BEG N

REPEAT
/*
* build packet
*/
ONT = B;
TTL = 0;
G = DONT CARE;

broadcast NAME QUERY REQUEST packet;
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/*

* a node m ght send response packet

*/

pause( BCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet received OR
max transmit threshold exceeded

| F no response packet received THEN
return failure;
ELSE

I F NOT response tid = request tid THEN

i gnore packet;

ELSE

CASE packet type OF

POSI TI VE NAMVE QUERY RESPONSE
/*

*

Be prepared to detect conflict

* Ok X X *

/

Start a tinmer to detect conflict.

i f

any nore response packets are received.

save response as authoritative response;

start _timer ( CONFLI CT_TI MER) ;
return success;

NEGATI VE NAMVE QUERY RESPONSE:
REDI RECT NAME QUERY RESPONSE:

/*

* B Node should nornally not get
* response.

*/

i gnore response packet;

END /* case */
END /* procedure */

5.1.1.4. B NCDE NAME RELEASE

PROCEDURE del et e_nane (nane)
BEG N

REPEAT
/*

* build packet
*/
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/*
* send request
*/

broadcast NAME RELEASE REQUEST packet;

/*
* no response packet expected
*/

pause( BCAST _REQ RETRY_TI MEQUT) ;

UNTIL retransmt count has been exceeded
END /* procedure */

5.1.1.5. B-NCDE | NCOM NG PACKET PROCESSI NG

Fol | owi ng processing is done when broadcast or unicast packets
are received at the NAME_SERVI CE_UDP_PORT.

PROCEDURE process_i ncom ng_packet ( packet)

/*
* Processing initiated by inconing packets for a B node
*/

BEG N
/*
* Note: response packets are always sent
* to:
* source | P address of request packet
* source UDP port of request packet
*/

CASE packet type OF

NAME REGQ STRATI ON REQUEST ( UNI QUE) :
I F nane exists in |ocal nanme table THEN
send NEGATI VE NAME REQ STRATI ON RESPONSE ;
NAMVE REGQ STRATI ON REQUEST ( GROUP) :
IF nane exists in |ocal nane table THEN
BEG N
I F local entry is a unique nane THEN
send NEGATI VE NAME REQ STRATI ON RESPONSE
END
NAMVE QUERY REQUEST:
IF nane exists in |ocal nane table THEN
BEG N
buil d response packet;
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send POSI TI VE NAME QUERY RESPONSE;
PCSI TI VE NAME QUERY RESPONSE
I F nane conflict timer is not active THEN
BEG N
/*
* timer has expired already... ignore this
* packet
*/

return;

END

ELSE /* timer is active */

I F a response for this nane has previously been
recei ved THEN

BEA N /* existing entry */

/*
* we sent out a request packet, and
* have already received (at |east)
* one response
*
* Check if conflict exists.
* |f so, send out a conflict packet.
*
* Note: detecting conflict does NOT
* affect any existing sessions.
*
*/

/*

* Check for nanme conflict.
* See "Nanme Conflict" in Concepts and Met hods
*/
check saved authoritative response agai nst

information in this response packet;
I F conflict detected THEN
BEGA N

uni cast NAVE CONFLI CT DEMAND packet ;

I F entry exists in cache THEN

BEGA N

renove entry from cache;

END
END
END /* existing entry */
ELSE
BEGA N
/*

* Note: If this was the first response
* to a nanme query, it would have been
* handled in the

* find_name() procedure.
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*/

i gnore packet;
END
NAME CONFLI CT DEMAND:
IF nanme exists in |ocal nanme table THEN
BEG N
mark nane as conflict detected

The only valid user NetBlI GS operation
agai nst such a nane is DELETE NAME

/*

* a nane in the state "conflict detected"
* does not "logically" exist on that node.
* No further session will be accepted on
* that nane.

* No datagrams can be sent agai nst that nane.
* Such an entry will not be used for

* purposes of processing incom ng request
* packets.

*

*

*

/
END
NAME RELEASE REQUEST
| F caching is being done THEN
BEG N
renove entry from cache
END
NAME UPDATE REQUEST:
| F caching is being done THEN
BEG N
I F entry exists in cache already,
updat e cache;
ELSE I F name is "interesting"” THEN
BEG N
add entry to cache;
END
END

NODE STATUS REQUEST:
I F name exists in local nane table THEN
BEG N
/*
* send only those nanes that are
* in the sane scope as the scope
* field in the request packet
*/

send NODE STATUS RESPONSE;

END
END
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5.1.2. P-NODE ACTIVITY

Al'l packets sent or received by P nodes are uni cast UDP packets.
A P node sends name service requests to the NBNS node that is
specified in the P-node configuration

5.1.2.1. P-NODE ADD_NAME
PROCEDURE add_nane( newnane)

/*
* Host initiated processing for a P node
*/

BEG N

REPEAT
/*
* build packet
*/

ONT = P
G = UNI QUE;

/*
* send request
*/

uni cast NAVE REGQ STRATI ON REQUEST packet ;

/*
* NBNS wi Il send response packet
*/

| F recei ve a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet is received OR
retransmt count has been exceeded

I F no response packet was recei ved THEN
BEA N /* no response */
/*
* NBNS i s down. Cannot cl ai m nane.
*/

return failure; /* nanme cannot be clainmed */

END /* no response */
ELSE
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BEA N /* response */
I F NOT response tid = request tid THEN
BEA N
/* Packet may bel ong to another transaction */
i gnore response packet;
END
ELSE
CASE packet type OF

PCSI TI VE NAME REG STRATI ON RESPONSE:

/*
* pname can be added
*/

adjust refresh tineout value, TTL, for this nane;
return success; /* name can be added */

NEGATI VE NAME REG STRATI ON RESPONSE:
return failure; /* nanme cannot be added */

END- NODE CHALLENGE REG STRATI ON REQUEST:
BEA N /* end node chal |l enge */

/
The response packet has in it the
address of the presuned owner of the
nane. Challenge that owner.

I f owner either does not

respond or indicates that he no | onger
owns the nane, claimthe nane.

O herwi se, the nane cannot be cl ai ned.

L S

/

REPEAT

/*
* build packet
*/

uni cast NAVE QUERY REQUEST packet to the
address contained in the END NODE
CHALLENGE RESPONSE packet ;

/*
* renpte node may send response packet
*/

pause( UCAST _REQ RETRY_TI MEQUT) ;
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UNTI L response packet is received or
retransmt count has been exceeded
| F no response packet is received OR
NEGATI VE NAME QUERY RESPONSE packet
recei ved THEN
BEA N /* update */

/*
* name can be cl ai ned
*/

REPEAT

/*
* build packet
*/

uni cast NAME UPDATE REQUEST to NBNS

/*
* NBNS node will send response packet
*/

| F recei ve a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet is received or
retransmt count has been exceeded
| F no response packet received THEN
BEA N /* no response */

/*
* nanme could not be clai ned
* [

return fail ure;
END /* no response */
ELSE
CASE packet type OF
PCSI TI VE NAME REG STRATI ON RESPONSE:
/ *
* add nane
*/
return success;
NEGATI VE NAME REG STRATI ON RESPONSE:

/*

* you | ose
*/
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return fail ure;
END /* case */
END /* update */

ELSE

/*

* received a positive response to the "chall enge
* Renpte node still has nane

*/

return failure;
END /* end node chal |l enge */
END /* response */
END /* procedure */

5.1.2.2. P-NCDE ADD GROUP NAME

PROCEDURE add_gr oup_nane( newnane)

/*
* Host initiated processing for a P node
*/
BEG N
/*
* same as for a unique nanme, except that the
* request packet mnust indicate that a
* group nane claimis being made.
*/
G = GROUP;
/*
* send packet
*/
END

5.1.2.3. P-NODE FI ND NAMVE

PROCEDURE fi nd_nane( nane)

/*

* Host initiated processing for a P node
*/

BEG N

Net Bl OS Wor ki ng Group

March 1987

[ Page 45]



RFC 1002 March 1987

REPEAT
/*
* build packet
*/

ONT = P;
G = DONT CARE;

uni cast NAVE QUERY REQUEST packet;

/*
* a NBNS node ni ght send response packet
*/

| F receive a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet received OR
max transmt threshold exceeded

| F no response packet received THEN
return failure;

ELSE

I F NOT response tid = request tid THEN
i gnore packet;

ELSE

CASE packet type OF

PCsSI TI VE NAME QUERY RESPONSE
return success;

REDI RECT NAME QUERY RESPONSE

/*
NBNS node wants this end node

* to use sonme other NBNS node

* to resolve the query.

*/

repeat query w th NBNS address

in the response packet;

NEGATI VE NAME QUERY RESPONSE:

return failure;

END /* case */
END /* procedure */

5.1.2.4. P-NCDE DELETE_NAME

PROCEDURE del et e_nane (nane)
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/*
* Host initiated processing for a P node
*/
BEG N
REPEAT
/*
* build packet
*/
/*
* send request
*/

uni cast NAVE RELEASE REQUEST packet;
| F recei ve a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTIL retransmit count has been exceeded
or response been received

| F response has been received THEN

CASE packet type OF

POSI TI VE NAME RELEASE RESPONSE
return success;

NEGATI VE NAME RELEASE RESPONSE

/*
* NBNS does want node to delete this
* nanme !!
*/
return failure;
END /* case */
END /* procedure */
5.1.2.5. P-NODE | NCOM NG PACKET PROCESSI NG
Processing initiated by reception of packets at a P node
PROCEDURE process_i ncomni ng_packet ( packet)
/*
* Processing initiated by incom ng packets at a P node
*/

BEG N
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/*
* always ignore UDP broadcast packets
*/

| F packet was sent as a broadcast THEN
BEGA N
i gnore packet;
return,
END
CASE packet type of

NAMVE CONFLI CT DENMAND:
IF nanme exists in |ocal nane table THEN
mark nanme as in conflict;
return;

NAME QUERY REQUEST:
IF nanme exists in |ocal nanme table THEN
BEGA N /* nanme exists */

/*
* build packet
*/

/*
* send response to the | P address and port
* nunber from which the request was received.

*/
send POSI TI VE NAME QUERY RESPONSE
return,;
END /* exists */
ELSE
BEA N /* does not exist */
/*
* send response to the requestor
*/

send NEGATI VE NAME QUERY RESPONSE
return;
END /* does not exist */
NODE STATUS REQUEST
/*
* Name of "*" may be used for force node to
* divulge status for adm nistrative purposes
*/
IF name in local nane table OR nane = "*" THEN
BEG N
/*
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Bui Il d response packet and
send to requestor node
Send only those nanes that are
in the same scope as the scope
in the request packet.

/

* Ok Ok Ok F Ok

send NODE STATUS RESPONSE
END

NAME RELEASE REQUEST
/*
* This will be received if the NBNS wants to flush the
* nane fromthe |ocal nane table, or fromthe | oca
* cache.
*/

IF nane exists in the |local nane table THEN
BEG N

del ete nane from |l ocal nane table

i nformuser that nane has been del et ed;
END
ELSE

| F nane has been cached | ocally THEN

BEG N

renove entry from cache
END

END /* case */
END /* procedure */

5.1.2.6. P-NODE TI MER | NI TI ATED PROCESSI NG
Processing initiated by tiner expiration.

PROCEDURE ti mer _expired()
/*
* Processing initiated by the expiration of a timer on a P node
*/
BEG N
/*
* Send a NAME REFRESH REQUEST for each nane which the
* TTL which has expired.

*/

REPEAT
bui |l d NAME REFRESH REQUEST packet ;
REPEAT

send packet to NBNS

| F receive a WACK RESPONSE THEN
pause(time from TTL field of response);
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ELSE
pause( UCAST _REQ RETRY_TI MEQUT) ;
UNTI L response packet is received or
retransmt count has been exceeded

CASE packet type OF
POSI TI VE NAME REGQ STRATI ON RESPONSE:
/* successfully refreshed */
reset TTL tinmer for this naneg;

NEGATI VE NAME REGQ STRATI ON RESPONSE:
/ *
* refused, can’'t keep nane
* assune in conflict
* [
mark nanme as in conflict;
END /* case */

UNTI L request sent for all names for which TTL
has expired
END /* procedure */
5.1.3. M NCDE ACTIVITY

M nodes behavior is simlar to that of P nodes with the addition
of sone B node-li ke broadcast actions. M node nane service
proceeds in two steps:

1. Use broadcast UDP based nane service. Depending on the
operation, goto step 2.

2. Use directed UDP nanme service.
The followi ng code for Mnodes is exactly the sane as for a P
node, with the exception that broadcast operations are done
before P type operation is attenpted.

5.1.3.1. M NCDE ADD NAME

PROCEDURE add_nane( newnane)
/*

* Host initiated processing for a M node

*/

BEGA N

/*
* check if nane exists on the

* pbroadcast area
*/
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REPEAT
/* build packet */

br oadcast NAVE REG STRATI ON REQUEST packet ;
pause( BCAST REQ RETRY_TI MEQUT) ;

UNTI L response packet is received or
retransnit count has been exceeded

I F valid response recei ved THEN
BEGA N
/* cannot clai mnanme */

return failure;
END

/*
* No objections received within the
* broadcast area
* Send request to name server

*/

REPEAT
/*
* build packet
*/

ONT = M

uni cast NAVE REG STRATI ON REQUEST packet ;

/*
* remote NBNS will send response packet
*/

| F receive a WACK RESPONSE THEN

pause(time from TTL field of response);
ELSE

pause( UCAST_REQ RETRY_TI MEQUT) ;

UNTI L response packet is received or
retransnmit count has been exceeded

I F no response packet was received THEN
BEA N /* no response */
/*
* NBNS is down. Cannot clai m namne.
*/
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return failure; /* name cannot be claimed */
END /* no response */
ELSE
BEA N /* response */
I F NOT response tid = request tid THEN
BEG N
i gnore response packet;
END
ELSE
CASE packet type OF
PCSI TI VE NAME REGQ STRATI ON RESPONSE:

/*
* pname can be added
*/

adj ust refresh tineout value, TTL;
return success; /* name can be added */

NEGATI VE NAME REG STRATI ON RESPONSE:
return failure; /* nanme cannot be added */

END- NODE CHALLENGE REG STRATI ON REQUEST:
BEA N /* end node chal |l enge */

/
The response packet has in it the
address of the presuned owner of the
nane. Challenge that owner.

I f owner either does not

respond or indicates that he no | onger
owns the nane, claimthe nane.

O herwi se, the name cannot be cl ai ned.

L S

~

REPEAT

/*
* build packet
*/

/*
* send packet to address contained in the
* response packet
*/

uni cast NAVE QUERY REQUEST packet;

/*
* renpote node nmay send response packet
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*/
pause( UCAST_REQ RETRY_TI MEQUT) ;

UNTI L response packet is received or

retransmit count has been exceeded
I F no response packet is received THEN
BEA N /* no response */

/*
* nanme can be cl ai ned

*/
REPEAT
/*
* build packet
*/
uni cast NAME UPDATE REQUEST to NBNS
/*
* NBNS node will send response packet
*/
| F receive a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE

pause( UCAST_REQ RETRY_TI MEQUT) ;

UNTI L response packet is received or

retransmt count has been exceeded
| F no response packet received THEN
BEG@ N /* no response */

/*
* pname could not be clained
*/

return failure;
END /* no response */
ELSE
CASE packet type OF
PCSI TI VE NAME REG STRATI ON RESPONSE:
/ *
* add nane
*/

return success;
NEGATI VE NAVE REG STRATI ON RESPONSE:
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/*
* you | ose
*/

return failure;
END /* case */
END /* no response */

ELSE

I F NOT response tid = request tid THEN
BEG N

i gnore response packet;

END
/*

* received a response to the "chall enge"
* packet

*/

CASE packet type OF
PCsSI TI VE NAME QUERY

/*
* renote node still has nane.
* [

return failure;
NEGATI VE NAME QUERY

/*
* renote node no | onger has name
*/

return success;
END /* case */
END /* end node chal |l enge */
END /* case */
END /* response */
END /* procedure */

5.1.3.2. M NODE ADD GROUP NAME
PROCEDURE add_gr oup_nane( newnane)
/*
* Host initiated processing for a P node
*/
BEA N
/*

* same as for a unique nanme, except that the
* request packet must indicate that a

Net Bl OS Wor ki ng Group [ Page 54]



RFC 1002 March 1987

* group nane claimis being nade.
*/

G = GROP;

/*
* send packet
*/

END
5.1.3.3. M NODE FI ND NAMVE
PROCEDURE fi nd_nane( nane)

/*
* Host initiated processing for a M node

* check if any node on the broadcast
* area has the nane
*/

REPEAT
/* build packet */

broadcast NAME QUERY REQUEST packet ;

pause( BCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet received OR

max transmt threshold exceeded

I F valid response recei ved THEN

BEGA N
save response as authoritative response;
start _timer ( CONFLI CT_TI MER)
return success;

END

/*

* no valid response on the b’ cast segnent.
* Try the nane server.

*/

REPEAT
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/*
* build packet
*/

ONT = M
G = DONT CARE;

uni cast NAVE QUERY REQUEST packet to NBNS

/*
* a NBNS node ni ght send response packet
*/

| F receive a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet received OR
max transmt threshold exceeded

| F no response packet received THEN
return failure;

ELSE

I F NOT response tid = request tid THEN
i gnore packet;

ELSE

CASE packet type OF

PCsSI TI VE NAME QUERY RESPONSE
return success;

REDI RECT NAME QUERY RESPONSE

/*

NBNS node wants this end node

* to use sone other NBNS node

* to resolve the query.

*/

repeat query wth NBNS address

in the response packet;

NEGATI VE NAME QUERY RESPONSE

return failure;

END /* case */
END /* procedure */

5.1.3.4. M NODE DELETE NAME
PROCEDURE del et e_nane (nane)

/*
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Host initiated processing for a P node
*/

BEG N
/*
* First, delete name on NBNS
*/
REPEAT
/*
* build packet
*/

/*
* send request
*/

uni cast NAVE RELEASE REQUEST packet to NBNS

| F receive a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST _REQ RETRY_TI MEQUT) ;
UNTIL retransnit count has been exceeded
or response been received

| F response has been received THEN
CASE packet type OF
PCSI TI VE NAME RELEASE RESPONSE
/*
* Del etion of nane on b’ cast segnent is deferred
* until after NBNS has del eted the nane
*/

REPEAT
/* build packet */

broadcast NAVE RELEASE REQUEST:
pause( BCAST REQ RETRY TI MEOUT) :
UNTIL rexnt threshold exceeded

return success;
NEGATI VE NAME RELEASE RESPONSE

/*
* NBNS does want node to delete this
* nane
* [
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return failure;
END /* case */
END /* procedure */

5.1.3.5. M NODE | NCOM NG PACKET PROCESSI NG
Processing initiated by reception of packets at a M node
PROCEDURE process_i nconm ng_packet ( packet)

/*
* Processing initiated by incom ng packets at a M node
*/

BEG N
CASE packet type of

NAMVE CONFLI CT DENMAND:
IF nanme exists in |ocal nane table THEN
mark nanme as in conflict;
return;

NAME QUERY REQUEST:
IF nanme exists in |ocal nanme table THEN
BEGA N /* nanme exists */

/*
* build packet
*/

/*
* send response to the | P address and port
* nunber from which the request was received.

*/
send POSI TI VE NAME QUERY RESPONSE
return,;
END /* exists */
ELSE
BEA N /* does not exist */
/*
* send response to the requestor
*/

| F request NOT broadcast THEN
/*
* Don’t send negative responses to
* queries sent by B nodes
*/
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send NEGATI VE NAME QUERY RESPONSE
return,
END /* does not exist */
NODE STATUS REQUEST:
BEG N
/*
* Name of "*" nay be used for force node to
* divulge status for administrative purposes
*/
IF name in local nane table OR nanme = "*" THEN
/*
* Build response packet and
send to requestor node
Send only those nanes that are
in the same scope as the scope
in the request packet.
/

* Ok X X *

send NODE STATUS RESPONSE
END

NAME RELEASE REQUEST:
/*
* This will be received if the NBNS wants to flush the
* name fromthe local nane table, or fromthe |oca
* cache.
*/

IF nane exists in the |ocal nane table THEN
BEG N

del ete nane from |l ocal nane table

i nfformuser that nane has been del eted
END
ELSE

| F nane has been cached | ocally THEN

BEG N

renove entry from cache
END

NAME REGQ STRATI ON REQUEST ( UNI QUE) :
IF nane exists in |ocal nanme table THEN
send NEGATI VE NAME REQ STRATI ON RESPONSE ;
NAMVE REGQ STRATI ON REQUEST ( GROUP) :
I F nanme exists in |ocal nanme table THEN
BEG N
IF local entry is a unique nane THEN
send NEGATI VE NAME REQ STRATI ON RESPONSE ;
END
END /* case */
END /* procedure */
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5.1.3.6. M NCDE Tl MER | NI TI ATED PROCESSI NG
Processing initiated by tinmer expiration:
PBOCEDURE timer_expired()
/: Processing initiated by the expiration of a timer on a M node
BE&IV

/*
* Send a NAME REFRESH REQUEST for each nanme which the
* TTL whi ch has expired.

*/

REPEAT
bui | d NAME REFRESH REQUEST packet ;
REPEAT

send packet to NBNS

| F recei ve a WACK RESPONSE THEN
pause(time from TTL field of response);
ELSE
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response packet is received or
retransmt count has been exceeded

CASE packet type OF
PCsSI TI VE NAME REQ STRATI ON RESPONSE:
/* successfully refreshed */
reset TTL tinmer for this nane;

NEGATI VE NAME REGQ STRATI ON RESPONSE:
/ *
* refused, can’'t keep nane
* assune in conflict
* [
mark nane as in conflict;
END /* case */

UNTI L request sent for all names for which TTL
has expired
END /* procedure */

5.1.4. NBNS ACTIVITY

A NBNS node will receive directed packets fromP and M nodes.
Reply packets are always sent as directed packets to the source

| P address and UDP port nunber. Received broadcast packets nust
be i gnored.
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5.1.4.1. NBNS | NCOM NG PACKET PROCESSI NG

PROCEDURE process_i ncomni ng_packet ( packet)

/*
* | nconm ng packet processing on a NS node
*/
BEA N
| F packet was sent as a broadcast THEN
BEG N
di scard packet;
return;
END

CASE packet type of

NAME REG STRATI ON REQUEST (UNI QUE):
| F uni que nane exists in data base THEN
BEA N /* uni que nane exists */
/ *

*

NBNS node may be a "passive"
server in that it expects the
end node to do the challenge
server. Such a NBNS node is
called a "non-secure" server
A "secure" server will do the
chal l engi ng before it sends
back a response packet.
/

E

| F non-secure THEN

BEG N
/*
* build response packet
*/
/*
* let end node do the chall enge
*/
send END- NODE CHALLENGE NAME REG STRATI ON
RESPONSE
return,;
END
ELSE
/*

* secure server - do the nane
* chal | enge operation
* [
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REPEAT
send NAME QUERY REQUEST;
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTI L response has been received or
retransmt count has been exceeded
| F no response was recei ved THEN
BEG N

/* node down */

update data base - renove entry;
update data base - add new entry;
send PCSI TI VE NAME REGQ STRATI ON RESPONSE;
return,
END
ELSE
BEA N /* chal | enged node replied */
/*
* chal | enged node replied with
* a response packet
*/

CASE packet type
POSI TI VE NAME QUERY RESPONSE:
/

nane still owned by the
chal | enged node

* Ok Sk k F *

bui |l d packet and send response
/

Note: The NBNS will need to
* keep track (based on transaction id) of
* the | P address and port nunber
* of the original requestor.
*/
send NEGATI VE NAME REGQ STRATI ON RESPONSE;
return;
NEGATI VE NAME QUERY RESPONSE:

update data base - renove entry;
update data base - add new entry;

/*
* build response packet and send
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* response
*/
send POSI TI VE NAME REGQ STRATI ON RESPONSE;
return;
END /* case */
END /* chal | enged node replied */
END /* uni que nane exists in data base */
ELSE
| F group nane exists in data base THEN
BEA N /* group nanmes exists */

/
Menbers of a group nane are NOT

chal | enged.

Make the assunption that

at |l east sonme of the group nenbers
are still alive.

Refresh nechani smwi ||

allow the NBNS to detect when all
menbers of a group no |longer use that
name

L I R . T

~

send NEGATI VE NAME REQ STRATI ON RESPONSE;
END /* group nane exists */
ELSE
BEA N /* name does not exist */

/*
Nanme does not exist in data base

* This code applies to both non-secure
* and secure server.
*/

update data base - add new entry;
send PCSI TI VE NAME REGQ STRATI ON RESPONSE;
return,

END

NAME QUERY REQUEST:
| F name exists in data base THEN
BEG N
/*
* build response packet and send to
* requestor
*/

send POSI TI VE NAME QUERY RESPONSE;
return;
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ELSE
BEG N
/*
* build response packet and send to
* requestor
*/

send NEGATI VE NAME QUERY RESPONSE
return;
END

NAME REGQ STRATI ON REQUEST ( GROUP) :
| F name exists in data base THEN
BEGA N
IF local entry is a unique nane THEN
BEGA N /* |ocal is unique */

| F non-secure THEN

BEG N

send END- NODE CHALLENGE NANME
REG STRATI ON RESPONSE;

return;

END

REPEAT
send NAME QUERY REQUEST;
pause( UCAST_REQ RETRY_TI MEQUT) ;
UNTIL response received or
retransmt count exceeded
I F no response received or
NEGATI VE NAME QUERY RESPONSE
recei ved THEN
BEG N
update data base - renove entry;
update data base - add new entry;
send PCSI TI VE NAME REGQ STRATI ON RESPONSE;
return,
END
ELSE
BEG N
/ *
* name still being held
* by chal | enged node
*/

send NEGATI VE NAME REQ STRATI ON RESPONSE;
END
END /* local is unique */
ELSE
BEGAN/* local is group */
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/*
* existing entry is a group nane
*/

update data base - renove entry;
update data base - add new entry;
send PCSI TI VE NAME REGQ STRATI ON RESPONSE;
return,
END /* local is group */
END /* nanmes exists */
ELSE
BEG N /* does not exist */

/* nanme does not exist in data base */

update data base - add new entry;
send POCSI TI VE NAME REQ STRATI ON RESPONSE;
return;

END /* does not exist */

NAME RELEASE REQUEST:

/*

* secure server may choose to disallow
* a node from del eting a nane

*/

update data base - renove entry;
send POSI TI VE NAME RELEASE RESPONSE;
return;

NAME UPDATE REQUEST:

/*

* End- node conpl eted a successful chall enge,
* no updat e dat abase

*/

| F secure server THEN
send NEGATI VE NAME REGQ STRATI ON RESPONSE;
ELSE
BEA N /* new entry */
I F entry already exists THEN
update data base - renove entry;
update data base - add new entry;
send POSI TI VE NAME REGQ STRATI ON RESPONSE;
start _timer(TTL);
END

NAME REFRESH REQUEST:
check for consistency;
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I F node not allowed to have nane THEN

BEGA N
/ *
* tell end node that it can’t have nane
*/
send NEGATI VE NAME REGQ STRATI ON RESPONSE;
END
ELSE
BEG N
/ *
* send confirmation response to the
* end node.
*/
send POSI TI VE NAME REGQ STRATI ON,
start _timer(TTL);
END
return;

END /* case */
END /* procedure */

5.1.4.2. NBNS TIMER | NI TI ATED PROCESSI NG
A NS node uses tinmers to flush out entries fromthe data base.
Each entry in the data base is renoved when its timer expires
This time value is a nultiple of the refresh TTL established when
the nane was registered.

PROCEDURE ti mer _expired()

/*
* processing initiated by expiration of TTL for a given nane
*/
BEGA N
/*
* NBNS can (optionally) ensure
* that the node is actually down
* by sending a NODE STATUS REQUEST.
* |f such a request is sent, and
* no response is received, it can
* be assuned that the node is down.
*/
renove entry from data base;
END
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5.2. SESSI ON SERVI CE PROTOCCLS

The followi ng are variables and should be configurable by the
Net Bl CS user. The default values of these variables is found in
"Defined Constants and Vari ables" in the Detail ed
Specification.):

- SSN_RETRY_COUNT - The maxi mum nunber TCP connection attenpts
al | owabl e per a single NetBIOS call request.

- SSN CLOSE TIMEQUT is the time period to wait when cl osing the
Net Bl OS session before killing the TCP connection if session
sends are outstandi ng.

The followi ng are Defined Constants for the NetBlI OS Session
Service. (See "Defined Constants and Variables"” in the Detail ed
Specification for the value of these constants):

- SSN _SRVC TCP_PCRT - is the globally well-known TCP port
al l ocated for the NetBlI OS Session Service. The service accepts
TCP connections on this port to establish NetBl OS Sessi ons.
The TCP connection established to this port by the caller is
initially used for the exchange of NetBI CS control information
The actual NetBlI OS data connection may al so pass through this
port or, through the retargetting facility, through another
port.

5.2.1. SESSI ON ESTABLI SHVENT PROTOCOLS
5.2.1.1. USER REQUEST PROCESSI NG

PROCEDURE | i sten(listening nane, caller nane)
/*
* User initiated processing for B, P and M nodes
*
* This procedure assunes that an inconming session will be
* retargetted here by a session server
*/
BEA N
Do TCP listen; /* Returns TCP port used */
Regi ster listen with Session Service, give names and
TCP port;

Wait for TCP connection to open; /* Incoming call */
Read SESSI ON REQUEST packet from connection
Process session request (see section on

processing initiated by the reception of session
servi ce packets);
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I nform Session Service that NetBIOS listen is conplete

| F session established THEN
return success and session information to user;
ELSE
return fail ure;
END /* procedure */

PROCEDURE cal | (cal ling nanme, called nane)
/*
* user initiated processing for B, P and M nodes

*
* This algorithm assunes that the called nanme is a unique nane.
* |f the called name is a group nane, the call () procedure
* needs to cycle through the nenbers of the group

* until either (retry_count == SSN RETRY_COUNT) or

* the list has been exhausted.

BEG N
retry_count = 0;
retarget = FALSE; /* TRUE: caller is being retargetted */
nane_query = TRUE; /* TRUE: caller nust begin again with */

/* nane query. */
REPEAT
| F name_query THEN
BEG N
do nane di scovery, returns |P address;
TCP port = SSN_SRVC TCP_PORT;
| F name discovery fails THEN
return failure;
ELSE
nanme_query = FALSE
END
/*

* now have | P address and TCP port of
* renote party.
*/

establish TCP connection with renote party, use an
epheneral port as source TCP port;
I F connection refused THEN
BEG N
IF retarget THEN
BEG N
[* retry */
retarget = FALSE
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use original |IP address and TCP port;
goto LOOP
END

/* retry for just mssed TCP listen */

pause( SESSI ON_RETRY_TI MER)
establish TCP connection, again use epheneral
port as source TCP port;

| F connection refused OR
connection tinmed out THEN
return fail ure;

END
ELSE
| F connection tinmed out THEN
BEG N
IF retarget THEN
BEG N
[* retry */
retarget = FALSE
use original |IP address and TCP port;
goto LOOP;
END
ELSE
BEG N
/*
* incorrect nanme di scovery was done,
* try again
*/
i nform nane di scovery process of
possi ble error;
name_query = TRUE;
goto LOOP;
END
END
/*
* TCP connection has been established
*/

wait for session response packet;
CASE packet type OF

POSI TI VE SESSI ON RESPONSE
return success and session established
i nformati on;

NEGATI VE SESSI ON RESPONSE:
BEG N
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CASE error OF
NOT LI STENI NG ON CALLED NANE:
NOT LI STENI NG FOR CALLI NG NAME:
BEGA N
kill TCP connecti on;
return fail ure;
END

CALLED NAME NOT PRESENT:
BEG N
/*
* call ed nane does not exist on
* renote node
*/

i nform name di scovery procedure
of possible error;

IFthis is a P or Mnode THEN
BEG N
/*
* | nform Net Bl OS Nane Server
* it has returned incorrect
* information.
* [
send NAME RELEASE REQUEST for called
name and | P address to
Net BI S Nane Server;
END
/* retry from begi nning */
retarget = FALSE;
name_query = TRUE;
goto LOOP;
END /* call ed nane not present */
END /* case */
END /* negative response */

RETARGET SESSI ON RESPONSE:

BEG N
cl ose TCP connecti on;
extract | P address and TCP port from

response;

retarget = TRUE;

END /* retarget response */

END /* case */

LOOP: retry_count = retry_count + 1,
UNTIL (retry _count > SSN RETRY_CQUNT);

return failure;
END /* procedure */
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5.2.1.2. RECEI VED PACKET PROCESSI NG

These are packets received on a TCP connection before a session
has been established. The listen routines attached to a NetBI CS
user process need not inplenment the RETARGET response section
The user process version, separate froma shared Session Service,
need only accept (PCSITIVE SESSI ON RESPONSE) or reject (NEGATIVE
SESSI ON RESPONSE) a session request.

PROCEDURE sessi on_packet ( packet)
/*
* processing initiated by receipt of a session service
* packet for a session in the session establishnent phase.
* Assunes the TCP connection has been accepted.
*/
BEG N
CASE packet type

SESSI ON REQUEST:

BEG N

I F call ed nane does not exist on node THEN

BEGA N
send NEGATI VE SESS|I ON RESPONSE wi t h CALLED

NAME NOT PRESENT error code

cl ose TCP connecti on

END

Search for a listen with CALLI NG NAME for CALLED
NAME

IF matching listen is found THEN

BEG N

| F port of listener process is port TCP
connection is on THEN
BEGA N
send POSI Tl VE SESSI ON RESPONSE

Hand off connection to client process
and/or informuser session is
est abl i shed;

END
ELSE
BEG N

send RETARGET SESSI ON RESPONSE wi t h
listener’s | P address and
TCP port;

cl ose TCP connecti on

END
END
ELSE
BEG N
/* no matching listen pending */
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send NEGATI VE SESSI ON RESPONSE wi th eit her
NOT LI STENI NG ON CALLED NAME or NOT
LI STENI NG FOR CALLI NG NAME error
code;
cl ose TCP connecti on
END
END /* session request */
END /* case */
END /* procedure */

5.2.2. SESSI ON DATA TRANSFER PROTOCOLS
5.2.2.1. USER REQUEST PROCESSI NG

PROCEDURE send_nessage(user _nessage)
BEGA N
bui |l d SESSI ON MESSAGE header
send SESS|I ON MESSAGE header
send user_nessage
reset and restart keep-alive tiner;
| F send fails THEN
BEGA N
/*
* TCP connection has failed */
* [
cl ose Net Bl OS sessi on;
informuser that session is |ost;
return failure;
END
ELSE
return success;
END

5.2.2.2. RECEI VED PACKET PRCCESSI NG
These are packets received after a session has been established.

PROCEDURE sessi on_packet ( packet)
/*
* processing initiated by receipt of a session service
* packet for a session in the data transfer phase.
*/
BEGA N
CASE packet type OF

SESSI ON  MESSAGE
BEGA N
process nessage header
read in user data;
reset and restart keep-alive tiner;
deliver data to user;
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END /* session nessage */

SESSI ON KEEP ALl VE:
di scard packet;

END /* case */
END /* procedure */

5.2.2.3. PROCESSI NG | NI TI ATED BY TI MER

PROCEDURE sessi on_ka_timer()

/*

* processing initiated when session keep alive tinmer expires
*/

BEG N

send SESSI ON KEEP ALIVE, if configured;
I F send fails THEN
BEGA N

/* renote node, or path to it, is down */

abort TCP connecti on;
cl ose Net Bl OS sessi on
informuser that session is |ost;
return;
END
END /* procedure */

5.2.3. SESSI ON TERM NATI ON PROTOCOLS
5.2.3.1. USER REQUEST PROCESSI NG
PROCEDURE cl ose_sessi on()

/* initiated by a user request to close a session */

BEA N
close gracefully the TCP connection

WAIT for the connection to close or SSN _CLOSE_TI MEQUT
to expire;

IF tinme out expired THEN
abort TCP connecti on;
END /* procedure */

5.2.3.2. RECEPTI ON | NDI CATI ON PROCESSI NG
PROCEDURE cl ose_i ndi cation()
/*

* initiated by a TCP indication of a close request from
* the renote connection partner
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*/
BEGA N
cl ose gracefully TCP connecti on;

cl ose Net Bl CS sessi on;

i nform user session closed by renote partner;
END /* procedure */

5.3. Net Bl OS DATAGRAM SERVI CE PROTOCCLS

The following are GLOBAL vari abl es and shoul d be Net Bl OS user
confi gurabl e:

- SCOPE_ID: the non-leaf section of the domain name preceded by a
.’ which represents the domain of the NetBIOS scope for the
Net Bl OS nane. The follow ng protocol description only supports
singl e scope operation.

- MAX_DATAGRAM LENGTH: the maxi mum |l ength of an | P datagram The
nm ni mal maxi nrum | ength defined in for IPis 576 bytes. This
val ue is used when determ ning whether to fragment a Net Bl CS
datagram I nplenentations are expected to be capabl e of
recei ving unfragnented Net Bl OS datagrans up to their naxi num
si ze.

- BROADCAST_ADDRESS: the | P address B-nodes use to send datagrans
wi th group nane destinations and broadcast datagrans. The
default is the I P broadcast address for a single |IP network.

The followi ng are Defined Constants for the NetBlI OS Dat agram
Servi ce:

- DGM SRVC UDP_PCRT: the globally well-known UDP port all ocated
where the Net Bl OS Dat agram Servi ce receives UDP packets. See
section 6, "Defined Constants", for its val ue.

5.3.1. B NODE TRANSM SSI ON OF Net Bl OS DATAGRAMS
PROCEDURE send_dat agr am(data, source, destination, broadcast)
/*
* user initiated processing on B node
*/

BEG N
group = FALSE;

do name di scovery on destination name, returns nane type and
| P address;
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| F nane type is group nane THEN
BEG N

group = TRUE;
END

/*

* build datagram service UDP packet;

* [

convert source and destination NetBl OS nanes into
hal f-ASCI |, biased encoded nane;

SOURCE_NAME = cat (source, SCOPE_ID);

SOURCE | P = this nodes | P address;

SOURCE_PORT = DGM SRVC UDP_PORT;

| F Net Bl OS broadcast THEN
BEG N
DESTI NATI ON_NAME

cat ("*", SCOPE_I D)
END
ELSE
BEG N
DESTI NATI ON_NAVE

cat (destination, SCOPE_ID)
END

MSG TYPE = sel ect _one_from set
{ BROADCAST, DI RECT_UNI QUE, DI RECT_CGROUP}

DGM I D = next transaction id for Datagrans;

DGM LENGTH = I ength of data + length of second | evel encoded
source and destination nanes;

IF (length of the NetBlI OS Datagram i ncludi ng UDP and
| P headers, > MAX_DATAGRAM LENGTH) THEN
BEGA N
/*
* fragnent NetBl OS datagraminto 2 UDP packets
*/
Put names into 1st UDP packet and any data that fits
after nanes;
Set MORE and FIRST bits in 1st UDP packet’'s FLAGS;
OFFSET in 1st UDP = O;

Replicate NetBlI OS Dat agram header from 1st UDP packet
into 2nd UDP packet;
Put rest of data in 2nd UDP packet;
Clear MORE and FIRST bits in 2nd UDP packet’'s FLAGS;
OFFSET in 2nd UDP = DGM LENGTH - nunber of name and
data bytes in 1st UDP;
END
BEGA N
/*
* Only need one UDP packet
*/
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USER DATA = dat a;
Clear MORE bit and set FIRST bit in FLAGS
OFFSET = 0;

END

I F (group == TRUE) OR (NetBI OS broadcast) THEN
BEA N
send UDP packet (s) to BROADCAST ADDRESS;

END
ELSE
BEGA N
send UDP packet(s) to I P address returned by nane
di scovery;
END

END /* procedure */
5.3.2. P AND M NCDE TRANSM SSI ON OF Net Bl OS DATAGRAMS
PROCEDURE send_dat agran(data, source, destination, broadcast)

/*
* User initiated processing on P and M node.

* This processing is the sane as for B nodes except for
* sendi ng broadcast and nulticast NetBl OS datagrans.
*/

BEG N
group = FALSE;

do nane discovery on destination nane, returns nanme type
and | P address;

| F nane type is group nane THEN

BEG N
group = TRUE;

END

/*

* build datagram servi ce UDP packet;

*/

convert source and destination NetBlIOS nanes into
hal f- ASCl |, bi ased encoded nane;

SOURCE_NAME = cat (source, SCOPE I D)

SOURCE | P = this nodes | P address;

SOURCE_PORT = DGV SRVC UDP_PORT

| F Net Bl S broadcast THEN
BEG N
DESTI NATI ON_NAME = cat ("*", SCOPE_I D)
END
ELSE
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BEA N
DESTI NATI ON_NAME = cat (desti nati on, SCOPE I D)
END

MSG TYPE = sel ect_one_from set
{ BROADCAST, DI RECT_UNI QUE, DI RECT_GROUP}

DGM I D = next transaction id for Datagrans;

DGM LENGTH = I ength of data + length of second | evel encoded
source and destination nanes;

IF (length of the NetBlI OS Datagram i ncl udi ng UDP and
| P headers, > MAX_DATAGRAM LENGTH) THEN
BEG N
/*
* fragnent NetBlI OS datagraminto 2 UDP packets
*/
Put names into 1st UDP packet and any data that fits
after nanes;
Set MORE and FIRST bits in 1st UDP packet’s FLAGS;

OFFSET in 1st UDP = O;

Replicate NetBl OS Dat agram header from 1st UDP packet
into 2nd UDP packet;

Put rest of data in 2nd UDP packet;

Clear MORE and FIRST bits in 2nd UDP packet’'s FLAGS;

OFFSET in 2nd UDP = DGM LENGTH - nunber of name and
data bytes in 1st UDP;

END
BEG N
/*
* Only need one UDP packet
*/
USER DATA = dat a;
Clear MORE bit and set FIRST bit in FLAGS;
OFFSET = 0;
END
I F (group == TRUE) OR (NetBI OS broadcast) THEN
BEG N
/*

* Sending of follow ng query is optional.
* Node nmay send datagramto NBDD i medi ately
* but NBDD nmay discard the datagram
*/
send DATAGRAM QUERY REQUEST to NBDD;
| F response is POSI TI VE QUERY RESPONSE THEN
send UDP packet(s) to NBDD Server |P address;
ELSE
BEGA N
get list of destination nodes from NBNS;
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FOR EACH node in |ist

BEG N
send UDP packet(s) to this node's
| P address;
END
END
END
ELSE
BEA N
send UDP packet(s) to I P address returned by nane
di scovery;

END /* procedure */
5.3.3. RECEPTI ON OF Net Bl OS DATAGRAMS BY ALL NODES

The follow ng algorithmdi scards out of order NetBlI OS Dat agram
fragments. An inplenmentation which reassenbl es out of order
Net Bl OS Dat agram fragnents conforns to this specification. The
fragment discard tiner is initialized to the val ue FRAGVENT _TO
Thi s value should be user configurable. The default value is
given in Section 6, "Defined Constants and Vari abl es"

PROCEDURE dat agr am packet ( packet)

/*
* processing initiated by datagram packet reception
* on B, P and M nodes
*/
BEGA N
/*
* if this node is a P node, ignore
* broadcast packets.
*/

IF this is a P node AND incom ng packet is
a broadcast packet THEN
BEGA N

di scard packet;
END
CASE packet type OF

DATAGRAM SERVI CE

BEG N
IF FIRST bit in FLAGS is set THEN
BEG N
IF MORE bit in FLAGS is set THEN
BEG N

Save 1st UDP packet of the Datagram
Set this Datagram s fragnment discard
tinmer to FRAGVENT _TO
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return;
END
ELSE
Dat agram i s conmposed of a single
UDP packet ;
END
ELSE
BEG N
/* Have the second fragnent of a Datagram */

Search for 1st fragment by source | P address
and DGM | D,
I F found 1st fragnment THEN
Process both UDP packets;
ELSE
BEGA N
di scard 2nd fragnment UDP packet;
return;
END
END

| F DESTI NATION_NAME is '*' THEN
BEG N
/* Net Bl OS broadcast */

del i ver USER DATA from UDP packet(s) to all
out st andi ng recei ve broadcast
dat agr am r equest s;
return;
END
ELSE
BEA N /* non- broadcast */
/* Datagram for Unique or Group Name */

| F DESTI NATI ON_NAME is not present in the
| ocal nanme table THEN
BEGA N
/* destination not present */
bui | d DATAGCRAM ERRCR packet, cl ear
FI RST and MORE bit, put in
this nodes I P and PORT, set
ERROR_CODE;
send DATAGRAM ERROR packet to
source | P address and port
of UDP;
di scard UDP packet (s);
return;
END
ELSE
BEA N /* good */
/*
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* Replicate received NetBl OS datagram for
* each recipient
*/
FOR EACH pendi ng Net Bl OS user’s receive
dat agr am oper ati on
BEG N
| F source nane of operation
mat ches desti nati on nane
of packet THEN
BEG N
del i ver USER _DATA from UDP
packet (s);
END
END /* for each */
return;
END /* good */
END /* non-broadcast */
END /* datagram service */

DATAGRAM ERROR:
BEG N
/*
* nanme service returned incorrect infornmation
* [

inform|ocal nane service that incorrect
i nformati on was provided;

IFthis is a P or Mnode THEN
BEG N
/*
* tell NetBIOS Name Server that it nmay
* have given incorrect information
*/

send NAME RELEASE REQUEST with name
and incorrect |IP address to NetBI OS
Nane Server;
END
END /* datagramerror */

END /* case */
END

5.3.4. PROTOCOLS FOR THE NBDD

The key to Net Bl OS Dat agram forwardi ng service is the packet
delivered to the destination end node nust have the sane Net Bl OS
header as if the source end node sent the packet directly to the
destination end node. Consequently, the NBDD does not reassenble
Net Bl OS Datagrans. It forwards the UDP packet as is.
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PROCEDURE dat agram packet ( packet)

/*

* processing initiated by a incom ng datagram service
* packet on a NBDD node.

*/

BEG N

CASE packet type OF

DATAGRAM SERVI CE

BEG N

| F packet was sent as a directed
Net Bl OS dat agr am THEN

BEG N

/*

*

L S

END

ELSE

BEG N

/*

*

L S

END

provi de group forwardi ng service

Forward datagramto each nenber of the
group. Can forward via:

1) get list of group nenbers and send
t he DATAGRAM SERVI CE packet uni cast
to each

2) use Goup Miulticast, if available
3) conbination of 1) and 2)

provi de broadcast forwarding service

Forward datagramto every node in the
Net BI OS scope. Can forward via:

1) get list of group nenbers and send
t he DATAGRAM SERVI CE packet uni cast
to each

2) use Goup Miulticast, if available
3) conbination of 1) and 2)

END /* datagram service */

DATAGRAM ERROR
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BEG N
/*
* Shoul d never receive these because Dat agrans
* forwarded have source end node | P address and
* port in NetBlOS header.
*/

send DELETE NAME REQUEST with incorrect name and
I P address to Net Bl OS Nane Server;

END /* datagramerror */

DATAGRAM QUERY REQUEST:

BEG N
I F can send packet to DESTI NATI ON_NAME THEN
BEGA N
/*
* NBDD is able to relay Datagrans for
* this nane
*/
send POCSI TI VE DATAGRAM QUERY RESPONSE to
REQUEST source | P address and UDP port
with request’s DGM I D;
END
ELSE
BEGA N
/*
* NBDD is NOT able to relay Datagrans for
* this nane
*/
send NEGATI VE DATAGRAM QUERY RESPONSE to
REQUEST source | P address and UDP port
with request’s DGM I D;
END

END /* datagram query request */

END /* case */
END /* procedure */
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6. DEFI NED CONSTANTS AND VARI ABLES
GENERAL:
SCOPE_I D The nane of the NetBl OS scope.

This is expressed as a character
string neeting the requirenents of
t he domai n name system and wi t hout
a leading or trailing "dot".

An i npl enentation may el ect to nake
this a single global value for the
node or allowit to be specified

wi th each separate NetBlI OS nane
(thus permitting cross-scope

ref erences.)

BROADCAST _ADDRESS An | P address conposed of the
nodes’ s networ k and subnet work
nunbers with all renaining bits set
to one.

|.e. "Specific subnet" broadcast
addressing according to section 2.3
of RFC 950.

BCAST_REQ RETRY_TI MEQUT 250 nmilliseconds.
An adaptive tinmer may be used.

BCAST_REQ RETRY_COUNT 3

UCAST_REQ RETRY_TI MEQUT 5 seconds
An adaptive tinmer may be used.

UCAST_REQ_RETRY_COUNT 3
MAX_ DATAGRAM LENGTH 576 bytes (default)
NAME SERVI CE:

REFRESH_TI MER Negotiated with NBNS for each nane.

CONFLI CT_TI MER 1 second
| mpl enent ati ons may chose a | onger
val ue.

NAMVE_SERVI CE_TCP_PORT 137 (deci mal)
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NAVE_SERVI CE_UDP_PORT 137 (deci mal)

I NFI NI TE_TTL 0

SESSI ON SERVI CE;
SSN_SRVC_TCP_PORT 139 (deci mal)

SSN_RETRY_COUNT 4 (default)
Re- configurabl e by user.

SSN_CLOSE_TI MEQUT 30 seconds (default)
Re- confi gurabl e by user.

SSN _KEEP_ALI VE_TI MEQUT 60 seconds, recommended, nmay be set to
a hi gher val ue.
(Session keep-alives are used only
if configured.)
DATAGRAM SERVI CE:
DGM_SRVC_UDP_PORT 138 (deci nal)

FRAGVENT _TO 2 seconds (default)
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