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Status of This Meno

This meno suggests a sinple nmethod for workstations to dynamically
access mail from a discussion group server, as an extension to an
earlier menmo which dealt with dynanmically accessing mail froma
mai | box server using the Post Ofice Protocol - Version 3 (POP3).
This RFC specifies a proposed protocol for the Internet community,
and requests discussion and suggestions for inprovenents. All of the
extensions described in this meno to the POP3 are OPTI ONAL.
Distribution of this neno is unlimted.

I ntroduction and Motivation

It is assumed that the reader is famliar with RFC 1081 t hat

di scusses the Post O fice Protocol - Version 3 (POP3) [RFCL081].
This neno describes extensions to the POP3 which enhance the service
it offers to clients. This additional service permits a client host
to access discussion group mail, which is often kept in a separate
spool area, using the general POP3 facilities.

The next section describes the evol ution of discussion groups and the
technol ogies currently used to inplenment them To summari ze:

0 An exploder is used to map froma single address to
a list of addresses which subscribe to the list, and redirects
any subsequent error reports associated with the delivery of
each message. This has two primary advant ages:
- Subscribers need know only a single address
- Responsible parties get the error reports and not
t he subscribers
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o Typically, each subscription address is not a person’s private
mai | drop, but a systemw de mail drop, which can be accessed
by nore than one user. This has several advantages:
- Only a single copy of each nessage need traverse the
net for a given site (which may contain several |oca
hosts). This conserves bandw dth and cycl es.
- Only a single copy of each nessage need reside on each
subscri bing host. This conserves di sk space.
- The private maildrop for each user is not cluttered
wi th di scussion group mail.

Despite this optimzation of resources, further econony can be
achieved at sites with nore than one host. Typically, sites with
nore than one host either:

1. Replicate discussion group nmail on each host. This
results in literally gigabytes of disk space conmmitted to
unnecessarily store redundant information

2. Keep discussion group nail on one host and give all users a
login on that host (in addition to any other |ogins they may
have). This is usually a gross inconvenience for users who
work on other hosts, or a burden to users who are forced to
work on that host.

As discussed in [ RFC1081], the problem of giving workstations dynanic
access to mail froma nail box server has been explored in great

detail (originally there was [RFC918], this pronpted the author to
write [RFCL081], independently of this [ RFC918] was upgraded to

[ RFC937]). A natural solution to the problemoutlined above is to
keep di scussion group mail on a nmil box server at each site and
pernmit different hosts at that site to enploy the POP3 to access

di scussion group mail. If inplemented properly, this avoids the
probl enms of both strategies outlined above.

ASI DE: It might be noted that a good distributed fil esystem
could also solve this problem Sadly, "good"
distributed fil esystens, which do not suffer
unacceptabl e response tinme for interactive use, are
few and far between these days!

Gven this notivation, now |l et’s consider discussion groups, both in
general and fromthe point of view of a user agent. Followi ng this,
extensions to the POP3 defined in [ RFCL081] are presented. Finally,
sonme additional policy details are discussed along with sone initia
experi ences.
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What’'s in a Discussion Goup

Since mailers and user agents first crawl ed out of the prinordia
ARPAnet, the val ue of discussion groups have been appreci at ed,
(though their inplenentation has not al ways been wel | -under st ood).

Descri bed sinply, a discussion group is conposed of a nunber of
subscribers with a cormon interest. These subscribers post nmail to a
singl e address, known as a distribution address. Fromthis

di stribution address, a copy of the nessage is sent to each

subscri ber. Each group has a noderator, which is the person that

adm ni strates the group. The nobderator can usually be reached at a
speci al address, known as a request address. Usually, the
responsibilities of the noderator are quite sinple, since the nail
system handl es the distribution to subscribers automatically. In
some cases, the interest group, instead of being distributed directly
to its subscribers, is put into a digest format by the noderator and
then sent to the subscribers. Although this requires nore work on
the part of the noderator, such groups tend to be better organized.

Unfortunately, there are a few problens with the schenme outlined
above. First, if two users on the same host subscribe to the sane
i nterest group, two copies of the nmessage get delivered. This is
wast ef ul of both processor and di sk resources.

Second, sone of these groups carry a lot of traffic. Although
subscription to an group does indicate interest on the part of a
subscriber, it is usually not interesting to get 50 nmessages or so
delivered to the user’s private nmaildrop each day, interspersed with
personal mail, that is likely to be of a nuch nore inportant and
tinmely nature.

Third, if a subscriber on the distribution list for a group becones
"bad" sonmehow, the originator of the nmessage and not the noderator of
the group is notified. It is not uncommon for a large list to have
10 or so bogus addresses present. This results in the originator
being flooded with "error nessages"” fromnuailers across the Internet
stating that a given address on the list was bad. Needless to say,
the originator usually could not care less if the bogus addresses got
a copy of the nessage or not. The originator is merely interested in
posting a nessage to the group at large. Furthernore, the noderator
of the group does care if there are bogus addresses on the list, but
ironically does not receive notification

There are various approaches which can be used to solve sone or al

of these problenms. Usually these involve placing an expl oder agent
at the distribution source of the discussion group, which expands the
nane of the group into the list of subscription addresses for the
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group. |In the process, the exploder will also change the address
that receives error notifications to be the request address or other
responsi bl e party.

A compl enentary approach, used in order to cut down on resource
utilization of all kinds, replaces all the subscribers at a single
host (or group of hosts under a single adnministration) with a single
address at that host. This address maps to a file on the host,
usually in a spool area, which all users can access. (Advanced

i npl ement ati ons can al so i npl enent private discussion groups this
way, in which a single copy of each nessage is kept, but is
accessible to only a sel ect nunber of users on the host.)

The two approaches can be conbined to avoid all of the problens
descri bed above.

Finally, a third approach can be taken, which can be used to aid user
agents processing nmail for the discussion group: In order to speed
querying of the nmildrop which contains the | ocal host’'s copy of the
di scussion group, two other itens are usually associated with the

di scussion group, on a local basis. These are the naxima and the

| ast-date. Each tinme a nessage is received for the group on the

| ocal host, the maxima is increased by at |east one. Furthernore,
when a new nmaxima is generated, the current date is determned. This
is called the last date. As the nessage is entered into the |oca
mai l drop, it is given the current maxima and |l ast-date. This pernits
the user agent to quickly determine if new nessages are present in
the mail drop

NOTE: The maxi ma nay be characterized as a nonotonically
i ncreasing quanity. Although sucessive val ues of the
maxi ma need not be consecutive, any naxinma assigned
is always greater than any previously assigned val ue.

Definition of Terns
To fornalize these notions sonewhat, consider the following 7

paraneters whi ch describe a given discussion group fromthe
perspective of the user agent (the syntax given is from|[RFC822]):
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NANME

ALl ASES

ADDRESS

REQUEST

FLAGS

MAXI MA

LASTDATE
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Meani ng: the nane of the discussion group

Syntax: TOKEN (ALPHA *[ ALPHA / DIG T/ "-" ])
(case-insensitive recognition)

Exanpl e: uni x-w zar ds

Meani ng: alternates nanes for the group, which
are locally neaningful; these are
typically used to shorten user typein

Syntax: TOKEN (case-insensitive recognition)

Exanpl e: uwi z

Meani ng: the primary source of the group

Syntax: 822 address

Exanpl e: Uni x-W zards@RL. M L

Meani ng: the primary noderator of the group

Syntax: 822 address

Exanpl e: Uni x- W zar ds- Request @BRL. M L

Meani ng: locally neaningful flags associated
wi th the discussion group; this nmeno
| eaves interpretation of this
paraneter to each POP3 inpl enentation

Syntax: octal nunber

Exanpl e: 01

Meani ng: the magi c cookie associated with the
| ast nmessage locally received for the
group; it is the property of the nagic
cookie that it’'s val ue NEVER
decreases, and increases by at |east
one each tinme a nmessage is locally
recei ved

Syntax: deci mal nunber

Exanpl e: 1004

Meani ng: the date that the |ast nessage was
locally received

Syntax: 822 date

Exanpl e: Thu, 19 Dec 85 10: 26: 48 -0800

Note that the last two values are locally determined for the naildrop
associated with the di scussion group and with each nessage in that
mai | drop. Note however that the |ast nessage in the naildrop have a
di fferent MAXI MA and LASTDATE than the discussion group. This often
occurs when the mail drop has been archived.
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Finally, some |ocal systens provide nechanisns for autonmatically

archiving discussion group mail. In sone cases, a two-Ilevel archive
schene is used: «current nmail is kept in the standard mail drop
recent mail is kept in an archive maildrop, and older mail is kept

off-line. Wth this schene, in addition to having a "standard"
mai | drop for each di scussion group, an "archive" naildrop nmay al so be
avail able. This pernits a user agent to exam ne the nost recent
archive using the sane nechani sns as those used on the current mail

The XTND Conmmand

The following commands are valid only in the TRANSACTI ON state of the
POP3. This inplies that the POP3 server has already opened the
user’s maildrop (which nay be enpty). This naildrop is called the
"default maildrop". The phrase "closes the current naildrop" has two
meani ngs, dependi ng on whether the current maildrop is the default
mai l drop or is a maildrop associated with a di scussion group

In the forner context, when the current maildrop is closed any
nmessages marked as deleted are renoved fromthe maildrop currently in
use. The exclusive-access lock on the maildrop is then rel eased
along with any inplenentation-specific resources (e.g., file-
descriptors).

In the latter context, a nmildrop associated with a di scussion group
is considered to be read-only to the POP3 client. In this case, the
phrase "closes the current rmaildrop" nmerely neans that any

i mpl enent ati on-specific resources are rel eased. (Hence, the POP3
command DELE is a no-op.)

All the new facilities are introduced via a single POP3 conmand,
XTND. All positive reponses to the XTND conmand are multi-Iine.

The nmost conmon nulti-line response to the conmands contains a

"di scussion group listing" which presents the nane of the discussion
group along with it’s maxima. In order to sinplify parsing all POP3
servers are required to use a certain format for discussion group
listings:

NAME SP MAXI MA

This meno makes no requirenent on what follows the maxima in the
listing. Mninal inplenentations should just end that |ine of the
response with a CRLF pair. Mre advanced inplenentations may include
other information, as parsed fromthe nessage.

NOTE: This meno STRONGLY di scourages inpl enentations from
supplying additional information in the listing.
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XTND BBOARDS [ nane]

Argurments: the nane of a discussion group (optionally)
Restrictions: may only be given in the TRANSACTI ON state.
Di scussi on

If an argunent was given, the POP3 server closes the current
mai | drop. The POP3 server then validates the argunent as the nane of

a discussion group. |If this is successful, it opens the maildrop
associated with the group, and returns a nulti-line response
contai ni ng the discussion group listing. |f the discussion group

naned is not valid, or the associated archive maildrop is not
readabl e by the user, then an error response is returned.

If no argunment was given, the POP3 server issues a nulti-Iline
response. After the initial +OK for each discussion group known,
the POP3 server responds with a line containing the listing for that
di scussion group. Note that only worl d-readabl e di scussi on groups
are included in the nmulti-line response.

In order to aid user agents, this nenp requires an extension to the
scan listing when an "XTND BBOARDS' conmand has been given
Normal Iy, a scan listing, as generated by the LIST, takes the form

M5GNO Sl ZE

where MSGNO i s the nunber of the nmessage being listed and SIZE is the
size of the nessage in octets. Wen reading a naildrop accessed via
"XTND BBQARDS", the scan listing takes the form

M5GNO Sl ZE MAXI VA

where MAXIMA is the maxi ma that was assigned to the nmessage when it
was placed in the BBoard.

Possi bl e Responses:

+OK XTND

-ERR no such bboard
Exanpl es:

: XTND BBOARDS

+COK XTND
system 10
mh- users 100

XTND BBOARDS syst em
+ OK XTND
system 10

POV O
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XTND ARCHI VE name

Arguments: the name of a discussion group (required)
Restrictions: may only be given in the TRANSACTI ON state.
Di scussi on

The POP3 server closes the current nmaildrop. The POP3 server then
val i dates the argument as the nane of a discussion group. |If this is
successful, it opens the archive naildrop associated with the group
and returns a nulti-line response containing the discussion group
listing. |If the discussion group naned is not valid, or the

associ ated archive maildrop is not readable by the user, then an
error response is returned.

In addition, the scan listing generated by the LI ST command is
augrment ed (as descri bed above).

Possi bl e Responses:

+OK XTND

-ERR no such bboard Exanpl es
C XTND ARCHI VE system

S + OK XTND

S system 3

S .

XTND X- BBOARDS nane

Arguments: the name of a discussion group (required)
Restrictions: may only be given in the TRANSACTI ON state.
Di scussi on

The POP3 server validates the argunent as the nanme of a

di scussion group. |If this is unsuccessful, then an error
response is returned. Oherwise a nulti-line response is
returned. The first 14 lines of this response (after the
initial +OK) are defined in this neno. Mninmal inplenmentations
need not include other information (and nmay onmit certain

i nformati on, outputing a bare CRLF pair). Mre advanced

i mpl enentations may include other information.

Li ne Information (refer to "Definition of Terns")
1 NAMVE
2 ALl ASES, separated by SP
3 system specific: naildrop
4 system specific: archive naildrop
5 system specific: information
6 system specific: maildrop map
7 system specific: encrypted password
8 systemspecific: local |eaders, separated by SP
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9 ADDRESS

10 REQUEST

11 system specific: incoming feed
12 system specific: outgoing feeds
13 FLAGS SP MAXI MA

14 LASTDATE

Most of this information is entirely too specific to the UCl Version
of the Rand WH Message Handling System [ MRose85]. Neverthel ess,
lines 1, 2, 9, 10, 13, and 14 are of general interest, regardl ess of
t he i npl enent ati on.

Possi bl e Responses:
+OK XTND
- ERR no such bboard
Exanpl es:
y XTND X- BBOARDS syst em
+ OK XTND
system
| ocal genera
/ usr/ bboar ds/ syst em nmbox
/ usr/ bboar ds/ ar chi ve/ syst em nmbox
/usr/ bboards/ . system cnt
[ usr/ bboards/. system map
*
not her
system@nrtc. northrop. com
systemrequest @irtc. nort hrop. com

di st-system@rtc-grenlin. northrop.com
01 10
Thu, 19 Dec 85 00:08:49 -0800

(ZRORORORORORORORORORORORORORORONS)

Pol i cy Notes

Dependi ng on the particular entity adm nistrating the POP3 service
host, two additional policies mght be inplenented:

1. Private Discussion G oups

In the general case, discussion groups are world-readabl e, any user
once logged in (via a terninal, termnal server, or POP3, etc.), is
able to read the naildrop for each di scussion group known to the POP3
service host. Nevertheless, it is desirable, usually for privacy
reasons, to inplenment private discussion groups as well.

Support of this is consistent with the extensions outlined in this
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menb. Once the AUTHORI ZATI ON state has successfully concluded, the
POP3 server grants the user access to exactly those di scussion groups
the POP3 service host pernmits the authenticated user to access. As a
"security" feature, discussion groups associated wth unreadabl e
mai | drops should not be listed in a positive response to the XTND
BBOARDS comrand.

2.  Anonynous POP3 Users

In order to mininize the authentication problem a policy permtting
"anonynous" access to the world-readable mail drops for discussion
groups on the POP3 server nmy be inpl enented.

Support of this is consistent with the extensions outlined in this
meno. The POP3 server can be nodified to accept a USER command for a
wel | - known pseudonym (i.e., "anonynous") which is valid with any PASS
command. As a "security" feature, it is advisable to limt this kind
of access to only hosts at the local site, or to hosts nanmed in an
access list.

Experi ences and Concl usi ons

Al'l of the facilities described in this nmeno and in [ RFC1081] have
been inplenented in MH #6.1. Initial experiences have been, on the
whol e, very positive

After the first inplenentation, some perfornmance tuning was required
This consisted primarily of caching the datastructures which describe
di scussion groups in the POP3 server. A second optim zation
pertained to the client: the program nost commonly used to read
BBoards in MH was nodified to retrieve nessages only when needed.

Two schenes are used

o If only the headers (and the first few lines of the body) of
the message are required (e.g., for a scan listing), then only
these are retrieved. The resulting output is then cached, on
a per-nessage basis.

olIf the entire nmessage is required, then it is retrieved intact,
and cached |l ocally.

Wth these optim zations, response tine is quite adequate when the
POP3 server and client are connected via a high-speed |ocal area

network. |In fact, the author uses this nechanismto access certain
private di scussion groups over the Internet. |In this case, response
is still good. Wen a 9.6Kbps nodemis inserted in the path,

response went fromgood to alnpost tolerable (fortunately the author
only reads a few di scussion groups in this fashion).
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To conclude: the POP3 is a good thing, not only for personal mail but
for discussion group mail as well.
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