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1. Executive Sunmary

Thi s RFC defines nessage enci phernment and aut hentication procedures,
in order to provide privacy enhancenent services for electronic mil
transfer in the Internet. 1t is one nenber of a related set of four
RFCs. The procedures defined in the current RFC are intended to be
conpatible with a wi de range of key managenment approaches, including
both symretric (secret-key) and asymmetric (public-key) approaches
for encryption of data encrypting keys. Use of symetric
cryptography for nessage text encryption and/or integrity check
conmputation is anticipated. RFC 1114 specifies supporting key
managenent nechani sns based on the use of public-key certificates.
RFC- 1115 specifies algorithmand related information relevant to the
current RFC and to RFC-1114. A subsequent RFC will provide details
of paper and electronic formats and procedures for the key nanagenent
i nfrastructure being established in support of these services.

Privacy enhancenent services (confidentiality, authentication, and
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message integrity assurance) are offered through the use of end-to-
end cryptography between originator and recipient User Agent
processes, with no special processing requirenments inposed on the
Message Transfer System at endpoints or at intermediate relay sites.
Thi s approach allows privacy enhancenent facilities to be

i ncorporated on a site-by-site or user-by-user basis w thout inpact
on other Internet entities. |Interoperability anong heterogeneous
conponents and mail transport facilities is supported.

2. Term nol ogy

For descriptive purposes, this RFC uses sone terns defined in the CSl
X. 400 Message Handling System Model per the 1984 CCTT
Recommendations. This section replicates a portion of X 400’s
Section 2.2.1, "Description of the MHS Model: Overview' in order to
make the term nology clear to readers who may not be familiar with
the OSI MHS Model

In the MHS nodel, a user is a person or a conputer application. A
user is referred to as either an originator (when sending a nessage)
or a recipient (when receiving one). M Service elenments define the
set of message types and the capabilities that enable an originator
to transfer messages of those types to one or nore recipients.

An originator prepares nessages with the assistance of his or her
User Agent (UA). A UAis an application process that interacts with
the Message Transfer System (MIS) to subnit nessages. The MIS
delivers to one or nore recipient UAs the messages submitted to it.
Functions perfornmed solely by the UA and not standardi zed as part of
the MH Service elenents are called |l ocal UA functions.

The MIS is conposed of a nunmber of Message Transfer Agents (MIAs).
Operating together, the MIAs rel ay nessages and deliver themto the

i ntended recipient UAs, which then make the nessages available to the
i nt ended recipi ents.

The collection of UAs and MIAs is called the Message Handl i ng System
(MHS). The MHS and all of its users are collectively referred to as
t he Message Handl i ng Environnent.

3. Services, Constraints, and Inplications

Thi s RFC defines nmechani sns to enhance privacy for electronic nail
transferred in the Internet. The facilities discussed in this RFC
provi de privacy enhancenent services on an end-to-end basis between
sender and recipient UAs. No privacy enhancenents are offered for
message fields which are added or transformed by internediate rel ay
poi nt s.
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Aut hentication and integrity facilities are always applied to the
entirety of a nessage’s text. No facility for confidentiality

wi t hout authentication is provided. Encryption facilities may be
applied selectively to portions of a message’s contents; this all ows
| ess sensitive portions of nessages (e.g., descriptive fields) to be
processed by a recipient’s delegate in the absence of the recipient’s
personal cryptographic keys. In the limting case, where the
entirety of message text is excluded fromencryption, this feature
can be used to yield the effective conbination of authentication and
integrity services without confidentiality.

In keeping with the Internet’s heterogeneous constituenci es and usage
nodes, the neasures defined here are applicable to a broad range of
Internet hosts and usage paradigns. |In particular, it is worth
noting the follow ng attributes:

1. The mechanisnms defined in this RFC are not restricted to a
particul ar host or operating system but rather all ow
interoperability anong a broad range of systens. Al
privacy enhancenents are inplenented at the application
| ayer, and are not dependent on any privacy features at
| ower protocol |ayers.

2. The defined nechani snms are conpatible w th non-enhanced
I nternet conponents. Privacy enhancenents are inpl enented
in an end-to-end fashi on which does not inpact mail
processing by internediate relay hosts which do not
i ncorporate privacy enhancenent facilities. It is
necessary, however, for a message’s sender to be cogni zant
of whether a nessage’s intended recipient inplenents privacy
enhancenents, in order that encodi ng and possible
enci phernment will not be perfornmed on a nessage whose
destination is not equipped to performcorrespondi ng i nverse
transformati ons.

3. The defined nmechani sns are conpatible with a range of nmai
transport facilities (MAs). Wthin the Internet,
electronic mail transport is effected by a variety of SMIP
i mpl enentations. Certain sites, accessible via SMIP
forward mail into other nmail processing environnents (e.g.
USENET, CSNET, BITNET). The privacy enhancenents nust be
able to operate across the SMIP realm it is desirable that
they al so be conpatible with protection of electronic nail
sent between the SMIP environment and ot her connected
envi ronment s.

4. The defined nechani sns are conpatible with a broad range of
electronic mail user agents (UAs). A large variety of
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electronic mail user agent prograns, with a corresponding
broad range of user interface paradigns, is used in the
Internet. In order that electronic mail privacy
enhancenents be available to the broadest possible user
community, selected nmechani sms should be usable with the
wi dest possible variety of existing UA prograns. For

pur poses of pilot inplenentation, it is desirable that
privacy enhancenent processing be incorporable into a
separate program applicable to a range of UAs, rather than
requiring internal nodifications to each UA wi th which
privacy-enhanced services are to be provided.

The defined nmechanisns all ow el ectronic nail privacy
enhancenent processing to be perforned on personal conputers
(PCs) separate fromthe systenms on which UA functions are

i npl emented. G ven the expanding use of PCs and the linmted
degree of trust which can be placed in UA inplementations on
many nulti-user systens, this attribute can allow nmany users
to process privacy-enhanced nmail with a hi gher assurance

| evel than a strictly UA-based approach would all ow.

The defi ned nmechani sms support privacy protection of
electronic mail addressed to mailing lists (distribution
lists, in ISO parlance).

The mechani sns defined within this RFC are conpatible with a
vari ety of supporting key managenent approaches, including
(but not limted to) manual pre-distribution, centralized
key distribution based on synmretric cryptography, and the
use of public-key certificates. Different key nanagenent
mechani snms nmay be used for different recipients of a
mul ti cast nessage. Wile support for a particul ar key
managenment nechanismis not a minimum essential requirenent
for conpatibility with this RFC, adoption of the public-key
certificate approach defined in conpanion RFC 1114 is
strongly recomended.

In order to achieve applicability to the broadest possible range of
Internet hosts and mail systens, and to facilitate pilot

i npl enmentation and testing without the need for prior nodifications
t hroughout the Internet, three basic restrictions are inposed on the
set of measures to be considered in this RFC

1

Li nn

Measures will be restricted to inplenentati on at endpoints
and will be anenable to integration at the user agent (UA)
| evel or above, rather than necessitating integration into
the message transport system (e.g., SMIP servers).
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2. The set of supported neasures enhances rather than restricts
user capabilities. Trusted inplenmentations, incorporating
integrity features protecting software from subversion by
| ocal users, cannot be assuned in general. In the absence
of such features, it appears nore feasible to provide
facilities which enhance user services (e.g., by protecting
and authenticating inter-user traffic) than to enforce
restrictions (e.g., inter-user access control) on user
actions.

3. The set of supported neasures focuses on a set of functiona
capabilities selected to provide significant and tangible
benefits to a broad user community. By concentrating on the
nost critical set of services, we aimto maxim ze the added
privacy value that can be provided with a nodest |evel of
i npl enmentation effort.

As a result of these restrictions, the following facilities can be
provi ded:

1. disclosure protection,
2. sender authenticity,
3. nessage integrity neasures, and

4. (if asymetric key managenent is used) non-repudiation of
origin,

but the follow ng privacy-rel evant concerns are not addressed:
1. access control
2. traffic flow confidentiality,
3. address |ist accuracy,
4. routing control

5. issues relating to the casual serial reuse of PCs by
mul ti pl e users,

6. assurance of nessage recei pt and non-deniability of receipt,

7. automatic association of acknow edgnments with the nessages
to which they refer, and

8. nessage duplicate detection, replay prevention, or other
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4.

streamori ented services

A nmessage’s sender will determ ne whether privacy enhancenents are to
be performed on a particul ar message. Therefore, a sender nust be
able to determ ne whether particular recipients are equi pped to
process privacy-enhanced mail. |In a general architecture, these
mechani snms will be based on server queries; thus, the query function
could be integrated into a UA to avoid inposing burdens or

i nconveni ence on electronic mail users.

Processi ng of Messages

4.1 Message Processing Overview

Thi s subsection provides a high-1evel overview of the conponents and
processing steps involved in electronic mail privacy enhancenent
processi ng. Subsequent subsections will define the procedures in
nore detail.

4.1.1 Types of Keys

A two-l evel keying hierarchy is used to support privacy-enhanced
message transm ssion:

1. Data Encrypting Keys (DEKs) are used for encryption of
message text and (with certain choices anong a set of
alternative algorithns) for conputation of nessage integrity
check (M C) quantities. DEKs are generated individually for
each transmtted nessage; no predistribution of DEKs is
needed to support privacy-enhanced nmessage transm ssion

2. Interchange Keys (I Ks) are used to encrypt DEKs for
transm ssion within messages. Odinarily, the sane K wll
be used for all nmessages sent froma given originator to a
given recipient over a period of tine. Each transmitted
message includes a representation of the DEK(s) used for
message encryption and/or M C conputation, encrypted under
an individual | K per named recipient. The representation is
associated with "X-Sender-1D:" and "X-Recipient-I1D:" fields,
whi ch all ow each individual recipient to identify the IK
used to encrypt DEKs and/or MCs for that recipient’s use.
G ven an appropriate |K, a recipient can decrypt the
correspondi ng transmitted DEK representation, yielding the
DEK required for nessage text decryption and/or MC
verification. The definition of an IK differs depending on
whet her symmetric or asymmetric cryptography is used for DEK
encryption:
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2a. When symetric cryptography is used for DEK
encryption, an IKis a single symetric key shared
between an originator and a recipient. In this
case, the sane IKis used to encrypt MCs as wel
as DEKs for transm ssion. Version/expiration
information and | A identification associated with
the originator and with the recipient nust be
concatenated in order to fully qualify a synmetric
I K.

2b. \When asynmetric cryptography is used, the IK
conponent used for DEK encryption is the public
conmponent of the recipient. The |IK conponent used
for MC encryption is the private conponent of the
originator, and therefore only one encrypted MC
representati on need be included per nessage, rather than
one per recipient. Each of these IK
conponents can be fully qualified in an
"X-Recipient-1D:" or "X-Sender-1D:" field,
respectively.

4.1.2 Processing Procedures

When privacy enhancenent processing is to be perforned on an outgoi ng
message, a DEK is generated [1] for use in nessage encryption and (if
a chosen MC algorithmrequires a key) a variant of the DEK is forned
for use in MC conputation. DEK generation can be onmtted for the
case of a message in which all contents are excluded from encryption
unl ess a chosen M C conputation algorithmrequires a DEK

An "X-Sender-ID:" field is included in the header to provi de one
identification conmponent for the IK(s) used for nessage processing.
| K conponents are selected for each individually nanmed recipient; a
corresponding "X-Recipient-ID:" field, interpreted in the context of
a prior "X-Sender-1D:" field, serves to identify each K  Each "X-
Recipient-ID:" field is followed by an "X-Key-Info:" field, which
transfers a DEK encrypted under the | K appropriate for the specified
reci pient. Wen symetric key nanagenent is used for a given
recipient, the "X-Key-Info:" field also transfers the nessage’'s
computed M C, encrypted under the recipient’s K Wen asymmetric
key managenent is used, a prior "X-MGC-Info:" field carries the
message’s M C encrypted under the private conponent of the sender

A four-phase transformation procedure is enployed in order to
represent encrypted nessage text in a universally transm ssible form
and to enabl e nessages encrypted on one type of host conputer to be
decrypted on a different type of host conputer. A plaintext nessage
is accepted in local form using the host’s native character set and
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line representation. The local formis converted to a canonica
nmessage text representation, defined as equivalent to the inter-SMIP
representation of nessage text. This canonical representation forns
the input to the MC conputation and encryption processes.

For encryption purposes, the canonical representation is padded as
required by the encryption algorithm The padded canoni ca
representation is encrypted (except for any regi ons which are
explicitly excluded fromencryption). The encrypted text (along with
t he canoni cal representation of regions which were excluded from
encryption) is encoded into a printable form The printable formis
conposed of a restricted character set which is chosen to be
universally representable across sites, and which will not be

di srupted by processing within and between MIS entities.

The out put of the encoding procedure is conbined with a set of header
fields carrying cryptographic control information. The result is
passed to the electronic mail systemto be encapsul ated as the text
portion of a transnmitted nessage.

Wien a privacy-enhanced nmessage is received, the cryptographic
control fields within its text portion provide the information
required for the authorized recipient to performMC verification and
decryption of the received nessage text. First, the printable
encoding is converted to a bitstring. Encrypted portions of the
transmitted nessage are decrypted. The MCis verified. The
canoni cal representation is converted to the recipient’s local form
whi ch need not be the sanme as the sender’s local form

4.2 Encryption Al gorithns and Mbdes

For purposes of this RFC, the Bl ock G pher Al gorithm DEA-1, defined
in ANSI X3.92-1981 [2] shall be used for encryption of nmessage text.
The DEA-1 is equivalent to the Data Encryption Standard (DES), as
defined in FIPS PUB 46 [3]. Wen used for encryption of text, the
DEA-1 shall be used in the C pher Bl ock Chaining (CBC) nobde, as
defined in ISO1S 8372 [4]. The identifier string "DES-CBC', defined
in RFC-1115, signifies this algorithn node conmbi nati on. The CBC node
definition in IS 8372 is equivalent to that provided in FIPS PUB 81
[5] and in ANSI X3.106-1983 [16]. Use of other algorithms and/or
nodes for nessage text processing will require case-by-case study to
deternmine applicability and constraints. Additional algorithns and
nodes approved for use in this context will be specified in
successors to RFC 1115.

It is an originator’s responsibility to generate a new pseudor andom

initializing vector (1V) for each privacy-enhanced el ectronic nai
message unless the entirety of the nessage is excluded from
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encryption. Section 4.3.1 of [17] provides rationale for this
requi renent, even in a context where individual DEKs are generated
for individual nmessages. The IV will be transnmitted with the
message

Certain operations require that one key be encrypted under an

i nterchange key (1K) for purposes of transm ssion. A header facility
i ndi cates the node in which the IKis used for encryption. RFC 1115
specifies encryption algorithm node identifiers, including DES-ECB
DES-EDE, and RSA. All inplenmentations using symretric key managenent
shoul d support DES-ECB I K use, and all inplenmentations using
asymetric key managenent shoul d support RSA | K use.

RFC-1114, released concurrently with this RFC, specifies asymretric,
certificate-based key nanagenent procedures to support the nessage
processi ng procedures defined in this docunent. The nmessage
processi ng procedures can al so be used with symetric key managenent,
given prior distribution of suitable symmetric |Ks through out-of -
band neans. Support for the asymmetric approach defined in RFC 1114
is strongly reconmended.

4.3 Privacy Enhancenment Message Transformations
4.3.1 Constraints

An el ectronic nail encryption mechani sm nust be conpatible with the
transparency constraints of its underlying el ectronic mai

facilities. These constraints are generally established based on
expected user requirenents and on the characteristics of anticipated
endpoi nt and transport facilities. An encryption nechanism nust al so
be conpatible with the I ocal conventions of the conputer systens
which it interconnects. |n our approach, a canonicalization step is
performed to abstract out |ocal conventions and a subsequent encoding
step is perforned to conformto the characteristics of the underlying
mai | transport nedium (SMIP). The encodi ng conforns to SMIP
constraints, established to support interpersonal nessaging. SMIP s
rules are al so used independently in the canonicalization process.
RFC-821's [7] Section 4.5 details SMIP' s transparency constraints.

To prepare a nessage for SMIP transni ssion, the foll ow ng
requi renents must be net:

1. Al characters nust be nenbers of the 7-bit ASCI| character
set .

2. Text lines, delinmted by the character pair <CR><LF>, nust
be no nore than 1000 characters |ong.
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3. Since the string <CR><LF>. <CR><LF> indicates the end of a
message, it nust not occur in text prior to the end of a
nessage

Al t hough SMIP specifies a standard representation for line delimters
(ASCI | <CR><LF>), nunerous systens use a different native
representation to delimt lines. For exanple, the <CR><LF> sequences

delimting lines in mail inbound to UNI X systens are transforned to
single <LF>s as mail is witten into local nailbox files. Lines in
mai |l incoming to record-oriented systenms (such as VAX VMS) may be

converted to appropriate records by the destination SMIP [8] server
As a result, if the encryption process generated <CR>s or <LPF>s,
those characters m ght not be accessible to a recipient UA program at
a destination which uses different Iine delimting conventions. It
is al so possible that conversi on between tabs and spaces nay be
performed in the course of mapping between inter-SMIP and | oca
format; this is a matter of local option. |If such transformations
changed the formof transnitted ci phertext, decryption would fail to
regenerate the transnmtted plaintext, and a transnmtted M C woul d
fail to conpare with that conputed at the destination

The conversion perforned by an SMIP server at a systemw th EBCDI C as
a native character set has even nore severe inpact, since the
conversion fromEBCDIC into ASCII is an information-I|osing
transformation. In principle, the transformati on functi on mappi ng
bet ween inter-SMIP canoni cal ASCI| nessage representation and | oca
format could be noved fromthe SMIP server up to the UA given a
means to direct that the SMIP server should no | onger performthat
transformati on. This approach has a major di sadvantage: interna

file (e.g., mailbox) formats would be inconpatible with the native
forns used on the systens where they reside. Further, it would
require nodification to SMIP servers, as mail woul d be passed to SMIP
in adifferent representation than it is passed at present.

4.3.2 Approach

Qur approach to supporting privacy-enhanced mail across an

envi ronnent in which internedi ate conversions may occur encodes mail
in a fashion which is uniformy representable across the set of
privacy-enhanced UAs regardl ess of their systens’ native character
sets. This encoded formis used to represent mail text from sender
to recipient, but the encoding is not applied to encl osing nai
transport headers or to encapsul ated headers inserted to carry
control information between privacy-enhanced UAs. The encoding’' s
characteristics are such that the transformati ons antici pated between
sender and recipient UAs will not prevent an encoded message from
bei ng decoded properly at its destination
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A sender may exclude one or nore portions of a nmessage from
encryption processing, but authentication processing is always
applied to the entirety of nessage text. Explicit action is required
to exclude a portion of a message from encryption processing; by
default, encryption is applied to the entirety of nessage text. The
user-level delimter which specifies such exclusion is a |loca

matter, and hence nay vary between sender and recipient, but al
systens shoul d provide a neans for unanbi guous identification of
areas excluded from encryption processing.

An out bound privacy-enhanced nessage undergoes four transformation
steps, described in the follow ng four subsections.

4,.3.2.1 Step 1. Local Form

The message text is created in the systenis native character set,
with lines delimted in accordance with |ocal convention

4,.3.2.2 Step 2: Canonical Form

The entire nessage text, including both those portions subject to
enci phernment processing and those portions excluded from such
processing, is converted to a universal canonical form anal ogous to
the inter-SMIP representation [9] as defined in RFC-821 and RFC- 822
[10] (ASCI| character set, <CR><LF> line deliniters). The processing
required to performthis conversion is mninmal on systens whose
native character set is ASCII. (Note: Since the output of the
canoni cal encodi ng process will never be submtted directly to SMIP
but only to subsequent steps of the privacy enhancenent encodi ng
process, the dot-stuffing transformation di scussed in RFC 821
section 4.5.2, is not required.) Since a nessage is converted to a
standard character set and representation before encryption, it can
be decrypted and its MC can be verified at any type of destination
host conputer. The decryption and MC verification is perforned

bef ore any conversi ons which may be necessary to transformthe
message into a destination-specific local form

4.3.2.3 Step 3: Authentication and Enci pher nent

The canonical formis input to the selected M C conputation al gorithm
in order to conpute an integrity check quantity for the nessage. No
paddi ng i s added to the canonical form before subnission to the MC
conputation algorithm although certain MC algorithnms will apply
their own padding in the course of conputing a MC

Padding is applied to the canonical formas needed to perform

encryption in the DEA-1 CBC node, as follows: The nunber of octets to
be encrypted is determ ned by subtracting the nunber of octets
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excluded fromencryption fromthe total length of the canonically

encoded text. OCctets with the hexadecimal value FF (all ones) are
appended to the canonical formas needed so that the text octets to
be encrypted, along with the added padding octets, fill an integra
nunber of 8-octet encryption quanta. No padding is applied if the
nunber of octets to be encrypted is already an integral nultiple of
8. The use of hexadecinmal FF (a value outside the 7-bit ASCI| set)
as a padding value allows padding octets to be distinguished from

valid data w thout inclusion of an explicit padding count indicator

The regi ons of the nessage whi ch have not been excl uded from
encryption are encrypted. To support sel ective enci pher nent
processing, an inplenentation nust retain internal indications of the
positions of excluded areas excluded fromencryption with relation to
non- excl uded areas, so that those areas can be properly delinmited in

the encodi ng procedure defined in step 4. |If a region excluded from
encryption intervenes between encrypted regi ons, cryptographic state
(e.g., I'Vs and accunul ation of octets into encryption quanta) is

preserved and continued after the excluded region.
4.3.2.4 Step 4: Printable Encoding

Proceeding fromleft to right, the bit string resulting fromstep 3
is encoded into characters which are universally representable at al
sites, though not necessarily with the same bit patterns (e.g.

al t hough the character "E" is represented in an ASCl | -based system as
hexadeci mal 45 and as hexadecimal C5 in an EBCDI C-based system the

| ocal significance of the two representations is equivalent). This
encoding step is performed for all privacy-enhanced nessages, even if
an entire nmessage i s excluded fromencryption.

A 64-character subset of International Al phabet | A5 is used, enabling
6 bits to be represented per printable character. (The proposed
subset of characters is represented identically in I A5 and ASClI|.)
Two additional characters, "=" and "*", are used to signify special
processing functions. The character "=" is used for padding within
the printabl e encoding procedure. The character "*" is used to
delimt the beginning and end of a region which has been excl uded
from enci phernent processing. The encoding function’s output is
delinmted into text lines (using local conventions), with each line
except the last containing exactly 64 printable characters and the
final line containing 64 or fewer printable characters. (This line
length is easily printable and is guaranteed to satisfy SMIP's 1000-
character transnmitted line length linmt.)

The encodi ng process represents 24-bit groups of input bits as output

strings of 4 encoded characters. Proceeding fromleft to right across
a 24-bit input group extracted fromthe output of step 3, each 6-bit
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group is used as an index into an array of 64 printable characters.
The character referenced by the index is placed in the output string.
These characters, identified in Table 0, are selected so as to be
universally representable, and the set excludes characters with
particul ar significance to SMIP (e.g., ".", "<CR>", "<LF>").

Special processing is perfornmed if fewer than 24 bits are available
in an input group, either at the end of a message or (when the

sel ective encryption facility is invoked) at the end of an encrypted
region or an excluded region. A full encoding quantumis al ways
compl eted at the end of a nmessage and before the delimter "*" is
output to initiate or ternminate the representation of a bl ock
excluded fromencryption. Wen fewer than 24 input bits are
available in an input group, zero bits are added (on the right) to
forman integral nunber of 6-bit groups. Qutput character positions
which are not required to represent actual input data are set to the
character "=". Since all canonically encoded output is an integra
nunber of octets, only the follow ng cases can arise: (1) the fina
quantum of encoding input is an integral multiple of 24 bits; here,
the final unit of encoded output will be an integral nultiple of 4

characters with no "=" padding, (2) the final quantum of encoding
input is exactly 8 bits; here, the final unit of encoded output will
be two characters followed by two "=" paddi ng characters, or (3) the

final quantum of encoding input is exactly 16 bits; here, the fina
unit of encoded output will be three characters followed by one "="
paddi ng character.

Li nn [ Page 14]



RFC 1113

Mai | Privacy: Procedures

4.3.2.5 Sunmmary of Transfornations

August 1989

In summary, the outbound nmessage is subjected to the foll ow ng
conposition of transformations:

Transmit_Form = Encode( Enci pher (Canoni cal i ze(Local _Form)))

The inverse transformations are perforned,
process i nbound privacy-enhanced mail :

in reverse order, to

Local _Form = DeCanoni cal i ze(Deci pher (Decode(Transmit_Form))

Val ue Encoding Value Encoding Value

0 A
1B
2 C
3D
4 E
5 F
6 G
7 H
8 |
9 J
10 K
11 L
12 M
13 N
14 0
15 P
16 Q

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

(1) The character "*"

encoded nessage to which encryption processing has not

been appli ed.

Note that the |ocal
and from canoni ca

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

SQ TP o0 TONKXS<CHOT

Encodi ng Val ue

<KXs<c™wW-OTOSZ3 - X—~

51
52
53
54
55
56
57
58
59
60
61
62
63

(pad)
(1

Encodi ng

S+ OO ~NOOUIAAWNEFEON

is used to enclose portions of an

Printabl e Encodi ng Characters
Table 1

formand the functions to transform nessages to
formmay vary between the sender and recipient
systens wi thout |oss of information.

4.4 Encapsul ati on Mechani sm

Encapsul ati on of privacy-enhanced nessages w thin an enclosing | ayer

Li nn
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of headers interpreted by the electronic nmail transport systemoffers
a nunber of advantages in conparison to a flat approach in which
certain fields within a single header are encrypted and/or carry
cryptographic control information. Encapsulation provides generality
and segregates fields with user-to-user significance fromthose
transformed in transit. Al fields inserted in the course of
encryption/authentication processing are placed in the encapsul at ed
header. This facilitates conpatibility with nmail handling prograns
whi ch accept only text, not header fields, frominput files or from
other progranms. Further, privacy enhancenent processing can be
applied recursively. As far as the MIS is concerned, information

i ncorporated into cryptographi c authentication or encryption
processing will reside in a nessage’s text portion, not its header
portion.

The encapsul ati on mechanismto be used for privacy-enhanced mail is
derived fromthat described in RFC-934 [11] which is, in turn, based
on precedents in the processing of nessage digests in the Internet
community. To prepare a user nessage for encrypted or authenticated
transmission, it will be transforned into the representati on shown in
Fi gure 1.

As a general design principle, sensitive data is protected by

i ncorporating the data within the encapsul ated text rather than by
appl yi ng neasures selectively to fields in the encl osing header
Exanpl es of potentially sensitive header information may include

fields such as "Subject:", with contents which are significant on an
end-to-end, inter-user basis. The (possibly enpty) set of headers to
which protection is to be applied is a user option. It is strongly
recommended, however, that all inplenentations should replicate

copies of "X-Sender-I1D:" and "X-Recipient-ID:" fields within the
encapsul ated text.

If a user wi shes disclosure protection for header fields, they nust
occur only in the encapsul ated text and not in the encl osing or
encapsul ated header. |If disclosure protection is desired for a
message’s subject indication, it is recormended that the encl osing
header contain a "Subject:" field indicating that "Encrypted Mai
Fol | ows".

If an authenticated version of header information is desired, that
data can be replicated within the encapsul ated text portion in
addition to its inclusion in the enclosing header. For exanple, a
sender wishing to provide recipients with a protected indication of a
nmessage’s position in a series of nmessages could include a copy of a
ti mestanp or message counter field within the encapsul ated text.

A specific point regarding the integration of privacy-enhanced nai
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facilities with the nessage encapsul ati on nechanismis worthy of

note. The subset of |IA5 selected for transmi ssion encoding
intentionally excludes the character "-", so encapsul ated text can be
di stingui shed unanbi guously from a nessage’s cl osi ng encapsul ati on
boundary (Post-EB) w thout recourse to character stuffing.

Encl osi ng Header Portion
(Cont ai ns header fields per RFC 822)

Bl ank Line
(Separ ates Encl osi ng Header from Encapsul ated Message)

Encapsul at ed Message

Pre- Encapsul ati on Boundary (Pre-EB)
----- PRI VACY- ENHANCED MESSAGE BOUNDARY- - - - -

Encapsul at ed Header Portion
(Contains encryption control fields inserted in plaintext.
Exanpl es include "X-DEK-Info:", "X-Sender-1D ", and
"X-Key-Info:".
Note that, although these control fields have line-oriented
representations sinmlar to RFC- 822 header fields, the set
of fields valid in this context is disjoint fromthose used
in RFC-822 processing.)

Bl ank Line
(Separ at es Encapsul at ed Header from subsequent encoded
Encapsul ated Text Portion)

Encapsul ated Text Portion
(Contai ns nessage data encoded as specified in Section 4.3;
may i ncorporate protected copies of enclosing and
encapsul ated header fields such as "Subject:", etc.)

Post - Encapsul ati on Boundary (Post - EB)
----- PRI VACY- ENHANCED MESSAGE BOUNDARY- - - - -

Message Encapsul ati on
Figure 1

4.5 WMil for Miiling Lists
When mail is addressed to mailing lists, two different nethods of

processing can be applicable: the IK-per-list nethod and the |K-per-
reci pient nethod. The choice depends on the infornmation available to
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the sender and on the sender’s preference.

If a nessage’s sender addresses a nessage to a |list name or alias,
use of an IK associated with that nane or alias as a entity (IK-per-
list), rather than resolution of the name or alias to its constituent
destinations, is inplied. Such an IK nust, therefore, be available

to all list nmenbers. For the case of asymmetric key nanagenent, the
list’s private conponent nust be available to all list nenbers. This
alternative will be the normal case for nessages sent via renote

expl oder sites, as a sender to such lists may not be cogni zant of the
set of individual recipients. Unfortunately, it inplies an
undesirabl e | evel of exposure for the shared 1K, and nekes its
revocation difficult. Mreover, use of the IK-per-list nmethod all ows
any holder of the list's K to masquerade as another sender to the
list for authentication purposes.

If, in contrast, a message’s sender is equipped to expand the
destination nmailing list into its individual constituents and el ects
to do so (I K-per-recipient), the nessage’'s DEK (and, in the symetric
key managenent case, M C) will be encrypted under each per-recipient

I K and all such encrypted representations will be incorporated into
the transnmtted nessage. Note that per-recipient encryption is
required only for the relatively small DEK and M C quantities carried
in the "X-Key-Info:" field, not for the nessage text which is, in
general, nuch larger. Although nore IKs are involved in processing
under the | K-per-recipient nethod, the pairw se |IKs can be

i ndividually revoked and possession of one | K does not enable a
successful masquerade of another user on the list.

4.6 Sunmmary of Encapsul ated Header Fiel ds

This section sumari zes the syntax and semantics of the encapsul ated
header fields to be added to nmessages in the course of privacy
enhancenent processing. The fields are presented in three groups.
Normal Iy, the groups will appear in encapsul ated headers in the order
in which they are shown, though not all fields in each group wll
appear in all nessages. In certain indicated cases, it is recomended
that the fields be replicated within the encapsul ated text portion as
wel | as being included within the encapsul ated header. Figures 2 and
3 show t he appearance of small exanpl e encapsul ated nessages. Figure
2 assunes the use of symmetric cryptography for key managenent.
Figure 3 illustrates an exanpl e encapsul ated nessage i n which
asymetric key managenent is used.

Unl ess ot herwi se specified, all field argunents are processed in a
case-sensitive fashion. |In npbst cases, numeric quantities are
represented in header fields as contiguous strings of hexadeci ma
digits, where each digit is represented by a character fromthe
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ranges "0"-"9" or upper case "A'-"F'. Since public-key certificates
and quantities encrypted using asymmetric algorithns are large in
size, use of a nore space-efficient encoding technique is appropriate
for such quantities, and the encodi ng mechani sm defined in Section
4.3.2.4 of this RFC, representing 6 bits per printed character, is
adopted. The exanple shown in Figure 3 shows asymmetrically

encrypted quantities (e.g., "XXMGC-Info:", "X-Key-Info:") with 64-
character printed representations, corresponding to 384 bits. The
fields carrying asynmetrically encrypted quantities also illustrate

the use of folding as defined in RFC- 822, section 3.1.1.

————— PRI VACY- ENHANCED MESSAGE BOUNDARY- - - - -

X-Proc- Type: 3, ENCRYPTED

X- DEK- I nf 0: DES- CBC, F8143EDE5960C597

X-Sender-1D: linn@cy. bbn.com:

X-Recipient-1D linn@cy.bbn.comptf-knc:3

X- Key- | nf o: DES- ECB, RSA- MD2, 9FD3AAD2F2691B9A, B70665BB9BF7CBCD,
A60195DB94F727D3

X-Recipient-1D; privacy-tf@enera.isi.edu:ptf-knt:4

X- Key- I nfo: DES- ECB, RSA- MD2, 16 1A3F75DC82EF26, E2EF532C65CBCFF7,
9F83A2658132DB47

LLr HBOeJzyhP+/ f SSt dWBokeENnv47j xe7SJ/ i N72ohNc Uk 2j HEUSoHLnvNSI W.9M
8t Ej nF/ zxB+bATM Pj CUWbz8Lr 9w oXI kj HUI BLpvXROUr Uz YbkNpkOagV2l zUpk
J6Ui RRGcDSvzr soK+oNvqu6z7Xs5Xf z5r DqUcM K1Z6720dcBWEGs DLpTpSCnpot

dXd/ HSLMDWhonNv POWQUHE ==

Exanpl e Encapsul ated Message (Synmmetric Case)
Figure 2

----- PRI VACY- ENHANCED MESSAGE BOUNDARY- - - - -
X-Proc-Type: 3, ENCRYPTED
X- DEK- | nf 0: DES- CBC, F8143EDE5960C597
X-Sender-1D: linn@cy. bbn.com:
X-Certificate:
j HU BLpvXROUr Uz YbkNpkOagV21 zUpk8t Ej nF/ zxB+bATM Pj CUWbz8Lr 9w oXl k
YbkNpkOagV2l zUpk8t Ej -/ zxB+bATM Pj CUWbz8Lr 9w oXl kj HUI BLpvXROUr Uz
agV2l zUpk8t Ej nFj HU BLpvXROUr Uz/ zxB+bATM Pj CUWbz8Lr 9w oXl kYbkNpkO
X-1ssuer-Certificate:
TM Pj CUWbz8Lr 9w oXl kYbkNpkOagV2l zUpk8t Ej nFj HUl BLpvXROUr Uz/ zxB+bA
| kj HU BLpvXROUr Uz YbkNpkOagV2l zUpk8t Ej n=/ zxB+bATM Pj CUWHz8Lr 9w oX
vXROUr Uz YbkNpkOagV2l zUpk8t Ej nF/ zxB+bATM Pj CUWz8Lr 9w oXI kj HU BLp
X-M C- I nfo: RSA-MD2, RSA,
5r DgUcM K1Z6720dcBWEGsDLpTpSCnpot J6UI RRGcDSvzr soK+oNvqubz 7Xs5Xf z
X-Recipient-1D; linn@cy. bbn. com RSADSI : 3
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X- Key- I nfo: RSA

| BLpvXROUr Uz YbkNpkOagV2l zUpk8t Ej n/ zxB+bATM Pj CUWHz8Lr 9w oXI kj HU
X-Recipient-1D privacy-tf @enera.isi.edu: RSADSI : 4
X- Key- I nfo: RSA

Nc Uk 2j HEUSoHLnvNSI WL.9M_Lr HBOeJzyhP+/ f SSt dWBokeEnv47j xe7SJ/ i N720h

LLr HBOeJzyhP+/ f SSt dWBokeEnv47j xe7SJ/ i N72ohNcUk2j HEUSoHLnvNSI W.9M
8t Ej nF/ zxB+bATM Pj CUWbz8Lr 9w oXl kj HUl BLpvXROUr Uz YbkNpkOagV2! zUpk
J6Ui RRGcDSvzr soK+oNvqu6z7Xs5Xf z5r DqUcM K1Z26720dcBWGEGs DLpTpSCnpot
dXd/ HSLMDWhonNv POWQUHE ==

----- PRI VACY- ENHANCED MESSAGE BOUNDARY- - - - -

Exanpl e Encapsul ated Message (Asymetric Case)
Figure 3

Al t hough t he encapsul ated header fields resenbl e RFC-822 header
fields, they are a disjoint set and will not in general be processed
by the same parser which operates on encl osing header fields. The
conplexity of l|exical analysis needed and appropriate for
encapsul at ed header field processing is significantly I ess than that
appropriate to RFC- 822 header processing. For exanple, many
characters with special significance to RFC-822 at the syntactic

| evel have no such significance w thin encapsul ated header fields.

When the I ength of an encapsul ated header field is | onger than the
size conveniently printable on a line, whitespace may be used to fold
the field in the manner of RFC-822, section 3.1.1. Any such inserted
whitespace is not to be interpreted as a part of a subfield. As a
particul ar exanple, due to the Iength of public-key certificates and
of quantities encrypted using asymmetric algorithnms, such quantities
may often need to be folded across multiple printed Iines. |n order
to facilitate such folding in a uniformmanner, the bits representing
such a quantity are to be divided into an ordered set (with |eftnost
bits first) of zero or nore 384-bit groups (corresponding to 64-
character printed representations), followed by a final group of bits
whi ch nay be any length up to 384 bits.

4.6.1 Per-Mssage Encapsul ated Header Fields
This group of encapsul ated header fields contains fields which occur
no nore than once in a privacy-enhanced nessage, generally preceding
all other encapsul ated header fields.

4.6.1.1 X-Proc-Type Field

The " X-Proc-Type:" encapsul ated header field, required for al
privacy-enhanced nessages, identifies the type of processing
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perfornmed on the transmitted nessage. Only one "X-Proc-Type:" field
occurs in a nessage; the "X-Proc-Type:" field nust be the first
encapsul ated header field in the nessage.

The "X-Proc-Type:" field has two subfields, separated by a conma
The first subfield is a decinmal nunber which is used to distinguish
anong i nconpati bl e encapsul ated header field interpretations which
may arise as changes are nade to this standard. Messages processed
according to this RFCwill carry the subfield value "3" to

di stingui sh them from nessages processed in accordance with prior
RFCs 989 and 1040.

The second subfield may assune one of two string val ues: "ENCRYPTED'
or "MCONLY". Unless all of a nessage’'s encapsul ated text is
excluded fromencryption, the "X-Proc-Type:" field s second subfield
nmust specify "ENCRYPTED'. Specification of "M C ONLY", when applied
in conjunction with certain conbinations of key managenent and M C
algorithmoptions, permts certain fields which are superfluous in
the absence of encryption to be onmitted fromthe encapsul at ed header
In particular, "X-Recipient-ID:" and "X-Key-Info:" fields can be
omtted for recipients for whom asymetric cryptography is used,
assum ng concurrent use of a keyless M C conputation algorithm The
"X-DEK-Info:" field can be omtted for all "M C ONLY" nessages.

4.6.1.2 X-DEK-Info Field

The "X-DEK-Info:" encapsul ated header field identifies the nmessage
text encryption al gorithmand node, and also carries the Initializing
Vector used for nessage encryption. No nore than one "X-DEK-Info:"
field occurs in a nessage; the field is required except for nessages
specified as "M CONLY" in the "X-Proc-Type:" field.

The "X-DEK-Info:" field carries two argunents, separated by a conma.
For purposes of this RFC, the first argunment nust be the string
"DES-CBC', signifying (as defined in RFC-1115) use of the DES
algorithmin the CBC node. The second argunent represents a 64-bit
Initializing Vector (1V) as a contiguous string of 16 hexadeci nal
digits. Subsequent revisions of RFC-1115 will specify any additiona
val ues whi ch may appear as the first argunment of this field.

4.6.2 Encapsul ated Header Fields Nornmally Per-Message

This group of encapsul ated header fields contains fields which
ordinarily occur no nore than once per nessage. Depending on the key
managenent option(s) enployed, sone of these fields may be absent
from some nessages. The "X-Sender-1D" field may occur nore than once
in a message if different sender-oriented | K components (perhaps
corresponding to different versions) nust be used for different
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recipients. In this case |ater occurrences override prior

occurrences. |If a mxture of symetric and asymmetric key
distribution is used within a single nmessage, the recipients for each
type of key distribution technol ogy shoul d be grouped together to

simplify parsing
4.6.2.1 X-Sender-1D Field

The "X-Sender-1D:" encapsul ated header field, required for al
privacy-enhanced nessages, identifies a nessage’s sender and provides
the sender’s IK identification component. It should be replicated
within the encapsulated text. The IK identification conponent
carried in an "X-Sender-I1D:" field is used in conjunction with al
subsequent "X-Recipient-ID:" fields until another "X-Sender-I1D:"
field occurs; the ordinary case will be that only a single "X-
Sender-1D:" field will occur, prior to any "X-Recipient-I1D:" fields.

The "X-Sender-1D:" field contains (in order) an Entity Identifier
subfield, an (optional) Issuing Authority subfield, and an (optional)
Versi on/ Expiration subfield. The optional subfields are onmtted if
their use is rendered redundant by information carried in subsequent
"X-Recipient-1D:" fields; this will ordinarily be the case where
symretric cryptography is used for key managenent. The subfields are
delinmted by the colon character (":"), optionally foll owed by

whi t espace

Section 5.2, Interchange Keys, discusses the semantics of these
subfi el ds and specifies the al phabet fromwhich they are chosen

Note that nultiple "X-Sender-1D:" fields may occur within a single
encapsul ated header. Al "X-Recipient-I1D:" fields are interpreted in
the context of the nobst recent preceding "X-Sender-1D:" field; it is
illegal for an "X-Recipient-1D:" field to occur in a header before an
"X-Sender-1D:" has been provided.

4.6.2.2 X-Certificate Field

The "X-Certificate:" encapsul ated header field is used only when
asymetric key managenent is enployed for one or nore of a nessage’s
recipients. To facilitate processing by recipients (at least in
advance of general directory server availability), inclusion of this
field in all messages is strongly recommended. The field transfers a
sender’s certificate as a nuneric quantity, represented with the
encodi ng nechani smdefined in Section 4.3.2.4 of this RFC. The
semantics of a certificate are discussed in RFC-1114. The
certificate carried in an "X-Certificate:" field is used in
conjunction with "X-Sender-ID:" and "X-Recipient-1D:" fields for

whi ch asymmetric key managenent is enpl oyed.
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4,6.2.3 X-MGCInfo Field

The "X-M C-Info:" encapsul ated header field, used only when
asymmetric key managenent is enployed for at |east one recipient of a
message, carries three argunents, separated by conmas. The first
argunent identifies the algorithmunder which the acconpanying MC is
conmput ed; RFC-1115 specifies the acceptable set of MC algorithm
identifiers. The second argunent identifies the algorithm under

whi ch the acconpanying MC is encrypted; for purposes of this RFC
the string "RSA" as described in RFC-1115 nust occur, identifying
use of the RSA algorithm The third argunent is a MC,
asymmetrically encrypted using the originator’s private conponent.

As discussed earlier in this section, the asymetrically encrypted
MC is represented using the technique described in Section 4.3.2.4
of this RFC

The "X-MC-Info:" field will occur imediately follow ng the
message’s "X-Sender-ID:" field and any "X-Certificate:" or "X-

| ssuer-Certificate:" fields. Analogous to the "X-Sender-ID:" field,
an "X-MC-Info:" field applies to all subsequent recipients for whom
asymetric key managenent is used.

4.6.3 Encapsul ated Header Fields with Variable Cccurrences

This group of encapsul ated header fields contains fields which will
normal |y occur variable nunbers of times within a message, with
nunbers of occurrences ranging fromzero to non-zero val ues which are
i ndependent of the nunber of recipients.

4.6.3.1 X-lssuer-Certificate Field

The "X-lssuer-Certificate:" encapsul ated header field is neaningfu
only when asymetric key managenment is used for at |east one of a
message’s recipients. A typical "X-lssuer-Certificate:" field would
contain the certificate containing the public conponent used to sign
the certificate carried in the nessage’s "X-Certificate:" field, for
reci pients’ use in chaining through that certificate' s certification
path. OQher "X-lssuer-Certificate:" fields, typically representing
hi gher points in a certification path, also may be included by a
sender. The order in which "X-lIssuer-Certificate:" fields are

i ncl uded need not correspond to the order of the certification path;
the order of that path nmay in general differ fromthe vi ewpoi nt of
different recipients. More information on certification paths can be
found in RFC-1114.

The certificate is represented in the sane manner as defined for the

"X-Certificate:" field, and any "X-Issuer-Certificate:" fields wll
ordinarily followthe "X-Certificate:" field directly. Use of the
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"X-l1ssuer-Certificate:" field is optional even when asymetric key
managenent is enployed, although its incorporation is strongly
recomended in the absence of alternate directory server facilities
fromwhi ch recipients can access issuers’ certificates.

4.6.4 Per-Recipient Encapsul ated Header Fields

This group of encapsul ated header fields normally appears once for
each of a message’s naned recipients. As a special case, these
fields may be omitted in the case of a "M C ONLY" nessage to

reci pients for whom asynmetric key managenent is enployed, given that
the chosen M C algorithmis keyl ess.

4.6.4.1 X-Recipient-ID Field

The "X-Recipient-1D:" encapsul ated header field identifies a

reci pient and provides the recipient’s IK identification conponent.
One "X-Recipient-I1D:" field is included for each of a nessage’s naned
recipients. It should be replicated within the encapsul ated text.

The field contains (in order) an Entity ldentifier subfield, an

I ssuing Authority subfield, and a Version/Expiration subfield. The
subfields are delimted by the colon character (":"), optionally

foll owed by whitespace.

Section 5.2, Interchange Keys, discusses the semantics of the
subfi el ds and specifies the al phabet fromwhich they are chosen. Al
"X-Recipient-1D:" fields are interpreted in the context of the nost
recent preceding "X-Sender-ID:" field; it is illegal for an "X-
Recipient-ID:" field to occur in a header before an "X-Sender-ID:"
has been provi ded.

4.6.4.2 X-Key-Info Field

One "X-Key-Info:" field is included for each of a nessage’s naned
reci pients. Each "X-Key-Info:" field is interpreted in the context
of the nost recent preceding "X-Recipient-I1D:" field; normally, an
"X-Key-Info:" field will imediately followits associated "X-
Recipient-1D " field. The field s argunent(s) differ depending on
whet her symmetric or asynmetric key managenent is used for a
particul ar recipient.

4.6.4.2.1 Symetric Key Managenent

When symmetric key nanagenent is enployed for a given recipient, the
"X-Key-Info:" encapsul ated header field transfers four itens,
separated by commas: an | K Use Indicator, a MC Al gorithm I ndicator
a DEK and a M C. The IK Use Indicator identifies the algorithm and
node in which the identified |K was used for DEK encryption for a
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particular recipient. For recipients for whomsynmetric key
managenent is used, it nay assune the reserved string val ues "DES-
ECB" or "DES-EDE", as defined in RFC 1115.

The M C AlgorithmIndicator identifies the MC conputation algorithm
used for a particular recipient; values for this subfield are defined
in RFC-1115. The DEK and M C are encrypted under the IK identified
by a preceding "X-Recipient-1D:" field and prior "X-Sender-ID:"
field; they are represented as two strings of contiguous hexadeci na
digits, separated by a conma.

When DEA-1 is used for nessage text encryption, the DEK
representation will be 16 hexadecinmal digits (corresponding to a 64-
bit key); this subfield can be extended to 32 hexadecinal digits
(corresponding to a 128-bit key) if required to support other

al gorithmns.

Symmetric encryption of MCs is always perfornmed in the sane
encryption node used to encrypt the nessage’s DEK. Encrypted M Cs,
like encrypted DEKs, are represented as contiguous strings of
hexadeci mal digits. The size of a MC is dependent on the choice of
M C al gorithmas specified in the MC Al gorithm I ndicator subfield.

4.6.4.2.2 Asymmetric Key Managenent

When asymetric key managenment is enployed for a given recipient, the
"X-Key-Info:" field transfers two quantities, separated by comas.
The first argunent is an I K Use Indicator identifying the algorithm
(and node, if applicable) in which the DEK is encrypted; for purposes
of this RFC, the IK Use Indicator subfield will always assune the
reserved string value "RSA" (as defined in RFC-1115) for recipients
for whom asymetric key nanagenent is enployed, signifying use of the
RSA algorithm The second argunment is a DEK, encrypted (using
asymmetric encryption) under the recipient’s public conponent.

Thr oughout this RFC we have adopted the terns "private conponent” and
"public conponent" to refer to the quantities which are,

respectively, kept secret and made publically available in asymetric
cryptosystems. This convention is adopted to avoid possible
confusion arising fromuse of the term"secret key" to refer to
either the forner quantity or to a key in a synmetric cryptosystem

As discussed earlier in this section, the asymetrically encrypted

DEK is represented using the technique described in Section 4.3.2.4
of this RFC

Li nn [ Page 25]



RFC 1113 Mai | Privacy: Procedures August 1989

5. Key Managenent

Several cryptographic constructs are involved in supporting the
privacy-enhanced nessage processing procedure. A set of fundanenta
el ements is assunmed. Data Encrypting Keys (DEKs) are used to encrypt
message text and (for sone M C conputation algorithns) in the nessage
integrity check (MC) conputation process. Interchange Keys (1Ks)
are used to encrypt DEKs and M Cs for transmi ssion with nessages. In
a certificate-based asymretric key managenent architecture,
certificates are used as a neans to provide entities’ public
components and other information in a fashion which is securely bound
by a central authority. The renmainder of this section provides nore
i nformation about these constructs.

5.1 Data Encrypting Keys (DEKSs)

Data Encrypting Keys (DEKs) are used for encryption of nessage text
and (with sonme M C conputation algorithns) for conputation of nessage

integrity check quantities (MGCs). It is strongly recommended that
DEKs be generated and used on a one-tine, per-nmessage, basis. A
transmitted nmessage will incorporate a representation of the DEK

encrypted under an appropriate interchange key (1K) for each of the
naned recipients.

DEK generation can be perfornmed either centrally by key distribution
centers (KDCs) or by endpoint systens. Dedicated KDC systens may be
able to inplenent stronger algorithnms for random DEK generation than
can be supported in endpoint systens. On the other hand,
decentralization allows endpoints to be relatively self-sufficient,
reduci ng the I evel of trust which nust be placed in conponents other
than a nessage’s originator and recipient. Moreover, decentralized
DEK generation at endpoints reduces the frequency with which senders
nmust make real -time queries of (potentially unique) servers in order
to send mail, enhanci ng comuni cations availability.

When symmetric cryptography is used, one advantage of centralized
KDC- based generation is that DEKs can be returned to endpoints

al ready encrypted under the I Ks of nessage recipients rather than
providing the IKs to the senders. This reduces |K exposure and
sinmplifies endpoint key managenent requirenments. This approach has
|l ess value if asymetric cryptography is used for key managenent,
since per-recipient public I K conponents are assuned to be generally
avai | abl e and per-sender private | K conponents need not necessarily
be shared with a KDC

5.2 I nterchange Keys (1Ks)

I nterchange Key (1K) conponents are used to encrypt DEKs and M Cs.
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In general, IK granularity is at the pairw se per-user |evel except
for mail sent to address lists conprising nultiple users. |n order
for two principals to engage in a useful exchange of privacy-enhanced
el ectronic mail using conventional cryptography, they nust first
possess conmon | K conponents (when symmetric key nmanagenment is used)
or conplenentary | K conponents (when asymetric key managenent is
used). Wen synmetric cryptography is used, the I K consists of a
singl e conponent, used to encrypt both DEKs and M Cs. Wen
asymetric cryptography is used, a recipient’s public conponent is
used as an K to encrypt DEKs (a transformation invertible only by a
reci pi ent possessing the correspondi ng private conponent), and the
originator’s private conponent is used to encrypt MCs (a
transformation invertible by all recipients, since the originator’s
certificate provides the necessary public conponent of the
originator).

VWil e this RFC does not prescribe the means by which interchange keys
are provided to appropriate parties, it is useful to note that such
means nmay be centralized (e.g., via key managenent servers) or
decentralized (e.g., via pairw se agreenent and direct distribution
anong users). In any case, any given |K conponent is associated with
a responsible Issuing Authority (1A). Wen certificate-based
asymmetric key managenent, as discussed in RFC 1114, is enployed, the
I A function is perforned by a Certification Authority (CA).

Wien an | A generates and distributes an | K conponent, associ ated
control information is provided to direct howit is to be used. In
order to select the appropriate IK(s) to use in nessage encryption, a
sender nust retain a correspondence between | K conponents and the
reci pients with which they are associated. Expiration date
informati on nust also be retained, in order that cached entries may
be invalidated and repl aced as appropri ate.

Since a nessage may be sent with nultiple | K conmponents identified,
corresponding to nultiple intended recipients, each recipient’s UA
nmust be able to determne that recipient’s intended | K conponent.
Moreover, if no corresponding | K conponent is available in the

reci pient’s database when a nessage arrives, the recipient nust be
able to identify the required | K conponent and identify that IK
component’s associated IA. Note that different IKs may be used for
di fferent nmessages between a pair of comunicants. Consider, for
exanpl e, one nessage sent fromA to B and anot her nessage sent (using
the I K-per-list nethod) fromA to a nailing list of which Bis a
menber. The first nessage woul d use | K conponents associ at ed
individually with A and B, but the second woul d use an | K conponent
shared anong |ist menbers

When a privacy-enhanced nessage is transnitted, an indication of the
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| K conponents used for DEK and M C encryption nmust be included. To
this end, the "X-Sender-ID:" and "X-Recipient-1D:" encapsul ated
header fields provide the follow ng data:

1. ldentification of the relevant Issuing Authority (lA subfield)

2. ldentification of an entity with which a particular IK
conmponent is associated (Entity lIdentifier or El subfield)

3. Version/Expiration subfield

The colon character (":") is used to delinmt the subfields within an
"X-Sender-1D:" or "X-Recipient-1D:". The |IA ElI, and
version/expiration subfields are generated froma restricted
character set, as prescribed by the follow ng BNF (using notation as
defined in RFC- 822, sections 2 and 3. 3):

| Ksubfl d 1= 1*i a- char

i a- char 1= DGAT/ ALPHA / """ [ "+ [ "(" [ ")" [/
n , n / n i n / n / n / n :ll / n ?ll / n - n / n @ /
7 I A I L AL R N

An exanple "X-Recipient-ID:" field is as fol | ows:
X-Recipient-1D; linn@cy. bbn.comptf-knt: 2

This exanple field indicates that | A "ptf-knt" has issued an IK

conmponent for use on nessages sent to "linn@cy. bbn.conf, and that
the 1A has provided the nunber 2 as a version indicator for that IK
conponent .

5.2.1 Subfield Definitions

The followi ng subsections define the subfields of "X-Sender-ID:" and
"X-Recipient-1D:" fields.

5.2.1.1 Entity ldentifier Subfield
An entity identifier is constructed as an | Ksubfld. Mre
restrictively, an entity identifier subfield assunes the foll ow ng
form
<user >@donai n- qual i fi ed- host >
In order to support universal interoperability, it is necessary to
assune a universal formfor the naming information. For the case of

installations which transform| ocal host nanes before transm ssion
into the broader Internet, it is strongly recomended that the host

Li nn [ Page 28]



RFC 1113 Mai | Privacy: Procedures August 1989

nane as presented to the Internet be enpl oyed.

5.2.1.2 |Issuing Authority Subfield

An 1A identifier subfield is constructed as an | Ksubfld. IA
identifiers nust be assigned in a nmanner which assures uni queness.
This can be done on a centralized or hierarchic basis.

5.2.1.3 Version/Expiration Subfield

A version/expiration subfield is constructed as an | Ksubfld. The
version/expiration subfield format may vary anong different |As, but
nmust satisfy certain functional constraints. An IA' s
versi on/ expiration subfields nust be sufficient to distinguish anong
the set of I K conponents issued by that 1A for a given identified
entity. Use of a nmonotonically increasing number is sufficient to
di stingui sh anong the | K conponents provided for an entity by an I A
use of a tinestanp additionally allows an expiration tine or date to
be prescribed for an | K conponent.

5.2.2 1K Cryptoperiod |ssues

6.

An | K conponent’s cryptoperiod is dictated in part by a tradeoff

bet ween key managenent overhead and revocation responsiveness. It
woul d be undesirable to delete an | K conponent pernanently before
recei pt of a nmessage encrypted using that | K conponent, as this would
render the nessage permanently undeci pherable. Access to an expired
| K conponent woul d be needed, for exanple, to process mail received
by a user (or system which had been inactive for an extended period
of tinme. 1In order to enable very old I K conponents to be deleted, a
message’ s recipient desiring encrypted local long term storage should
transformthe DEK used for message text encryption via re-encryption
under a locally maintained IK, rather than relying on | A nmaintenance
of old I K conponents for indefinite periods.

User Nami ng

6.1 Current Approach

Uni que naming of electronic mail users, as is needed in order to
sel ect correspondi ng keys correctly, is an inportant topic and one
whi ch has received significant study. Qur current architecture
associ ates | K conmponents with user nanes represented in a universa
form ("user @onmai n-qual i fied-host"), relying on the follow ng
properties:

1. The universal formnust be specifiable by an A as it
di stributes I K conponents and known to a UA as it processes
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recei ved | K conmponents and | K conponent identifiers. If a
UA or | A uses addresses in a local formwhich is different
fromthe universal form it nmust be able to performan
unambi guous mappi ng fromthe universal forminto the |oca
representation.

2. The universal form when processed by a sender UA, nust have
a recogni zabl e correspondence with the formof a recipient
address as specified by a user (perhaps follow ng | oca
transformation froman alias into a universal form.

It is difficult to ensure these properties throughout the Internet.
For exanple, an MIS which transforns address representati ons between
the local formused within an organi zati on and the universal form as
used for Internet mail transmi ssion nay cause property 2 to be

vi ol at ed.

6.2 |Issues for Consideration

The use of flat (non-hierarchic) electronic nmail user identifiers,
which are unrelated to the hosts on which the users reside, nmay offer
value. As directory servers beconme nore w despread, it may becone
appropriate for woul d-be senders to search for desired recipients
based on such attributes. Personal characteristics, |ike socia
security nunbers, night be considered. |Individually-selected
identifiers could be registered with a central authority, but a means
to resolve nane conflicts would be necessary.

A point of particular note is the desire to accommodate nultiple
nanes for a single individual, in order to represent and all ow

del egation of various roles in which that individual my act. A
nam ng nechani smthat binds user roles to keys is needed. Bindings
cannot be inmutabl e since roles sonetines change (e.g., the
comptroller of a corporation is fired).

It may be appropriate to exam ne the prospect of extending the

DARPA/ DoD dormai n system and its associ ated name servers to resol ve
user nanes to unique user IDs. An additional issue arises with
regard to mailing list support: name servers do not currently perform
(potentially recursive) expansion of lists into users. |SO and CSNet
are working on user-level directory service nmechani snms, which my

al so bear consideration

7. Exanple User Interface and |Inplementation
In order to place the mechani sms and approaches di scussed in this RFC

into context, this section presents an overview of a prototype
i npl enentation. This inplenentation is a standal one programwhich is
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i nvoked by a user, and |lies above the existing UA sublayer. In the
UNI X system and possibly in other environments as well, such a
program can be invoked as a "filter" within an electronic mail UA or
a text editor, sinplifying the sequence of operations which nust be
performed by the user. This formof integration offers the advantage
that the programcan be used in conjunction with a range of UA
prograns, rather than being conpatible only with a particular UA

When a user wi shes to apply privacy enhancenments to an out goi ng
nmessage, the user prepares the nessage’s text and invokes the

st andal one program (interacting with the programin order to provide
address infornmation and other data required to perform privacy
enhancenent processing), which in turn generates output suitable for
transm ssion via the UA. \When a user receives a privacy-enhanced
nmessage, the UA delivers the nessage in encrypted form suitable for
decryption and associ ated processing by the standal one program

In this prototype inplenentation (based on symmetric key managenent),
a cache of I K conmponents is maintained in a local file, with entries
managed manual |y based on infornmation provided by originators and
reci pients. This cache is, effectively, a sinple database. IK
components are selected for transnitted nmessages based on the
sender’s identity and on recipient names, and correspondi ng " X-
Sender-1D:" and "X-Recipient-I1D:" fields are placed into the
message’ s encapsul ated header. Wen a nessage is received, these
fields are used as a basis for a | ookup in the database, yielding the
appropriate I K conponent entries. DEKs and |Vs are generated
dynanmically within the program

Options and destination addresses are sel ected by command |ine
argunents to the standal one program The function of specifying
destination addresses to the privacy enhancenment programis logically
distinct fromthe function of specifying the correspondi ng addresses
to the UA for use by the MIS. This separation results fromthe fact
that, in many cases, the local formof an address as specified to a
UA differs fromthe Internet global formas used in "X-Sender-ID:"
and "X-Recipient-1D:" fields.

8. Areas For Further Study

The procedures defined in this RFC are sufficient to support

i npl enent ati on of privacy-enhanced electronic mail transm ssion anong
cooperating parties in the Internet. Further effort will be needed,
however, to enhance robustness, generality, and interoperability. In
particular, further work is needed in the follow ng areas:

1. User naming techniques, and their relationship to the domain
system nane servers, directory services, and key managenent
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functions.

2. Detail ed standardi zation of Issuing Authority and directory
service functions and interactions.

3. Privacy-enhanced interoperability with X 400 nmil

W anticipate generation of subsequent RFCs which will address these
t opi cs.
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