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1. Status of this Meno

This meno defines the second version of the Managenent |nformation
Base (MB-11) for use with network managenent protocols in TCP/IP-
based internets. |In particular, together with its conpani on nmenos
whi ch describe the structure of managenent information (RFC 1155)
along with the network managenent protocol (RFC 1157) for TCP/ I P-
based internets, these docunents provide a sinple, workable
architecture and system for nmanagi ng TCP/ | P-based internets and in
particular the Internet comunity.

This docunment on MB-I1 incorporates all of the technical content of
RFC 1156 on M B-1 and extends it, without |oss of conpatibilty.
However, M B-1 as described in RFC 1156 is full Standard Protocol of
the Internet, while the MB-11 described here is Proposed Standard
Protocol of the Internet.

This meno defines a mandatory extension to the base MB (RFC 1156)
and is a Proposed Standard for the Internet conmunity. The

ext ensi ons described here are currently Elective, but when they
becone a standard, they will have the sane status as RFC 1156, that
is, Reconmended. The Internet Activities Board recommends that al
| P and TCP i npl enent ati ons be network manageable. This inplies

i npl ementation of the Internet MB (RFC 1156 and the extensions in
RFC 1158) and at |east one of the two reconmended nanagenent
protocols SNWP (RFC 1157) or CMOT (RFC 1095).

This version of the MB specification, MB-1I, is an increnmenta
refinement of MB-1. As such, it has been designed according to two
criteria: first, changes have been nade in response to new
operational requirenents in the Internet; and, second, the changes
are entirely upwards conpatible in order to mnimze i npact on the
network as the nanaged nodes in the Internet transition fromMB-1 to
MB-1II

It is expected that additional MB groups and variables will be

defined over tinme to acconmodate the nonitoring and control needs of
new or changi ng conponents of the Internet.
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Pl ease refer to the latest edition of the "I AB Oficial Protocol
St andards" RFC for current information on the state and status of
standard | nternet protocols.

Distribution of this nmenp is unlimted.
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2. Introduction

As reported in RFC 1052, | AB Recommendations for the
Devel oprment of Internet Network Managenent Standards [1], a
two- prong strategy for network managenent of TCP/ | P-based

internets was undertaken. |In the short-term the Sinple
Net wor k Management Protocol (SNWP) was to be used to manage
nodes in the Internet comunity. 1In the long-term the use of

the OSI network managenent framework was to be exam ned. Two
docunents were produced to define the nanagenent information:
RFC 1065, which defined the Structure of Managenent
Information (SM) [2], and RFC 1066, which defined the
Managenent | nformation Base (MB) [3]. Both of these
docunents were designed so as to be conpatible with both the
SNWP and the OSI network nanagenent franmework

This strategy was quite successful in the short-term

I nt ernet - based network managenent technol ogy was fiel ded, by
both the research and commercial comunities, within a few
months. As a result of this, portions of the Internet
conmmunity becane network nanageable in a tinely fashion

As reported in RFC 1109, Report of the Second Ad Hoc Network
Managenment Review Group [4], the requirements of the SNWP and
the OSI network nmanagenent frameworks were nmore different than
anticipated. As such, the requirenent for conpatibility
between the SM/M B and both franeworks was suspended. This
action pernmitted the operational network nmanagenent framework,
the SNWP, to respond to new operational needs in the Internet
community by producing this docunent.

As such, the current network managenent franmework for TCP/I P-
based internets consists of: Structure and ldentification of
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Managenment | nformation for TCP/I P-based internets, RFC 1155 [13],
whi ch descri bes how nmanaged objects contained in the MB are

defi ned; Managenent |nformati on Base for Network Managenent of
TCP/ 1 P-based internets (version 2), this nmenpo, which describes

t he managed objects contained in the MB; and, the Sinple

Net wor k Managenent Protocol, RFC 1157 [14], which defines the
protocol used to manage these objects.

Consistent with the | AB directive to produce sinple, workable

systenms in the short-term the list ofc objects (e.g., for BSD UN X)
wer e excl uded.

7) It was agreed to avoid heavily instrunenting critical
sections of code. The general guideline was one counter
per critical section per |ayer.

3. Changes from M B-1
Features of this M B include:

1) increnmental additions to reflect new operational
requirenents;

2) upwards conpatibility with the SM/MB and t he SNWP;
3) inmproved support for nulti-protocol entities; and,

4) textual clean-up of the MB to inprove clarity and
readability.

The objects defined in MB-11 have the OBJECT | DENTI FI ER prefi x:
m b- 2 OBJECT IDENTIFIER ::= { mgnt 1 }
3.1. Deprecated bjects
In order to better prepare inplenentors for future changes in the
M B, a new term "deprecated" nay be used when describing an object.
A deprecated object in the MB is one which nust be supported, but
one which will nost likely be removed fromthe next version of the
MB (e.g., MB-111).
MB-11 marks one object as being deprecat ed:

at Tabl e

As a result of deprecating the atTable object, the entire Address
Transl ation group is deprecat ed.
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Note that no functionality is lost with the deprecation of these
obj ects: new objects providing equival ent or superior functionality
are defined in MB-1I1

3.2. Display Strings

In the past, there have been nisinterpretations of the MB as to when
a string of octets should contain printable characters, neant to be
di splayed to a hunan. As a textual convention in the MB, the
dat at ype

Di splayString ::= OCTET STRI NG

is introduced. A DisplayString is restricted to the NVT ASCl
character set, as defined in pages 10-11 of [7].

The follow ng objects are now defined in ternms of DisplayString:

sysDescr
i f Descr

It should be noted that this change has no effect on either the
syntax nor semantics of these objects. The use of the DisplayString
notation is nerely an artifact of the explanatory nmethod used in
MB-11 and future M Bs.

Further, it should be noted that any object defined in terns of OCTET
STRING may contain arbitrary binary data, in which each octet may
take any value fromO to 255 (decimal).

3.3. The System G oup
Four new objects are added to this group
sysCont act
sysNanme
syslLocation
sysServices

These provide contact, administrative, |location, and service
i nformati on regardi ng the managed node.

3.4. The Interfaces Goup
The definition of the ifNunmber object was incorrect, as it required
all interfaces to support IP. (For exanple, devices without IP, such

as MAC-l ayer bridges, could not be managed if this definition was
strictly followed.) The description of the ifNunber object is changed
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accordi ngly.

The ifTabl e object was mi staken marked as read-wite, it has been

(correctly) re-designated as read-only. In addition, several new
val ues have been added to the ifType colum in the ifTable object:

ppp(23)

sof t war eLoopback( 24)

eon( 25)

et her net - 3Moi t (26)

nsi p(27)

slip(28)

Finally, a new colum has been added to the ifTable object:
i fSpecific

whi ch provides information about infornmation specific to the nedia
being used to realize the interface.

3.5. The Address Translation G oup

In MB-1, this group contained a table which permtted nappings from
net wor k addresses (e.g., |P addresses) to physical addresses (e.g.
MAC addresses). Experience has shown that efficient inplenentations
of this table nake two assunptions: a single network protoco

envi ronnment, and mappi ngs occur only from network address to physica
addr ess.

The need to support nulti-protocol nodes (e.g., those with both the
I P and CLNP active), and the need to support the inverse napping
(e.g., for ES-1S), have invalidated both of these assunptions. As
such, the atTabl e object is declared deprecated.

In order to neet both the nulti-protocol and inverse mappi ng
requirenents, MB-1l and its successors will allocate up to two
address translation tables inside each network protocol group. That
is, the IP group will contain one address translation table, for
going fromI|P addresses to physical addresses. Similarly, when a
docunent defining MB objects for the CLNP is produced (e.g., [8]),
it wll contain two tables, for mappings in both directions, as this
is required for full functionality.

It should be noted that the choice of two tables (one for each
direction of mapping) provides for ease of inplenentation in many
cases, and does not introduce undue burden on inpl enentations which
realize the address transl ation abstraction through a single interna
tabl e.
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3.6. The IP Group

The access attribute of the variable ipForwardi ng has been changed
fromread-only to read-wite.

In addition, there is a new columm to the i pAddrTabl e object,

i pAdEnt ReasniVaxSi ze
whi ch keeps track of the largest | P datagramthat can be re-
assenbl ed on a particular interface. There is also a new colum in
t he i pRouti ngTabl e obj ect,

i pRout eMask

which is used for IP routing subsystens that support arbitrary subnet
masks.

One new object is added to the | P group:
i pNet ToMedi aTabl e
which is the address translation table for the I P group (providing
identical functionality to the now deprecated atTable in the address
transl ati on group).
3.7. The I CQw G oup
There are no changes to this group.
3.8. The TCP G oup

Two new vari abl es are added:

tcplnErrs
tcpQut Rst s

whi ch keep track of the number of incoming TCP segnents in error and
t he nunber of resets generated by a TCP.

3.9. The UDP G oup
A new tabl e:
udpTabl e

i s added.
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3.10. The EGP Group

Experience has indicated a need for additional objects that are
useful in EGP nonitoring. |In addition to making several additions to
t he egpNei ghbor Tabl e object, a new variable is added:

egpAs
whi ch gi ves the autononous system associated with this EGP entity.

3.11. The Transm ssion G oup

MB-1 was lacking in that it did not distinguish between different
types of transnission nedia. A new group, the Transm ssion group, is
al l ocated for this purpose:

transm ssion OBJECT IDENTIFIER ::= { m b-2 10 }
When I nternet-standard definitions for managi ng transm ssi on nedi a
are defined, the transmi ssion group is used to provide a prefix for
t he nanes of those objects.
Typically, such definitions reside in the experinental portion of the
MB until they are "proven", then as a part of the Internet
standardi zati on process, the definitions are accordingly el evated and
a new object identifier, under the transm ssion group is defined. By
convention, the nane assigned is:

type OBJECT | DENTI FI ER ::={ transm ssion nunber }
where "type" is the synbolic value used for the nedia in the ifType
colum of the ifTable object, and "nunber" is the actual integer
val ue corresponding to the synbol

3.12. The SNWP G oup

The application-oriented working groups of the | ETF have been tasked
to be receptive towards defining MB variables specific to their
respecti ve applications.

For the SNWP, it is useful to have statistical information. A new
group, the SNMP group, is allocated for this purpose:

snnp  OBJECT IDENTIFIER ::={ nmb-2 11 }
4. ojects

Managed objects are accessed via a virtual information store, terned
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the Managenent Infornmation Base or MB. bjects in the MB are
defined using Abstract Syntax Notation One (ASN. 1) [9].

The mechani sms used for describing these objects are specified the
compani on meno, the SM. In particular, each object has a nane, a
syntax, and an encoding. The nane is an object identifier, an

adm ni stratively assigned nane, which specifies an object type. The
obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, ternmed the OBJECT

DESCRI PTOR, to also refer to the object type.

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 |anguage is used for
this purpose. However, the conpani on nmeno purposely restricts the
ASN. 1 constructs which may be used. These restrictions are
explicitly made for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type's syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transnitted on the network. This nmeno
specifies the use of the basic encoding rules (BER) of ASN. 1 [10],
subject to the additional requirenents inposed by the SNWP [ 14].

4.1. Object G oups

Since this list of managed objects contains only the essentia
el ements, there is no need to allow individual objects to be
optional. Rather, the objects are arranged into the follow ng
groups:

- System

- Interfaces

- Address Transl ati on (deprecated)
- IP

- law

- TCP

- ubP

- EGP

- Transm ssi on

- SNwWP

There are two reasons for defining these groups: to provide a nmeans
of assigning object identifiers; and, to provide a nethod for

i npl enent ati ons of managed agents to know whi ch objects they nust
inmplement. This nmethod is as follows: if the semantics of a group is
applicable to an inplenentation, then it nust inplenent all objects
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in that group. For exanple, an inplenentation nust inplenent the EGP
group if and only if it inplenents the EGP

4. 2. Format of Definitions

The next section contains the specification of all object types
contained in the MB. Follow ng the conventions of the conpani on
meno, the object types are defined using the follow ng fields:

A textual nane, ternmed the OBIJECT DESCRI PTOR, for the

obj ect type, along with its correspondi ng OBJECT
| DENTI FI ER.

Synt ax:
The abstract syntax for the object type, presented using
ASN. 1. This nust resolve to an instance of the ASN. 1
type ObjectSyntax defined in the SM.

Definition:
A textual description of the semantics of the object
type. Inplementations should ensure that their

interpretation of the object type fulfills this
definition since this MB is intended for use in multi-
vendor environnents. As such it is vital that object
types have consistent neani ng across all rmachi nes.

Access:
A keyword, one of read-only, read-wite, wite-only, or
not -accessible. Note that this designation specifies the
m ni mum | evel of support required. As a local matter,
i mpl erent ati ons may support other access types (e.g., an
i npl ementation nay elect to pernmitting witing a variable
mar ked herein as read-only). Further, protocol-specific
"views" (e.g., those inplied by an SNVP comunity) nmay
make further restrictions on access to a variable.

St at us:
A keyword, one of mandatory, optional, obsolete, or
deprecated. Use of deprecated inplies nmandatory status.
5. Object Definitions
RFC1158-M B

DEFINITIONS ::= BEG N
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5.1

MB I

| MPCRTS

mgnt, OBJECT- TYPE, Networ kAddress, |

Count er, Gauge, Ti nmeTicks
FROM RFC1155- SM ;

Di splayString ::
OCTET STRI NG

m b- 2 OBJECT | DENTIFIER :: = {
system OBJECT | DENTIFI ER :: = {
interfaces OBJECT IDENTIFIER :: = {
at OBJECT I DENTIFIER ::= {
ip OBJECT I DENTIFIER :: = {
icnp OBJECT | DENTIFIER :: = {
tcp OBJECT | DENTIFIER :: = {
udp OBJECT | DENTIFIER :: = {
egp CBJECTIDENTIFIER::={
-- cnot OBJECT I DENTIFIER ::= {
transm ssi on OBJECT | DENTI FI ER =
snnp OBJECT | DENTIFIER :: = {
END

The System G oup

mynt 1 }
mb-2 1}
nmb-2 2}
mb-2 3}
nmb-2 4}
mb-2 5}
nmb-2 6 }
nmb-2 7}
nmb-2 8}
mb-2 9}
{ mib-21
mb-2 11

| mpl enent ati on of the Systemgroup is mandatory for all

sysDescr { system 1 }

Synt ax:

Di splayString (SIZE (0..255))
Definition:

A textual description of the entity.

i nclude the full
systeni s hardware type,
net wor ki ng software. It
contain printable ASCI|I characters.
Access:

read-only.

St at us:
mandat ory.
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sysCbjectID { system?2 }

Synt ax:
OBJECT | DENTI FI ER

Definition:
The vendor’s authoritative identification of the network
managenent subsystem contained in the entity. This value
is allocated within the SM enterprises subtree
(1.3.6.1.4.1) and provides an easy and unanbi guous mneans
for determ ning "what kind of box" is being nmanaged. For
exanple, if vendor "Flintstones, Inc." was assigned the
subtree 1.3.6.1.4.1.4242, it could assign the identifier
1.3.6.1.4.1.4242.1.1 to its "Fred Router"

Access:
read-only.

St at us:
mandat ory.

sysUpTine { system 3 }

Synt ax:
Ti meTi cks

Definition:
The time (in hundredths of a second) since the network
managenent portion of the systemwas last re-initialized.

Access:
read-only.

St at us:
mandat ory.

sysContact { system4 }

Synt ax:
Di splayString (SIZE (0..255))
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Definition:
The textual identification of the contact person for this
managed node, together with information on how to contact
this person.

Access:
read-write.

St at us:
mandat ory.

sysName { system5 }

Synt ax:
Di splayString (SIZE (0..255))

Definition:
An admini strativel y-assi gned nane for this nmanaged node.
By convention, this is the node’s fully-qualified domain
name.

Access:
read-wite.

St at us:
mandat ory.

sysLocation { system©6 }

Synt ax:
Di splayString (SIZE (0..255))

Definition:
The physical |ocation of this node (e.g., "tel ephone
closet, 3rd floor").

Access:
read-only.

St at us:
mandat ory.
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sysServices { system?7 }

Synt ax:
| NTEGER (0. .127)

Definition:
A val ue which indicates the set of services that this
entity potentially offers. The value is a sum This
suminitially takes the value zero, Then, for each | ayer
L, in the range 1 through 7, that this node perforns
transactions for, 2 raised to (L - 1) is added to the
sum For exanple, a node which perforns only routing
functions woul d have a value of 4 (27(3-1)). In
contrast, a node which is a host offering application
services would have a value of 72 (27(4-1) + 27(7-1)).
Note that in the context of the Internet suite of
protocol s, val ues should be cal cul ated accordi ngly:

layer functionality

1 physical (e.g., repeaters)

2 dat al i nk/ subnetwork (e.g., bridges)

3 internet (e.g., supports the IP)

4 end-to-end (e.g., supports the TCP)

7 applications (e.g., supports the SMIP)

For systems including OSI protocols, layers 5 and 6 may
al so be count ed.

Access:
read-only.

St at us:
mandat ory.

5.2. The Interfaces Goup

| mpl enentation of the Interfaces group is nandatory for all systens.

i fNunber { interfaces 1}

Synt ax:
| NTEGER
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Definition:
The nunber of network interfaces (regardless of their
current state) present on this system

Access:
read-only.

St at us:
mandat ory.

5.2.1. The Interfaces table

The Interfaces table contains information on the entity’'s interfaces.
Each interface is thought of as being attached to a "subnetwork".
Note that this term should not be confused with "subnet" which refers
to an addressing partitioning scheme used in the Internet suite of

pr ot ocol s.

ifTable { interfaces 2}

Synt ax:
SEQUENCE OF IfEntry

Definition:
Alist of interface entries. The nunber of entries is
gi ven by the val ue of ifNunber

Access:
read-only.

St at us:
mandat ory.

ifEntry { ifTable 1}
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Synt ax:

IfEntry :

MB I

- = SEQUENCE {

i flndex

| NTEGER,

i f Descr

Di splayString,

i f Type

| NTEGER,

ifMu

I NTEGER,

i f Speed

Gauge,

i f PhysAddr ess

OCTET STRI NG

i f Adm nSt at us

I NTEGER,

i f Oper St at us

I NTEGER,

i f Last Change

Ti meTi cks,

iflnCctets

Count er,

i fl nUcast Pkt s

Count er,

i fl nNUcast Pkts

Count er,

i flnDi scards

Count er,

iflnErrors

Count er,

i f1 nUnknownPr ot os

Count er,

i fQutCctets

Count er,

i f Qut Ucast Pkt s

Count er,

i f Qut NUcast Pkt s

Count er,

i f Qut Di scards

Count er,

ifQutErrors

Count er,

i fQut QLen

Gauge,

i fSpecific
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Definition:
An interface entry containing objects at the subnetwork
| ayer and below for a particular interface.

Access:
read-only.

St at us:
mandat ory.

We now consi der the individual conponents of each interface
entry:

iflndex { ifEntry 1}

Synt ax:
| NTEGER

Definition:
A uni que value for each interface. Its value ranges
between 1 and the value of ifNunber. The value for each
interface nust remain constant at |east from one re-
initialization of the entity’s network nmanagenment system
to the next re-initialization

Access:
read-only.

St at us:
mandat ory.

ifDescr { ifEntry 2}

Synt ax:
Di splayString (SIZE (0..255))

Definition:
A textual string containing information about the
interface. This string should include the nane of the
manuf acturer, the product nane and the version of the
hardware interface.
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read-only.

St at us:

mandat ory.

ifType { ifEntry 3}

Synt ax:

| NTEGER {

}

ot her (1), -- none of the follow ng
regul ar1822(2),
hdh1822( 3),
ddn- x25(4),
rfc877-x25(5),
et hernet - csmacd(6),
i s088023-csmacd(7),
i s088024-t okenBus(8),
i s088025-t okenRi ng(9),
i s088026- man( 10),
starLan(11),
pr ot eon- 10Moi t (12),
pr ot eon- 80Moi t (13),
hyper channel (14),
fddi (15),
| apb( 16),
sdl ¢(17),
tl-carrier(18),
cept (19), -- european equivalent of T-1
basi cl SDN( 20),
pri maryl SDN(21),
-- proprietary serial
pr opPoi nt ToPoi nt Seri al (22),
ppp(23),
sof t war eLoopback( 24),
eon( 25), -- CLNP over IP [12]
et her net - 3Moi t (26)
nsi p(27), -- XNS over IP
slip(28) -- generic SLIP

Definition:
The type of interface, distinguished according to the
physical /1ink protocol (s) i mediately "bel ow' the network
| ayer in the protocol stack.
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Access:
read-only.

St at us:
mandat ory.

ifMu { ifEntry 4}

Synt ax:
| NTEGER

Definition:
The size of the | argest datagram which can be
sent/received on the interface, specified in octets. For
interfaces that are used for transmtting network
datagrans, this is the size of the |argest network
datagram that can be sent on the interface.

Access:
read-only.

St at us:
mandat ory.

i fSpeed { ifEntry 5}

Synt ax:
Gauge

Definition:
An estimate of the interface’s current bandwidth in bits
per second. For interfaces which do not vary in
bandwi dth or for those where no accurate estinmation can
be made, this object should contain the nom na
bandw dt h.

Access:
read-only.

St at us:
mandat ory.
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i f PhysAddress { ifEntry 6 }

Synt ax:
OCTET STRI NG

Definition:
The interface’s address at the protocol layer imediately
"bel ow' the network layer in the protocol stack. For
i nterfaces which do not have such an address (e.g., a
serial line), this object should contain an octet string
of zero length.

Access:
read- only.

St at us:
mandat ory.

i fAdm nStatus { ifEntry 7 }

Synt ax:
| NTEGER {
up(1), -- ready to pass packets
down( 2),
testing(3) -- in sone test node
}
Definition:

The desired state of the interface. The testing(3) state
i ndi cates that no operational packets can be passed.

Access:
read-wite.

St at us:
mandat ory.

i fOperStatus { ifEntry 8 }
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Synt ax:
| NTEGER {
up(1), -- ready to pass packets
down( 2),
testing(3) -- in sonme test node
}
Definition:

The current operational state of the interface. The
testing(3) state indicates that no operational packets
can be passed.

Access:
read-only.

St at us:
mandat ory.

i fLast Change { ifEntry 9 }

Synt ax:
Ti meTi cks

Definition:
The val ue of sysUpTinme at the tine the interface entered
its current operational state. |If the current state was

entered prior to the last re-initialization of the |oca
net wor k managenment subsystem then this object contains a
zero val ue.

Access:
read-only.

St at us:
mandat ory.

iflnCctets { ifEntry 10 }

Synt ax:
Count er
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Definition:
The total nunber of octets received on the interface,
i ncludi ng franm ng characters.

Access:
read-only.

St at us:
mandat ory.

iflnUcastPkts { ifEntry 11 }

Synt ax:
Count er

Definition:
The nunber of subnetwork-uni cast packets delivered to a
hi gher -1 ayer protocol.

Access:
read- only.

St at us:
mandat ory.

i flnNUcastPkts { ifEntry 12 }

Synt ax:
Count er

Definition:
The nunber of non-unicast (i.e., subnetwork-broadcast or
subnet wor k-nul ti cast) packets delivered to a higher-1layer
pr ot ocol .

Access:
read- only.

St at us:
mandat ory.
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iflnDiscards { ifEntry 13 }

Synt ax:
Count er

Definition:
The nunber of inbound packets which were chosen to be
di scarded even though no errors had been detected to
prevent their being deliverable to a higher-I|ayer
protocol. One possible reason for discarding such a
packet could be to free up buffer space.

Access:
read- only.

St at us:
mandat ory.

iflnErrors { ifEntry 14 }

Synt ax:
Count er

Definition:
The nunber of inbound packets that contained errors
preventing them from being deliverable to a higher-1|ayer
pr ot ocol

Access:
read-only.

St at us:
mandat ory.

i fl nUnknownProtos { ifEntry 15 }

Synt ax:
Count er
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Definition:
The nunber of packets received via the interface which
wer e di scarded because of an unknown or unsupported
pr ot ocol

Access:
read-only.

St at us:
mandat ory.

ifQutCOctets { ifEntry 16 }

Synt ax:
Count er

Definition:
The total nunber of octets transmitted out of the
interface, including fram ng characters.

Access:
read-only.

St at us:
mandat ory.

i fQutUcastPkts { ifEntry 17 }

Synt ax:
Count er

Definition:
The total number of packets that higher-Ievel protocols
requested be transnmitted to a subnetwork-uni cast address,
i ncluding those that were di scarded or not sent.

Access:
read-only.

St at us:
mandat ory.
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i fQutNUcastPkts { ifEntry 18 }

Synt ax:
Count er

Definition:
The total number of packets that higher-Ievel protocols
requested be transmitted to a non-unicast (i.e., a
subnet wor k- br oadcast or subnetwork-nulticast) address,
i ncluding those that were di scarded or not sent.

Access:
read-only.

St at us:
mandat ory.

ifQutDiscards { ifEntry 19 }

Synt ax:
Count er

Definition:
The nunber of outbound packets which were chosen to be
di scarded even though no errors had been detected to
prevent their being transnmitted. One possible reason for
di scardi ng such a packet could be to free up buffer
space.

Access:
read-only.

St at us:
mandat ory.

ifQutErrors { ifEntry 20 }

Synt ax:
Count er
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Definition:
The nunber of outbound packets that could not be
transmtted because of errors.

Access:
read-only.

St at us:
mandat ory.

ifoutQen { ifEntry 21}

Synt ax:
Gauge

Definition:
The I ength of the output packet queue (in packets).

Access:
read-only.

St at us:
mandat ory.

ifSpecific { ifEntry 22 }

Synt ax:
OBJECT | DENTI FI ER

Definition:

A reference to MB definitions specific to the particul ar
nmedi a being used to realize the interface. For exanple,
if the interface is realized by an ethernet, then the

val ue of this object refers to a docunent defining
objects specific to ethernet. |If an agent is not
configured to have a value for any of these variables,
the object identifier

nul | Specific OBJECT IDENTIFIER ::={ 0 0 }

is returned. Note that "null Specific" is a syntatically
valid object identifier, and any confor mant
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i mpl enentation of ASN.1 and BER nust be able to generate
and recogni ze this val ue.

Access:
read-only.

St at us:
mandat ory.

5.3. The Address Translation G oup

| mpl enent ati on of the Address Translation group is nmandatory for al

systens. Note however that this group is deprecated by MB-11. That
is, it is being included solely for conpatibility with MB-I nodes,
and will nost likely be excluded fromMB-111 nodes. FromMB-11 and

onwar ds, each network protocol group contains its own address
transl ati on tables.

The Address Transl ati on group contains one table which is the union
across all interfaces of the translation tables for converting a
Net wor kAddress (e.g., an | P address) into a subnetwork-specific
address. For lack of a better term this docunent refers to such a
subnet wor k- speci fic address as a "physical" address.

Exanpl es of such translation tables are: for broadcast nedia where
ARP is in use, the translation table is equivalent to the ARP cache;
or, on an X 25 network where non-algorithmc translation to X 121
addresses is required, the translation table contains the

Net wor kAddress to X 121 address equi val ences.

atTable { at 1}

Synt ax:
SEQUENCE OF AtEntry

Definition:
The Address Transl ation tables contain the NetworkAddress
to "physical" address equival ences. Sone interfaces do
not use translation tables for determ ning address
equi val ences (e.g., DDN-X. 25 has an al gorithnic nethod);
if all interfaces are of this type, then the Address
Translation table is enpty, i.e., has zero entries.

Access:
read-wite.
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St at us:
deprecat ed.

atEntry { atTable 1}

Synt ax:
AtEntry ::= SEQUENCE {
at | fl ndex
| NTEGER,
at PhysAddr ess
OCTET STRI NG
at Net Addr ess
Net wor kAddr ess
}
Definition:

Each entry contains one Networ kAddress to "physical"
addr ess equi val ence.

Access:
read-wite.

St at us:
depr ecat ed.

We now consi der the individual conmponents of each Address
Transl ation table entry:

atlflndex { atEntry 1}

Synt ax:
| NTEGER

Definition
The interface on which this entry’s equival ence is
effective. The interface identified by a particul ar
value of this index is the sane interface as identified
by the sanme val ue of ifl ndex.

Access:
read-wite.
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St at us:
deprecat ed.

at PhysAddress { atEntry 2 }

Synt ax:
OCTET STRI NG

Definition:
The nedi a- dependent "physi cal " address.

Setting this object to a null string (one of zero Iength) has
the effect of invaliding the corresponding entry in the

at Table object. That is, it effectively disassociates the
interface identified with said entry fromthe nmapping
identified with said entry. It is an inplenentation-specific
matter as to whether the agent renoves an invalidated entry
fromthe table. Accordingly, managenment stations nust be
prepared to receive tabular information from agents that
corresponds to entries not currently in use. Proper
interpretation of such entries requires exam nation of the
rel evant at PhysAddress obj ect.

Access:
read-wite.

St at us:
depr ecat ed.

at Net Address { atEntry 3}

Synt ax:
Net wor kAddr ess

Definition:
The Networ kAddress (e.g., the I P address) correspondi ng
to the nedi a-dependent "physical" address.

Access:
read-wite.

| ETF SNWMP Wor ki ng G oup [ Page 29]



RFC 1158 MB I May 1990

St at us:
deprecat ed.
5.4. The IP Goup

| rpl enentation of the IP group is nandatory for all systens.

i pForwarding { ip 1}

Synt ax:
| NTEGER {
forwardi ng(1), -- i.e., acting as a gateway
not-forwarding(2) -- i.e., NOT acting as a gateway
}
Definition:

The indication of whether this entity is acting as an |IP
gateway in respect to the forwardi ng of datagrans

recei ved by, but not addressed to, this entity. IP
gateways forward datagrams. |P hosts do not (except

t hose source-routed via the host).

Access:
read-wite.

St at us:
mandat ory.

i pDefaul tTTL { ip 2}

Synt ax:
| NTEGER

Definition:
The default value inserted into the Tine-To-Live field of
the I P header of datagrans originated at this entity,
whenever a TTL value is not supplied by the transport
| ayer protocol.

Access:
read-wite.
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St at us:
mandat ory.

i plnReceives { ip 3}

Synt ax:
Count er

Definition:
The total nunber of input datagrans received from
i nterfaces, including those received in error

Access:
read-only.

St at us:
mandat ory.

iplnHdrErrors { ip 4}

Synt ax:
Count er

Definition:
The nunber of input datagrans di scarded due to errors in
their | P headers, including bad checksuns, version nunber
m smatch, other format errors, tinme-to-live exceeded,
errors discovered in processing their IP options, etc.

Access:
read-only.

St at us:
mandat ory.

i plnAddrErrors { ip 5}

Synt ax:
Count er
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Definition:

The nunber of input datagrans di scarded because the |IP
address in their IP header’'s destination field was not a
valid address to be received at this entity. This count
includes invalid addresses (e.g., 0.0.0.0) and addresses
of unsupported Classes (e.g., Cass E). For entities
whi ch are not |IP Gateways and therefore do not forward
dat agrans, this counter includes datagrans discarded
because the destination address was not a | ocal address.

Access:
read-only.

St at us:
mandat ory.

i pForwbDatagrans { ip 6 }

Synt ax:
Count er

Definition:
The nunber of input datagrans for which this entity was
not their final I P destination, as a result of which an
attenpt was nade to find a route to forward themto that
final destination. 1In entities which do not act as IP
Gat eways, this counter will include only those packets
whi ch were Source-Routed via this entity, and the
Sour ce- Rout e option processing was successful

Access:
read-only.

St at us:
mandat ory.

i pl nUnknownProtos { ip 7 }

Synt ax:
Count er

| ETF SNWMP Wor ki ng G oup [ Page 32]



RFC 1158

MB I May 1990

Definition:
The nunber of |ocally-addressed datagrans received
successfully but di scarded because of an unknown or
unsupported protocol

Access:
read-only.

St at us:
mandat ory.

i plnDiscards { ip 8}

Synt ax:
Count er

Definition:
The nunber of input |IP datagrams for which no probl ens
were encountered to prevent their continued processing,
but which were discarded (e.g., for lack of buffer
space). Note that this counter does not include any
dat agrans di scarded while awaiting re-assenbly.

Access:
read- only.

St at us:
mandat ory.

iplnDelivers { ip 9}

Synt ax:
Count er

Definition:
The total nunber of input datagranms successfully
delivered to | P user-protocols (including | CVW).

Access:
read- only.
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St at us:
mandat ory.

i pQut Requests { ip 10 }

Synt ax:
Count er

Definition:
The total nunmber of | P datagrans which |local |P user-
protocols (including ICW) supplied to IP in requests for
transm ssion. Note that this counter does not include
any datagranms counted in ipForwDat agrans.

Access:
read-only.

St at us:
mandat ory.

OBJECT:
i pQutDiscards { ip 11 }

Synt ax:
Count er

Definition:
The nunber of output |P datagrans for which no problem
was encountered to prevent their transmission to their
destination, but which were discarded (e.g., for lack of
buffer space). Note that this counter would include
dat agrans counted in i pForwDatagrans if any such packets
met this (discretionary) discard criterion

Access:
read- only.

St at us:
mandat ory.

i pQut NoRoutes { ip 12 }
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Synt ax:
Count er

Definition
The nunber of | P datagrans di scarded because no route
could be found to transmt themto their destination
Note that this counter includes any packets counted in
i pFor wDat agrans whi ch nmeet this "no-route" criterion
Note that this includes any datagarns whi ch a host cannot
route because all of its default gateways are down.

Access:
read-only.

St at us:
mandat ory.

i pReasnili meout { ip 13 }

Synt ax:
| NTEGER

Definition:
The maxi mum nunber of seconds which received fragments
are held while they are awaiting reassenbly at this

entity.
Access:

read-only.
St at us:

mandat ory.
OBJECT

i pPReasnmReqds { ip 14 }

Synt ax:
Count er

Definition:
The nunber of IP fragnents received which needed to be
reassenbled at this entity.
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Access:
read-only.

St at us:
mandat ory.

i pPReasmXs { ip 15}

Synt ax:
Count er

Definition:
The nunber of | P datagrans successfully re-assenbl ed.

Access:
read-only.

St at us:
mandat ory.

i pReasnfails { ip 16 }

Synt ax:
Count er

Definition:
The nunber of failures detected by the I P re-assenbly
al gorithm (for whatever reason: tinmed out, errors, etc).
Note that this is not necessarily a count of discarded IP
fragments since sonme algorithns (notably the algorithmin
RFC 815) can | ose track of the number of fragments by
conbi ning them as they are received.

Access:
read-only.

St at us:
mandat ory.
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i pFragKs { ip 17 }

Synt ax:
Count er

Definition:
The nunber of | P datagrams that have been successfully
fragmented at this entity.

Access:
read-only.

St at us:
mandat ory.

i pFragFails { ip 18 }

Synt ax:
Count er

Definition:
The nunber of | P datagrans that have been di scarded
because they needed to be fragmented at this entity but
could not be, e.g., because their "Don't Fragnent" flag

was set.
Access:

read-only.
St at us:

mandat ory.
OBJECT

i pFragCreates { ip 19 }

Synt ax:
Count er

Definition
The nunber of | P datagram fragments that have been
generated as a result of fragnmentation at this entity.
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Access:
read-only.

St at us:
mandat ory.

5.4.1. The | P Address table

The Ip Address table contains this entity's |P addressing
i nformati on.

i pAddr Table { ip 20 }

Synt ax:
SEQUENCE OF | pAddrEntry

Definition:
The table of addressing information relevant to this
entity’s | P addresses.

Access:
read-only.

St at us:
mandat ory.

i pAddrEntry { ipAddrTable 1 }

Synt ax:
| pAddr Entry ::= SEQUENCE {
i pAdENnt Addr
| pAddr ess,
i pAdEnt | f I ndex
| NTEGER,
i pAdEnt Net Mask
| pAddr ess,
i pAdENnt Bcast Addr
| NTEGER,
i pAdEnt ReasmVaxSi ze
| NTEGER (0. .65535)
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Definition:
The addressing information for one of this entity's IP
addr esses.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt Addr { i pAddrEntry 1 }

Synt ax:
| pAddr ess

Definition:
The | P address to which this entry’s addressing
i nformati on pertains.

Access:
read- only.

St at us:
mandat ory.

i pAdEnt | flndex { ipAddrEntry 2}

Synt ax:
| NTEGER

Definition:
The index val ue which uniquely identifies the interface
to which this entry is applicable. The interface
identified by a particular value of this index is the
same interface as identified by the sane val ue of
i flndex.

Access:
read-only.

St at us:
mandat ory.
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i pAdEnt Net Mask { i pAddrEntry 3 }

Synt ax:
| pAddr ess

Definition:
The subnet mask associated with the | P address of this
entry. The value of the mask is an I P address with al
the network bits set to 1 and all the hosts bits set to
0.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt Bcast Addr { i pAddrEntry 4 }

Synt ax:
| NTEGER

Definition
The value of the least-significant bit in the IP
broadcast address used for sendi ng datagrans on the
(logical) interface associated with the | P address of
this entry. For exanple, when the Internet standard
al | -ones broadcast address is used, the value will be 1.
This value applies to both the subnet and network
broadcasts addresses used by the entity on this (logical)
i nterface.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt ReasmvaxSi ze { i pAddrEntry 5 }
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Synt ax:
| NTEGER (0. .65535)

Definition:
The size of the largest |IP datagramwhich this entity can
re-assenble fromincomng |IP fragnented dat agrans
received on this interface.

Access:
read- only.

St at us:
mandat ory.

5.4.2. The IP Routing table

The 1P Routing table contains an entry for each route presently known
to this entity.

i pRoutingTable { ip 21}

Synt ax:
SEQUENCE OF | pRout eEntry

Definition:
This entity’s I P Routing table.

Access:
read-wite.

St at us:
mandat ory.

i pRouteEntry { ipRoutingTable 1 }

Synt ax:
| pRout eEntry ::= SEQUENCE ({
i pRout eDest
| pAddr ess,
i pRout el f 1 ndex
| NTEGER,
i pRout eMetricl
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| NTEGER,

i pRout eMetric2
| NTEGER,

i pRout eMetric3
| NTEGER,

i pRout eMetricd
| NTEGER,

i pRout eNext Hop
| pAddr ess,

i pRout eType
| NTEGER,

i pRout eProto
| NTEGER,

i pRout eAge
| NTEGER,

i pRout eMask
| pAddr ess

}

Definition:
A route to a particular destination.

Access:
read-wite.

St at us:
mandat ory.

We now consi der the individual components of each route in the
| P Routing table:

i pRout eDest { ipRouteEntry 1 }

Synt ax:
| pAddr ess

Definition:
The destination I P address of this route. An entry with
a value of 0.0.0.0 is considered a default route.
Multiple routes to a single destination can appear in the
tabl e, but access to such nultiple entries is dependent
on the tabl e-access nmechani snms defined by the network
managenent protocol in use.
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Access:
read-wite.

St at us:
mandat ory.

i pRoutel flndex { ipRouteEntry 2 }

Synt ax:
| NTEGER

Definition:
The i ndex val ue which uniquely identifies the |oca
i nterface through which the next hop of this route should
be reached. The interface identified by a particular
value of this index is the sane interface as identified
by the sanme val ue of ifl ndex.

Access:
read-wite.

St at us:
mandat ory.

i pRouteMetricl { ipRouteEntry 3}

Synt ax:
| NTEGER

Definition:
The primary routing netric for this route. The senmantics
of this nmetric are determ ned by the routing-protoco
specified in the route’s i pRouteProto value. If this
metric is not used, its value should be set to -1.

Access:
read-write.

St at us:
mandat ory.
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i pRouteMetric2 { ipRouteEntry 4 }

Synt ax:
| NTEGER

Definition:
An alternate routing netric for this route. The
semantics of this nmetric are determined by the routing-
protocol specified in the route’s i pRouteProto value. |If
this netric is not used, its value should be set to -1

Access:
read-wite.

St at us:
mandat ory.

i pRouteMetric3 { ipRouteEntry 5 }

Synt ax:
| NTEGER

Definition
An alternate routing netric for this route. The
semantics of this netric are determined by the routing-
protocol specified in the route's i pRouteProto value. |If
this metric is not used, its value should be set to -1

Access:
read-wite.

St at us:
mandat ory.

i pRouteMetric4 { ipRouteEntry 6 }

Synt ax:
| NTEGER
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Definition:
An alternate routing netric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’s i pRouteProto value. |If
this metric is not used, its value should be set to -1
Access:
read-write.
St at us:
mandat ory.
OBJECT
i pRout eNext Hop { ipRouteEntry 7 }
Synt ax:
| pAddr ess
Definition:
The I P address of the next hop of this route. (In the
case of a route bound to an interface which is realized
via a broadcast nmedia, the value of this field is the
agent’s | P address on that interface.)
Access:
read-write.
St at us:
mandat ory.
OBJECT
i pRout eType { ipRouteEntry 8 }
Synt ax:
| NTEGER {
ot her (1), -- none of the follow ng
invalid(2), -- an invalidated route
-- route to directly
direct(3), -- connected (sub-)network
-- route to a non-loca
renot e(4) -- host/ net wor k/ sub- net wor k
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}

Definition:
The type of route.

Setting this object to the value invalid(2) has the effect of

i nvalidating the corresponding entry in the ipRoutingTable
object. That is, it effectively disassociates the destination
identified with said entry fromthe route identified with said
entry. It is an inplenentation-specific matter as to whet her
the agent renmpves an invalidated entry fromthe table.

Accordi ngly, managenent stations nust be prepared to receive
tabular information fromagents that corresponds to entries
not currently in use. Proper interpretation of such entries
requi res exam nation of the relevant ipRouteType object.

Access:
read-wite.

St at us:
mandat ory.

i pRouteProto { ipRouteEntry 9 }

Synt ax:
| NTEGER {
ot her (1), -- none of the follow ng

-- non-protocol information,
-- e.g., manually configured
| ocal (2), -- entries

-- set via a network nmanagenent
net mgnt ( 3), -- protoco

-- obtained via | CWP
icnp(4), -- e.g., Redirect

-- the remaining val ues are
-- all gateway routing protocols
egp(5),
ggp(6),
hel 1l o(7),
rip(s),
is-is(9),
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es-is(10),
ci scol grp(11),
bbnSpf I gp(12),
ospf (13),
bgp(14)
}
Definition:
The routing mechani smvia which this route was | earned
I nclusi on of values for gateway routing protocols is not
intended to inply that hosts should support those
pr ot ocol s.
Access:
read-only.
St at us:
mandat ory.
OBJECT
i pRout eAge { i pRouteEntry 10 }
Synt ax:
| NTEGER
Definition
The nunber of seconds since this route was | ast updated
or otherw se deternmined to be correct. Note that no
semantics of "too old" can be inplied except through
know edge of the routing protocol by which the route was
| ear ned.
Access:
read-write.
St at us:
mandat ory.
OBJECT
i pRout eMask { ipRouteEntry 11 }
Synt ax:

| pAddr ess
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Definition:
I ndicate the nask to be | ogical-ANDed with the
destination address before being conpared to the value in
the i pRouteDest field. For those systens that do not
support arbitrary subnet nasks, an agent constructs the
val ue of the i pRouteMask by detern ning whether the val ue
of the correspondent ipRouteDest field belong to a
class-A, B, or C network, and then using one of:

mask net wor k
255.0.0.0 cl ass-A
255.255.0.0 cl ass-B
255, 255.255.0 class-C

If the value of the ipRouteDest is 0.0.0.0 (a default
route), then the mask value is also 0.0.0.0. It should
be noted that all IP routing subsystens inplicitly use
t hi s mechani sm

Access:
read-wite.

St at us:
mandat ory.

5.4.3. The | P Address Translation table
The Address Transl ation tables contain the | pAddress to "physical"

address equi val ences. Sone interfaces do not use translation tables
for determ ning address equival ences (e.g., DDN- X 25 has an

algorithmc nethod); if all interfaces are of this type, then the
Address Translation table is enpty, i.e., has zero entries.
OBJECT

i pNet ToMedi aTable { ip 22 }

Synt ax:
SEQUENCE OF | pNet ToMedi aEntry

Definition:
The I P Address Translation table used for mapping fromIP
addresses to physical addresses.

Access:
read-wite.
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St at us:
mandat ory.

| pNet ToMedi aEntry { ipNet ToMedi aTable 1 }

Synt ax:
| pNet ToMedi aEntry ::= SEQUENCE {
i pNet ToMedi al f 1 ndex
| NTEGER,
i pNet ToMedi aPhysAddr ess
OCTET STRI NG
i pNet ToMedi aNet Addr ess
| pAddr ess,
i pNet ToMedi aType
| NTEGER
}
Definition:

Each entry contains one | pAddress to "physical" address
equi val ence.

Access:
read-wite.

St at us:
mandat ory.

We now consi der the individual conponents of each |IP Address
Transl ation table entry:

i pNet ToMedi al fl1 ndex { ipNet ToMedi aEntry 1 }

Synt ax:
| NTEGER

Definition:
The interface on which this entry’'s equival ence is
effective. The interface identified by a particular
value of this index is the sane interface as identified
by the same val ue of ifl ndex.

| ETF SNWMP Wor ki ng G oup [ Page 49]



RFC 1158

| ETF SNWMP Wor ki ng G oup

MB I May 1990

Access:
read-wite.

St at us:
mandat ory.

i pNet ToMedi aPhysAddress { i pNet ToMedi aEntry 2 }

Synt ax:
OCTET STRI NG

Definition:
The medi a- dependent "physi cal " address.

Access:
read-write.

St at us:
mandat ory.

i pNet ToMedi aNet Address { i pNet ToMedi aEntry 3 }

Synt ax:
| pAddr ess

Definition:
The | pAddress corresponding to the nedi a- dependent
"physi cal " address.

Access:
read-write.

St at us:
mandat ory.

i pNet ToMedi aType { ipNet ToMedi aEntry 4 }

Synt ax:
| NTEGER {
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ot her (1), -- none of the follow ng
i nvalid(2), -- an invalidated napping
dynam c(3),
static(4)
}
Definition

The type of mapping.

Setting this object to the value invalid(2) has the effect of

i nvalidating the corresponding entry in the ipNet ToMedi aTabl e.
That is, it effectively disassociates the interface identified
with said entry fromthe mapping identified with said entry.

It is an inplementation-specific matter as to whether the
agent renoves an invalidated entry fromthe table.

Accordi ngly, managenent stations nust be prepared to receive

tabular information fromagents that corresponds to entries

not currently in use. Proper interpretation of such entries
requi res exam nation of the rel evant ipNet ToMedi aType obj ect.

Access:
read-write.

St at us:
mandat ory.

5.5. The I CWwP G oup
| mpl enentation of the ICVWP group is mandatory for all systens.

The 1 QWP group contains the I CWP input and output statistics.

icnplnMsgs { icnp 1}

Synt ax:
Count er

Definition:
The total nunmber of | CVWP nessages which the entity
received. Note that this counter includes all those
counted by icnplnErrors.
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Access:
read-only.

St at us:
mandat ory.

icnplnErrors { icnp 2}

Synt ax:
Count er

Definition:
The nunber of | CMP nessages which the entity received but
determ ned as having | CMP-specific errors (bad | CW
checksuns, bad |l ength, etc.).

Access:
read-only.

St at us:
mandat ory.

i cnpl nDest Unreachs { icnp 3}

Synt ax:
Count er

Definition
The nunber of | CMP Destination Unreachabl e messages
received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nTi meExcds { icnp 4 }
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Synt ax:
Count er

Definition:
The nunber of |1 CMP Ti ne Exceeded nmessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nParmProbs { icnp 5 }

Synt ax:
Count er

Definition:
The nunber of | CMP Paraneter Probl em nessages received

Access:
read-only.

St at us:
mandat ory.

i cnpl nSrcQuenchs { icnp 6 }

Synt ax:
Count er

Definition:
The nunber of | CMP Source Quench nmessages received.

Access:
read- only.

St at us:
mandat ory.
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icnplnRedirects { icnp 7 }

Synt ax:
Count er

Definition:
The nunber of | CMP Redirect nessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nEchos { icnp 8 }

Synt ax:
Count er

Definition:
The nunber of | CMP Echo (request) nessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nEchoReps { icnp 9 }

Synt ax:
Count er

Definition:
The nunber of | CMP Echo Reply nessages received.

Access:
read- only.
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St at us:
mandat ory.

i cnpl nTimestanps { icnp 10 }

Synt ax:
Count er

Definition:
The nunber of |ICMP Tinestanp (request) nessages received.

Access:
read- only.

St at us:
mandat ory.

i cnpl nTi mestanpReps { icnp 11 }

Synt ax:
Count er

Definition:
The nunber of I CMP Tinestanp Reply nessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nAddr Masks { icnp 12 }

Synt ax:
Count er

Definition:
The nunber of | CWMP Address Mask Request nessages
recei ved.
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Access:
read-only.

St at us:
mandat ory.

i cnpl nAddr MaskReps { icnp 13 }

Synt ax:
Count er

Definition:
The nunber of | CMP Address Mask Reply messages received.

Access:
read-only.

St at us:
mandat ory.

icnpQutMsgs { icnmp 14 }

Synt ax:
Count er

Definition:
The total nunmber of | CWP nmessages which this entity
attenpted to send. Note that this counter includes al
those counted by icnpQutErrors.

Access:
read-only.

St at us:
mandat ory.

icnpQutErrors { icnp 15 }
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Synt ax:
Count er

Definition
The nunber of | CMP nessages which this entity did not
send due to problens discovered within | CMP such as a
| ack of buffers. This value should not include errors
di scovered outside the I1CVW | ayer such as the inability
of IPto route the resultant datagram |In sone
i npl enmentations there may be no types of error which
contribute to this counter’s val ue.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Dest Unreachs { icnp 16 }

Synt ax:
Count er

Definition:
The nunber of | CMP Destination Unreachabl e nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti meExcds { icnmp 17 }

Synt ax:
Count er

Definition:
The nunber of | CWMP Time Exceeded nmessages sent.

Access:
read- only.
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St at us:
mandat ory.

i cnpQut ParnProbs { icnp 18 }

Synt ax:
Count er

Definition:
The nunber of | CMP Paraneter Probl em nessages sent.

Access:
read- only.

St at us:
mandat ory.

i cnpQut SrcQuenchs { icnp 19 }

Synt ax:
Count er

Definition:
The nunber of | CMP Source Quench nmessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Redirects { icnmp 20 }

Synt ax:
Count er

Definition:
The nunber of | CMP Redirect nessages sent. For a host,
this object will always be zero, since hosts do not send
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redirects.
Access:

read- only.
St at us:

mandat ory.
OBJECT

i cnpQut Echos { icnp 21 }

Synt ax:
Count er

Definition:
The nunber of | CMP Echo (request) nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut EchoReps { icnp 22 }

Synt ax:
Count er

Definition:
The nunber of | CMP Echo Reply messages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti mestanps { icnp 23 }
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Synt ax:
Count er

Definition:
The nunber of |1 CMP Tinestanp (request) nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti mest anpReps { icnp 24 }

Synt ax:
Count er

Definition:
The nunber of | CWMP Tinestanp Reply nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Addr Masks { icnmp 25 }

Synt ax:
Count er

Definition:
The nunber of | CMP Address Mask Request nessages sent.

Access:
read- only.

St at us:
mandat ory.
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i cnpQut Addr MaskReps { icnp 26 }

Synt ax:
Count er

Definition:
The nunber of | CMP Address Mask Reply messages sent.

Access:
read-only.

St at us:
mandat ory.

5.6. The TCP G oup

| mpl enentation of the TCP group is nmandatory for all systens that
i mpl emrent the TCP.

Not e that instances of object types that represent information about
a particular TCP connection are transient; they persist only as long
as the connection in question.

tcpRtoAlgorithm { tcp 1}

Synt ax:
| NTEGER {
ot her (1), -- none of the follow ng
constant(2), -- a constant rto
rsre(3), -- ML-STD- 1778, Appendix B
vanj (4) -- Van Jacobson’s al gorithm[11]
}
Definition:

The al gorithmused to deternine the tinmeout val ue used
for retransm tting unacknow edged octets.

Access:
read-only.

St at us:
mandat ory.
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tcpRtoMn { tcp 2 }

Synt ax:
| NTEGER

Definition:
The m ni num val ue permitted by a TCP i npl enentation for
the retransni ssion tineout, neasured in mlliseconds.

More refined semantics for objects of this type depend
upon the algorithmused to deternine the retransm ssion
timeout. In particular, when the tinmeout algorithmis
rsre(3), an object of this type has the semantics of the
LBOUND quantity described in RFC 793.

Access:
read-only.

St at us:
mandat ory.

tcpRtovax { tcp 3}

Synt ax:
| NTEGER

Definition:
The maxi mum val ue pernmitted by a TCP i npl enentation for
the retransmission tineout, nmeasured in mlliseconds.

More refined semantics for objects of this type depend
upon the algorithmused to determ ne the retransm ssion
tinmeout. In particular, when the timeout algorithmis
rsre(3), an object of this type has the semantics of the
UBOUND quantity described in RFC 793.

Access:
read-only.

St at us:
mandat ory.
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tcpMaxConn { tcp 4 }

Synt ax:
| NTEGER

Definition:
The linmt on the total nunber of TCP connections the
entity can support. |In entities where the nmaxi mum nunber
of connections is dynam c, this object should contain the
val ue "-1".

Access:
read-only.

St at us:
mandat ory.

tcpActiveQpens { tcp 5}

Synt ax:
Count er

Definition:
The nunber of tinmes TCP connections have nmade a direct
transition to the SYN-SENT state fromthe CLOSED st ate.

Access:
read-only.

St at us:
mandat ory.

tcpPassi veOpens { tcp 6 }

Synt ax:
Count er

Definition:
The nunber of tinmes TCP connections have nmade a direct
transition to the SYNNRCVD state fromthe LI STEN st ate.
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Access:
read-only.

St at us:
mandat ory.

tcpAttenptFails { tcp 7 }

Synt ax:
Count er

Definition:
The nunber of tinmes TCP connections have made a direct
transition to the CLOSED state fromeither the SYN SENT
state or the SYNN-RCVD state, plus the nunber of tinmes TCP
connections have nade a direct transition to the LI STEN
state fromthe SYN-RCVD state.

Access:
read-only.

St at us:
mandat ory.

tcpEst abResets { tcp 8 }

Synt ax:
Count er

Definition:
The nunber of times TCP connections have nade a direct
transition to the CLOSED state fromeither the
ESTABLI SHED state or the CLOSE-WAI T st at e.

Access:
read- only.

St at us:
mandat ory.
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tcpCQurrEstab { tcp 9 }

Synt ax:
Gauge

Definition:
The nunber of TCP connections for which the current state
is either ESTABLI SHED or CLOSE- WAIT.

Access:
read-only.

St at us:
mandat ory.

tcplnSegs { tcp 10 }

Synt ax:
Count er

Definition:
The total number of segnments received, including those
received in error. This count includes segnments received
on currently established connections.

Access:
read-only.

St at us:
mandat ory.

tcpQutSegs { tcp 11 }

Synt ax:
Count er

Definition:
The total number of segnments sent, including those on
current connections but excluding those containing only
retransnmitted octets.
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Access:
read-only.

St at us:
mandat ory.

tcpRetransSegs { tcp 12 }

Synt ax:
Count er

Definition:
The total number of segnments retransmitted - that is, the
nunber of TCP segnents transmitted contai ning one or nore
previously transmtted octets.

Access:
read-only.

St at us:
mandat ory.

5.6.1. The TCP Connection table

The TCP connection table contains information about this entity’s
exi sting TCP connecti ons.

tcpConnTable { tcp 13 }

Synt ax:
SEQUENCE OF TcpConnEntry

Definition:
A tabl e containing TCP connection-specific information

Access:
read- only.

St at us:
mandat ory.
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tcpConnEntry { tcpConnTable 1 }

Synt ax:
TcpConnEntry ::= SEQUENCE {
tcpConnSt at e
| NTEGER,
t cpConnLocal Addr ess
| pAddr ess,
t cpConnLocal Port
| NTEGER (0. .65535),
t cpConnRemAddr ess
| pAddr ess,
t cpConnRenPor t
| NTEGER (0. .65535)
}
Definition:

I nformation about a particular current TCP connection

An object of this type is transient, in that it ceases to
exi st when (or soon after) the connection nmakes the
transition to the CLOSED state.

Access:
read-only.

St at us:
mandat ory.

tcpConnState { tcpConnEntry 1 }

Synt ax:
| NTEGER {

cl osed(1),
listen(2),
synSent (3),
synRecei ved(4),
est abl i shed(5),
finWait1(6),
finWait2(7),
cl oseWai t (8),
| ast Ack(9),
cl osi ng(10),
timeWait(11)
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}

Definition:
The state of this TCP connecti on.

Access:
read-only.

St at us:
mandat ory.

t cpConnLocal Address { tcpConnEntry 2 }

Synt ax:
| pAddr ess

Definition:
The local |IP address for this TCP connection. |In the
case of a connection in the listen state which is willing

to accept connections for any IP interface associated
with the node, the value 0.0.0.0 is used.

Access:
read-only.

St at us:
mandat ory.

tcpConnLocal Port { tcpConnEntry 3 }

Synt ax:
| NTEGER (0. .65535)

Definition
The | ocal port nunmber for this TCP connection

Access:
read-only.

St at us:
mandat ory.
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t cpConnRemAddr ess { tcpConnEntry 4 }

Synt ax:
| pAddr ess

Definition:
The renpte | P address for this TCP connecti on.

Access:
read-only.

St at us:
mandat ory.

tcpConnRenPort { tcpConnEntry 5 }

Synt ax:
I NTEGER (0. .65535)

Definition:
The renote port nunmber for this TCP connecti on.

Access:
read-only.

St at us:
mandat ory.

5.6.2. Additional TCP bjects

tcplnErrs { tcp 14 }

Synt ax:
Count er

Definition:

The total nunmber of segnments received in error (e.g., bad
TCP checksuns) .
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Access:
read-only.

St at us:
mandat ory.

tcpQutRsts { tcp 15 }

Synt ax:
Count er

Definition:
The nunber of TCP segnents sent containing the RST flag.

Access:
read-only.

St at us:
mandat ory.

5.7. The UDP G oup

| mpl enentation of the UDP group is nmandatory for all systens which
i mpl enent the UDP.

udpl nDatagrans { udp 1 }

Synt ax:
Count er

Definition:
The total nunber of UDP datagrams delivered to UDP users.

Access:
read-only.

St at us:
mandat ory.
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udpNoPorts { udp 2}

Synt ax:
Count er

Definition:
The total number of received UDP datagrans for which
there was no application at the destination port.

Access:
read-only.

St at us:
mandat ory.

udpl nErrors { udp 3}

Synt ax:
Count er

Definition:
The nunber of received UDP datagrans that could not be
delivered for reasons other than the |ack of an
application at the destination port.

Access:
read-only.

St at us:
mandat ory.

udpQut Dat agranms { udp 4 }

Synt ax:
Count er

Definition:
The total number of UDP datagrams sent fromthis entity.
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Access:
read-only.

St at us:
mandat ory.

5.7.1. The UDP Listener table

The UDP |istener table contains information about this entity's UDP
end- points on which a local application is currently accepting
dat agr ans.

udpTable { udp 5 }

Synt ax:
SEQUENCE OF UdpEntry

Definition:
A table containing UDP listener information

Access:
read-only.

St at us:
mandat ory.

udpEntry { udpTable 1 }

Synt ax:
UdpEntry ::= SEQUENCE ({
udpLocal Addr ess
| pAddr ess,
udpLocal Port
| NTEGER (0. .65535)

}

Definition:
I nformati on about a particular current UDP |istener

Access:
read-only.
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St at us:
mandat ory.

udpLocal Address { udpEntry 1 }

Synt ax:
| pAddr ess

Definition:
The local IP address for this UDP listener. In the case
of a UDP |istener which is willing to accept datagrans
for any IP interface associated with the node, the val ue
0.0.0.0 is used.

Access:
read-only.

St at us:
mandat ory.

udpLocal Port { udpEntry 2 }

Synt ax:
| NTEGER (0. .65535)

Definition:
The I ocal port nunber for this UDP |istener

Access:
read-only.

St at us:
mandat ory.

5.8. The EGP G oup

| mpl enentation of the EGP group is nmandatory for all systens which
i mpl enent t he EGP
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egpl nMsgs { egp 1}

Synt ax:
Count er

Definition:
The nunber of EGP nmessages received w thout error

Access:
read-only.

St at us:
mandat ory.

egplnErrors { egp 2 }

Synt ax:
Count er

Definition:
The nunber of EGP nessages received that proved to be in
error.

Access:
read- only.

St at us:
mandat ory.

egpQut Msgs { egp 3 }

Synt ax:
Count er

Definition:
The total nunber of locally generated EGP nessages.

Access:
read-only.
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St at us:
mandat ory.

egpQutErrors { egp 4 }

Synt ax:
Count er

Definition:
The nunber of locally generated EGP nessages not sent due
to resource lintations within an EGP entity.

Access:
read-only.

St at us:
mandat ory.

5.8.1. The EGP Nei ghbor table

The Egp Nei ghbor table contains information about this entity's EGP
nei ghbors.

egpNei ghTable { egp 5 }

Synt ax:
SEQUENCE OF EgpNei ghEntry

Definition:
The EGP nei ghbor table.

Access:
read-only.

St at us:
mandat ory.

egpNei ghEntry { egpNei ghTable 1 }
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Synt ax:
EgpNei ghEntry ::= SEQUENCE {

egpNei ghSt at e
| NTEGER,

egpNei ghAddr
| pAddr ess,

egpNei ghAs
| NTEGER,

egpNei ghl nMsgs
Count er,

egpNei ghl nErrs
Count er,

egpNei ghQut Msgs
Count er,

egpNei ghQut Errs
Count er,

egpNei ghl nErr Msgs
Count er,

egpNei ghQut Er r Msgs
Count er,

egpNei ghSt at eUps
Count er,

egpNei ghSt at eDowns
Count er,

egpNei ghl nterval Hel | o
| NTEGER,

egpNei ghl nt er val Pol |
| NTEGER,

egpNei ghMbde
| NTEGER,

egpNei ghEvent Tri gger
| NTEGER

}

Definition:
Information about this entity's relationship with a
particul ar EGP nei ghbor.

Access:
read- only.

St at us:
mandat ory.
We now consi der the individual components of each EGP nei ghbor

entry:
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egpNei ghState { egpNei ghEntry 1 }

Synt ax:
| NTEGER {
ide(l1),
acquisition(2),
down(3),
up(4),
cease(5)

}

Definition:
The EGP state of the local systemwi th respect to this
entry’'s EGP nei ghbor. Each EGP state is represented by a
value that is one greater than the nunerical value
associated with said state in RFC 904.

Access:
read-only.

St at us:
mandat ory.

egpNei ghAddr { egpNei ghEntry 2 }

Synt ax:
| pAddr ess

Definition
The I P address of this entry’ s EGP nei ghbor

Access:
read-only.

St at us:
mandat ory.

egpNei ghAs { egpNei ghEntry 3 }
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Synt ax:
| NTEGER

Definition
The aut ononous system of this EGP peer. Zero should be
specified if the autononous system nunber of the nei ghbor
is not yet known.

Access:
read- only.

St at us:
mandat ory.

egpNei ghl nMsgs { egpNei ghEntry 4 }

Synt ax:
Count er

Definition:
The nunber of EGP nessages received without error from
this EGP peer.

Access:
read- only.

St at us:
mandat ory.

egpNei ghl nErrs { egpNei ghEntry 5 }

Synt ax:
Count er

Definition:
The nunber of EGP nessages received fromthis EGP peer
that proved to be in error (e.g., bad EGP checksum.

Access:
read- only.
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St at us:
mandat ory.

egpNei ghQut Msgs { egpNei ghEntry 6 }

Synt ax:
Count er

Definition:
The nunber of locally generated EGP nessages to this EGP
peer.

Access:
read-only.

St at us:
mandat ory.

egpNei ghQutErrs { egpNei ghEntry 7 }

Synt ax:
Count er

Definition:
The nunber of locally generated EGP nessages not sent to
this EGP peer due to resource limtations within an EGP

entity.
Access:

read-only.
St at us:

mandat ory.
OBJECT

egpNei ghl nErr Msgs { egpNei ghEntry 8 }

Synt ax:
Count er
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Definition:
The nunber of EGP-defined error nmessages received from
this EGP peer.

Access:
read-only.

St at us:
mandat ory.

egpNei ghQut Err Msgs { egpNei ghEntry 9 }

Synt ax:
Count er

Definition:
The nunber of EGP-defined error nessages sent to this EGP
peer.

Access:
read- only.

St at us:
mandat ory.

egpNei ghSt at eUps { egpNei ghEntry 10 }

Synt ax:
Count er

Definition:
The nunber of EGP state transitions to the UP state with
this EGP peer.

Access:
read- only.

St at us:
mandat ory.
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egpNei ghSt at eDowns { egpNei ghEntry 11 }

Synt ax:
Count er

Definition:
The nunber of EGP state transitions fromthe UP state to
any other state with this EGP peer.

Access:
read-only.

St at us:
mandat ory.

egpNei ghl nterval Hel l o { egpNei ghEntry 12 }

Synt ax:
| NTEGER

Definition:
The interval between EGP Hell o conmand retransm ssions
(in hundredths of a second). This represents the t1l
timer as defined in RFC 904.

Access:
read-only.

St at us:
mandat ory.

egpNei ghl nterval Pol | { egpNei ghEntry 13 }

Synt ax:
| NTEGER

Definition:
The interval between EGP poll conmand retransnissions (in
hundredths of a second). This represents the t3 tinmer as
defined in RFC 904.

| ETF SNWMP Wor ki ng G oup [ Page 81]



RFC 1158 MB I May 1990

Access:
read-only.

St at us:
mandat ory.

egpNei ghMbde { egpNei ghEntry 14 }

Synt ax:
| NTEGER {
active(l),
passi ve(2)

Definition:
The polling node of this EGP entity, either passive or
active.

Access:
read-only.

St at us:
mandat ory.

egpNei ghEvent Tri gger { egpNei ghEntry 15 }

Synt ax:
| NTEGER {
start (1),
stop(2)

Definition:
A control variable used to trigger operator-initiated
Start and Stop events. \When read, this variable always
returns the nost recent val ue that egpNei ght Event Tri gger
was set to. If it has not been set since the |ast
initialization of the network managenent subsystem on the
node, it returns a value of "stop".

Access:
read-write
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St at us:
mandat ory.

5.8.2. Additional EGP vari abl es

egpAs { egp 6 }

Synt ax:
| NTEGER

Definition:
The aut ononobus system nunber of this EGP entity.

Access:
read-only.

St at us:
mandat ory.

5.9. The Transm ssion G oup

Based on the transm ssion nedia underlying each interface on a
system the corresponding portion of the Transnission group is
mandatory for that system

When Internet-standard definitions for managi ng transm ssion nedia
are defined, the transm ssion group is used to provide a prefix for
t he nanes of those objects.

Typically, such definitions reside in the experimental portion of the
MB until they are "proven", then as a part of the Internet
standardi zati on process, the definitions are accordingly el evated and
a new object identifier, under the transm ssion group is defined. By
convention, the name assigned is:

type OBJECT | DENTI FI ER ::={ transmi ssion nunber }
where "type" is the synbolic value used for the nmedia in the ifType
columm of the ifTable object, and "nunber” is the actual integer
val ue corresponding to the synbol .

5.10. The SNMP G oup

| mpl enentati on of the SNWP group is mandatory for all systens which
support an SNMP protocol entity. Sone of the objects defined bel ow
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will be zero-valued in those SNWP i npl enentations that are optim zed
to support only those functions specific to either a nanagenent agent
or a managenent client.

snnpl nPkts { snnp 1 }

Synt ax:
Count er

Definition:
The total number of PDUs delivered to the SNWP entity
fromthe transport service.

Access:
read-only.

St at us:
mandat ory.

snnpQut Pkts { snnmp 2 }

Synt ax:
Count er

Definition:
The total number of SNWP PDUs whi ch were passed fromthe
SNMP protocol entity to the transport service.

Access:
read-only.

St at us:
mandat ory.

snnpl nBadVersions { snnp 3 }

Synt ax:
Count er
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Definition:
The total nunber of syntactically correct SNWP PDUs which
were delivered to the SNMP protocol entity and were for
an unsupported SNWVP version.

Access:
read-only.

St at us:
mandat ory.

snnpl nBadComuni t yNanes { snnp 4 }

Synt ax:
Count er

Definition:
The total number of SNWP PDUs delivered to the SNWP
protocol entity which used a SNWP conmunity nane not
known to said entity.

Access:
read-only.

St at us:
mandat ory.

snnpl nBadComuni t yUses { snnp 5 }

Synt ax:
Count er

Definition:
The total number of SNWMP PDUs delivered to the SNW
protocol entity which represented an SNVP operation which
was not allowed by the SNMP community named in the PDU.

Access:
read-only.

St at us:
mandat ory.
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snnpl nASNPar seErrs { snnp 6 }

Synt ax:
Count er

Definition:
The total number of ASN. 1 parsing errors (either in
encodi ng or syntax) encountered by the SNWP protoco
entity when decoding received SNVP PDUs.

Access:
read-only.

St at us:
mandat ory.

snnpl nBadTypes { snnp 7 }

Synt ax:
Count er

Definition:
The total nunber of SNMP PDUs delivered to the SNWP
protocol entity which had an unknown PDU type.

Access:
read-only.

St at us:
mandat ory.

snnmpl nTooBigs { snnp 8 }

Synt ax:
Count er

Definition:
The total nunber valid SNVP PDUs which were delivered to
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conponent is "tooBig."
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Access:
read-only.

St at us:
mandat ory.

snnpl nNoSuchNanes { snnp 9 }

Synt ax:
Count er

Definition:
The total nunber valid SNVP PDUs which were delivered to
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "noSuchNane.'

Access:
read-only.

St at us:
mandat ory.

snnpl nBadVval ues { snnp 10 }

Synt ax:
Count er

Definition
The total number valid SNMP PDUs which were delivered to
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "badVval ue."

Access:
read- only.

St at us:
mandat ory.

snnpl nReadOnlys { snnp 11 }
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Synt ax:
Count er

Definition
The total number valid SNVMP PDUs which were delivered to
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "readOnly."

Access:
read- only.

St at us:
mandat ory.

snnpl nGenErrs { snnp 12 }

Synt ax:
Count er

Definition:
The total nunmber valid SNMP PDUs which were delivered to
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conponent is "genErr."

Access:
read-only.

St at us:
mandat ory.

snnpl nTot al Reqvars { snnp 13 }

Synt ax:
Count er

Definition:
The total nunber of M B objects which have been retrieved
successfully by the SNMP protocol entity as the result of
receiving valid SNWP Get-Request and Get-Next PDUs.

Access:
read- only.
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St at us:
mandat ory.

snnpl nTotal SetVvars { snnp 14 }

Synt ax:
Count er

Definition:
The total nunber of M B objects which have been altered
successfully by the SNMP protocol entity as the result of
receiving valid SNW Set-Request PDUs.

Access:
read-only.

St at us:
mandat ory.

snnpl nGet Requests { snnp 15 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Get- Request PDUs whi ch have been
accepted and processed by the SNWP protocol entity.

Access:
read-only.

St at us:
mandat ory.

snnpl nGet Nexts { snnp 16 }

Synt ax:
Count er
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Definition:
The total number of SNWP Get-Next PDUs whi ch have been
accepted and processed by the SNWP protocol entity.

Access:
read-only.

St at us:
mandat ory.

snnpl nSet Requests { snnp 17 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Set - Request PDUs whi ch have been
accepted and processed by the SNWP protocol entity.

Access:
read- only.

St at us:
mandat ory.

snnpl nGet Responses { snnp 18 }

Synt ax:
Count er

Definition:
The total number of SNWP Get- Response PDUs which have
been accepted and processed by the SNMP protocol entity.

Access:
read- only.

St at us:
mandat ory.
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snnpl nTraps { snnmp 19 }

Synt ax:
Count er

Definition:
The total nunmber of SNMP Trap PDUs which have been
accepted and processed by the SNWP protocol entity.

Access:
read-only.

St at us:
mandat ory.

snnpQut TooBi gs { snnp 20 }

Synt ax:
Count er

Definition:
The total nunmber valid SNMP PDUs whi ch were generated by
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "tooBig."

Access:
read-only.

St at us:
mandat ory.

snnpQut NoSuchNames { snmp 21 }

Synt ax:
Count er

Definition:
The total number valid SNMP PDUs whi ch were generated by
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "noSuchNane.'
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Access:
read-only.

St at us:
mandat ory.

snnmpQut BadVal ues { snnmp 22 }

Synt ax:
Count er

Definition:
The total number valid SNMP PDUs whi ch were generated by
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conponent is "badVal ue."

Access:
read-only.

St at us:
mandat ory.

snmpQut ReadOnlys { snnmp 23 }

Synt ax:
Count er

Definition
The total number valid SNMP PDUs which were generated by
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conmponent is "readOnly."

Access:
read- only.

St at us:
mandat ory.

snnmpQut GenErrs { snnp 24 }
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Synt ax:
Count er

Definition:
The total nunmber valid SNMP PDUs which were generated by
the SNWVP protocol entity and for which the value of the
"ErrorStatus" conponent is "genErr."

Access:
read- only.

St at us:
mandat ory.

snnpQut Get Requests { snnp 25 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Get-Request PDUs whi ch have been
generated by the SNVP protocol entity.

Access:
read- only.

St at us:
mandat ory.

snnpQut Get Nexts { snnp 26 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Get-Next PDUs whi ch have been
generated by the SNWVP protocol entity.

Access:
read- only.

| ETF SNWMP Wor ki ng G oup [ Page 93]



RFC 1158

MB I May 1990

St at us:
mandat ory.

snnmpQut Set Requests { snnp 27 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Set - Request PDUs whi ch have been
generated by the SNWP protocol entity.

Access:
read-only.

St at us:
mandat ory.

snnmpQut Get Responses { snnp 28 }

Synt ax:
Count er

Definition:
The total nunber of SNWP Get- Response PDUs which have
been generated by the SNMP protocol entity.

Access:
read-only.

St at us:
mandat ory.

snmpQut Traps { snnp 29 }

Synt ax:
Count er
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The total nunber of SNMP Trap PDUs which have been
generated by the SNWP protocol entity.
Access:
read-only.
St at us:
mandat ory.
OBJECT
snnpEnabl eAut hTraps { snnp 30 }
Synt ax:
| NTEGER {
enabl ed(1),
di sabl ed(2)
}
Definition:
I ndi cat es whether the SNVP agent process is configured to
generate authentication-failure traps.
Access:
read-write.
St at us:

mandat ory.

6. Definitions

RFC1158-M B
DEFINITIONS ::= BEG N

| MPORTS
nmgnt, OBJECT- TYPE, Networ kAddress, |pAddress,
Count er, Gauge, Ti meTicks
FROM RFC1155- SM ;

m b- 2 OBJECT IDENTIFIER ::= { mgnt 1 } -- MB-11
-- (sane prefix as MB-1)

system OBJECT IDENTIFIER ::= { mb-2 1}

interfaces OBJECT IDENTIFIER ::= { mb-2 2}

at OBJECT IDENTIFIER ::= { mb-2 3}
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ip OBJECT IDENTIFIER ::= { mb-2 4}
icnp OBJECT IDENTIFIER ::= { mb-2 5}
tcp OBJECT IDENTIFIER ::= { mb-2 6 }
udp OBJECT IDENTIFIER ::= { mb-2 7 }
egp (]BJECTIDEN'I'IFIER:::{mb-ZS}
-- cnot OBJECT IDENTIFIER ::={ mb-2 9}
transm ssi on OBJECT IDENTIFIER::={ mb-2 10 }
snnp OBJECT IDENTIFIER ::= { mib-2 11 }

-- object types
-- the System group

sysDescr OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0. . 255))
ACCESS read-only
STATUS nmandat ory
= { system1 }

sysCbj ect | D OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
ACCESS read-only
STATUS nmandatory
= { system?2 }

sysUpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
ACCESS read-only
STATUS nmandat ory
= { system3 }

sysCont act OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0. . 255))
ACCESS read-wite
STATUS nmandat ory
= { system4 }

sysName OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0. . 255))
ACCESS read-wite
STATUS nmandat ory
= { system5 }

sysLocati on OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0. . 255))
ACCESS read-only
STATUS nmandatory
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.= { system©6 }

sysServi ces OBJECT- TYPE
SYNTAX | NTEGER (0..127)
ACCESS read-only
STATUS nmandat ory
:={ system?7 }

-- the Interfaces group

i f Number OBJECT- TYPE
SYNTAX | NTECER
ACCESS read-only
STATUS nmandat ory
:={ interfaces 1}

-- the Interfaces table

i f Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF IfEntry
ACCESS read-only
STATUS nmandat ory
::={ interfaces 2}

i fEntry OBJECT- TYPE
SYNTAX [|fEntry
ACCESS read-only
STATUS nmandat ory
o= { ifTable 1}

I fEntry ::= SEQUENCE ({
i flndex
| NTEGER,
i f Descr
Di splayString,
i f Type
| NTEGER,
ifMu
| NTEGER,
i f Speed
Gauge,
i f PhysAddr ess
OCTET STRI NG
i f Adni nSt at us
| NTEGER,
i f Oper St at us
| NTEGER,
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i f Last Change
Ti meTi cks,

iflnCctets
Count er,

i fl nUcast Pkt s
Count er,

i fl nNUcast Pkts
Count er,

i flnD scards
Count er,

iflnErrors
Count er,

i f1 nUnknownPr ot os
Count er,

i fQutCctets
Count er,

i f Qut Ucast Pkts
Count er,

i f Qut NUcast Pkt s
Count er,

i f Qut Di scards
Count er,

ifQutErrors
Count er,

i fQut QLen
Gauge,

i fSpecific
OBJECT | DENTI FI ER

}

i flndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
= { ifEntry 1}

i f Descr OBJECT- TYPE
SYNTAX DisplayString (Sl ZE (0..255))
ACCESS read-only
STATUS nmandat ory
= { ifEntry 2}

i f Type OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1), -- none of the
-- follow ng
regul ar1822(2),
hdh1822( 3),
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ddn- x25(4),

rfc877-x25(5),

et hernet - csrmacd(6),

i s088023-csmacd(7),

i s088024-t okenBus(8),

i s088025-t okenRi ng(9),

i s088026- man( 10),

starLan(11),

pr ot eon- 10Mii t (12),

pr ot eon- 80Moi t (13),

hyper channel ( 14),

f ddi (15),

| apb(16),

sdl ¢c(17),

tl-carrier(18),

cept (19), -- european
--equivalent of T-1

basi cl SDN( 20) ,

primaryl SDN(21),

-- proprietary
seri al
pr opPoi nt ToPoi nt Seri al (22),

t erm nal Server-asyncPort (23),
sof t war eLoopback( 24),

eon( 25), -- CLNP over IP
et hernet - 3Moi t (26),
nsi p(27), -- XNS over |IP
slip(28) -- generic SLIP
}
ACCESS read-only

STATUS nmandat ory
o= { ifEntry 3}

ifMu OBJECT- TYPE
SYNTAX
ACCESS

| NTEGER
read-only

STATUS nmandat ory
o= { ifEntry 4}

i f Speed OBJECT- TYPE

SYNTAX Gauge

ACCESS

read-only

STATUS nmandat ory
o= { ifEntry 5}

i f PhysAddress OBJECT- TYPE
SYNTAX OCTET STRI NG

ACCESS
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STATUS nmandat ory
o= { ifEntry 6}

i f Adm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
Up( 1) ’ -
down(2),
testing(3) --

}
ACCESS read-wite
STATUS nmandat ory
o= { ifEntry 7}

i f Oper Status OBJECT- TYPE
SYNTAX | NTEGER {
up(1), --
down( 2),
testing(3) --

}
ACCESS read-only
STATUS mandat ory
c:={ ifEntry 8}

i f Last Change OBJECT- TYPE
SYNTAX Ti meTi cks
ACCESS read-only
STATUS mandat ory
= { ifEntry 9}

i flnCOctets OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
:={ ifEntry 10 }

i flnUcast Pkts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
c:= { ifEntry 11 }

i f1 nNUcast Pkts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 12 }

i flnD scards OBJECT- TYPE
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Count er
read-only
mandat ory

= { ifEntry 13 }

i flnErrors OBJECT- TYPE

SYNTAX
ACCESS
STATUS

Count er
read-only
mandat ory

= { ifEntry 14 }

i f1 nUnknownPr ot os OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
c:={ ifEntry 15 }

i fQut Cctets OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
c:={ ifEntry 16 }

i f Qut Ucast Pkts OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
= { ifEntry 17 }

i f Qut NUcast Pkt s OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
c:={ ifEntry 18 }

i f Qut Di scards OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
c:={ ifEntry 19 }

i fQut Errors OBJECT- TYPE
SYNTAX Count er

ACCESS

read-only

STATUS mandat ory
:={ ifEntry 20 }

i fQut QLen OBJECT- TYPE
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SYNTAX Gauge

ACCESS read-only
STATUS mandat ory
= { ifEntry 21}

i f Specific OBIJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
ACCESS read-only
STATUS mandat ory
= { ifEntry 22}

nul | Specific OBJECT IDENTIFIER ::={ 0 0}
-- the Address Transl ation group (deprecated)

at Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AtEntry
ACCESS read-wite
STATUS deprecated
o={ at 1}

at Entry OBJECT- TYPE
SYNTAX AtEntry
ACCESS read-wite
STATUS deprecated
.= { atTable 1}

AtEntry ::= SEQUENCE {
atlfl ndex
| NTEGER,

at PhysAddr ess
OCTET STRI NG
at Net Addr ess
Net wor kAddr ess

}

atl flndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS deprecated
:={ atEntry 1}

at PhysAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-wite
STATUS deprecated
:={ atEntry 2}
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at Net Addr ess OBJECT- TYPE
SYNTAX Net wor kAddr ess
ACCESS read-wite
STATUS deprecated
c:={ atEntry 3}

-- the I P group

i pForwar di ng OBJECT- TYPE
SYNTAX | NTEGER {

gateway(1), -- entity forwards
-- dat agrans
host (2) -- entity does NOT

-- forward dat agrans

}
ACCESS read-wite
STATUS nmandat ory

={ip1l}

i pDefaul t TTL OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandatory

o={ip2}

i pl nRecei ves OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ip 3}

i pl nHdr Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ip 4}

i pl nAddr Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ ip 5}

i pFor wbDat agr ans OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory
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:={ip 6}

i pl nUnknownPr ot os OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

={ip 7}

i pl nDi scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ip 8}

i pl nDel i vers OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ip 9}

i pQut Requests OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

:={ ip 10}

i pQut Di scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= ip 11}

i pQut NoRout es OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ip 12}

i pReasnii meout OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory

o={ip 13}

i pReasmReqds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory
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o={ip 14}

i pPReasmOKs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ ip 15}

i pReasnfai |l s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ ip 16 }

i pFragOKs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= ip 17 }

i pFragFai | s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

:={ ip 18}

i pFragCreat es OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= ip 19}
-- the IP Interface table

i pAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pAddrEntry
ACCESS read-only
STATUS mandat ory

o= { ip 20}

i pAddr Entry OBJECT- TYPE
SYNTAX | pAddrEntry
ACCESS read-only
STATUS mandat ory
::={ ipAddrTable 1 }

| pAddr Entry ::= SEQUENCE {
i pAdENnt Addr
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| pAddr ess,
i pAdENnt | f | ndex
| NTEGER,
i pAdEnt Net Mask
| pAddr ess,
i pAdEnt Bcast Addr
| NTEGER,
i pAdEnt ReasniVaxSi ze
| NTEGER (0. .65535)
}

i pAJEnt Addr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS mandat ory
c:= { ipAddrEntry 1}

i pAJEnt | f1 ndex OBJECT- TYPE
SYNTAX | NTECER
ACCESS read-only
STATUS mandat ory
c:= { ipAddrEntry 2 }

i pAJEnt Net Mask OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS mandat ory
::= { ipAddrEntry 3}

i pAdEnt Bcast Addr OBJECT- TYPE
SYNTAX | NTECER
ACCESS read-only
STATUS mandat ory
::={ ipAddrEntry 4 }

i pAJEnt ReasmVaxSi z OBJECT- TYPE
SYNTAX | NTECER (0. .65535)
ACCESS read-only
STATUS mandat ory
::={ ipAddrEntry 5 }

-- the IP Routing table

i pRout i ngTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pRout eEntry
ACCESS read-wite
STATUS nmandat ory

o= { ip 21}

| ETF SNWMP Wor ki ng G oup [ Page 106]



RFC 1158 MB I May 1990

i pRout eEntry OBJECT- TYPE
SYNTAX | pRouteEntry
ACCESS read-wite
STATUS nmandat ory
::={ ipRoutingTable 1 }

| pRout eEntry ::= SEQUENCE ({

i pRout eDest
| pAddr ess,

i pRout el f 1 ndex
| NTEGER,

i pRout eMetricl
| NTEGER,

i pRout eMetric2
| NTEGER,

i pRout eMetric3
| NTEGER,

i pRout eMetricé
| NTEGER,

i pRout eNext Hop
| pAddr ess,

i pRout eType
| NTEGER,

i pRout eProto
| NTEGER,

i pRout eAge
| NTEGER,

i pRout eMask
| pAddr ess

}

i pRout eDest OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 1}

i pRout el f1 ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 2 }

i pRout eMetricl OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 3}
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i pRout eMetri c2 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 4}

i pRout eMetri c3 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 5}

i pRout eMetri c4 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 6 }

i pRout eNext Hop OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 7 }

i pRout eType OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1), -- none of the follow ng

invalid(2), -- an invalidated route

-- route to directly
direct(3), -- connected
-- (sub-)network

-- route to a non-1local
renot e(4) -- host/ net wor k/
-- sub- networ k

}
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 8 }

i pRout eProt o OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1), -- none of the follow ng

-- non- protocol
-- information
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-- e.g., manually
l ocal (2), -- configured entries

-- set via a network
netmgnt (3), -- managenent pr ot ocol

-- obtained via | CVP,
icp(4), -- e.g., Redirect

-- the following are
-- gateway routing

-- protocols
egp(5),
ggp(6),
hel  o(7),
rip(8),
is-1s(9),
es-is(10),
ci scol grp(11),
bbnSpf I gp(12),
ospf (13)
bgp(14)

}
ACCESS read-only
STATUS nmandat ory
::={ ipRouteEntry 9 }

i pRout eAge OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory
::={ ipRouteEntry 10 }

i pRout eMask OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS nmandat ory
c:={ ipRouteEntry 11 }

-- the | P Address Transl ati on tables

i pNet ToMedi aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pNet ToMedi aEntry
ACCESS read-wite
STATUS mandat ory

r={ip 22}

i pNet ToMedi aEntry OBJECT- TYPE
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SYNTAX | pNet ToMedi aEntry
ACCESS read-wite

STATUS mandat ory

::={ ipNet ToMedi aTable 1 }

| pNet ToMedi aEntry ::= SEQUENCE {
i pNet ToMedi al f | ndex
| NTEGER,

i pNet ToMedi aPhysAddr ess
OCTET STRI NG

i pNet ToMedi aNet Addr ess
| pAddr ess,

i pNet oToMedi aType
| NTEGER

}

i pNet ToMedi al f1 ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
c:={ ipNetToMedi aEntry 1 }

i pNet ToMedi aPhysAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-wite
STATUS mandat ory
c:={ ipNet ToMedi aEntry 2 }

i pNet ToMedi aNet Addr ess OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS mandat ory
::={ ipNetToMmedi abEntry 3 }

i pNet ToMedi aType OBJECT- TYPE
SYNTAX | NTEGER {

ot her (1), -- none of the follow ng
invalid(2), -- an invalidated mapping
dynami c(3), -- connected (sub-)network
static(4)

}
ACCESS read-wite
STATUS mandat ory
::={ ipNet ToMedi abntry 4 }
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-- the I QWP group

i cnpl nMsgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

co={ icnmp 1}

cnpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={icnp 2}

cnpl nDest Unr eachs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 3}

cnpl nTi meExcds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

c:={ icnp 4}

cnpl nPar mPr obs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 5}

cnpl nSrcQuenchs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 6}

cnpl nRedi rect s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={icnmp 7}

cnpl nEchos OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory
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c:={ icnp 8}

i cpl nEchoReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

co={ icnp 9}

i cnpl nTi mest anps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ icnp 10 }

i cnpl nTi mest anpReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

co={ icnp 11 }

i cpl nAddr Masks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

co={ icnp 12 }

i cpl nAddr MaskReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 13 }

i cnpQut Msgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 14 }

i cnpQut Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ icnp 15}

i cnpQut Dest Unr eachs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

| ETF SNWMP Wor ki ng G oup [ Page 112]



RFC 1158 MB I May 1990

:={ icnp 16 }

cnpCQut Ti mreExcds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

co={ icnp 17 }

cnpCQut Par nPr obs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ icnp 18 }

cnpCQut SrcQuenchs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 19 }

cnpCQut Redi rects OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

:={ icnp 20 }

cnpQut Echos OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ icnp 21}

cnpQut EchoReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ icnp 22}

cnpCQut Ti mest anps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ icnp 23}

cnpCQut Ti mest anpReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory
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c:={ icnp 24 }

i cnpQut Addr Masks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 25}

i cmpQut Addr MaskReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 26 }

-- the TCP group

t cpRt oAl gori t hm OBJECT- TYPE
SYNTAX | NTEGER {

ot her (1), -- none of the follow ng
constant(2), -- a constant rto
rsre(3), -- ML-STD 1778,

-- Appendix B
vanj (4) -- Van Jacobson’s

-- algorithm

}
ACCESS read-only
STATUS nmandat ory

i={ tcp 1}

tcpRt oM n OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory

i={ tcp 2}

t cpRt oMax OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory

:={ tcp 3}

t cpMaxConn OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS rmandat ory

:={ tcp 4}
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t cpActi veQpens OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:={ tcp 5}

t cpPassi veQpens OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:={ tcp 6}

tcpAttenpt Fail s OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

i={ tcp 7}

t cpEst abReset s OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:={ tcp 8}

tcpCurrEstab OBJECT- TYPE
SYNTAX Gauge
ACCESS read-only
STATUS nmandat ory

:={ tcp 9}

tcpl nSegs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
:={ tcp 10 }

t cpQut Segs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
i={ tcp 11}

tcpRetransSegs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS rmandat ory
r={ tcp 12 }
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-- the TCP connections table

t cpConnTabl e OBJECT- TYPE
SYNTAX SEQUENCE COF TcpConnEntry
ACCESS read-only
STATUS nmandat ory
o= { tcp 13}

tcpConnEntry OBJECT- TYPE
SYNTAX TcpConnEntry
ACCESS read-only
STATUS nmandat ory
::={ tcpConnTable 1 }

TcpConnEntry ::= SEQUENCE {
tcpConnSt at e
| NTEGER,
t cpConnLocal Addr ess
| pAddr ess,
t cpConnLocal Port
| NTEGER (0. .65535),
t cpConnRemAddr ess
| pAddr ess,
t cpConnRenPor t
| NTEGER (0. .65535)

}

tcpConnSt at e OBJECT- TYPE
SYNTAX | NTEGER {

closed(1),
listen(2),
synSent (3),
synRecei ved(4),
est abl i shed(5),
finWaiti1(6),
finWait2(7),
cl oseWai t (8),
| ast Ack(9),
cl osi ng(10),
timeWait(11)

}
ACCESS read-only
STATUS nmandat ory
::={ tcpConnEntry 1 }

t cpConnLocal Address OBJECT- TYPE

SYNTAX | pAddr ess
ACCESS read-only
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STATUS nmandat ory
::={ tcpConnEntry 2}

t cpConnLocal Port OBJECT- TYPE
SYNTAX | NTEGER (0..65535)
ACCESS read-only
STATUS nmandat ory
::={ tcpConnEntry 3}

t cpConnRemAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nmandat ory
::={ tcpConnEntry 4}

tcpConnRenPort OBJECT- TYPE
SYNTAX | NTEGER (0..65535)
ACCESS read-only
STATUS nmandat ory
::={ tcpConnEntry 5}

-- additional TCP vari abl es

tcpl nErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
r={ tcp 14 }

t cpQut Rsts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
:={ tcp 15}

-- the UDP group

udpl nDat agr ans OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
c:={ udp 1}

udpNoPorts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory
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c:={ udp 2}

udpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
c:=4{ udp 3}

udpQut Dat agr anms OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
c:=4{ udp 4}

-- the UDP |istener table

udpTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF UdpEntry
ACCESS read-only
STATUS mandat ory
:={ udp 5}

udpEntry OBJECT- TYPE
SYNTAX UdpEntry
ACCESS read-only
STATUS mandat ory
::={ udpTable 1}

UdpEntry ::= SEQUENCE {
udpLocal Addr ess
| pAddr ess,
udpLocal Port
| NTEGER (0. .65535)

}

udpLocal Address OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS mandat ory
::={ udpEntry 1}

udpLocal Port OBJECT- TYPE
SYNTAX | NTECER (0. .65535)
ACCESS read-only
STATUS mandat ory
::={ udpEntry 2}
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-- the EGP group

egpl nMsgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

i={ egp 1}

egpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

i={ egp 2}

egpQut Msgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

ci=4{ egp 3}

egpQut Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandatory

:=4{ egp 4}
-- the EGP Nei ghbor table

egpNei ghTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF EgpNei ghEntry
ACCESS read-only
STATUS mandat ory

i={ egp 5}

egpNei ghEntry OBJECT- TYPE
SYNTAX EgpNei ghEntry
ACCESS read-only
STATUS mandat ory
::={ egpNeighTable 1}

EgpNei ghEntry ::= SEQUENCE {
egpNei ghSt ate
| NTEGER,
egpNei ghAddr
| pAddr ess,
egpNei ghAs
| NTEGER,
egpNei ghl nMsgs
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Count er,

egpNei ghl nErrs
Count er,

egpNei ghQut Msgs
Count er,

egpNei ghQutErrs
Count er,

egpNei ghl nEr r Msgs
Count er,

egpNei ghQut Er r Msgs
Count er,

egpNei ghSt at eUps
Count er,

egpNei ghSt at eDowns
Count er,

egpNei ghl nterval Hel | o
| NTEGER,

egpNei ghl nt er val Pol
| NTEGER,

egpNei ghMbde
| NTEGER,

egpNei ghEvent Tri gger
| NTEGER

}

egpNei ghSt at e OBJECT- TYPE
SYNTAX | NTEGER {
idle(l),
acquisition(2),
down( 3),
up(4),
cease(5)

}
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 1 }

egpNei ghAddr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 2}

egpNei ghAs OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 3}
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egpNei ghl nMsgs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 4}

egpNei ghl nErrs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 5}

egpNei ghQut Msgs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 6 }

egpNei ghQut Errs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 7 }

egpNei ghl nErr Msgs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 8 }

egpNei ghQut Er r Msgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 9 }

egpNei ghSt at eUps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 10 }

egpNei ghSt at eDowns OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS rmandat ory
::={ egpNeighEntry 11 }
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egpNei ghl nt erval Hel | o OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 12 }

egpNei ghl nt erval Pol | OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 13 }

egpNei ghMbde OBJECT- TYPE
SYNTAX | NTEGER {
active(l),
passi ve(2)

}
ACCESS read-only
STATUS nmandat ory
::= { egpNeighEntry 14 }

egpNei ghEvent Tri gger OBJECT- TYPE
SYNTAX | NTEGER {
start (1),
stop(2)

ACCESS read-wite
STATUS nmandat ory
::={ egpNeighEntry 15 }

-- additional EGP vari abl es

egpAs OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory

::={ egp 6}
-- the Transnission group (enpty at present)
-- the SNWP group
snnpl nPkt s OBJECT- TYPE

SYNTAX Counter

ACCESS read-only
STATUS nmandat ory

c:= { snnmp 1}
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snnmpQut Pkt s OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

c:= { snmp 2}

snnpl nBadVer si ons OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 3}

snnpl nBadComuni t yNames OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 4}

snnpl nBadComuni t yUses OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

c:= { snmp 5}

snnpl nASNPar seErrs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 6 }

snnpl nBadTypes OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:= { snmp 7 }

snnpl nTooBi gs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:= { snnmp 8 }

snnpl nNoSuchNanes OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS rmandat ory

c:= { snmp 9}
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snnpl nBadVal ues OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 10 }

snnpl nReadOnl ys OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 11 }

snnpl nGenErrs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 12 }

snnpl nTot al Reqvars OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 13 }

snnpl nTot al Set Vars OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 14 }

snnpl nCGet Request s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:= { snmp 15}

snnpl nGet Next s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:= { snnmp 16 }

snnpl nSet Request s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS rmandat ory

:= { snmp 17 }
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snnpl nGet Responses OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 18 }

snnpl nTraps OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 19 }

snnpQut TooBi gs OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 20 }

snnpQut NoSuchNames OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 21}

snnpQut BadVal ues OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 22}

snnmpQut ReadOnl ys OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:= { snmp 23}

snnpQut GenErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:= { snmp 24}

snnpQut Get Request s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS rmandat ory

:= { snmp 25}
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7.

snmpQut Get Next s OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snnmp 26 }

snnpCQut Set Request s OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 27 }

snnpQut Get Responses OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 28 }

snnpQut Traps OBJECT- TYPE
SYNTAX Counter
ACCESS read-only
STATUS nmandat ory

:= { snmp 29 }

snnpEnabl eAut hTr aps OBJECT- TYPE
SYNTAX | NTEGER {

enabl ed(1),

di sabl ed( 2)

}
ACCESS read-wite
STATUS nmandat ory

o= { snnmp 30}
END
Identification of OBJECT instances for use with the SNWP

The nanes for all object types in the MB are defined explicitly
either in the Internet-standard MB or in other docunents which
conformto the nanming conventions of the SM. The SM requires that
conf or mant managenent protocols define mechani sns for identifying

i ndi vidual instances of those object types for a particular network
el enent .

Each instance of any object type defined in the MB is identified in
SNMP operations by a unique nane called its "variable nane." In

general, the name of an SNMP variable is an OBJECT | DENTI FlI ER of the
formx.y, where x is the nane of a non-aggregate object type defined
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inthe MB and y is an OBJECT | DENTI FIER fragnent that, in a way
specific to the nanmed object type, identifies the desired instance.

This naming strategy admits the fullest exploitation of the semantics
of the powerful SNMP get-next operator, because it assigns nanes for
rel ated variables so as to be contiguous in the |exicographica
ordering of all variable nanes known in the MB.

The type-specific nanming of object instances is defined below for a
nunber of classes of object types. Instances of an object type to
whi ch none of the followi ng nam ng conventions are applicable are
naned by OBJECT | DENTIFI ERs of the formx.0, where x is the nane of
said object type in the MB definition

For exanpl e, suppose one wanted to identify an instance of the
vari abl e sysDescr. The object class for sysDescr is:

iso org dod internet ngnt nmib system sysDescr
1 3 6 1 2 1 1 1

Hence, the object type, x, would be 1.3.6.1.2.1.1.1 to which is
appended an instance sub-identifier of 0. That is, 1.3.6.1.2.1.1.1.0
identifies the one and only instance of sysDescr

7.1. ifTable Object Type Nanes

The nane of a subnetwork interface, s, is the OBJECT | DENTI FI ER val ue

of the formi, where i has the value of that instance of the iflndex
obj ect type associated with s. For each object type, t, for which
the defined nane, n, has a prefix of ifEntry, an instance, i, of t is

naned by an OBJECT | DENTI FIER of the formn.s, where s is the nane of
t he subnetwork interface about which i represents information.

For exanpl e, suppose one wanted to identify the instance of the
vari able ifType associated with interface 2. Accordingly, ifType.2
woul d identify the desired instance.

7.2. atTable Object Type Nanes

The nane of an address translation entry, x, is an OBJECT | DENTI FlI ER
of the forms.1.a.b.c.d, such that s is the value of that instance of
the atlflndex object type associated with x, the subidentifer "1"
signifies the translation of an I P protocol address, and a.b.c.d is
the I P address value (in the fanmliar "dot" notation) of that

i nstance of the atNet Address object type associated with x.

For each object type, t, for which the defined name, n, has a prefix
of atEntry, an instance, i, of t is naned by an OBJECT | DENTI FI ER of
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the formn.y, where y is the nane of the address translation entry
about which i represents infornation.

For exanpl e, suppose one wanted to find the physical address of an
entry in the address translation table (ARP cache) associated with an
| P address of 89.1.1.42 and interface 3. Accordingly,

at PhysAddress. 3.1.89.1.1.42 would identify the desired instance.

7.3. ipAddrTable hject Type Nanes

The nane of an | P-addressable network elenment, x, is the OBJECT

| DENTI FI ER of the forma.b.c.d such that a.b.c.d is the value (in the
famliar "dot" notation) of that instance of the i pAdEnt Addr object
type associated with x.

For each object type, t, for which the defined name, n, has a prefix
of i pAddrEntry, an instance, i, of t is named by an OBJECT | DENTI FI ER
of the formn.y, where y is the nane of the | P- addressabl e network

el ement about which i represents infornation.

For exanpl e, suppose one wanted to find the network mask of an entry
inthe IPinterface table associated with an | P address of 89.1.1.42.
Accordingly, ipAdEnt Net Mask.89.1.1.42 would identify the desired

i nst ance.

At the option of the agent, multiple entries for the same | P address
may be visible. To realize this, the agent, while required to return
a single entry for an I P address, x, of the formn.y, may also return
i nformati on about other entries for the same | P address using the
formn.y.z, where z is a inplenentation-dependendent snall, non-
negative integer. It is strongly recomended that the value of z
correspond to the value of ipAddriflndex for that entry.

7.4. ipRoutingTabl e hject Type Nanes

The name of an IP route, x, is the OBJECT | DENTIFI ER of the form
a.b.c.d such that a.b.c.d is the value (in the faniliar "dot"
notation) of that instance of the ipRouteDest object type associated
with x.

For each object type, t, for which the defined name, n, has a prefix
of ipRoutingEntry, an instance, i, of t is naned by an OBJECT

| DENTI FI ER of the formn.y, where y is the nane of the I P route about
which i represents information.

For exanpl e, suppose one wanted to find the next hop of an entry in

the IP routing table associated wth the destination of 89.1.1.42.
Accordi ngly, ipRouteNextHop.89.1.1.42 would identify the desired
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i nst ance.

At the option of the agent, multiple routes to the sane destination
may be visible. To realize this, the agent, while required to return
a single entry for an IP route, x, of the formn.y, may also return

i nformati on about other routes to the sane destination using the form
n.y.z, where z is a inplenentation-dependendent snall, non-negative

i nteger.

7.5. ipNet ToMedi aTabl e Cbj ect Type Nanes

The name of a cached | P address, x, is an OBJECT | DENTI FI ER of the
forms.a.b.c.d, such that s is the value of that instance of the

i pNet ToMedi al fl1 ndex object type associated with the entry and a.b.c.d
is the value (in the fanm liar "dot" notation) of the

i pNet ToMedi aNet Addr ess obj ect type associated with x.

For each object type, t, for which the defined name, n, has a prefix
of i pNet ToMedi aEntry, an instance, i, of t is naned by an OBJECT

| DENTI FI ER of the formn.y, where y is the name of the cached IP
address about which i represents infornmation

For exanpl e, suppose one wanted to find the nedia address of an entry
in the address translation table associated with a | P address of
192.52.180.1 and interface 3. Accordingly,

i pNet ToMedi aPhysAddr ess. 3. 192. 52.180.1 woul d identify the desired

i nstance.

7.6. tcpConnTabl e Cbject Type Nanes

The nanme of a TCP connection, X, is the OBJECT | DENTI FI ER of the form
a.b.c.d.e.f.g.h.i.j such that a.b.c.d is the value (in the famliar
"dot" notation) of that instance of the tcpConnLocal Address object
type associated with x and such that f.g.h.i is the value (in the
famliar "dot" notation) of that instance of the tcpConnRenoteAddress
obj ect type associated with x and such that e is the value of that

i nstance of the tcpConnLocal Port object type associated with x and
such that j is the value of that instance of the tcpConnRenotePort

obj ect type associated with x.

For each object type, t, for which the defined name, n, has a prefix
of tcpConnEntry, an instance, i, of t is naned by an OBJECT

| DENTI FI ER of the formn.y, where y is the nane of the TCP connection
about which i represents infornation.

For exanpl e, suppose one wanted to find the state of a TCP connection

bet ween the | ocal address of 89.1.1.42 on TCP port 21 and the renote
address of 10.0.0.51 on TCP port 2059. Accordingly,
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tcpConnState. 89.1.1.42.21.10.0.0.51.2059 would identify the desired
i nstance.

7.7. udpTable nject Type Nanes

The nanme of a UDP listener, x, is the OBJECT | DENTIFIER of the form
a.b.c.d.e. such that a.b.c.d is the value (in the fanmliar "dot"
notation) of that instance of the udpLocal Address object type
associated with x and such that e is the value of that instance of

t he udplLocal Port object type associated with x.

For each object type, t, for which the defined name, n, has a prefix
of udpEntry, an instance, i, of t is nanmed by an OBJECT | DENTI FI ER of
the formn.y, where y is the nane of the UDP |istener about which i
represents information

For exanpl e, suppose one wanted to determne if a UDP |istener was
present at the |ocal address of 89.1.1.42 on UDP port 21
Accordingly, a successful retrieval of either

udpLocal Address. 89.1.1.42.21 or udpLocal Port.89.1.1.42.21 would

i ndi cate this.

7.8. egpNei ghTabl e Object Type Nanes

The nane of an EGP nei ghbor, x, is the OBJECT | DENTI FIER of the form
a.b.c.d such that a.b.c.d is the value (in the faniliar "dot"

notati on) of that instance of the egpNei ghAddr object type associ ated
with x.

For each object type, t, for which the defined name, n, has a prefix
of egpNei ghEntry, an instance, i, of t is nanmed by an OBJECT

| DENTI FI ER of the formn.y, where y is the nane of the EGP nei ghbor
about which i represents infornation.

For exanpl e, suppose one wanted to find the nei ghbor state for the IP
address of 89.1.1.42. Accordingly, egpNeighState.89.1.1.42 would
identify the desired instance.
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10. Security Considerations

Security issues are not discussed in this nmeno.
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