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result of depl oynent experience. |Inplenenters are encouraged to
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Goup (IWG of the Internet Engineering Task Force (IETF).

I nformati on about the progress of BGP can be nonitored and/or
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2. Introduction

The Border Gateway Protocol (BGP), described in RFC 1163, is an

i nterdomain routing protocol. The network reachability information
exchanged via BGP provides sufficient information to detect routing
| oops and enforce routing decisions based on performance preference
and policy constraints as outlined in RFC 1104 [2].

This meno uses the term "Aut onomous Systent' throughout. The classic
definition of an Autononmpbus Systemis a set of routers under a single
techni cal admi nistration, using an interior gateway protocol and
common netrics to route packets within the AS, and using an exterior
gateway protocol to route packets to other ASs. Since this classic
definition was devel oped, it has beconme comon for a single AS to use
several interior gateway protocols and sonetimes several sets of
metrics within an AS. The use of the term Autononbus System here
stresses the fact that, even when nmultiple IGPs and netrics are used,
the adninistration of an AS appears to other ASs to have a single
coherent interior routing plan and presents a consistent picture of
what networks are reachable through it. Fromthe standpoint of
exterior routing, an AS can be viewed as nonolithic: reachability to
networks directly connected to the AS nust be equival ent from al
border gateways of the AS.
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3.

Thi s paper discusses the use of BGP in the Internet environnent.
| ssues such as topol ogy, the interaction between BGP and | GPs, and
the enforcement of policy rules with BG? will be presented.

Al'l of the discussions in this paper are based on the assunption that
the Internet is a collection of arbitrarily connected Autononous
Systens. The AS is assuned to be administered by a single

adm nistrative entity, at least for the purposes of representation of
routing information to systens outside of the AS.

BGP Theory and Application

3.1 Topol ogi cal Model

We will be concerned throughout this paper with a general graph whose
nodes are ASs and whose edges are connections between pairs of ASs.
The notion of AS is discussed above in Section 2. Wen we say that a
connection exists between two ASs, we nean both of two things:

physi cal connection: there is a shared network between the two ASs,
and on this shared network each AS has at | east one border gateway
bel onging to that AS. Thus the border gateway of each AS can
forward packets to the border gateway of the other AS w thout
resort to Inter-AS or Intra-AS routing.

BGP connection: there is a BGP session between BGP speakers on each
of the ASs, and this session conmunicates to each connected AS
those routes through the physically connected border gateways of
the other AS that can be used for specific networks. Throughout
this docunent we place an additional restriction on the BGP
speakers that formthe BGP connection: they nust thensel ves share
the sanme network that their border gateways share. Thus, a BGP
sessi on between the adjacent ASs requires no support from either
Inter-AS or Intra-AS routing. Cases that do not conformto this
restriction fall outside the scope of this document.

Thus, at each connection, each AS has one or nore BGP speakers and
one or nore border gateways, and these BGP speakers and border
gateways are all located on a shared network. Only the AS s border
gat eways on the connection’s shared network may be used by that AS s
BGP speakers on that shared network in NEXT_HOP attributes in Update
messages. Pat hs announced by a BGP speaker of one AS on a given
connection are taken to be feasible for each of the border gateways
of the other AS on the sane connection. 1In all BGP usage, we intend
that the flow of packets fromone AS to the other correspond to
adverti sed AS paths.

Much of the traffic carried within an AS either originates or
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termnates at that AS (i.e., either the source |IP address or the
destination |IP address of the I P packet identifies a host on a
network directly connected to that AS). Traffic that fits this
description is called "local traffic". Traffic that does not fit
this description is called "transit traffic". A major goal of BGP
usage is to control the flow of transit traffic.

Based on how a particular AS deals with transit traffic, the AS may
now be placed into one of the follow ng categories:

stub AS: an AS that has only a single connection to another AS.
Naturally, a stub AS only carries local traffic.

nmul ti honed AS: an AS that has nore than one connection to other ASs,
but refuses to carry transit traffic.

transit AS: an AS that has npre than one connection to other ASs and
is designed (under certain policy restrictions) to carry both
transit and | ocal traffic.

Since a full AS path provides an efficient and straightforward way of
suppressing routing |l oops and elinmnates the "count-to-infinity"
probl em associ ated with sonme di stance vector al gorithnms, BGP inposes
no topol ogical restrictions on the interconnection of ASs.

3.2 BGP in the Internet
3.2.1 Topol ogy Consi derations

The overall Internet topol ogy may be viewed as an arbitrary

i nterconnection of transit, nultihoned, and stub ASs. In order to
nmninize the inmpact on the current Internet infrastructure, stub and
mul ti honed ASs need not use BGP. These ASs nmay run other protocols
(e.g., EGP) to exchange reachability information with transit ASs.
Transit ASs then tag this information as having been | earned via EGP
or sonme other nethod. The fact that BGP need not run on stub or

mul ti honed ASs has no negative inpact on the overall quality of
inter-AS routing for traffic not local to the stub or multihomed ASs
i n question.

O course, BGP may be used for stub and nultihomed ASs as well,
provi di ng advant age i n bandw dth and performance over sone of the
currently used protocols (such as EGP). In addition, this would
result in less need for the use of defaults and in better choices of
Inter-AS routes for mulitihomed ASs.
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3.2.2 dobal Nature of BGP

At a global level, BGP is used to distribute routing information
anong nul tiple Autononous Systems. The information flows can be
represented as foll ows:

S + S +
BG | BG | BGP | BGP | BGP
-------- + Fome oo+ T
| 1 | | 1 |
R + R +
{___AS A {_AS B _ }

Thi s di agram points out that, while BGP alone carries information
bet ween ASs, a conbination of BGP and an IGP carries information
across an AS. Ensuring consistency of routing information between
BGP and an IGP within an ASis a significant issue and is discussed
at length later in this paper

3.2.3 BGP Nei ghbor Rel ationshi ps

As discussed in the introduction, the Internet is viewed as a set of
arbitrarily connected Autononobus Systens (ASs). BGP gateways in each
AS comuni cate with each other to exchange network reachability

i nformati on based on a set of policies established within each AS.
Comput ers that conmunicate directly with each other via BGP are known
as BGP nei ghbors. BGP neighbors can be located within the same AS or
in different ASs. For the sake of discussion, BGP comunications
with neighbors in different ASs will be referred to as External BGP
and with neighbors in the same AS as Internal BGP

External BGP In the case of External BGP, the BGP nei ghbors nust
belong to different ASs, but share a conmon network. This comon
networ k should be used to carry the BGP nessages between t hem
The use of BGP across an intervening AS invalidates the AS path
i nformati on. An Autononobus System nunber nust be used with BGP to
speci fy whi ch Autononous System the BGP speaker bel ongs to.

Internal BGP There can be as nmany BGP gat eways as deemed necessary
within an AS. Usually, if an AS has multiple connections to other
ASs, multiple BGP gateways are needed. All BGP gateways
representing the sane AS nust give a consistent inage of the AS to
the outside. This requires that the BGP gat eways have consi stent
routing informati on anong them These gateways can conmuni cate
with each other via BGP or by other neans. The policy constraints
applied to all BGP gateways within an AS nmust be consistent.
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3.3 Policy Making with BGP

BGP provides the capability of enforcing some policies based on
various preferences and constraints. Policies are deternined by the
AS admini stration and are provided to BGP in the form of
configuration information. These policies are enforced within a BGP
speaker by affecting the selection of paths fromnmultiple
alternatives, and by controlling the redistribution of routing
information. Policies are not directly encoded in the protocol

Non-techni cal constraints are related to political, security, or
econom ¢ considerations. For exanple, if an ASis unwilling to carry
traffic to another AS, it can enforce a policy prohibiting this. The
foll owi ng exanpl es of non-technical constraints can be enforced with
t he use of BGP

1. Anmultihoned AS can refuse to act as a transit AS for other
ASs. (It does so by not advertising routes to networks other
than those directly connected to it.)

2. A multihoned AS can becone a transit AS by allowing a certain
set of ASs to use it as such. (It does so by advertising
routes to networks to this set of ASs.)

3. An AS can favor or disfavor the use of certain ASs for carrying
transit traffic fromitself to networks advertised with
conpeti ng AS pat hs.

A nunber of performance-related criteria can be controlled with the
use of BGP:

1. An AS can minimze the nunber of transit ASs. (Shorter AS
paths can be preferred over |onger ones.)

2. The quality of transit ASs. |If an AS determ nes, using BGP
that two or nore AS paths can be used to reach a given
destination, that AS can use a variety of nmeans to deci de which
of the candidate AS paths it will use. The quality of an AS

can be neasured by such things as dianmeter, |ink speed,
capacity, tendency to becone congested, and quality of
operation. Information about these qualities mght be

det erm ned by neans other than BGP
3. Preference of internal routes over external routes.
Non-technical policy will typically override performance issues.

For consistency, conbinations of policies and route selection
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4.

procedures that might result in equal cost paths nust be resolved in
a deterninistic fashion.

Fundanental to BGP usage is the rule that an AS advertizes to its
nei ghboring ASs only those routes that it uses. This rule reflects
the "hop-by-hop" routing paradi gmgenerally used by the current
Internet. Note that sone policies that cannot be supported by the
"hop- by-hop" routing paradi gmand whi ch require such techni ques as
source routing to enforce. For exanple, BGP does not enable one AS
to send traffic to a neighbor AS intending that that traffic take a
different route fromthat taken by traffic originating in the

nei ghbor AS. On the other hand, BGP can support any policy
conform ng to the "hop-by-hop" routing paradigm Since the current
I nternet uses only the "hop-by-hop" routing paradi gmand since BGP
can support any policy that confornms to that paradigm BGP is highly
applicable as an inter-AS routing protocol for the current Internet.

Qperational |ssues

4.1 Path Sel ection

One of the major tasks of a BGP speaker for a given AS at a given
connection is to evaluate different paths to a destination network
fromits border gateways at that connection, select the best one, and
then advertise it to all of its BGP neighbors at that same connection
(subject to policy constraints). The key issue is how different
pat hs are eval uated and conpar ed.

In traditional distance vector protocols (e.g., RIP) there is only
one netric (e.g., hop count) associated with a path. As such
conparison of different paths is reduced to sinply conparing two
numbers. A conplication in Inter-AS routing arises fromthe |ack of
a universally agreed-upon netric anong ASs that can be used to

eval uate external paths. Rather, each AS may have its own set of
criteria for path evaluation

A BGP speaker within an Autononpbus System builds a routing database
consisting of the set of all feasible paths and the |ist of networks
reachabl e t hrough each path. In an efficient inplenmentation, it will
be inportant to store and process these paths and bundl e the networks
reachabl e t hrough them For purposes of precise discussion, however,
it’s useful to consider the set of feasible paths for a given
destination network. In nost cases, we would expect to find only one
feasible path in the set. This will often, however, not be the case.
Al feasible paths nust be maintained, and their naintenance speeds
adaptation to the loss of the primary path, but only the primary path
at any given time will ever be advertised.
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The path sel ection process can be fornalized by defining a parti al
order over the set of all possible paths to a given destination
network. One way to define this partial order is to define a
function that maps each full AS path to a non-negative integer that
denotes the path’s degree of preference. Path selection is then
reduced to applying this function to all feasible paths and choosi ng
the one with the highest degree of preference.

In actual BGP inplenentations, criteria for assigning degree of
preferences to a path can be specified in a configuration file.

The process of assigning a degree of preference to a path can be
based on several sources of information:

1. Information explicitly present in the full AS path.

2. A conbination of information that can be derived fromthe ful
AS path and informati on outside the scope of BGP

The criteria used to assign a degree of preference to a path can be
classified as prinitive or compound. Possible primtive criteria
i ncl ude:

- AS count. Paths with a smaller AS count are generally better

- Presence or absence of a certain AS or ASs in the path. By
nmeans of information outside the scope of BGP, an AS may know
some performance characteristics (e.g., bandw dth, MU, intra-
AS di aneter) of certain ASs and may try to avoid or prefer
t hem

- Path origin. A path whose endpoint is internal to the last AS
on the path (BGP is used over the entire path) is generally
better than one for which part of the path was | earned via EGP
or sone ot her neans.

- AS path subsets. An AS path that is a subset of a | onger AS
path to the sanme destination should be preferred over the
| onger path. Any problemin the shorter path (such as an
outage) will also be a problemin the |onger path.

- Link dynanics. Stable paths should be preferred over unstable
ones. Note that this criterion nust be used in a very carefu
way to avoid causing unnecessary route fluctuation. Generally,
any criteria that depend on dynanic information night cause
routing instability and should be treated very carefully.

- Policy consideration. BGP supports policy based routing based
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on the policy based distribution of routing informati on defined
in RFC 1104 [2]. A BGP gateway nmay be aware of sone policy
constraints (both within and outside of its own AS) and do
appropriate path selection. Paths that do not conply wth
policy requirenments are not considered further.

Metrics based on conpound criteria can be conputed as a wei ghted
conbi nation of the degree of preferences of prinmitive criteria. The
use of conmpound criteria should be done with extreme caution since it
i nvol ves conparing potentially unconparable quantities.

4.2 Syntax and Semantics for BGP Configuration Files

A major task in using BGP is thus to assign a degree of preference to
each avail able AS-path. This degree of preference will generally be
a function of the nunmber of ASs in the path, properties of the
specific ASs in the path, the origin of the route, and properties of

the specific border router to be used in the first hop. In this
section we consider how a network adm nistrator mght articulate this
function by means of a configuration file. |In the future, we can

i magi ne using tools based on network managenent protocols such as
SNWP for this task, but the protocols do not currently support this
ability.

In addition to controlling the selection of the best path to a given
network, the network administrator nust control the advertisement of
this best path to neighboring ASs. Therefore, path selection and
path distribution emerge as the two key aspects of policy expression
i n BGP usage.

Since different aspects of one AS' s policy interact, and since the
policies of different ASs interact, it is inportant to facilitate the
anal ysis of such interactions by neans of high-quality and consi stent
t ool s.

There is also a need for tools to translate the expression of the
network adninistrator’s policy to sone technical nechanismwi thin a
BGP speaker to inplenent that policy.

These factors suggest that there should be a gl obally consistent way
of describing policies in the configuration file. The syntax and
semantics of these policies should be capabl e of expressing the path
sel ection phase within the local AS as well as the path

redi stribution phase to other ASs.

Because it may be desirable to coordinate routing policy at an

external level, it may prove worthwhile to create a | anguage to
describe this information in a globally consistent way. Policies
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expressed in such a | anguage coul d concei vably be used by sone high-
| evel tools to analyze the interaction anong the routing policies of
di fferent Autononmous Systens.

The followi ng defines one possible syntax and semantics for
describing AS path policies fromthe point of view of the |ocal AS.
Al ternative syntaxes with equival ent richness of functionality are
not precluded. Oher mechani sms nmay be needed to provide a fully
functional configuration |anguage.

A compl ete AS path, supplied by BGP, provides the nost inportant
mechani sm for policy enforcenent. Assigning a degree of preference
to a particular AS path can be nodelled as a nmatching between this
path and one or nore predefined AS path patterns. Each predefined AS
path pattern has a degree of preference that will be assigned to any
AS path that matches it.

Since patterns are naturally expressed by regul ar expressions, one
can use regul ar expressions over the al phabet of AS nunbers to define
AS path patterns and, therefore, to fornulate policies.

Since certain constructs occur frequently in regul ar expressions, the
foll owi ng notational shorthand (operators) is defined:

mat ches any AS nunber. To inprove readability, can be
replaced by "any" so long as this does not introduce anbiguity.

* a regular expression followed by * neans zero or nore
repetitions

+ a regul ar expression followed by + neans one or nore
repetitions

? a regular expression followed by ? neans zero or one repetition

| alternation

() parentheses group subexpressions--an operator, such as * or
works on a single el enent or on a regular expression encl osed
i n parent heses

{mn} a regular expression followed by {mn} (where mand n are
bot h non-negative integers and m<= n) neans at |east mand at
nmost n repetitions.

{nm a regular expression followed by {n} (where mis a positive
i nteger) means exactly mrepetitions.
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{m} a regular expression followed by {m} (where mis a positive
i nteger) nmeans mor nore repetitions.

Any regul ar expression is generated by these rules.
The Policy Based Routing Language can then be defined as foll ows:
<Pol i cy- Based- Routing> ::= { <policy-statenment> }

Semantics: each policy statenment night cause a given possible BGP
advertisenent (possibility) to be installed into the routing table
as the route to a given (set of) networks. Thus, an enpty

Pol i cy- Based- Routi ng neans that no possibilities will be accepted.

<policy-statement> ::=
<pol i cy- expr essi on>

=" <dop-expression> ’;
Semantics: if a given possibility nmatches the policy-expression
then that possibility will be accepted with a degree of preference
denoted by the integer val ue dop-expression

<pol i cy-expression> ::=
<policy-ternmp |
<pol i cy-ternr <policy-operator> <policy-ternpr

<policy-terns ::=
<network-1ist> <AS-path> <origin> <distribution-Iist>
(" <policy-expression> ")’ |
NOT <pol i cy-expressi on>
<>

<policy-operator> ::= OR| AND

Semantics: the intersection of the network list of a possibility
and the network-1list nust be non-enpty; the AS-path of the
possibility nust match the AS-path as a sequence; the origin of
the possibility nust be a nenber of the origin set; if these
conditions are net, the route denoted by the possibility is
accepted as a possible route to those networks of the intersection
of the possibility network list and the network-1list.

<AS-path> ::= "regul ar expression over AS nunbers"

Semantics: the AS-path of the possibility nust be generated by the
regul ar expression <AS-pat h>.
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<network-list> ::= "< { network network-list } '>’
< ANY >

Semantics: A non-enpty sequence enunerates the network nunbers of
the network-1ist; ANY denotes the set of all network nunbers.

<origin>::=1GP | EGP | |INCOWLETE | ANY

Semantics: origin enunerates the sequence of acceptable origins;
ANY denotes the set of all origins.

<distribution-list> ::="< { AS} ">
Co ANY S

Semantics: if a given possibility as accepted and installed into
the routing table, then distribution-list is the set of

(nei ghbori ng) autononbus systens to whose border routers we wll
distribute the BGP-derived routes.

<dop- expression> ::= <dop-terne

|
<dop-terms '+ <dop-ternp
<dop-ternm> '-' <dop-terne |
<dop-terne '*’ <dop-terms |
<dop-term> '/’ <dop-terne |
REJECT
<dop-termr ::= <integer>

<functi on>
"(" <dop-expression> ')’

Semantics: if a possibility matches with degree of preference
REJECT, then that possibility will not be used. Oherw se, the

i nteger value of the degree of preference indicates the degree of
preference of the possibility, with higher values preferred over
| ower ones.

Whi t e spaces can be used between synbols to inprove readability.
"<>" denotes the enpty sequence.

There are two built-in functions, PathLength() and Pat hWi ght ().

Pat hLengt h() takes the AS path as an argunment and returns the nunber
of ASs in that path. PathWight() takes the AS path and an AS wei ght
tabl e as argunents and returns the sum of weights of the ASs in the
AS path as defined by the AS weight table. |In order to preserve
determinism the AS weight table nust always have a default weight
which will be assigned to any AS which is not in that table

The AS path, as used above, is constructed fromright to left which
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is consistent with BGP), so that the nost recent AS in the path
occupi es the |l eftnost position

Each network (and its associated conplete AS path) received from
ot her BGP nei ghbors is matched agai nst | ocal Routing Policies.

If either no match occurs or the degree of preference associated with
the matched policy is REJECT, then the received infornmation is
rejected. Oherw se, a degree of preference associated with the

mat ched policy is assigned to that path. Notice that the process
term nates on the first successful match. Therefore, policy-terns
shoul d be ordered from nore specific to nore general

The senantics of a natched policy is as follows: |If a network in
<network-list> that was originally introduced into BGP from <ori gi n>
is received via <AS-path>, that network should be redistributed to
all ASs in <distribution-list>.

The foll owi ng exanpl es (sonme taken from RFC 1102 [3]) illustrate how
Policy Ternms can be witten.

In the follow ng topology, Helenments are hosts, G elenents are
Pol i cy Gateways running BGP, and nunbered el ements are ASs.

HL --- 1 -Gl2...&1 - 2 -- &3...G32 -- 3 ----- H2
I

|
|- Gl4...41 -

5
|
|

H4

In this picture, there are four hosts, ten gateways, and five

Aut ononbus Systens. Gateways Gl2 and Gl4 belong to AS 1. Gateways
@1 and &3 belong to AS 2. Gateways G41 and G43 bel ongs to AS 4.

Gat eways G32, G34, and G35 belong to AS 3. Gateway G53 belongs to AS
5. Dashed lines denote intra-AS connections. Dotted |ines denote

i nter-AS connecti ons.

First, consider AS 2. It has no hosts attached, and nodels a transit
service, such as the NSFNET backbone network. It may have a very
sinple policy: it will carry any traffic between any two ASs, wi thout
further constraint. If AS 1 and AS 3 are nei ghboring donmai ns, then

its policy termcould be witten as:

AS 2: < ANY >< (1] 3) .* >< |G ><13>=10
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The first conponent in this policy, the network I|ist
< ANY >

says that any network is subject to this policy. The second
conponent, the AS path

< (1] 3) .* >

says that routing information that came fromeither AS 1 or AS 3
mat ches this policy, including routes fromASs that |ie beyond AS 1
and AS 3. The third conponent, the origin

< |G >

says that this route nust be interior with respect to the originating
AS, inplying that routes inported via EGP or sone ot her mechani sm
woul d not match this policy. The fourth conponent, the distribution
l'ist

<1 3>

says that this route may be redistributed to both AS 1 and AS 3.
Finally, the degree of preference assigned to any route which matches
this policy is set to 10.

To inmprove readability, the above policy can be rewitten as:
AS 2. <ANY >< (1] 3) ANv* > < |IGP ><1 3>=10

Next, consider AS 3. It is willing to provide transit service to AS
4 and AS 5, presumably due to nultilateral agreenents. AS 3 should
set its policy as follows:

AS 3: < ANY > < (4] 5) >< IGP
AS 3: < ANY > < 2 .* > < ANY
AS 3: < ANY > < 3 > < ANY > <

>
> < 1
2 4 5>=10

This would allow AS 3 to distribute internal routes received from ASs
4 and 5 to ASs 2, 4, and 5, and all backbone routes through AS 2
woul d be distributed to ASs 4 and 5. AS 3 would advertise its own
networks to ASs 2, 4, and 5. Hosts in AS 4 and AS 5 would be able to
reach each other, as well as hosts in ASs 1 and 3 and anyt hi ng beyond
them AS 3 allows any origin in routes fromAS 2. This inplies that
AS 3 trusts AS 2 to inpose policy on routes inported by neans other
than BGP. Note that although the policy statement woul d appear to
allow AS 3 to send ASs 4 and 5 their own routes, the BGP protoco
woul d detect this as a routing |oop and prevent it.
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Now consider AS 1. AS 1 wi shes to use the backbone service provided
by AS 2, and is willing to carry transit traffic for AS 4. The
policy statements for AS 1 mi ght read:

AS 1. <ANY > <4 >< |G >< 2 > =150
AS 1. <ANY > <2 .* ><ANY > < 4 > =150
AS 1: < ANY ><1><ANY >< 2 4 > =150

AS 1 will redistribute all routes learned fromthe AS 2 backbone to
AS 4, and vice versa, and distribute routes to its own networks to
both AS 2 and AS 4. The degree of preference assigned to any route
whi ch matches this policy is set to 150.

AS 5is anore interesting case. AS 5 wishes to use the backbone
service, but is not directly connected to AS 2. Its policy
statenents could be as foll ows:

AS 5 < ANY ><3 4>< |G ><>=10
AS5 <ANY ><3 2 .*>< ., ><>=10
AS 5 < ANY ><5><, ><3>=10

This policy inports routes through AS 2 and AS 3 into AS 5, and
allows AS 5 and AS 4 to comunicate through AS 3. Since AS 5 does
not redistribute any routes other than its own, it is a stub AS

Note that AS 5 does not trust AS 3 to advertise only routes through
AS 2, and thus applies its own filter to ensure that it only uses the
backbone. This lack of trust nmakes it necessary to add the second
policy term

AS 4 is a good exanple of a nmultihomed AS. AS 4 w shes to use AS 3
as is primary path to the backbone, with AS 1 as a backup
Furt hermore, AS 4 does not wish to provide any transit service

between ASs 1 and 3. |Its policy statenent could read:
AS 4: < ANY > <3 .* > < ANY > <> =10
AS 4: < ANY > <1 .* ><ANY > <> =20
AS 4: < ANY > <4 >< ANY ><1 3 >=10

Paths to any network through AS 3 are preferred, but AS 1 will be
used as a backup if necessary. Note that since AS 4 trusts AS 3 to
provide it with reasonable routes, it is not necessary to explicitly
import routes fromAS 5. Since the redistribution terns are nul
except for networks within AS 4, AS 4 will never carry any transit
traffic.

G ven the topol ogy and policies described above, it becones apparent
that two paths of equal preference would be available fromAS 2 to
any of the networks in AS 4. Since ties are not allowed, an
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arbitrary tie-breaking nmechani smwould come into play (as descri bed
above), which mght result in less than optinmal routes to sone
networks. An alternative nmechani smthat would provide optimal routes
while still allow ng fallback paths would be to provi de network-by-
network policies in specific cases, and explicit tie-breaking
policies for the renmining networks. For exanple, the policies for
AS 2 could be rewitten as foll ows:

AS 2: <35 ><1 .*>< |G ><3>=10
AS 2. <35 ><3 *><|@EF><1>=20
AS 2. < ANY > <1 . * >< |GG ><3>=20
AS 2. < ANY > < 3 * > < |G ><1>=10

Paths to network 35 through AS 1 would be preferred, with AS 3 as a
fall back; paths to all other networks through AS 3 would be preferred
over those through AS 1. Such optim zations may becone arbitrarily
conmpl ex.

There nay be other, sinpler ways to assign a degree of preference to
an AS pat h.

The sinplest way to assign a degree of preference to a particul ar
path is to use the nunber of ASs in the AS path as the degree of
preference. This approach reflects the heuristic that shorter paths
are usually better than | onger ones. This policy can be inplenented
by using the PathLength() built-in function in the follow ng policy
st at ement :

< ANY > < .* > < ANY > < ANY > = Pat hLengt h( ASpat h)

This policy assigns to any network with an arbitrary AS path a degree
of preference equal to the nunber of ASs in the AS path; it then
redistributes this information to all other BGP speakers. As an
exanpl e, an AS path which traverses three different Autononmous
Systenms will be assigned the degree of preference 3

Anot her approach is to assign a certain degree of preference to each
i ndi vidual AS, and then determ ne the degree of preference of a
particular AS path as the sum of the degree of preferences of the ASs
in that path. Note that this approach does not require the
assignnent of a specific degree of preference to every AS in the
Internet. For ASs with an unknown degree of preference, a default
can be used. This policy can be inplenented by using the

Pat hWei ght () built-in function in the follow ng policy statenent:

< ANY > < . * > < ANY > < ANY >
= Pat hWei ght (ASpat h, ASWei ght Tabl e)
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As an exanple, if Autononobus Systens 145 and 55 have 10 and 15 as
their weights in the ASWightTable, and if the default degree of
preference in the ASWi ght Table is 50, then an AS path that traverses
Aut ononpbus Systens 145, 164, and 55 will be assigned degree of
preference 75

The above exanpl es denonstrate sonme of the sinple policies that can

be inplemented with BGP. 1In general, very sophisticated policies
based on partial or conplete AS path discrimnation can be witten
and enforced. It should be enphasized that novenent toward nore

sophisticated policies will require parallel effort in creating nore
sophisticated tools for policy interaction analysis.

5. The Interaction of BGP and an | GP
5.1 Overview

By definition, all transit ASs nust be able to carry traffic externa
to that AS (neither the source nor destination host belongs to the
AS). This requires a certain degree of interaction and coordi nation
between the Interior Gateway Protocol (1GP) used by that particul ar
AS and BGP. In general, traffic exterior to a given ASis going to
pass t hrough both interior gateways (gateways that support IGP only)
and border gateways (gateways that support both IGP and BGP). Al
interior gateways receive information about external routes from one
or nore of the border gateways of the AS via the IGP

Dependi ng on the mechani smused to propagate BGP information within a
given AS, special care must be taken to ensure consistency between
BGP and the I GP, since changes in state are likely to propagate at
different rates across the AS. There nay be a tinme w ndow between

t he nmonent when sonme border gateway (A) receives new BGP routing

i nformati on which was originated from anot her border gateway (B)
within the sane AS, and the nmonment the IGP within this AS is capable
of routing transit traffic to that border gateway (B). During that
time window, either incorrect routing or "black hol es" can occur

In order to mininize such routing problens, border gateway (A) should
not advertise a route to sone exterior network X to all of its BGP
nei ghbors in other ASs until all of the interior gateways within the
AS are ready to route traffic destined to X via the correct exit
border gateway (B). |In other words, interior routing should converge
on the proper exit gateway before advertising routes via that exit
gateway to ot her ASs.

5.2 Methods for Achieving Stable Interactions

The followi ng discussion outlines several techniques capabl e of
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achi eving stable interactions between BGP and the IGP within an
Aut ononbus System

5.2.1 Propagation of BGP Information via the |IGP

Whil e BGP can provide its own nechanismfor carrying BGP information
within an AS, one can also use an |GP to transport this infornmation,
as long as the I GP supports conplete flooding of routing i nformation
(providing the nechanismto distribute the BGP information) and one-

pass convergence (making the mechanismeffectively atonmic). |[If an
IGP is used to carry BGP information, then the period of
desynchroni zati on described earlier does not occur at all, since BGP

i nformati on propagates within the AS synchronously with the I GP, and
the | GP converges nore or |less sinultaneously with the arrival of the
new routing information. Note that the IGP only carries BGP

i nformati on and should not interpret or process this information

5.2.2 Tagged Interior Gateway Protoco

Certain I GPs can tag routes exterior to an AS with the identity of
their exit points while propagating themw thin the AS. Each border
gat eway shoul d use identical tags for announcing exterior routing

i nformation (received via BGP) both into the 1G and into Interna
BGP when propagating this information to other border gateways within
the sane AS. Tags generated by a border gateway mnust uni quely
identify that particul ar border gateway--different border gateways
nmust use different tags.

Al'l Border Gateways within a single AS nust observe the foll owi ng two
rul es:

1. Information received via Internal BGP by a border gateway A
declaring a network to be unreachabl e nust i medi ately be
propagated to all of the External BGP nei ghbors of A

2. Information received via Internal BGP by a border gateway A about
a reachabl e network X cannot be propagated to any of the Externa
BGP nei ghbors of A unless/until A has an IGP route to X and both
the GP and the BGP routing informati on have identical tags.

These rul es guarantee that no routing information is announced
externally unless the IGP is capable of correctly supporting it. It
al so avoi ds sone causes of "black hol es"

One possible nmethod for tagging BGP and I GP routes within an ASis to
use the I P address of the exit border gateway announcing the exterior
route into the AS. In this case the "gateway" field in the BGP
UPDATE nessage is used as the tag.
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5.2. 3 Encapsul ation

Encapsul ation provides the sinplest (in ternms of the interaction
between the I GP and BGP) nechanismfor carrying transit traffic
across the AS. In this approach, transit traffic is encapsul at ed
within an | P datagram addressed to the exit gateway. The only

requi renent inposed on the IGP by this approach is that it should be
capabl e of supporting routing between border gateways within the same
AS.

The address of the exit gateway A for sone exterior network X is
specified in the "gateway" field of the BGP UPDATE nessage received
fromgateway A via Internal BGP by all other border gateways within
the same AS. In order to route traffic to network X, each border
gateway within the AS encapsulates it in datagrans addressed to
gateway A. Gateway A then perforns decapsul ati on and forwards the
original packet to the proper gateway in another AS.

Since encapsul ation does not rely on the 1GP to carry exterior
routing information, no synchronization between BGP and the IGP is
required.

Some means of identifying datagrans containing encapsul ated | P, such
as an | P protocol type code, nust be defined if this method is to be
used.

Note, that if a packet to be encapsulated has length that is very
close to the MIU, that packet would be fragnented at the gateway that
perfornms encapsul ation.

5.2.4 O her Cases

There may be ASs with | GPs which can neither carry BGP information
nor tag exterior routes (e.g., RIP). In addition, encapsul ation may
be either infeasible or undesirable. |In such situations, the
followi ng two rul es nust be observed:

1. Information received via Internal BGP by a border gateway A
declaring a network to be unreachabl e nust i medi ately be
propagated to all of the External BGP nei ghbors of A

2. Information received via Internal BGP by a border gateway A about
a reachabl e network X cannot be propagated to any of the Externa
BGP nei ghbors of A unless A has an IGP route to X and sufficient
time (hol ddown) has passed for the I1GP routes to have converged.

The above rul es present necessary (but not sufficient) conditions for
propagating BGP routing information to other ASs. In contrast to
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tagged |1 GPs, these rules cannot ensure that interior routes to the
proper exit gateways are in place before propagating the routes to
ot her ASs.

If the convergence tine of an IGP is less than sone small value X,
then the tinme w ndow during which the IGP and BGP are unsynchroni zed
is less than X as well, and the whole issue can be ignored at the
cost of transient periods (of less than length X) of routing
instability. A reasonable value for Xis a matter for further study,
but X shoul d probably be | ess than one second.

If the convergence tine of an | GP cannot be ignored, a different
approach is needed. Mechani sns and techni ques which m ght be
appropriate in this situation are subjects for further study.

6. | nplenmentati on Reconmendati ons
6.1 Multiple Networks Per Message

The BGP protocol allows for nmultiple networks with the sanme AS path
and next-hop gateway to be specified in one nessage. Making use of
this capability is highly recornmended. Wth one network per nessage
there is a substantial increase in overhead in the receiver. Not
only does the system overhead increase due to the reception of
mul ti pl e messages, but the overhead of scanning the routing table for
flash updates to BGP peers and other routing protocols (and sending
the associ ated nmessages) is incurred nultiple tinmes as well. One

nmet hod of buil di ng nmessages contai ni ng many networ ks per AS path and
gateway froma routing table that is not organized per AS path is to
buil d many nessages as the routing table is scanned. As each network
is processed, a nessage for the associated AS path and gateway is
allocated, if it does not exist, and the new network is added to it.
If such a nmessage exists, the new network is just appended to it. |If
the nmessage | acks the space to hold the new network, it is
transmtted, a new nessage is allocated, and the new network is
inserted into the new nessage. Wen the entire routing table has
been scanned, all allocated nessages are sent and their resources

rel eased. Maxi num conpression is achi eved when all networks share a
gateway and conmmon path attributes, making it possible to send many
networ ks in one 4096-byte nessage.

6.2 Preventing Excessive Resource UWilization

Wien peering with a BGP inplenentation that does not conpress

mul tiple networks into one nessage, it nmay be necessary to take steps
to reduce the overhead fromthe flood of data received when a peer is
acquired or a significant network topol ogy change occurs. One nethod
of doing this is torate limt flash updates. This will elininate
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t he redundant scanning of the routing table to provide flash updates
for BGP peers and other routing protocols. A disadvantage of this
approach is that it increases the propagation |atency of routing

i nformati on. By choosing a m ninmum flash update interval that is not
much greater than the time it takes to process the nultiple nessages,
this latency should be mninzed.

6.3 Processi ng Messages on a Stream Protoco

Due to the stream nature of TCP, all the data for received nessages
does not necessarily arrive at the sane tinme, due to the nature of
TCP. This can nake it difficult to process the data as nessages,
especially on systens such as BSD Uni x where it is not possible to
det erm ne how nuch data has been received but not yet processed. One
nmet hod that can be used in this situation is to first try to read
just the message header. For the KeepAlive nessage type, this is a
conpl ete nessage; for other message types, the header should first be
verified, in particular the total length. |If all checks are
successful, the specified length, mnus the size of the nessage
header is the anpbunt of data left to read. An inplenentation that
woul d "hang" the routing information process while trying to read
froma peer could set up a nessage buffer (1024 bytes) per peer and
fill it with data as available until a conpl ete nessage has been
received.

6.4 Processing Update Messages

In BGP, all Update nessages are increnental. Once a particular
network is listed in an Update nessage as being reachabl e through an
AS path and gateway, that piece of information is expected to be
retained indefinitely. |In order for a route to a network to be
renoved, it nust be explicitly listed in an Update nessage as being
unreachable or with new routing information to replace the old. Note
that a BGP peer will only advertise one route to a given network, so
any announcenent of that network by a particul ar peer replaces any
previous information about that network received fromthe sane peer

Thi s approach has the obvi ous advantage of |ow overhead; if al
routes are stable, only KeepAlive nmessages will be sent. There is no
periodic flood of route information.

However, this neans that a consistent view of routing information
bet ween BGP peers is only possible over the course of a single
transport connection, since there is no mechanismfor a conplete
update. This requirenment is accomodated by specifying that BGP
peers nmust transition to the Idle state upon the failure of a
transport connection
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7. Concl usion
The BGP protocol provides a high degree of control and flexibility
for doing interdomain routing while enforcing policy and perfornmance
constraints and avoiding routing loops. It is hoped that the
gui del i nes presented here will provide a starting point for nore
sophi sticated and nmanageabl e routing in the Internet as it grows.
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Security Considerations

Security issues are not discussed in this nmeno.
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