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Directory Assistance Service
Status of this Meno

Thi s docunent defines a nechani sm by which a user-interface may
access a textual DAP-like interface over a TCP/IP connection. This
is a local nechanism This neno provides information for the
Internet conmunity. It does not specify any standard. Distribution
of this nmeno is unlinited.
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1. Introduction

The OSI Directory [1] provides a powerful infrastructure for the
retrieval of information objects. This infrastructure can be used to
support, e.g., white pages applications, application entity | ookup
and so on.
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The Directory service is provided to applications through the
Directory Access Protocol (DAP), which binds a Directory User Agent
(DUA) to a Directory System Agent (DSA).

Directory Service
provi ded via DAP

|

S + | S +

|
Directory User |

The DAP is an OSlI application | ayer protocol which uses the rich OS
upper-layer infrastructure. Unfortunately, the coding investment to
i npl ement the DAP is significant. As such, it is difficult to host
applications using the Directory on smaller workstations and persona
conputers

This meno details a | ocal mechani sm which has been successfully used
to separate the functionality of the DAP fromthe conplexity of

i npl enenting the DAP. That is, a split-DUA nodel is used: the DAP is
i mpl enented on an entity (the "Directory Assistant"), which resides
on a capabl e workstation or nmainframe and exports a sinpler

interface, the "Directory Assistance" (DA) protocol, to other end-
systens where the user-interface resides, termed the DA-client.

Since this mechani sm provi des assistance to applications wishing to

access the Directory, it is termed the "Directory Assistance" (DA)
service:
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1.1. An Aside

This meno docunents an al ready existing protocol, which was
originally used to provide a split-DUA nodel within the sanme host.
In the absence of detailed historical and inpl enentationa
under st andi ng, sone of the mechani sns descri bed may not appear
intuitive.

2. Pr ot ocol

The DA service operates using two TCP connections: a contro
connection, and a data connection. The control connection defines
the lifetime of an instance of the DA service; throughout this
lifetime, several data connections may be established. However, at
any given instant, between zero and one data connections will be in
pr ogr ess.
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The DA service is provided by the "Directory Assistant”, which
consists of two entities: a DA-server, which nanages the contro
connection; and, a DAP-listener, which responds to comands on the
data connection. The DA-server oversees the behavior of the DAP-
|istener.

2.1. Control Connection

Data sent over the control connection consists of a series of
transactions. NVT-ASCI| is used to express these transactions. Each
transacti on consists of the client sending a directive--a |line of
text termnated by CR-LF; the DA-server returns a response--a line of
text termnated by CR-LF. All responses froma DA-server start with
ei ther "+COK" or "-ERR' depending on whether the transacti on was
successf ul

2.1.1. Initialization

A DA-server listens on TCP port 411 for inconming connections. Upon
establishing a control connection, the DA-server returns a response

i ndi cati ng whet her the service has been started. |If successful, the
response contains an | P-address and a TCP port, expressed in NVT-
ASCI I, and separated by one or nore instances of the space character

This information corresponds to the TCP-endpoint that the DAP-
listener will use for the data connection

Note that the DA-server and DAP-listener need not reside at the sane
| P-address. In the future, DA-servers nay enploy a internal protoco
for | oad-bal anci ng purposes.

If the DA service can not be started, an error response is returned
and the control connection is closed.

2.1.2. Transactions

Al'l transactions with the DA-server consist of a conmand foll owed by
zero or nore argunents, separated by the space character

2.1.2.1. |INTR command
The I NTR conmand takes no argunents.

The I NTR conmmand is used to interrupt any DAP transaction
currently in progress.

The I NTR conmand al ways returns success.
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2.1.2.2. STAT conmand
The STAT conmmand takes no arguments.

The STAT conmmand is used to verify that the DAP-listener is
avai | abl e.

The STAT conmmand returns success only if the DAP-listener is
still active.

2.1.2.3. QUT comand
The QUI T conmand takes no argunents.
The QUIT command is used to terninate the DA service
The QUI T conmmand al ways returns success.

2.2. Data Connection

Data sent over a data connection consists of a single DAP-
transaction. NVT-ASCI| is used to express these transactions. Each
transacti on consists of the client sending a conmand--a |ine of text
term nated by the LF-character; the DAP-listener returns zero or nore
responses, each with a specific termnation sequence. Al responses
froma DAP-listener start with a single identifying character. |If
the character is a digit (0-9), then the termination sequence
consists of a closing the data connection; otherwise, if the
character is a lower-case letter (a-z), then the response is
interactive and is term nated by the LF-character

2.2.1. Transactions
Al'l transactions with the DAP-listener consist of a command foll owed
by zero or nore argunents, separated by the space character
Doubl e- quot es may be used to prevent separation of tokens.

The conmand set is taken fromthe DI SH program

add add a new entry

bi nd connect to the Directory
conpar e conpare entry’'s attribute
del ete delete an entry

fred back-end to FrED

list list children

nmodi fy nmodi fy an existing entry
nmodi fyrdn nmodi fy an entry’s nane
novet o nove to a position
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search search for an object
showentry show an entry

shownarne show an entry’s name

squi d status of dish

unbi nd di sconnect fromthe Directory

See [2] for a conplete list of commands and argunents.

Not e that commands and argunents are in | ower-case, and may
abbreviated to any uni que prefix.

2.2.2. Responses

There are two kinds of responses: nuneric-responses, which consist of
arbitrary text; and, letter-responses, which consist of brief text,
and expect further interaction fromthe client.

2.2.2.1. Nuneric Responses

If the response is '1', then the DAP-transaction term nated normally;
if the response is "2, then the DAP-transaction failed; if the
response is '3, then the DAP-transacti on was a search returni ng nore
than one result and one of the -hitone or -list option was sel ected
for the search; if the response is "4, then the DAP-transaction
term nated nornally and the remainder of this |line consists of the
nane of an entry (see the 'd’ Response below); if the response is
"5, then all children of an entry were found by the DAP-transaction
Once the response is conpletely sent, the DAP-listener closes the
data connecti on.

Not e that al though nuneric responses utilize ASCII, they are not
NVT-ASCII; in particular, the LF-character is used to indicate end-
of-line, rather than the CR-LF line terninati on sequence of NVT-
ASC |

2.2.2.2. 'm Response

The 'm response contains a one-line nessage which shoul d be
presented to the user.

At this point, the client returns a response consisting of ’ni
followed by the LF-character. The client should then continue
reading fromthe existing data connection.

2.2.2.3. 'y’ Response

The 'y’ response contains a yes/no question which should be presented
to the user. After querying the user, the response (either 'y or
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'n"), followed by the LF-character, should be sent to the DAP-
listener. The client should then continue reading fromthe existing
data connecti on.

2.2.2.4. ’'p’ Response

The 'p’ response contains a password-pronpt which should be presented
to the user. After querying the user, the client returns a response
consisting of 'p’ followed by the password supplied by the user

foll owed by the LF-character. The client should then continue
reading fromthe existing data connecti on.

2.2.2.5. e Response

The 'e’ response is used to ask the user to edit sonme text.
Following the 'e' character is a decimal nunber in ASCII foll owed by
the LF-character, indicating the nunber of octets that should be
presented to the user for editing (these octets may include LF-

characters).

At this point, the client returns a response consisting of a single
character followed by a LF-character. |If the character is 'e', the

edit is aborted (e.g., the text is too large), and the client should
then continue reading fromthe existing data connection

O herwi se, the DAP-listener sends the indicated nunber of octets
corresponding to the buffer that the user is to edit. After the user
edits the buffer, one of two responses should be sent.

If the user aborted the edit, the response sent to the DAP-1istener
is a single character 'e', followed by the LF-character

O herwi se, the response consists of any single character other than
i ndi cating the nunber of octets inmrediately followi ng that resulted
fromthe user-edit.

Regardl ess of the outcone, the client should then continue reading
fromthe existing data connection

2.2.2.6. |’ Response

The "I’ response contains an entry for a selection list to be
presented to the user. The formof this entry consists of two
strings separated by the '$ character, and termi nated by the LF-
character. The first string is a user-friendly nane, suitable for
display to the user; the second string is a fully-qualified

Di stingui shed Nanme in textual format.
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At this point, the client returns a response consisting of 'l
foll owed by the LF-character

The client should continue to accunul ate selection entries until an
LF-character.

At this point, the user should be asked to select one or nore of the
selection entries. After this selection, the client sends back a
response consisting of 'L’ followed by one or nore decimal nunbers in
ASCI| followed by the LF-character. The nunbers are separated by
spaces, and correspond to the entries selected by the user. (The
entry corresponding to the first I’ response is nunbered 1, etc.)

The client should then continue reading fromthe existing data
connecti on.

2.2.2.7. 'd Response

The 'd’ response contains a nane that the client nmay be interested
in. The formof this nanme consists of two strings separated by the
"$" character, and termnated by the LF-character. The first string
is a user-friendly name, suitable for display to the user; the second
string is a fully-qualified Distinguished Name in textual format.

At this point, the client returns a response consisting of 'd
followed by the LF-character. The client should then continue
reading fromthe existing data connecti on.

2.2.2.8. 'P Response

The 'P' response is used to transmt a picture to the client.
Following the 'P character is a decinmal number in ASCI| followed by
a name and then the LF-character. The decimal nunber indicates the
size of the picture. The nanme contains three strings separated by
the '$ character. The first string is the name of the attribute
corresponding to the picture, in textual format; the second string is
a user-friendly nane, suitable for display to the user; and, the
third string is a fully-qualified DistingiushedNane in textua

format.

At this point, the client returns a response consisting of a single
character followed by a LF-character. |f the character is 'P, the
picture will not be sent (e.g., the inage is too large), and the
client should then continue reading fromthe existing data
connecti on.

O herwi se, the DAP-listener sends the indicated nunber of octets
corresponding to the picture. The picture is encoded using the PBM
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format fromthe PBMPLUS package

Regardl ess of the outcome, the client should then continue reading
fromthe existing data connection

3. Exanple Interaction

In the text that follows, "S:" refers to the DA-server, "L:" refers
to the DAP-listener, "C." refers to the client talking to the DA-
server, and, "I:" refers to the client talking to the DAP-li stener.

<wait for connection on TCP port 411>

S
C. <open connection to DA-server>
L: <wait for connections>

S: +OK 192. 33.4.21 32867

| : <open connection to DAP-Ilistener>

I: bind -sinple -user "@=US@n=Manager"

L: pc=US@n=Manager

-- client asks user for password for "c=US@n=Manager"

|: psecret

L: <cl oses connection, signaling success but no response>

-- since response was null, client verifies that DAP-1listener
-- is still operating..
C. STAT
S +XK
| . <open connection to DAP-Ilistener>
I: fred -expand "@
L: 5
North America$l =North America
US$c=US

L: <cl oses connecti on>

| . <open connection to DAP-1listener>
I: fred -ufn rose, psi, us
L: 1
<fol | owed by much dat a>
L: <cl oses connection>

<open connection to DAP-1listener>

fred -ufn -list,rose, ps, us

| Hewl et t - Packard, US$c=US@=Hew et t - Packar d

I

| Performance Systens International, US$c=US@=Perfornmance..

R
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I

L: I Rutgers University, US$c=US@=Rutgers University

l: 1

L: Lps

-- client presents selection list to user asking to sel ect
-- matches for 'ps’, user selects the 2nd

I: L2

L: dManager, US$c=US@n=Manager

l: d

L: 4Marshall Rose, ... $c=US@=Perfornmance. .

<fol | owed by much dat a>
L: <cl oses connecti on>

| . <open connection to DAP-1listener>

I: fred -ufn -1ist,schoffstall, ps, us

L: 33 mmtches found.

Martin Schoffstall, ...$c=US@=Performance..
Marvin Schoffstall, ...$c=US@=Perfornance. .
Steve Schoffstall, ...$c=US@=Perfornmance. .
L: <cl oses connecti on>

C QUT

L: <stop listening for connections>

S +OK

C. <cl ose connecti on>

S. <wait for next connection>
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5. Security Considerations

Security considerations are not discussed in this nmeno.
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