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Memo fromthe Consortiumfor Slow Comotion Research (CSCR)
Status of this Meno

This RFC is in response to RFC 1216, "G gabit Network Econom cs and
Paradi gm Shifts". Distribution of this meno is unlinited.

To: Poorer Richard and Professor Kynikos
Subj ect: ULSNET BAA

From Vint Cerf/CSCR

Date: 4/1/91

The Consortiumfor Slow Commotion Research (CSCR) [1] is pleased to
respond to your research program announcenent (RFC 1216) on Utra
Low Speed Networking (ULSNET). CSCR proposes to carry out a ngjor
research and devel opnent program on | ow speed, | ow efficiency
networ ks over a period of several eons. Several designs are
suggest ed bel ow for your consideration

1. Introduction

Mlitary requirenents place a high prem umon ultra-robust systens
capabl e of supporting comrunication in extrenely hostile
environnments. A major contributing factor in the survivability of
systens is a high degree of redundancy. CSCR believes that the
system desi gns of fered bel ow exhi bit extraordi nary redundancy
features which should be of great interest to DARPA and the

Depart ment of Defense.

2. Jam Resi stant Land Mbbil e Conmuni cati ons

This systemuses a highly redundant optical conmunication technique
to achieve ultra-low, ultra-robust transmi ssion. The basic unit is
the MLA1 tank. Each tank is labelled with the nunber 0 or 1 painted
four feet high on the tank turret in yellow day-glo |um nescent
paint. Several detection nethods are under consideration

(a) A tree or sand-dune nounted forward observer (FO radios
to a reach echelon nain frane conputer the binary val ues
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of tanks noving in a serial colum. The nainfrane decodes
the binary val ues and voi ce-synt hesi zes the al phaneric
ASCl | - encoded nessages which is then radi oed back to the
FO. The FO then dispatches a runner to his unit HQw th
the message. The system design includes two redundant,
energency back-up forward observers in different trees

with a third in reserve in a foxhole.

(b) W de-area comuni cation by nmeans of overhead

reconnai ssance satellites which detect the binary signals

fromthe MLAL nobile system and downl oad this

information for processing in special US. facilities in the
Washi ngton, D.C. area. A Convection Machine [2] system

will be used to perform a codebook table | ook-up to decode
the binary nessage. The decoded nessage will be rel ayed

by norse-code over a packet neteor burst comunications

channel to the appropriate Division headquarters.

(c) An inportant inprovenent in the sensitivity of this system
can be obtained by neans of a coherent detection strategy.
Using |l ong baseline interferonetry, phase differences
anong the advancing tank colum elenents will be used to

signal a secondary nessage to sel ect anbng a set of

codebooks in the Convenction Machine. The phase anal ysis
will be carried out using Landsat inagery enhanced by

sui tabl e processing at the Jet Propul sion Laboratory. The
Landsat images (of the noving tanks) will be correlated

with SPOT | mage i mages to obtain the phase-encoded
information. The resulting data will be faxed to

Washi ngton, D.C., for use in the Convection Machine

decodi ng step. The renmainder of this process is as for (b)

above.

(d) It is proposed to use SIMNET to sinulate this system

3. Low Speed Undersea Communi cati on

Using the 16" guns of the Battleship M ssouri, a pul se-code nodul at ed
message will be transmitted via the Pacific Ccean to the Ames
Research Center in California. Using a conbination of fixed and
towed acoustic hydrophone arrays, the PCMsignal will be detected
recorded, enhanced and anal yzed both at fixed installations and

aboard undersea vessels whi ch have been suitably equi pped.

An

alternative acoustic source is to use MIAL main battle tanks firing
150 mm H. E. ordnance. It is proposed to conduct tests of this nethod

in the Persian Gulf during the sumer of 1991
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4., Jam Resi stant Underwat er Conmuni cati on

The ULS system proposed in (2) above has the weakness that it is
readily janmed by sinple depth charge expl osi ons or other sources of
acoustic noise (e.g., Analog Equi prent Corporation DUCK- TALK voi ce
synt hesi zers linked with 3,000 AMP anplifiers). An alternative is to
make use of the ultimate in jamresistance: neutrino transm ssion
For all practical purposes, alnost nothing (including several |ight-
years of lead) will stop a neutrino. There is, however, a slight
cross-section which can be exploited provided that a cubic nmle of
sea water is available for observing occasional neutrino-chlorine

i nteractions which produce a detectable photon burst. Thus, we have
the basis for a highly effective, extrenely | ow speed conmuni cati on
system for comuni cating with subnarines.

There are a few details to be worked out:

(a) the only accelerator available to us to generate neutrino
bursts is located at Batavia National Laboratory (BNL).

(b) the BNL facility can only send neutrino bursts in one
direction (through the center of the Earth) to a site near
Tierra del Fuego, Chile. Consequently, all submarines nust
be schedul ed to pass near Tierra del Fuego on a regul ar
basis to coincide with the PCM neutrino signalling from
the BNL source.

(c) the maximumrate of neutrino burst transmission is
approxi mately once every 20 seconds. This high rate can be
reduced considerably if the pwer source for the accel erator
is limted to a rate sustainable by discharging a |arge
capacitor which is trickle charged by a 2 square foot sol ar
panel nounted to face north.

5. Options for Further Reducing Effective Throughput

(a) Anti-Huffrman Coding. The nost frequent synbol is
assigned the |l ongest code, with code |l engths reducing with
synbol probability.

(b) Mnimumlikelihood decoding. The least likely
interpretation of the detected synbol is selected to
maxi m ze the probability of decoding error

(c) Firefly cryptography. A random signal (rmason jar full of
fireflies) is used to encipher the transnmtted signal by
optical combining. At the receiving site, another jar of
fireflies is used to deci pher the nessage. Since the
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correlation between the transmitting and receiving firefly
jars is essentially nil, the probability of successfu

deci pherment is quite low, yielding a very low effective
transm ssion rate.

Recursive Self-encapsulation. Since it is self-evident that
| ayered conmunication is a GOOD THI NG nore | ayers

must be better. It is proposed to recursively encapsul ate
each of the 7 layers of OSlI, yielding a 49 |ayer
communi cati ons nodel . The redundancy and

retransm ssion and fl ow control achieved by this neans
shoul d produce an extrenely | ow bandwi dth systemif,

i ndeed, any information can be transmtted at all. It is
proposed that the top level application layer utilize ASN 1
encoded in a 32 bit per character set.

Scaling. The initial MLAL tank basis for the I and nobile
conmmuni cati on systemcan be inproved. It is proposed to
reduce the effective data rate further by replacing the
tanks with shuttle |aunch vehicles. The only slower nethod
of signalling might be the use of cars on any freeway in the
Los Angel es area.

Net wor k Managenment. It is proposed to adopt the Sl ow
Net wor k Managenment Protocol (SNWP) as a standard for
ULSNET. Al standard Managenent |nfornation Base
variables will be specified in Serbo-Croatian and all
comput ations carried-out in reverse-Polish

Routing. Two alternatives are proposed:

(1) Mashed Potato Routing
(2) Airline Baggage Routing [due to S. Cargo]

The former is a scheme whereby any incoming packets are
stored for long periods of tine before forwarding. |If space
for storage becones a problem packets are conpressed by
removing bits at random Packets are then returned to the
sender. In the latter schene, packets are mslabelled at the
initial switch and randomy | abelled as they are noved

t hrough the network. A special check is nade before
forwarding to avoid routing to the actual intended
destinati on.

CSCR | ooks forward to a protracted and fruitless di scussion with you
on this subject as soon as we can figure out howto transmt the
pr oposal
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NOTES

[1]

[2]

The Consortiumwas forned 3/27/91 and includes David d ark,
John Wocl awski, and Karen Sollins/MT, Debbie Deutsch/ BBN,
Bob Braden/1SlI, Vint Cerf/CNRl and several others whose nanes
have faded into an Al zhei neri an oblivion...

Convection Machine is a trademark of Thoughtl ess Machines, Inc.,
a joint-venture of Hot-Air Associates and Air Heads International
usi ng vaporware fromthe Neural Network Corporation.

Security Considerations

Security issues are not discussed in this nmeno.
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