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Status of this Meno

Thi s RFC describes a protocol that International Business Machines
Corporation (I1BM has been inplenenting in nost of its SNMP agents to
al | ow dynam ¢ extension of supported MBs. This is an Experinental
Protocol for the Internet comunity. Discussion and suggestions for
i mprovenent are requested. Please refer to the current edition of
the "I AB Oficial Protocol Standards" for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

ABSTRACT

The Si nple Network Managenment Protocol (SNWP) [1] Distributed Program
Interface (DPl) is an extension to SNWP agents that permits end-users
to dynanically add, delete or replace managenment variables in the

| ocal Managenent Information Base w thout requiring reconpilation of
the SNVP agent. This is achieved by witing a so-called sub-agent
that communicates with the agent via the SNWP-DPI.

For the author of a sub-agent, the SNMP-DPI elininates the need to
know the details of ASN.1 [2] or SNWP PDU (Protocol Data Unit)
encodi ng/ decoding [1, 3].

This protocol has been in use within IBMsince 1989 and is included
in the SNWP agents for VM WS and OS/ 2.

Potentially useful sanple sub-agent code and inpl enentati on exanpl es
are avail able for anonymous FTP fromthe University of Toronto.

MOT1 VATI ON

The Sinple Network Managenment Protocol [1] defines a protocol that
pernmits operations on a collection of variables. This set of
variables is called the Managenent |nfornmation Base (MB) and a core
set of variables has previously been defined [4, 5]; however, the
design of the MB nakes provision for extension of this core set.
Thus, an enterprise or individual can define variables of their own
whi ch represent information of use to them An exanple of a
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potentially interesting variable which is not in the core MB would
be CPU utilization (percent busy). Unfortunately, conventional SNW
agent inplenmentations provide no neans for an end-user to nake
avai |l abl e new vari abl es.

The SNWVP DPI addresses this issue by providing a |ight-weight
mechani sm by which a process can register the existence of a MB
variable with the SNWP agent. Wen requests for the variable are
received by the SNWP agent, it will pass the query on to the process
acting as a sub-agent. This sub-agent then returns an appropriate
answer to the SNWP agent. The SNWP agent eventually packages an SNWP
response packet and sends the answer back to the renpte network
managenent station that initiated the request.

None of the renpte network managenent stations have any know edge
that the SNMP agent calls on other processes to obtain an answer. As
far as they can tell, there is only one network managenent
application running on the host.

THEORY OF OPERATI ON
CONNECT!I ON ESTABLI SHVENT

Conmruni cati on between the SNWP Agent and its clients (sub-agents)
takes place over a stream connection. This is typically a TCP
connection, but other streamoriented transport nechani sns can be
used. As an exanple, the VM SNWP agent allows DPlI connections over

| UCV (I nter-User Conmunications Vehicle) [6, 7]. Oher than the
connection establishment procedure, the protocol used is identical in
t hese environnents.

REG STRATI ON

Regardl ess of the connection-oriented transport mechani smused, after
establishing a connection to the SNVWP agent, the sub-agent registers
the set of variables it supports. Finally, when all the variable

cl asses have been registered, the sub-agent then waits for requests
fromthe SNWMP agent or generates traps as required.

DPI ARCH TECTURE
There are three requests that can be initiated by the SNV agent:
CET, GET-NEXT and SET. These correspond directly to the three SNW
requests that a network nmanagenent station can nmake. The sub-agent
responds to a request with a RESPONSE packet .

There are currently two requests that can be initiated by a sub-
agent: REQ STER and TRAP.
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| |
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| | | Get/ Set | [----------- >| | or
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| TCP/IP Iayers, | | | | | |
| Kernel | | [<---o-m---- | | |
* * *

Figure 1. SNWP DPlI overvi ew
Remarks for Figure 1:

o The SNMP agent communi cates with the SNVP nanager via the
standard SNWP pr ot ocol

o] The SNWVP agent communi cates with the TCP/IP | ayers and kerne
(operating systenm) in an inplenentation-dependent nmanner. It
potentially inplenents the standard MB view in this way.

o] An SNWP sub-agent, running as a separate process (potentially
even on anot her machine), can register objects with the SNW
agent.

o] The SNWVP agent will decode SNWP Packets. |[If such a packet
contains a Get/Get Next or Set request for an object registered
by a sub-agent, it will send the request to the sub-agent via
the correspondi ng query packet.

o] The SNWVP sub-agent sends responses back via a RESPONSE packet .

0 The SNWVP agent then encodes the reply into an SNVP packet and
sends it back to the requesting SNV manager

o} If the sub-agent wants to report an inportant state change, it
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sends a TRAP packet to the SNWP agent, which will encode it
into an SNVP trap packet and send it to the nanager(s).

SNWP DPI PROTOCOL

This section describes the actual protocol used between the SNW
agent and sub-agents. This information has not previously been
publ i shed.

CONNECT!I ON ESTABLI SHVENT

In a TCP/IP environment, the SNMP agent listens on an arbitrary TCP
port for a connection request froma sub-agent. It is inportant to
realize that a well-known port is not used: every invocation of the
SNMP agent will potentially result in a different TCP port being
used.

A sub-agent needs to determine this port nunber to establish a
connection. The sub-agent |earns the port nunber fromthe agent by
sending it one conventional SNWP get-request PDU. The port nunber
is maintained by the SNVP agent as the object whose identifier is
1.3.6.1.4.1.2.2.1.1.0; this variable is registered under the |BM
enterprise-specific tree. The SNWP agent replies with a conventiona
SNWP response PDU that contains the port nunber to be used. This
response i s exam ned by the sub-agent and the port nunber is
extracted. The sub-agent then establishes the connection to the
specified port.

On the surface, this procedure appears to nean that the sub-agent
nmust be able to create and parse SNWP packets, but this is not the
case. The DPlI Application ProgramInterface (API) has a library
routine, query_DPl_port(), which can be used to generate and parse
the required SNWP packets. This routine is very small (under 100
lines of C), so it does not greatly increase the size of any sub-
agent).

For conpl et eness, byte-by-byte descriptions of the packets generated
by the SNMP DPI APl routine query_DPl_port() are provi ded bel ow.
This is probably of little interest to nost readers and reading the
source to query DPl _port() provides much of the same information

SNVP PDU TO GET THE AGENT' S DPI PORT
As noted, before a TCP connection to the SNWP agent can be made, the
sub-agent nust |earn which TCP port that the agent is |listening on

To do so, it can issue an SNMP CGET for an IBM enterprise-specific
variable 1.3.6.1.4.1.2.2.1.1.0.
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NOTE: the object instance of ".0" is included for clarity in this
docunent .

The SNWVP PDU can be constructed as shown below. This PDU nust be
sent to UDP port 161 on the host where the agent runs (probably the
sanme host where the sub-agent runs).
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| Table 1. SNWMP PDU for GET DPlI _port. This is the layout of an SNW
| PDU for GET DPI _port

B B e +
| OFFSET | VALUE | FIELD

S S o e e e e e e e e e e e e e oo - o +
| O | 0x30 | ASN. 1 header |
e e e oo e e e oo oo e e e e e e e e e eme s +
| 1 | 34 + len | pdu_l ength, see fornula bel ow |
B B e +
| 2 | Ox02 0x01 Ox00 | version (integer, |ength=1,

| | 0x04 | val ue=0), conmmunity nane |
| | | (string) |
e e e oo e e e oo oo e e e e e e e e e eme s +
| 6 | len | length of comunity name

B B e +
| 7 | comunity name | |
S S o e e e e e e e e e e e e e oo - o +
| 7 + len | Oxa0 Ox1b | SNMP GET request: |
| | | request type=0xa0l, |ength=0x1b
o e e oo o e e oo oo e e e e e e e e e e e e +
| 7 +len + 2 | Ox02 0x01 Ox01 | SNWMP request ID: integer, |
| | | length=1, 1D=1

S S o e e e e e e e e e e e e e oo - o +
| 7 +1len + 5 | Ox02 0Ox01 Ox00 | SNWP error status: integer,

| | | length=1, error=0
o e e oo o e e oo oo e e e e e e e e e e e e +
| 7 +1len + 8 | Ox02 0x01 Ox00 | SNWP index: integer, |ength=1,

| | | index=0

S S o e e e e e e e e e e e e e oo - o +
| 7 +1len + 11 | O0x30 0x10 | Varbind list, |ength=0x10 |
e e e oo e e e oo oo e e e e e e e e e eme s +
| 7 +1len + 13 | O0x30 0OxO0e | Varbind, |ength=0x0e |
B B e +
| 7 +1len + 15 | Ox06 Ox0a | Object 1D, |ength=0x0a |
S S o e e e e e e e e e e e e e oo - o +

bj ect i nstance:
1.3.6.1.4.1.2.2.1.1.0

0x00
S S o e e e e e e e e e e e e m o +
| 7 +len + 27 | 0x05 0x00 | null value, |ength=0 |
oo oo o m e e e e e e e e e e eee s +
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +

The forrmula to calculate the length field "pdu_l ength" is as follows:

pdu_length = I ength of version field and string tag (4 bytes)
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+ I ength of community length field (1 byte)
+ length of community nane (depends...)
+ I ength of SNMP GET request (29 bytes)

= 34 + length of conmunity nane
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SNVMP PDU CONTAI NI NG THE RESPONSE TO THE GET

Assumi ng that no errors occured, then the port is returned in the last 2
octets of the received packet. The format of the packet is shown bel ow

| Table 2. SNMP RESPONSE PDU for CET of Agent’'s DPl port. This is the
| | ayout of an SNMP RESPONSE PDU for GET DPlI _port |

. T N e +
| OFFSET | VALUE | FIELD

S S o e e e e e e e e e e e e m o +
| O | 0x30 | ASN. 1 header |
. . e +
| 1 | 36 + len | length, see formula bel ow
. . I rheees +
| 2 | Ox02 0x01 Ox00 | version (integer, |ength=1,

| | Ox04 | value=0), comunity name |
| | | (string) |
. . e +
| 6 | len | length of comunity name
. . e +
| 7 | comunity name | |
S S o e e e e e e e e e e e e m o +
| 7 + len | Oxa2 Ox1d | SNWMP RESPONSE

| | | request type=0xa2, |ength=0x1d
. . e ST reeee +
| 7 +len + 2 | 0x02 0x01 Ox01 | SNWP request ID: integer, |
| | | length=1, I1D=1

S S o e e e e e e e e e e e e m o +
| 7 +1len + 5 | 0x02 0Ox01 Ox00 | SNMP error status: integer,

| | | length=1, error=0
. . N 'y +
| 7 +len + 8 | 0x02 0x01 Ox00 | SNWP index: integer, |ength=1,

| | | index=0

S S o e e e e e e e e e e e e m o +
| 7 +1len + 11 | 0x30 0x12 | Varbind list, |ength=0x12 |
. . e +
| 7 +len + 13 | 0x30 0x10 | Varbind, |ength=0x10 |
. . e +
| 7 +1len + 15 | Ox06 Ox0a | Object 1D, |ength=0x0a |
S S o e e e e e e e e e e e e m o +
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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| Table 2. SNWP RESPONSE PDU for GET of Agent’s DPlI port. This is the
| | ayout of an SNMP RESPONSE PDU for GET DPI _port |

0x2b 0x06 0x01
0x04 0x01 0x02

| | Object instance:
| |

| 0x02 0x01 0x01

| |

1.3.6.1.4.1.2.2.1.1.0

0x00
S S o e e e e e e e e e e e e m o +
| 7 +len + 27 | 0x02 0x02 | integer, |ength=2
oo oo o m e e e e e e e e e e eee s +
| 7 +1len + 29 | msb Isb | port nunber (nsb, |shb) |
o e e oo o e e oo oo e e e e e e e e e e e e +
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e am o +

The fornula to calculate the length field "pdu_length" is as foll ows:

pdu_l ength = I ength of version field and string tag (4 bytes)
+ I ength of community length field (1 byte)
+ | ength of community nane (depends...)
+ | ength of SNMP RESPONSE (31 bytes)

36 + length of conmunity nane
SNMP DPI PACKET FORMATS

Each request to or response fromthe agent is constructed as a
"packet" and is witten to the stream

Each packet is prefaced with the length of the data remaining in the
packet. The length is stored in network byte order (nost significant
byte first, least significant last). The receiving side will read

t he packet by doing sonething simlar to:

unsi gned char len_bfr[2];
char *bfr;
int |len;

read(fd,len_bfr, 2);

len = len_bfr[0] * 256 + len_bfr[1];
bfr = mall oc(len);

read(fd, bfr,len);

NOTE: the above exanpl e nmakes no provisions for error handling or a

read returning |l ess than the requested anount of data. This is not a
suggest ed codi ng style.
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identifies the application protoco
The protocol ngjor

version is intended to indicate in broad terns what version of the

protocol is used. The protocol
maj or inconpatible versions of the protocol
intended to indicate increnenta

m nor version is intended to identify
The protocol release is
nodi fications to the protocol. The

constants that are valid for these fields are defined in Table 10 on

page 18

The next (common) field in all

packets is the packet type. This

field indicates what kind of packet we're dealing with (SNvP DPI GET,
CGET- NEXT, SET, TRAP, RESPONSE or REQ STER). The permtted val ues for
this field are defined in Table 11 on page 18.

T T e +
| Table 3. SNWMP DPI packet header. This header is present in all

| packets. |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| OFFSET | FIELD

N . R TS +
| O | packet length to follow (MSB) |
Fom e e e e e o oo e +
| 1 | packet length to follow (LSB) |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 2 | protocol mmjor version

N . TS +
| 3 | protocol mnor version

Fom e e e e e o oo e +
| 4 | protocol rel ease

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 5 | packet type |
N . NS +
T T e +

>From this point onwards

the contents of the packet are defined by the
protocol being used. The renainder of this section describes:

0 the structure of packets for the SNVMP DPl protocol

version 1.0.

0 The constants as defined with this version of the protocol

Carpenter & Wjnen
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REG STER

In order to register a branch in the MB tree, an SNWMP sub-agent
sends an SNWP DPI REG STER packet to the agent.

Such a packet contains the standard SNMP DPlI header plus REQ STER-
specific data, which basically is a null term nated string
representing the object IDin dotted ASN.1 notation (with a trailing
dot!).

| Table 4. SNWP DPI REG STER packet. This is the |layout of an SNWP
| DPI REG STER packet

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| OFFSET | FIELD

B TS o
| O | packet length to foll ow (MSB)

S e
| 1 | packet length to follow (LSB)

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 2 | protocol major version

B TS o
| 3 | protocol mnor version

S e
| 4 | protocol rel ease

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 5 | packet type = SNWP_DPI _REG STER

B TS o
| 6 | null term nated object ID

S e
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GET

When the SNWP agent receives a PDU containing an SNMP GET request for
a variable that a sub-agent registered with the agent, it passes an
SNMP DPlI GET packet to the sub-agent.

Such a packet contains the standard SNVP DPI header plus GET-specific
data, which is basically a null ternminated string representing the
object IDin dotted ASN. 1 notation

U
| Table 5. SNWP DPI GET packet. This is the |layout of an SNWP DPlI GET

| packet

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| OFFSET | FIELD

Fom e e e e e o oo e
| O | packet length to foll ow (MSB)

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
| 1 | packet length to follow (LSB)

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 2 | protocol major version

Fom e e e e e o oo e
| 3 | protocol mnor version

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
| 4 | protocol rel ease

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 5 | packet type = SNWP_DPI _CGET

Fom e e e e e o oo e
| 6 | null term nated object ID

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm ==
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GET- NEXT

Wien the SNMP agent receives a PDU containing an SNMP GET- NEXT
request for a variable for which a sub-agent nmay be authoritative, it
passes an SNWP DPI CET- NEXT packet to the sub-agent.

Such a packet contains the standard SNMP DPI header plus GET- NEXT-
specific data. These data take the formof two null term nated
strings. The first string represents the object IDin dotted ASN. 1
notation; the second string represents the group IDin dotted ASN. 1
not ati on.

| Table 6. SNMP DPI GET NEXT packet. This is the Iayout of an SNWP
| DPI GET NEXT packet

Fom e e e e e o oo e
| OFFSET | FIELD

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
| O | packet length to follow (MSB)

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 1 | packet length to follow (LSB)

Fom e e e e e o oo e
| 2 | protocol major version

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
| 3 | protocol mnor version

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 4 | protocol rel ease

Fom e e e e e o oo e
| 5 | packet type = SNMP_DPI _CGET_NEXT

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo
| 6 | null term nated object ID

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e
| 6 + len | null terminated group ID

Fom e e e e e o oo e
| NOTE: len=strlen(object ID)+1
e
o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm ==
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SET

When the SNWMP agent receives a PDU containing an SNVMP SET request for
a variable that a sub-agent registered with the agent, it passes an
SNMP DPI SET packet to the sub-agent.

Such a packet contains the standard SNVP DPI header plus SET specific
data, which is basically a null ternminated string representing the

object IDin ASN. 1 notation, with the type, value length and value to
be set. The permitted types for the type field are defined in Table

12 on page 19. Integer values are sent as 4-byte elenents in network
byte order (nost significant byte first, |east significant byte
| ast).
e m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e +
| Table 7. SNMP DPI SET packet. This is the layout of an SNWP DPlI SET
| packet |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| OFFSET | FIELD
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| O | packet length to follow (MSB) |
Fom e e e e e o oo e +
| 1 | packet length to follow (LSB) |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 2 | protocol mmjor version
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 3 | protocol mnor version
Fom e e e e e o oo e +
| 4 | protocol rel ease
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 5 | packet type = SNWP_DPI _SET |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 6 | null term nated object ID
Fom e e e e e o oo e +
| 6 +len | SNMP Variabl e Type Val ue
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 6 +1len + 1| Length of value (NMSB)
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 6 +1len + 2| Length of value (LSB)
Fom e e e e e o oo e +
| 6 +1len + 3| Value
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| NOTE: Ilen=strlen(object ID)+1
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
e m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e +
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RESPONSE

An SNWP sub-agent must respond to a CGET, CGET_NEXT or SET request that
it has received fromthe agent (unless it fails or has a bug). To do
so, it sends an SNMP DPI RESPONSE packet to the agent.

Such a packet contains the standard SNVP DPI header plus RESPONSE
specific data, which basically is an error_code plus (if there was no
error), the nane/type/value tuple representing the returned object.
This is described as by a string representing the object IDin ASN 1
notation, plus the type, value length and val ue of the object that
was nani pul ated. The pernmitted types for the type field are defined
in Table 12 on page 19. Integer values are sent as 4-byte el enents
in network byte order (nost significant byte first, |east significant
byte last).
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| Table 8. SNWP DPI RESPONSE packet. This is the layout of an SNWP
| DPI RESPONSE packet |

Fom e e e e e o oo e +
| OFFSET | FIELD

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| O | packet length to follow (MSB) |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 1 | packet length to follow (LSB) |
Fom e e e e e o oo e +
| 2 | protocol major version

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 3 | protocol mnor version

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 4 | protocol rel ease

Fom e e e e e o oo e +
| 5 | packet type = SNWVP_DPI _RESPONSE |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 6 | SNMP error code

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 7 | null term nated object ID

Fom e e e e e o oo e +
| 7 +len | SNMP Variabl e Type Val ue

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 7 +1len + 1| Length of value (NMSB)

S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 7 +1len + 2| Length of value (LSB)

Fom e e e e e o oo e +
| 7 +1len + 3| Value

S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| NOTE: Ilen=strlen(object ID)+1

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
e m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e +
TRAP

An SNVP sub-agent can request the agent to generate a TRAP by sending
an SNWP DPI TRAP packet to the agent.

Such a packet contains the standard SNVMP DPl header plus TRAP
specific data, which is basically the generic and specific trap code,
pl us a nanme/type/value tuple. The tuple is described by a string
representing the object IDin ASN. 1 notation, plus the type, value

| ength and val ue of the object that is being sent in the trap. The
permitted types for the type field are defined in Table 12 on page
19. Integer values are sent as 4-byte elenments in network byte order
(rmost significant byte first, least significant byte |ast).
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o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eme e +
| Table 9. SNWP DPI TRAP packet. This is the layout of an SNWP DPI |
| TRAP packet |
Fom e e e e e o oo e +
| OFFSET | FIELD |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| O | packet length to follow (MSB) |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 1 | packet length to follow (LSB) |
Fom e e e e e o oo e +
| 2 | protocol major version |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 3 | protocol mnor version |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 4 | protocol rel ease |
Fom e e e e e o oo e +
| 5 | packet type - SNWP_DPI _TRAP |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 6 | SNMP generic trap code |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 7 | SNMP specific trap code |
Fom e e e e e o oo e +
| 8 | null term nated object ID |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 8 + len | SNMP Variabl e Type Val ue |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 8 +len + 1| Length of value (MSB) |
Fom e e e e e o oo e +
| 8 +1len + 2| Length of value (LSB) |
S o s e m e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o oo +
| 8 +1len + 3| Value |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| NOTE: Ien=strlen(object ID)+1 |
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e am o +
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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CONSTANTS AND VALUES

This section describes the constants that have been defined for this
version of the SNWP DPlI Protocol

PROTOCOL VERSI ON AND RELEASE VALUES

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| Table 10. Protocol version and rel ease val ues |
o m e m e e e e e e e e e e e e emeao - e +
| FIELD | VALUE |
o e e m e e e e e e e e e e e e e e e o e e e e e e e e e e e e e oo - o +
| protocol mmjor version | 2 (SNVP DPI protocol) |
o m e e e e e e e e e eme s oo e e e e e e e e e eme s +
| protocol minor version | 1 (version 1) |
o m e m e e e e e e e e e e e e emeao - e +
| protocol rel ease | O (release 0) |
o e e m e e e e e e e e e e e e e e e o e e e e e e e e e e e e e oo - o +
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eme e +

Any ot her values are currently undefi ned.
PACKET TYPE VALUES

The packet type field can have the foll owi ng val ues:

T T e +
| Table 11. Valid values for the packet type field |
Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| VALUE | PACKET TYPE |
N e N +
| 1 | SNWP_DPI _GET |
o - e I S +
| 2 | SNWP_DPI _GET_NEXT |
Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 3 | SNWP_DPI _SET |
N e T ETN. +
| 4 | SNMP_DPI _TRAP |
o - e I S +
| 5 | SNWVP_DPI _RESPONSE |
Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 6 | SNMP_DPI _REG STER |
N e T ETN. +
T T NN TN +
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VARI ABLE TYPE VALUES

The variable type field can have the follow ng val ues:

o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Table 12. Valid values for the Value Type field

N S e T TN. +
| VALUE | VALUE TYPE |
o - T I e +
| O | text representation

Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 129 | nunber (integer)

N S e T ETN. +
| 2 | octet string

o - e I S +
| 3 | object identifier

Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 4 | enpty (no val ue) |
N e . +
| 133 | internet address

o - T I e +
| 134 | counter (unsigned)

Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 135 | gauge (unsigned) |
N S e T ETN. +
| 136 | time ticks (1/100ths seconds)

o - e I S +
| 9 | display string

Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

NOTE: Fields which represent values that are stored as a 4-byte
integer are indicated by ORing their base type value with 128.

Error Code Val ues for SNWP Agent Detected Errors

The error code can have one of the foll owi ng val ues:
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e .. +
| Table 13. Valid values for the SNWP Agent M nor Error Code field
o - e e~ +
| VALUE | SNWMP AGENT ERRCR CODE

Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| O | no error

N e N +
| 1 | too big |
o - T e +
| 2 | no such nane |
Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 3 | bad val ue

N e N +
| 4 | read only

o - T I S +
| 5 | general error |
Fomm - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

SNVP DPI APPLI CATI ON PROGRAM | NTERFACE
This section docunents an APl that inplenents the SNMP DPI. This
i nformati on has been previously published [6, 8], but the information
provided below is nore current as of May 14, 1991

OVERVI EW OF REQUEST PROCESSI NG

GET PROCESSI NG

A CET request is the easiest to process. Wen the DPlI packet is
parsed, the parse tree holds the object ID of the variable being
request ed.

If the specified object is not supported by the sub-agent, it would
return an error indication of "no such nane". No nane/type/val ue
i nformati on would be returned.

unsi gned char *cp

cp = nkDPI response( SNMP_NO _SUCH NAME, 0) ;
If the object is recognized, then the sub-agent creates a parse tree
representing the nane/typel/value of the object in question (using the

DPI APl routine nkDPlset()), and returns no error indication. This
is demonstrated below (a string is being returned).
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char *obj id;

unsi gned char *cp
struct dpi _set_packet *ret_val ue;
char *dat a;

/* obj id = object ID of variable, like 1.3.6.1.2.1.1.1 */

/* should be identical to object ID sent in get request */

data = "a string to be returned"

ret _val ue = nkDPI set (obj _i d, SNMP_TYPE_STRI NG
strlen(data)+1, dat a);

cp = nkDPIresponse(0, ret_val ue);

SET PROCESSI NG

Processing a SET request is only slightly nore difficult than a GET
request. In this case, additional information is nmade available in
the parse tree, nanely the type, length and value to be set.

The sub-agent nmay return an error indication of "no such name" if the
variable is unrecogni zed, just as in a GET request. |If the variable
is recogni zed, but cannot be set, an error indication of "no such
nane" should be also be returned, although it is tenpting to return a
"read only" error.

GET NEXT PROCESSI NG

CET- NEXT requests are the nost conplicated requests to process.
After parsing a GET-NEXT request, the parse tree will contain two
paraneters. One is the object 1D on which the GET-NEXT operation is
bei ng perforned. The senmantics of the operation are that the sub-
agent is to return the nane/type/value of the next variable it
supports whose nane | exicographically follows the passed object ID

It is inmportant to realize that a given sub-agent may support severa
di sconti guous sections of the MB tree. 1In such a situation it would
be incorrect to junp fromone section to another. This problemis
correctly handl ed by exam ning the second paraneter which is passed.
This paraneter represents the "reason" why the sub-agent is being
called. It holds the prefix of the tree that the sub-agent had
indicated it supported.

If the next variable supported by the sub-agent does not begin wth
that prefix, the sub-agent nust return an error indication of "no
such name". If required, the SNMP agent will call upon the sub-agent
again, but pass it a different group prefix. This is illustrated in
t he di scussi on bel ow
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Assunme there are two sub-agents. The first sub-agent registers two
di stinct sections of the tree, Aand C. In reality, the sub-agent
supports variables A 1 and A 2, but it correctly registers the

m nimal prefix required to uniquely identify the variable class it
supports.

The second sub-agent registers a different section, B, which appears
bet ween the two sections registered by the first agent.

If a renote managenent station begins dunping the MB, starting from
A, the follow ng sequence of queries would be perforned:

Sub-agent 1 gets call ed:
get-next (AA == A1l
get-next (A 1, A A 2
get - next (A. 2, A) rror(no such nane)

Sub-agent 2 is then call ed:
get-next(A.2,B) = B. 1
get-next(B.1,B) = error(no such nane)

Sub-agent 1 gets called again:
get-next(B.1,C) =C1

REG STER REQUESTS

A sub-agent nust register the variables it supports with the SNW
agent. The appropriate packets may be created using the DPlI AP
library routine nkDPlregister().

unsi gned char *cp
cp = nkDPlregister("1.3.6.1.2.1.1.2.");
NOTE: object IDs are registered with a trailing dot (".").

TRAP REQUESTS

A sub-agent can request that the SNVP agent generate a trap for it.
The sub-agent nust provide the desired values for the generic and
specific paraneters of the trap. It may optionally provide a
nane/type/ val ue paraneter that will be included in the trap packet.
The DPI APl library routine nkDPItrap() can be used to generate the
requi red packet.
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DPI APl LI BRARY ROUTI NES
This section docunments Application ProgramlInterfaces to the DPI
QUERY_DPI _PORT()

int port;
char *hostnane, *comunity_nane;

port = query_DPl _port(hostnane, conmmunity_nane);

The query_DPlI _port() function is used by a DPI client to deternine
what TCP port nunber is associated with the DPI. This port nunber is
needed to connect() to the SNMP agent. |f the port cannot be
determined, -1 is returned.

The function is passed two argunents: a string representing the
host’s nanme or | P address and the comunity nane to be used when
maki ng the request.

This function enables a DPl client to "bootstrap" itself. The port
nunber is obtained via an SNVMP GET request, but the DPI client does
not have to be able to create and parse SNMP packets--this is al
done by the query DPI _port() function

NOTE: the query_DPl_port() function assunmes that the community nane
does not contain any null characters. |If this is not the case, use
the _query DPlI _port() function which takes a third paraneter, the

| ength of the community nane.

MKDPI REG STER
#i ncl ude "snnp_dpi . h"

unsi gned char *packet;
int |en;

/* register sysDescr variable */
packet = nkDPlregister("1.3.6.1.2.1.1.1.");

|l en = *packet * 256 + *(packet + 1);
len += 2; /* include length bytes */

The nkDPlregister() function creates the necessary register-request
packet and returns a pointer to a static buffer holding the packet
contents. The null pointer (0) is returned if there is an error
detected during the creation of the packet.
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The I ength of the renmi nder packet is stored in the first two bytes
of the packet, as denonstrated in the exanpl e above.

NOTE: object identifiers are registered with a trailing dot (".").

MKDPI SET

#i ncl ude "snnp_dpi . h"

struct dpi _set_packet *set_val ue;

char *obj id;

int type, length;

char *val ue;

set _val ue = nkDPI set (obj _id, type, |length, value);

The nkDPI set () function can be used to create the portion of a parse
tree that represents a nanme/value pair (as would be normally be

returned in a response packet). It returns a pointer to a
dynanically allocated parse tree representing the name/type/val ue
information. |If there is an error detected while creating the parse

tree, the null pointer (0) is returned.

The val ue of type can be one of the follow ng (which are defined in
the include file "snnp_dpi.h"):

SNVP_TYPE_NUMBER
SNVP_TYPE_STRI NG
SNVP_TYPE_OBJECT
SNVP_TYPE_| NTERNET
SNVP_TYPE_COUNTER
SNVP_TYPE_GAUGE
SNVP_TYPE_TI CKS

OO0OO0O0OO0OO0OOo

The val ue paraneter is always a pointer to the first byte of the
obj ect’ s val ue.

NOTE: the parse tree is dynanically allocated and copi es are made of
the passed paraneters. After a successful call to nkDPlset(), they
can be disposed of in any manner the application chooses w thout
affecting the parse tree contents.
MKDPI RESPONSE
#i ncl ude "snnp_dpi . h"

unsi gned char *packet;
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i nt error_code;
struct dpi_set packet *ret_val ue;

packet = nkDPIresponse(error_code, ret_val ue);

|l en = *packet * 256 + *(packet + 1);
len += 2; /* include length bytes */

The nkDPIresponse() function creates an appropriate response packet.
It takes two paraneters. The first is the error code to be returned.
It may be O (indicating no error) or one of the follow ng (which are
defined in the include file "snnp_dpi.h"):

SNVP_NO_ERRCR
SNVP_TOO BI G
SNVP_NO_SUCH_NANE
SNVP_BAD_VALUE
SNVP_READ ONLY
SNWP_GEN_ERR

OO0OO0OO0O0O0

If the error code indicates no error, then the second paraneter is a
pointer to a parse tree (created by nkDPl set()) which represents the
nane/type/ val ue information being returned. |If an error is

i ndi cated, the second paraneter is passed as a null pointer (0).

If the packet can be created, a pointer to a static buffer containing
the packet contents is returned. This is the same buffer used by
nkDPlIregister(). If an error is encountered while creating the
packet, the null pointer (0) is returned.

The I ength of the renmi nder packet is stored in the first two bytes
of the packet, as denonstrated in the exanpl e above.

NOTE: nkDPI response() always frees the passed parse tree.
MKDPI TRAP
#i ncl ude "snnp_dpi . h"
unsi gned char *packet;

int generic, specific;
struct dpi _set packet *ret_val ue;

packet = nkDPltrap(generic, specific, ret_value);

|l en = *packet * 256 + *(packet + 1);
len += 2; /* include length bytes */
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The nkDPItrap() function creates an appropriate trap request packet.
The first two paranmeters correspond to to value of the generic and
specific fields in the SNWP trap packet. The third field can be used
to pass a name/value pair to be provided in the SNWP trap packet.
This information is passed as the set-packet portion of the parse
tree. As an exanple, a linkDown trap for interface 3 m ght be
generated by the foll ow ng:

struct dpi_set_packet *if_index_val ue;
unsi gned | ong dat a;

unsi gned char *packet;

int |en;

data = 3; /* interface nunber = 3 */

if_index value = nkDPlIset("1.3.6.1.2.1.2.2.1.1", SNWP_TYPE_NUMBER,
si zeof (unsi gned | ong), &data);

packet = nkDPltrap(2, 0, if_index_val ue);

|l en = *packet * 256 + *(packet + 1);

len += 2; /* include length bytes */

write(fd, packet,len);

If the packet can be created, a pointer to a static buffer containing
the packet contents is returned. This is the sanme buffer used by
nkDPIregister(). If an error is encountered while creating the
packet, the null pointer (0) is returned.

The I ength of the renai nder packet is stored in the first two bytes
of the packet, as denonstrated in the exanpl e above.

NOTE: nkDPItrap() always frees the passed parse tree.
PDPI PACKET

#i ncl ude "snnp_dpi . h"

unsi gned char *packet;

struct snnp_dpi _hdr *hdr;

hdr = pDPI packet ( packet)
The pDPI packet () function parses a DPl packet and returns a parse
tree representing its contents. The parse tree is dynamcally
al | ocated and contains copies of the information within the DP
packet. After a successful call to pDPlpacket(), the packet may be
di sposed of in any manner the application chooses without affecting

the contents of the parse tree. |If an error is encountered during
the parse, the null pointer (0) is returned.
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NOTE: the relevant parse tree structures are defined in the include

file "snnp_dpi.h", and that file remains the definitive reference

The root of the parse tree is represented by a snnp_dpi _hdr
structure:

struct snnp_dpi _hdr {
unsi gned char proto_ngjor;
unsi gned char proto_m nor
unsi gned char proto_rel ease;

unsi gned char packet type;

uni on {
struct dpi _get packet *dpi _get;
struct dpi _next_packet *dpi _next;
struct dpi_set_packet *dpi _set;
struct dpi _resp_packet *dpi _response;
struct dpi _trap_packet *dpi _trap;

} packet _body;

The field of inmediate interest is packet _type. This field can have
one of the follow ng values (which are defined in the include file

"snnp_dpi . h"):

o SNWP_DPl_GET
o  SNVP_DPI _GET_NEXT
o SNWP_DPI_SET

The packet _type field indicates what request is being nade of the DP
client. For each of these requests, the renainder of the packet body
will be different.

If a get request is indicated, the object ID of the desired variable
is passed in a dpi_get_packet structure:

struct dpi _get packet {
char *object id;
s

A get-next request is simlar, but the dpi_next_packet structure also
contains the object ID prefix of the group that is currently being
traversed

struct dpi _next_packet {
char *object _id;
char *group_id;

b
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If the next object whose object ID |exicographically follows the
object ID indicated by object id does not begin with the suffix

i ndi cated by group_id, the DPI client nust return an error indication
of SNMP_NO _SUCH_NAME

A set request has the nobst anount of data associated with it and this
is contained in a dpi_set packet structure:

struct dpi_set_packet {
char *obj ect _i d;
unsi gned char type;
unsi gned short val ue_ | en
char *val ue;

s

The object ID of the variable to be nodified is indicated by
object_id The type of the variable is provided in type and nmay have
one of the follow ng val ues:

SNVP_TYPE_NUMBER
SNVP_TYPE_STRI NG
SNVP_TYPE_OBJECT
SNVP_TYPE_EMPTY
SNVP_TYPE_| NTERNET
SNVP_TYPE_COUNTER
SNVP_TYPE_GAUGE
SNVP_TYPE_TI CKS

OO0OO0OO0O0OO0OO0Oo

The Il ength of the value to be set is stored in value_|en and val ue
contains a pointer to the val ue.

NOTE: the storage pointed to by value will be reclai mred when the
parse tree is freed. The DPI client nust make provision for copying
the val ue contents.
FDPI PARSE

#i ncl ude "snnp_dpi . h"

struct snnp_dpi _hdr *hdr;

f DPI par se( hdr);
The routine fDPlparse() frees a parse tree previously created by a
call to pDPlIpacket This routine is declared as void--it has no return

val ue.

NOTE: after calling fDPlparse(), no further references to the parse
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tree can be nade.
AGENT | MPLEMENTATI ON | SSUES

Al t hough the SNMP DPI protocol is conpletely docunented in this
paper, the docunent itself is sonewhat biased towards clearly
defining the interface provided to sub-agents (i.e., it provides a
specification of a C language API). This detailed coverage is
possi bl e because the client side of the interface is conpletely
sel f-cont ai ned

The agent side of the interface has to be integrated into individua
vendor inplenmentations, nmany of which nmay have a uni que

organi zational structure in an attenpt to address various perfornance
and storage constraints. This makes it infeasible to provide nuch
nmore t han suggestions for SNVP agent inplenmenters. Unfortunately,
this |l eaves roomfor a large anmount of interpretation which can |ead
to inplenentations that don't necessarily work they way they shoul d-
-too nuch anbiguity can be a bad thing.

The followi ng characteristics of an agent inplenentation are to be
consi dered mandat ory:

DUPL| CATE REG STRATI ONS

Wth this release of the protocol, order of registrationis
significant. The |last sub-agent to register a variable is the one
that is deened to be authoritative. Variables inplenmented by the
base SNMP agent are considered to have been registered prior to any
sub-agent registrations. Thus sub-agents nmay re-inpl enent support
for variables that were incorrectly inplenented by a vendor

AUTOVATI C DEREG STRATI ON ON CLGCSE
Al'l SNVP DPI connections are carried over a stream connection. Wen
the connection is closed by the client (no matter what the cause),
the agent nust autonatically unregister all of the variables that
were regi stered by the sub-agent.

TI MELY RESPONSE CONSTRAI NTS

A sub-agent nust respond to a request in atinely fashion. 1In this
versi on of the protocol, we specify that a sub-agent nust respond to
a request by the SNWP agent within 5 seconds. |f the sub-agent does

not respond in tinme, the SNWP agent should term nate the connection
and unregister all of the variables that were previously registered
by the sub-agent in question
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NOTE: agent inplenentations that do not have access to a tiner nay
not be able to inplenent this. |In that case, they |eave thensel ves
open to being placed in a state where they are bl ocked forever if the
sub- agent mal functi ons.

SUPPORT FOR MULTI PLE M B VI EVW6

Some agents allow different MB views to be selected based on the
community nane used. It is not the intention of this docunment to
pass judgenent on the various approaches that have been proposed or
i npl ement ed, but instead nerely to recogni ze the exi stence of

i npl enent ations that support this feature

The point of this discussion is to specify clearly that objects
supported by an SNMP DPlI sub-agent are to be registered under the MB
view that was sel ected by the conmunity nane used in the SNMP GET
request that obtained the DPI_port val ue.

The SNWVP DPI does not specify a reserved port, but instead sub-agents
bootstrap thensel ves by nmaki ng an SNVP GET request for the DPI_port
variable. This variable represents the TCP port to which the sub-
agent should connect. It should be understood that there is no
reason why the SNVMP agent cannot have several |istens (passive opens)
active, each corresponding to a distinct MB view. The port nunber
returned then would be different based on the comunity nane used in
the SNWMP GET request for the DPlI_port variable.

CONSI DERATI ONS FOR THE NEXT RELEASE
The SNWVP DPI protocol nakes provision for extension and parallel use
of potentially inconpatible releases. The discussion above docunents
the protocol as it is currently in use and has not discussed features
of interest that should be considered for a future revision
UNREQ STER
For closure, an UNREQ STER request could be of use.
SUPPORT FOR ATOM C SETS
The SNWVP protocol [1] specifies that:
Each vari abl e assi gnment specified by the Set Request-PDU shoul d be
effected as if simultaneously set with respect to all other

assignnents specified in the same nessage.

The SNWVP DPI has no provision for backing out a successfully
processed SET request if one of the subsequent variabl e assignnents
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This omission is a reflection of several biases:

the SNVP DPI was intended to be |ight-weight.

a belief that the SNMP RFC prescribes semantics which are infeasible

to

i mpl enent unl ess the range of applications is restricted.

It has been suggested that a new request, TEST SET, be added to the

DPI protocol. Processing of a SET request would then be perfornmed as
fol |l ows:
o} all variabl es woul d be processed using TEST_SET unl ess any error

occurred. The subagents would verify that they could process the
request.

i f

no error occurred, each of the variables would be reprocessed,

this time with a SET request.

A problemw th such an approach is that it relies on the TEST_SET
operation to nmake an assertion that the request can be successfully
performed. |If this is not possible, then it cannot be asserted that
the prescribed semantics will be provided. Such situations do exist,
for exanple, a SET request that causes the far-end channel service
unit to be | ooped up--one does not know if the operation will be
successful until it is perforned.

SAMPLE SNWVP DPI APl | MPLEMENTATI ON

The follow ng C | anguage sources show an exanpl e inplenmentation of
the SNVP DPI Application Programming Interface as it would be exposed
to the sub-agents.

SAMPLE SNWP DPI | NCLUDE FI LE

/* SNWVP

#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i

/* SNWP

ne
ne
ne
ne
ne
ne

ne
ne
ne

di stributed programinterface */
SNWP_DPI _GET 1
SNMP_DPI _GET_NEXT 2
SNVP_DPI _SET 3
SNVP_DPI _TRAP 4
SNVP_DPI _ RESPONSE 5
SNVP_DPI _REG STER 6
SNVP_DPI _ PROTOCOL 2
SNMP_DPI _VERSI ON 1
SNVP_DPI _RELEASE 0

error codes from RFC 1098 (1067) */
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#defi ne SNMP_NO ERROR
#define SNVP_TQOO BI G
#defi ne SNMP_NO_SUCH_NAME
#defi ne SNMP_BAD VALUE
#defi ne SNMP_READ ONLY
#defi ne SNMP_GEN_ERR

gabhwNEF,O

/* variable types */

#defi ne SNMP_TYPE_TEXT 0 /* textual representation */
#defi ne SNMP_TYPE_NUMBER (128] 1) /* nunber */

#defi ne SNMP_TYPE_STRI NG 2 /* text string */

#defi ne SNVP_TYPE _OBJECT 3 /* object identifier */
#defi ne SNVP_TYPE EMPTY 4 /* no value */

#defi ne SNVP_TYPE | NTERNET (128|5) /* internet address */
#defi ne SNVP_TYPE_COUNTER (128|6) /* counter */

#defi ne SNVP_TYPE_GAUGE (128|7) /* gauge */

#defi ne SNVP_TYPE_TI CKS (128|8) /* time ticks (1/100th sec) */
#defi ne SNVP_TYPE_ MASK ox7f /* mask for type */

struct dpi_get_packet {
char *obj ect _i d;
i

struct dpi _next packet {
char *obj ect i d;
char *group_i d;

s

struct dpi_set packet {
char *obj ect i d;
unsi gned char type;
unsi gned short value_len
char *val ue;

H

struct dpi_resp_packet {
unsi gned char ret _code;
struct dpi_set_packet *ret _dat a;

struct dpi _trap_packet {
unsi gned char generi c;
unsi gned char speci fic;
struct dpi_set_packet *i nf o;

struct snnp_dpi _hdr {
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unsi gned char
unsi gned char
unsi gned char

unsi gned char
uni on {
struct
struct
struct

SNVP- DP

proto_mmj or;
proto_m nor;
proto_rel ease

packet _type

dpi _get packet
dpi _next packet
dpi _set _packet
dpi _resp_packet
dpi _trap_packet

unsi gned char *nkM Bquery();
unsi gned char *nkDPIregister();
unsi gned char *nkDPI response();
unsi gned char *nkDPI trap();

struct
struct
} packet _body;
}s
extern
extern void fDPlparse();
extern
extern
extern
extern
extern

SAMPLE QUERY_DPI _PORT() FUNCTI ON

#i

#i
#i
#i
#i
#i
#i
#i
#i

fdef VM

ncl ude <mani f est. h>
ncl ude <snnp_vm h>
ncl ude <bsdti ne. h>
ncl ude <bsdtypes. h>
ncl ude <socket. h>
ncl ude <in. h>

ncl ude <net db. h>
ncl ude <inet. h>

#el se

#i

ncl ude <sys/tine. h>

*dpi _get;
*dpi _next;
*dpi _set;
*dpi _response;
*dpi _trap;

struct snnp_dpi _hdr *pDPI packet ();

struct dpi_set_packet *nkDPlset();

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#i ncl ude <netinet/in.h>
#i ncl ude <netdb. h>

#i ncl ude <arpa/inet. h>
#endi f

static unsigned char asnl_hdr[]
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/* insert length of renmining packet, not including this */
static unsigned char version[] = {0x02, 0x01, 0x00, 0x04};

/* integer, len=1, value=0, string */

/* insert comunity name |ength and comunity name */

static unsigned char request[] = {
Oxa0, Ox1b, /* get request, |en=0x1lb */
0x02, 0x01, 0xO01, /* integer, len=l,request _id =1 */
0x02, 0x01, 0xO00, /* integer, len=l, error_status = 0 */
0x02, 0x01, 0xO00, /* integer, len=l, error_index = 0 */

0x30, 0x10, /* varbind list, |en=0x10 */
0x30, OxOe, /* varbind , |en=0x0e */
0x06, 0x0a, /* object ID 1|en=0x0a */
0x2b, 0x06, 0x01, 0x04, 0x01, 0x02, 0x02, 0x01, 0x01, 0xO00,
0x05, 0x00 /* value, len =0 */

b

static extract DPI_port();

query_ DPI port (hosthname, conmunity_ nane)

char *host name

char *conmmuni ty_nane;

{
i nt conmunity | en
i nt rc;

community len = strlen(conmunity_nane);

rc = _query_DPl_port(hostnanme, conmunity_name, conmunity_ | en);
return (rc);

}

/* use if community_nanme has enbedded nulls */

_query_DPI _port (hostnanme, conmmunity_nanme, conmunity_ I en)
char *host namne;

char *communi ty_nane;
i nt conmunity | en
{
unsi gned char packet [ 1024];
i nt packet | en
i nt remai ning | en
i nt fd, rc, sock len

struct sockaddr _in sock, dest_sock
struct timeval tineout;

unsi gned | ong host _addr, read_mask;
i nt tries;
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host _addr = | ookup_host (host nane) ;

packet |en = 0;

bcopy(asnl_hdr, packet, sizeof(asnl_hdr));
packet | en += sizeof (asnl_hdr);

remaining len = sizeof(version) + 1 +
community |l en + sizeof(request);

packet [ packet _len++] = remaining len & Oxff;
bcopy(version, packet + packet_I|en, sizeof(version));
packet | en += sizeof (version);

packet [ packet |l en++] = comunity |len & Oxff;
bcopy(community nane, packet + packet len, community |en);
packet _|en += conmunity_I en;

bcopy(request, packet + packet_I|en, sizeof(request));
packet | en += sizeof (request);

fd = socket (AF_I NET, SOCK_DGRAM 0);
if (fd <0) {
return (-1);

bzero(&sock, sizeof(sock));
sock.sin_famly = AF_| NET;
sock.sin_port = 0;

sock. sin_addr.s_addr = O;

rc = bind(fd, &sock, sizeof(sock));
if (rc <0

return (-1);

timeout.tv_sec = 3;

tinmeout.tv_usec = 0;

bzero(&dest sock, sizeof (dest_sock));
dest _sock.sin_famly = AF_I NET

dest _sock.sin_port = htons(161);

dest _sock.sin_addr.s_addr = host_addr;

tries = 0;
while (++tries < 4) {
rc = sendto(fd, packet, packet len, 0, &dest sock
si zeof (dest _sock));

read_mask = 1 << fd;
rc = select(read_mask + 1, & ead_nask, 0, 0, &tineout);
if (rc <= 0)

conti nue;
sock | en = sizeof (dest_sock);
packet | en = recvfron(fd, packet, sizeof(packet), O,

&dest _sock, &sock_len);

if (packet_len <= 0) {

return (-1);
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rc = extract_ DPl _port (packet, packet |en);
return (rc);

return (-1);

}
static extract _DPl _port (packet, |en)
unsi gned char packet[];
i nt | en;
o
i nt of f set;
i nt port;
/* should do error checking (like for noSuchName) */
offset = len - 2;
port = (packet[offset] << 8) + packet[offset + 1];
return (port);
}
SAMPLE DPlI FUNCTI ONS
/* DPl parser */
#i fdef VM
#i ncl ude "manifest.h"
#endi f
#i ncl ude "snnp_dpi . h"
static struct dpi _get packet *pDPlget();
static struct dpi_next_packet *pDPl next();
static struct dpi_set_ packet *pDPlset();
static struct dpi_trap_packet *pDPltrap();
static struct dpi_resp_packet *pDPIresponse();
static void fDPI get () ;
static void f DPI next () ;
static void fDPl set ();
static void fDPItrap();
static void f DPI response();
static int cDPI get () ;
static int cDPI next () ;
static int cDPI set ();
static int cDPl trap();
static int cDPI r esponse() ;
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static struct snnp_dpi _hdr *nkDPI hdr () ;
static struct dpi_get packet *nkDPI get();
static struct dpi_next_packet *nkDPlnext();
struct dpi_set_packet *nkDPlset();

extern char *mal | oc();

static unsigned char new_packet[1024];
static int packet | en;

struct snnp_dpi _hdr *pDPlI packet ( packet)
unsi gned char *packet;

{

struct snnp_dpi _hdr *hdr;
i nt | en, offset;

May 1991

hdr = (struct snnp_dpi _hdr *) nmall oc(sizeof(struct snnmp_dpi _hdr));

if (hdr == 0)
return (0);

Il en = (packet[0] << 8) + packet[1];
len += 2;
of fset = 2;
hdr - >prot o_maj or = packet[ of f set ++];
hdr - >prot o_mi nor = packet[ of f set ++];
hdr - >prot o_rel ease = packet[of fset ++];
hdr - >packet _type = packet[ of f set ++];
swi tch (hdr->packet type) {
case SNWP_DPI _GET
case SNWP_DPI _REG STER:
hdr - >packet _body. dpi _get =
pDPI get (packet + offset, len - offset);
br eak;
case SNMP_DPI _GET_NEXT
hdr - >packet _body. dpi _next =
pDPI next (packet + offset, len - offset);
br eak;
case SNMP_DPI _SET:
hdr - >packet _body. dpi _set =
pDPI set (packet + offset, len - offset);
br eak;
case SNMP_DPI _TRAP
hdr - >packet _body. dpi _trap =
pDPI trap(packet + offset, len - offset);
br eak;
case SNWVP_DPI _RESPONSE:
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hdr - >packet _body. dpi _response =
pDPI response( packet + offset, len - offset);
br eak;

}
return (hdr);
}

static struct dpi_get packet *pDPlget(packet, |en)
unsi gned char *packet;

i nt | en;

{
struct dpi _get packet *get;
i nt l;
get = (struct dpi_get packet *)

mal | oc(si zeof (struct dpi _get_packet));
if (get == 0)
return (0);

| = strlen(packet) + 1;
get->object _id = nalloc(l);
strcpy(get->object _id, packet);
return (get);

}

static struct dpi_next_packet *pDPl next (packet, |en)
unsi gned char *packet;
i nt | en;
{
struct dpi _next_packet *next;
i nt l;
unsi gned char *cp

next = (struct dpi_next_packet *)
mal | oc(si zeof (struct dpi_next _packet));

if (next == 0)

return (0);
cp = packet;
| = strlen(cp) + 1;
next->object_id = malloc(l);
strcpy(next->object_id, cp);
cp +=1;
| = strlen(cp) + 1;
next->group_id = malloc(l);
strcpy(next->group_id, cp);
return (next);

}

static struct dpi_set packet *pDPlset(packet, |en)
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unsi gned char *packet;

i nt | en;

{
struct dpi_set_packet *set;
i nt l;
unsi gned char *cp

if (len == 0)
return (0); /* nothing to parse */
set = (struct dpi_set packet *)
mal | oc(si zeof (struct dpi _set_packet));

if (set == 0)
return (0);
cp = packet;

| = strlen(cp) + 1;
set->object_id = malloc(l);
strcpy(set->object _id, cp);
cp +=1;

set->type = *(cp++);

I = (*(cptt) << 8);

| += *(cp++);
set->value len = 1;
set->value = malloc(l);
bcopy(cp, set->value, |);
return (set);

}

static struct dpi_trap_packet *pDPltrap(packet, |en)
unsi gned char *packet;
i nt | en;

{
struct dpi _trap_packet *trap;

trap = (struct dpi_trap_packet *)
mal | oc(si zeof (struct dpi _trap_packet));
if (trap == 0)
return (0);

trap->generic = *packet;

trap->specific = *(packet + 1);

trap->info = pDPl set (packet + 2, len - 2);
return (trap);

}

static struct dpi_resp_packet *pDPlresponse(packet, |en)
unsi gned char *packet;
i nt | en;
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struct dpi _resp_packet *resp;

resp = (struct dpi_resp_packet *)
mal | oc(si zeof (struct dpi_resp_packet));
if (resp == 0)
return (0);

resp->ret_code
resp->ret_data
return (resp);

*packet ;
pDPl set (packet + 1, len - 1);

}

voi d f DPI par se( hdr)
struct snnp_dpi _hdr *hdr;
{
if (hdr == 0)
return;
swi tch (hdr->packet type) {
case SNWP_DPI _CET:
case SNWP_DPI _REG STER:
f DPI get (hdr);
br eak;
case SNMP_DPI _GET_NEXT:
f DPI next (hdr) ;
br eak;
case SNWP_DPI _SET:
f DPI set (hdr);
br eak;
case SNMP_DPI _TRAP:
fDPItrap(hdr);
br eak;
case SNWP_DPI _RESPONSE:
f DPI r esponse(hdr);
br eak;

}
free(hdr);
}

static void f DPI get (hdr)
struct snnp_dpi _hdr *hdr;

{
struct dpi _get packet *get;

get = hdr->packet _body. dpi _get;
if (get == 0)

return;
if (get->object_id)
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free(get->o0bject _id);

free(get);
}
static void f DPI next ( hdr)
struct snnp_dpi _hdr *hdr;
{
struct dpi _next packet *next;
next = hdr->packet body. dpi _next;
if (next == 0)
return;
i f (next->object _id)
free(next->object id);
i f (next->group_id)
free(next->group_id);
free(next);
}
static void f DPI set (hdr)
struct snnp_dpi _hdr *hdr;
{
struct dpi_set_packet *set;
set = hdr->packet body. dpi _set;
if (set == 0)
return;
if (set->object_id)
free(set->o0bject_id);
if (set->value)
free(set->val ue);
free(set);
}
static void fDPItrap(hdr)
struct snnp_dpi _hdr *hdr;
{

struct dpi _trap_packet *trap;
struct dpi_set_packet *set;

trap = hdr->packet _body. dpi _trap;

if (trap == 0)
return;

set = trap->info;
if (set '=0) {
if (set->object_id)
free(set->o0bject _id);
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i f (set->value)
free(set->val ue);
free(set);

free(trap);
}

static void f DPI r esponse( hdr)
struct snnp_dpi _hdr *hdr;
{
struct dpi_resp_packet *resp
struct dpi_set packet *set;

resp = hdr->packet body. dpi _response;
if (resp == 0)
return;

set = resp->ret_data;
if (set '=0) {
if (set->object_id)
free(set->o0bject_id);
i f (set->value)
free(set->val ue);
free(set);

free(resp);

}

unsi gned char *cDPI packet (hdr)
struct snnp_dpi _hdr *hdr;
{
i nt rc, len;
if (hdr == 0) {
return (0);

packet |len = 2;
new _packet [ packet | en++]
new packet [ packet | en++]
new_packet [ packet | en++]
new_packet [ packet | en++]
swi tch (hdr->packet _type) {
case SNMP_DPI _GET:
case SNVP_DPI _REQ STER:
rc = cDPl get (hdr->packet body. dpi _get);
br eak;
case SNMP_DPI _GET_NEXT:
rc = cDPI next (hdr->packet _body. dpi _next);
br eak;

hdr - >pr ot o_nmj or;
hdr - >pr ot o_mi nor;
hdr - >prot o_r el ease;
hdr - >packet _type;
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case SNWVP_DPI _SET
rc = cDPl set (hdr->packet body. dpi _set);
br eak;
case SNMP_DPI _TRAP
rc = cDPItrap(hdr->packet_body. dpi _trap);
br eak;
case SNWP_DPI _RESPONSE:
rc = cDPlresponse( hdr->packet body. dpi _response);

br eak;
}
if (rc ==-1)
return (0);
| en = packet len - 2;
new packet[1] = len & Oxff;
|l en >>= 8;
new packet[0] = len & Oxff;
return (new_packet);
}
static int cDPI get (get)

struct dpi_get_packet *get;

if (get->object_id == 0)
return (-1);

strcpy(&new packet [ packet | en], get->object _id);
packet | en += strlen(get->object_id) + 1;
return (0);

}

static int cDPI next (next)
struct dpi _next packet *next;

if (next->object_id == 0)
return (-1);

if (next->group_id == 0)
return (-1);

strcpy(&new_packet [ packet | en], next->object _id);
packet | en += strlen(next->object_id) + 1
strcpy(&new _packet [ packet _| en], next->group_id);
packet |en += strlen(next->group_id) + 1;

return (0);
}
static int cDPI set (set)
struct dpi_set_packet *set;
{
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i nt | en;

if (set->object_id == 0)
return (-1);

if ((set->value == 0) && (set->value_len != 0))
return (-1);

strcpy(&new packet [ packet | en], set->object _id);
packet |l en += strlen(set->object_id) + 1;

new_packet [ packet | en++] = set->type;
Il en = set->value_|len >> 8;
new packet [ packet |l en++] = len & Oxff;

new _packet [ packet | en++] = set->value_ |len & Oxff;
bcopy(set->val ue, &new packet[packet |en], set->value |en);
packet _| en += set->val ue_|l en;

return (0);

}
static int cDPI r esponse(resp)
struct dpi _resp_packet *resp
{
i nt rc;
if (resp == 0)
return (-1);
new_packet [ packet | en++] = resp->ret_code;
if (resp->ret_data !'= 0) {
rc = cDPlset(resp->ret_data);
} else
rc = 0;
return (rc);
}
static int cDPlItrap(trap)
struct dpi _trap_packet *trap;
{
i nt re;
new_packet [ packet _| en++] = trap->generic;
new_packet [ packet _| en++] = trap->specific;
if (trap->info != 0)
rc = cDPlset(trap->info);
el se
rc = 0;
return (rc);
}
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unsi
i nt
char
i nt
char

{

}

unsi
char

}

unsi
i nt

gned char *nkM Bquery(cnd, oid _nane, group_oid, type, |len, value)

cnd;

*0i d_nane, *group_oid;
type, len;

*val ue;

struct snnp_dpi _hdr *hdr;
unsi gned char *cp;

hdr = nkDPI hdr (cnd) ;
if (hdr == 0)
return (0);
swi tch (hdr->packet type) {
case SNWP_DPI _CET:
case SNWP_DPI _REG STER:
hdr - >packet _body. dpi _get = nkDPI get (oi d_nane);
br eak;
case SNMP_DPI _GET_NEXT:
hdr - >packet _body. dpi _next = nkDPI next (oi d_name, group_oid);
br eak;
case SNWP_DPI _SET:
hdr - >packet _body. dpi _set =
nkDPI set (oi d_nane, type, |en, value);
br eak;
}
cp = cDPI packet (hdr);
f DPI par se(hdr);
return (cp);

gned char *nkDPI r egi st er (oi d_nane)
*oi d_nane;
return (nmkM Bquery(SNMP_DPI _REQ STER, oi d_nane));

gned char *nkDPI response(ret_code, value_list)
ret code;

struct dpi_set_packet *value_list;

{

struct snnp_dpi _hdr *hdr;
struct dpi _resp_packet *resp;
unsi gned char *cp;

hdr = nkDPI hdr ( SNMP_DPI _RESPONSE) ;
resp = (struct dpi_resp_packet *)

mal | oc(si zeof (struct dpi_resp_packet));
if (resp == 0) {
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free(hdr);
return (0);

hdr - >packet _body. dpi _response = resp
resp->ret_code = ret_code;
resp->ret_data = value_list;

cp = cDPI packet (hdr);

f DPI par se(hdr);

return (cp);

}

unsi gned char *nkDPlItrap(generic, specific, value_list)
i nt generic, specific;
struct dpi_set packet *value_list;
{
struct snnp_dpi _hdr *hdr;
struct dpi _trap_packet *trap;
unsi gned char *cp

hdr = nkDPI hdr (SNMP_DPI _TRAP) ;
trap = (struct dpi_trap_packet *)
mal | oc(si zeof (struct dpi _trap_packet));
if (trap == 0) {
free(hdr);
return (0);

}

hdr - >packet _body. dpi _trap = trap
trap->generic = generic;
trap->specific = specific;
trap->info = value_list;

cp = cDPI packet (hdr);

f DPI par se(hdr);

return (cp);

}

static struct snnmp_dpi _hdr *nkDPI hdr (type)
i nt type;
{

struct snnp_dpi _hdr *hdr;

hdr = (struct snnp_dpi _hdr *) mall oc(sizeof(struct snnmp_dpi _hdr));
if (hdr == 0)
return (0);
hdr - >prot o_nmaj or = SNMP_DPI _PROTOCCL;
hdr - >prot o_mi nor = SNMP_DPI _VERSI ON
hdr - >proto_rel ease = SNVP_DPI _RELEASE
hdr - >packet _type = type;
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return (hdr);

}
static struct dpi_get_packet *nkDPI get (oi d_nane)
char *oi d_nare;
{
struct dpi _get packet *get;
i nt I ;
get = (struct dpi_get packet *)
mal | oc(si zeof (struct dpi _get_packet));
if (get == 0)
return (0);
| = strlen(oid_nane) + 1;
get->object_id = malloc(l);
strcpy(get->object_id, oid_nane);
return (get);
}

static struct dpi_next_packet *nkDPl next(oi d_nanme, group_oid)
char *oi d_narne;
char *group_oi d;
{
struct dpi _next_packet *next;
i nt I ;

next = (struct dpi_next_packet *)
mal | oc(si zeof (struct dpi _next_packet));

if (next == 0)

return (0);
| = strlen(oid_nane) + 1,
next->object _id = malloc(l);
strcpy(next->object_id, oid_nane);
| = strlen(group_oid) + 1
next->group_id = malloc(l);
strcpy(next->group_id, group_oid);
return (next);

}

struct dpi_set_packet *nkDPI set(oid_nane, type, |en, value)
char *oi d_nane;

i nt type;
i nt | en;
char *val ue;
{

struct dpi_set_packet *set;
i nt l;
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set = (struct dpi_set packet *)
mal | oc(si zeof (struct dpi _set packet));
if (set == 0)
return (0);

| = strlen(oid_nane) + 1;
set->object _id = nalloc(l);
strcpy(set->object _id, oid _nane);
set->type = type

set->value len = len;

set->value = mall oc(Ilen);
bcopy(val ue, set->value, |en);
return (set);

SAMPLE SOURCES FOR ANONYMOUS FTP

The conplete source to two SNVP DPl-rel ated prograns is available for
anonyrmous ftp fromthe University of Toronto. The host nane to use
is "vmutcs.utoronto.ca" (128.100.100.2). The files are in the

"anonynou. 204" mi ni di sk, so one nmust issue a "cd anonynou. 204" after
having logged in. Don’'t forget to use the binary transm ssion node.

The Ping Engine

This programis an SNMP DPI sub-agent which allows network managenent

stations to performrenote PINGs. The source to this applications is

inthe file "ping_eng.tarbin". The source to the SNVMP DPl APl is
al so contained within the archive

The DPI - >SMJUX daenpn

This programillustrates what is required to include the SNWP DPl in
an SNMP agent. This is actually a SMIJX-based agent that works with
the | SODE SNMP agent and provides an interface for SNVP DPl sub-
agents. The source to this programis in the file "dpid.tarbin".

| SODE 6.7, or later, is a prerequisite.
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Security Considerations

Security issues are not discussed in this neno.
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