Net wor k Wor ki ng Group B. Stewart, Editor
Request for Comments: 1316 Xypl ex, Inc.
April 1992

Definitions of Managed Objects
for Character Stream Devices

Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol.
Distribution of this neno is unlimted.

1. Abstract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in TCP/IP based internets.
In particular it defines objects for the managenent of character
stream devi ces.

2.  The Network Managenent Franework

The I nternet-standard Network Managenent Framework consists of three
components. They are:

RFC 1155 which defines the SM, the nechanisns used for describing
and nam ng objects for the purpose of nanagenent. RFC 1212 defines a
nore conci se description nmechanism which is wholly consistent with
the SM.

RFC 1156 which defines MB-1, the core set of managed objects for the
Internet suite of protocols. RFC 1213, defines MB-I1, an evol ution
of MB-1 based on inplenmentation experience and new operati onal
requirenents.

RFC 1157 which defines the SNWP, the protocol used for network access
to managed obj ects.

The Framework permits new objects to be defined for the purpose of
experinmentation and eval uati on.

3. bjects

Managed objects are accessed via a virtual information store, terned
t he Managenent |nformati on Base or MB. Cbjects in the MB are
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defined using the subset of Abstract Syntax Notation One (ASN. 1) [7]
defined in the SM. |In particular, each object has a nane, a syntax,
and an encoding. The name is an object identifier, an

adm ni stratively assigned nanme, which specifies an object type.

The object type together with an object instance serves to uniquely
identify a specific instantiation of the object. For hunan

conveni ence, we often use a textual string, ternmed the OBJECT
DESCRI PTOR, to also refer to the object type.

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 |anguage is used for
this purpose. However, the SM [3] purposely restricts the ASN 1
constructs which nay be used. These restrictions are explicitly nade
for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type's syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transnitted on the network.

The SM specifies the use of the basic encoding rules of ASN. 1 [8],
subject to the additional requirenents inposed by the SNWVP

3.1. Format of Definitions

Section 5 contains the specification of all object types contained in
this MB nodule. The object types are defined using the conventions
defined in the SM, as anended by the extensions specified in [9,10].

4, Overview

The Character M B applies to interface ports that carry a character
stream whet her physical or virtual, serial or parallel, synchronous
or asynchronous. The npbst common exanple of a character port is a
hardware termnal port with an RS-232 interface. Another conmon
hardware exanple is a parallel printer port, say with a Centronics
interface. The concept also includes virtual termnminal ports, such as
a software connection point for a renpote consol e.

The Character MB is one of a set of MBs designed for conpl enentary
use. At this witing, the set conprises:

Character MB

PPP M B

RS-232-1i ke M B
Parallel-printer-like MB
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The RS-232-like MB and the Parallel-printer-like MB represent the
physi cal l|ayer, providing service to higher layers such as the
Character MB or PPP M B. Further MBs may appear above these.

The foll ow ng di agram shows two possible "M B stacks", each using the
RS- 232-1i ke M B.

. _ | Standard MB |

| Tel net M B | | Interface Goup |
|- | |- |
| Character MB | | PPP M B |
oo | R EEEE |
| RS-232-1ike MB | | RS-232-1ike MB

The intent of the nodel is for the physical-level MBs to represent
the | owest |evel, regardl ess of the higher Ievel that nmay be using
it. In turn, separate higher level MBs represent specific
applications, such as a termnal (the Character MB) or a network
connection (the PPP M B).

For the nost part, character ports are distinct from network
interfaces (which are already covered by the Interface group). In
general, they are attachnment points for non-network devices. The
exception is a character port that can support a network protocol,
such as SLIP or PPP. This inplies the existence of a correspondi ng
entry in the Interfaces table, with ifQOperStatus of 'off’ while the
port is not running a network protocol and "on’ if it is. The intent
is that such usage is exclusive of non-network character stream
usage. That is, while switched to network use, charPort Oper Status
woul d be 'down’ and Character M B operational values such as

char Port | nFl owSt at e and char Port| nCharacters woul d be inactive.

The Character MB is mandatory for all systens that offer character
ports. This includes, for exanple, term nal servers, general-purpose
ti me-sharing hosts, and even such systens as a bridge with a

(virtual) console port. It may or may not include character ports
that do not support network sessions, depending on the systems
needs.

The Character M B s central abstraction is a port. Physical ports
have a one-to-one correspondence with hardware ports. Virtual ports
are software entities anal ogous to physical ports, but with no

har dwar e connector.

Each port supports one or nbre sessions. A session represents a
virtual connection that carries characters between the port and sone
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5.

partner. Sessions typically operate over a stack of network
protocols. A typical session, for exanple, uses Tel net over TCP

The M B conprises one base object and two tables, detailed in the
foll owi ng sections. The tables contain objects for ports and
sessi ons.

The M B intentionally contains no distinction between what is often
cal |l ed permanent and operational or volatile data bases. For the

pur poses of this MB, handling of such distinctions is inplenentation
speci fic.

Definitions
RFC1316-M B DEFINITIONS ::= BEG N

| MPORTS
Counter, TineTicks, Gauge
FROM RFC1155- SM
Di splayString
FROM RFC1213-M B
OBJECT- TYPE
FROM RFC- 1212;

-- this is the MB nodul e for character stream devices
char OBJECT IDENTIFIER ::={ mib-2 19 }
-- Textual Conventions

Aut ononousType ;.= OBJECT | DENTI FI ER

-- The object identifier is an independently extensible type
-- identification value. It may, for exanple indicate a

-- particular sub-tree with further MB definitions, or

-- define sonething Iike a protocol type or type of

-- hardware.

| nst ancePoi nt er ;.= OBJECT | DENTI FI ER

-- The object identifier is a pointer to a specific instance
-- of a MB object in this agent’s inplenented MB. By

-- convention, it is the first object in the conceptual row
-- for the instance.
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-- the generic Character group

-- Inplenmentation of this group is nandatory for all
-- systens that offer character ports

char Nunber OBJECT- TYPE

SYNTAX | NTECER

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of entries in charPortTable, regardless
of their current state.”

::={ char 1}

-- the Character Port table

char Port Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CharPortEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Alist of port entries. The nunber of entries is
gi ven by the val ue of charNunber."

::={ char 2}

char Port Entry OBJECT- TYPE
SYNTAX Char Port Entry
ACCESS not - accessi bl e
STATUS nandat ory
DESCRI PTI ON
"Status and paraneter values for a character port."
I NDEX { char Portlndex }
::={ charPortTable 1 }

CharPortEntry ::=
SEQUENCE {
char Por t | ndex
| NTEGER,
char Por t Nane
Di splayString,
char Port Type
| NTEGER,
char Por t Har dwar e
Aut ononousType,
char Por t Reset
| NTEGER,
char Port Adm nSt at us
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| NTEGER,

char Port Qper St at us
| NTEGER,

char Port Last Change
Ti meTi cks,

char Por t | nFl owType
| NTEGER,

char Port Qut FI owType
| NTEGER,

char Port | nFl owSt at e
| NTEGER,

char Por t Qut Fl owSt at e
| NTEGER,

char Port| nCharacters
Count er,

char Port Qut Char acters
Count er,

char Port Adm nOrigin
| NTEGER,

char Port Sessi onMaxi nrum
| NTEGER,

char Por t Sessi onNunber
Gauge,

char Por t Sessi onl ndex
| NTEGER

char Port | ndex OBJECT- TYPE

SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"A uni que value for each character port. 1Its value
ranges between 1 and the val ue of charNunber. By
convention and if possible, hardware port nunbers
conme first, with a sinple, direct mapping. The

val ue for each port nust renmain constant at |east
fromone re-initialization of the network nmanagenent
agent to the next."

{ charPortEntry 1 }

char Port Nane OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..32))
ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON

"An adm ni stratively assigned nane for the port,
typically with sone | ocal significance."
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::={ charPortEntry 2}

char Port Type OBJECT- TYPE

SYNTAX | NTEGER { physical (1), virtual (2) }

ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The port’s type, 'physical’ if the port

an external hardware connector,
not . "
::={ charPortEntry 3}

char Por t Har dwar e OBJECT- TYPE
SYNTAX Aut ononmousType
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON

"virtual’

April 1992

represents

i f

it does

"A reference to hardware M B definitions specific to

a physical port’'s external connector

For exanpl e,

if the connector is RS-232, then the value of this
object refers to a MB sub-tree defining objects
is not configured

specific to RS-232. |If an agent
returns the object

to have such val ues, the agent
identifier:

nul | Har dware OBJECT IDENTIFIER ::={ 0 0 }

::={ charPortEntry 4}

char Port Reset OBJECT- TYPE

SYNTAX | NTEGER { ready(1l), execute(2) }

ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON

"A control to force the port into a clean, i

state, both hardware and software

the port’s existing sessions.

get -request or get-next-request,
Setting the value to

returns 'ready’ as the val ue.
‘execute’ causes a reset."
::={ charPortEntry 5}

char Port Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2),

mai nt enance(4) }
ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON
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"The port’'s desired state, independent of flow
control. 'enabled indicates that the port is
all owed to pass characters and form new sessi ons.
"disabled” indicates that the port is allowed to
pass characters but not form new sessions. ’'off’
i ndicates that the port is not allowed to pass
characters or have any sessions. ’'nmaintenance’

i ndi cates a mai nt enance node, exclusive of normal
operation, such as running a test."

::={ charPortEntry 6 }

char Port Qper St at us OBJECT- TYPE
SYNTAX | NTEGER { up(1l), down(2),
mai nt enance(3), absent(4), active(5) }
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"The port’s actual, operational state, independent
of flow control. ’'up indicates able to function
normally. '"down’ indicates inability to function

for adninistrative or operational reasons.
"mai nt enance’ indicates a maintenance node,
excl usive of normal operation, such as running a
test. 'absent’ indicates that port hardware is not
present. ’'active' indicates up with a user present
(e.g. logged in)."

::={ charPortEntry 7 }

char Port Last Change OBJECT- TYPE
SYNTAX Ti neTi cks
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"The val ue of sysUpTine at the tine the port entered
its current operational state. |If the current state

was entered prior to the last reinitialization of
the | ocal network managenent subsystem then this
obj ect contains a zero value."

::={ charPortEntry 8 }

char Port | nFl owType OBJECT- TYPE
SYNTAX | NTEGER { none(1), xonXoff(2), hardware(3),
ctsRts(4), dsrDtr(5) }
ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON
"The port’s type of input flow control. ’'none’
i ndicates no flow control at this |evel or bel ow
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"xonXof f’' indicates software flow control by

recogni zi ng XON and XOFF characters. ' hardware’

i ndi cates flow control delegated to the |ower |evel,
for exanple a parallel port.

"ctsRts’ and 'dsrDtr’ are specific to RS-232-1ike
ports. Although not architecturally pure, they are
i ncluded here for sinplicity’'s sake."

::={ charPortEntry 9 }

char Por t Cut FI owType OBJECT- TYPE

SYNTAX | NTEGER { none(1), xonXoff(2), hardware(3),
ctsRts(4), dsrDtr(5) }

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The port’s type of output flow control. ’none’
i ndicates no flow control at this |evel or bel ow
"xonXof f’ indicates software flow control by
recogni zi ng XON and XOFF characters. ' hardware’
i ndi cates flow control delegated to the |ower |evel,
for exanple a parallel port.

"ctsRts’ and 'dsrDtr’ are specific to RS-232-1ike
ports. Although not architecturally pure, they are
i ncluded here for sinplicy's sake."

::={ charPortEntry 10 }

char Port | nFl owSt at e OBJECT- TYPE

SYNTAX | NTEGER { none(1), unknown(2), stop(3), go(4) }

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The current operational state of input flow control
on the port. ’'none’ indicates not applicable.
"unknown’ indicates this |evel does not know.
"stop’ indicates flow not allowed. ’'go’ indicates
flow al |l owed. "

::={ charPortEntry 11 }

char Por t Qut Fl owSt at e OBJECT- TYPE

SYNTAX | NTEGER { none(1), unknown(2), stop(3), go(4) }
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"The current operational state of output flow
control on the port. ’'none’ indicates not
applicable. ’'unknown' indicates this |evel does not
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know. ’'stop’ indicates flow not allowed. 'go
i ndi cates flow all owed. "
::={ charPortEntry 12 }

char Port | nCharacters OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"Total nunber of characters detected as input from
the port since systemre-initialization and while
the port operational state was 'up’, 'active', or
"mai nt enance’, including, for exanple, fram ng, flow
control (i.e. XON and XOFF), each occurrence of a
BREAK condition, l|ocally-processed input, and input
sent to all sessions.”

::={ charPortEntry 13 }

char Port Qut Char act ers OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"Total nunber of characters detected as output to
the port since systemre-initialization and while
the port operational state was 'up’, 'active', or
"mai nt enance’, including, for exanple, framing, flow
control (i.e. XON and XOFF), each occurrence of a
BREAK condition, |ocally-created output, and out put
received fromall sessions."

::={ charPortEntry 14 }

char Port Adm nOri gi n OBJECT- TYPE
SYNTAX | NTEGER { dynami c(1), network(2), local(3),
none(4) }
ACCESS read-wite
STATUS nandat ory

DESCRI PTI ON
"The adninistratively allowed origin for
est abli shing session on the port. ’'dynamic’ allows

"network’ or 'local’ session establishnment. ’'none
di sal |l ows sessi on establishnment.”
::={ charPortEntry 15 }

char Port Sessi onivaxi num OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
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DESCRI PTI ON
"The maxi mum nunber of concurrent sessions allowed
on the port. A value of -1 indicates no maxi num
Setting the maximumto | ess than the current nunber
of sessions has unspecified results.”

::={ charPortEntry 16 }

char Port Sessi onNurber OBJECT- TYPE

SYNTAX Gauge

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of open sessions on the port that are in
t he connecting, connected, or disconnecting state."

::={ charPortEntry 17 }

char Port Sessi onl ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"The val ue of char Sessindex for the port’s first or
only active session. |If the port has no active

session, the agent returns the value zero."
::={ charPortEntry 18 }

-- the Character Session table

char SessTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Char SessEntry
ACCESS not - accessi bl e
STATUS mandat ory

DESCRI PTI ON
"Alist of port session entries.”
::={ char 3}

char SessEntry OBJECT- TYPE

SYNTAX Char SessEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Status and paraneter values for a character port
session.”

I NDEX { char SessPort | ndex, char Sessl ndex }

::={ charSessTable 1 }
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Char SessEntry :: =
SEQUENCE {

}

char SessPor t | ndex
| NTEGER,
char Sessl| ndex
| NTEGER,
char SessKi | |
| NTEGER,
char SessSt at e
| NTEGER,
char SessPr ot ocol
Aut ononousType,
char SessQperOrigin
| NTEGER,
char Sessl nChar acters
Count er,
char SessQut Char acters
Count er,
char SessConnecti onl d
| nst ancePoi nt er,
char SessStart Ti me
Ti meTi cks

char SessPort | ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON

"The val ue of charPortlndex for the port to which
this session bel ongs."
{ charSessEntry 1}

char Sessl ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The session index in the context of the port, a
non-zero positive integer. Session indexes within a
port need not be sequential. Session indexes may be
reused for different ports. For exanple, port 1 and
port 3 may both have a session 2 at the same tine.
Session i ndexes may have any valid integer val ue,

wi th any neani ng convenient to the agent

i mpl enent ation."

{ charSessEntry 2 }
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char SessKi | | OBJECT- TYPE
SYNTAX | NTEGER { ready(1l), execute(2) }
ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON

1992

"A control to ternminate the session. In response to
a get-request or get-next-request, the agent always
returns 'ready’ as the value. Setting the value to

"execute’' causes termnation."
::={ charSessEntry 3}

char SessSt at e OBJECT- TYPE
SYNTAX | NTEGER { connecting(1l), connected(2),
di sconnecting(3) }
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The current operational state of the session,

di sregarding flow control. ’'connected' indicates
that character data could flow on the network side
of session. ’'connecting indicates noving from
nonexi stent toward ’'connected’ . ’disconnecting’
i ndi cates noving from’connected or ’'connecting to
nonexi stent . "
::={ charSessEntry 4 }
char SessPr ot ocol OBJECT- TYPE
SYNTAX Aut ononmousType
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The network protocol over which the session is
running. O her OBJECT | DENTI FI ER val ues may be
defined el sewhere, in association with specific
protocols. However, this docunent assigns those of
known interest as of this witing."
::={ charSessEntry 5}
wel | KnownPr ot ocol s OBJECT I DENTIFIER ::= { char 4}
prot ocol @ her OBJECT | DENTI FIER ::= {wel | KnownProt ocol s 1}
prot ocol Tel net OBJECT | DENTI FIER :: = {wel | KnownProt ocol s 2}
prot ocol Rl ogi n OBJECT | DENTI FIER :: = {wel | KnownProt ocol s 3}
pr ot ocol Lat OBJECT | DENTI FI ER :: = {wel | KnownProtocol s 4}
pr ot ocol X29 OBJECT | DENTI FI ER :: = {wel | KnownProtocol s 5}
pr ot ocol Vtp OBJECT | DENTI FI ER :: = {wel | KnownPr ot ocol s 6}
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char SessQper Ori gi n OBJECT- TYPE
SYNTAX | NTEGER { unknown(1), network(2), local(3) }
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The session’s source of establishnent."”
::={ charSessEntry 6 }

char Sessl nChar acters OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"Thi s session’s subset of charPortlnCharacters."
::={ charSessEntry 7 }

char SessCQut Char acters OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"This session’s subset of charPortCut Characters."
::={ charSessEntry 8 }

char SessConnecti onl d OBJECT- TYPE

SYNTAX | nst ancePoi nt er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"Areference to additional |ocal MB infornmation.
This should be the highest available related M B,
correspondi ng to char SessProtocol, such as Tel net.
For exanple, the value for a TCP connection (in the
absence of a Telnet MB) is the object identifier of

tcpConnState. |If an agent is not configured to have
such val ues, the agent returns the object
identifier:

nul | Connectionld OBJECT IDENTIFIER ::={ 0 0 }

::={ charSessEntry 9 }

char SessStart Ti mne OBJECT- TYPE
SYNTAX Ti neTi cks
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The val ue of sysUpTine in MB-2 when the session
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[1] Cerf,
I nt er net

[2] Cerf,

END
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entered connecting state."
::={ charSessEntry 10 }
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8. Security Considerations

Security issues are not discussed in this nmeno.
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