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for the
Transm ssion of Milti-protocol Datagrans
over Point-to-Point Links

Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
conmmunity, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "I AB Oficial Protoco

St andards" for the standardi zation state and status of this protocol.
Di stribution of this meno is unlimnted.

Abstract

The Poi nt-to-Point Protocol (PPP) provides a nethod for transmitting
dat agrans over serial point-to-point links. PPP is conprised of
three mai n conponents:

1. A nethod for encapsul ating datagrams over serial |inks.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1link connection.

3. Afanmily of Network Control Protocols (NCPs) for establishing
and configuring different network-Iayer protocols.

Thi s docunent defines the PPP encapsul ati on schene, together with the
PPP Li nk Control Protocol (LCP), an extensible option negotiation
protocol which is able to negotiate a rich assortment of
configuration parameters and provi des additional nmanagenent

functions.

This RFC is a product of the Point-to-Point Protocol Wrking Goup of

the Internet Engineering Task Force (I ETF). Coments on this meno
shoul d be subnitted to the ietf-ppp@ecdavis.edu nailing |ist.
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1. Introduction
Moti vati on

In the last few years, the Internet has seen explosive growh in

t he nunber of hosts supporting TCP/IP. The vast majority of these
hosts are connected to Local Area Networks (LANs) of various
types, Ethernet being the nost common. Mst of the other hosts
are connected through Wde Area Networks (WANs) such as X 25 style
Public Data Networks (PDNs). Relatively few of these hosts are
connected with sinple point-to-point (i.e., serial) links. Yet,
poi nt-to-point |inks are anong the ol dest nethods of data
communi cati ons and al nost every host supports point-to-point
connections. For exanple, asynchronous RS-232-C [1] interfaces
are essentially ubiquitous.

Encapsul ati on

One reason for the snmall nunber of point-to-point P links is the
| ack of a standard encapsul ation protocol. There are plenty of
non-standard (and at | east one de facto standard) encapsul ation
protocol s avail able, but there is not one which has been agreed
upon as an Internet Standard. By contrast, standard encapsul ation
schenes do exist for the transnission of datagrans over nost
popul ar LANSs.

PPP provi des an encapsul ati on protocol over both bit-oriented
synchronous |inks and asynchronous links with 8 bits of data and
no parity. These |Iinks MJST be full-duplex, but MAY be either
dedi cated or circuit-switched. PPP uses HDLC as a basis for the
encapsul ati on.

PPP has been carefully designed to retain conpatibility with nost
commonly used supporting hardware. |In addition, an escape
mechanismis specified to allow control data such as XOV XOFF to
be transmtted transparently over the link, and to renove spurious
control data which may be injected into the Iink by intervening
har dware and software

The PPP encapsul ation al so provides for nultiplexing of different
net wor k-1 ayer protocols simnultaneously over the sanme link. It is
i ntended that PPP provide a comobn solution for easy connection of
a wide variety of hosts, bridges and routers.

Some protocols expect error free transnission, and either provide
error detection only on a conditional basis, or do not provide it
at all. PPP uses the HDLC Frane Check Sequence for error
detection. This is comonly avail able in hardware
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i mpl enentations, and a software inplenentation is provided.

By default, only 8 additional octets are necessary to formthe
encapsul ation. In environnments where bandwidth is at a preni um

t he encapsul ati on may be shortened to as few as 2 octets. To
support high speed hardware inpl enentations, PPP provides that the
default encapsul ati on header and information fields fall on 32-bit
boundaries, and allows the trailer to be padded to an arbitrary
boundary.

Li nk Control Protoco

More inportantly, the Point-to-Point Protocol defines nore than
just an encapsul ation schene. In order to be sufficiently
versatile to be portable to a wide variety of environnents, PPP
provides a Link Control Protocol (LCP). The LCP is used to
automatically agree upon the encapsul ati on format options, handle
varying limts on sizes of packets, authenticate the identity of
its peer on the link, determne when a link is functioning
properly and when it is defunct, detect a | ooped-back |ink and

ot her comon ni sconfiguration errors, and terminate the link

Net wor k Control Protocols

Point-to-Point links tend to exacerbate many problens with the
current famly of network protocols. For instance, assignment and
managenment of | P addresses, which is a problemeven in LAN
environnents, is especially difficult over circuit-swtched

poi nt-to-point |links (such as dial-up nodem servers). These

probl ens are handled by a fam |y of Network Control Protocols
(NCPs), which each nmanage the specific needs required by their
respective network-1layer protocols. These NCPs are defined in

ot her docunents.

Confi guration

It is intended that PPP be easy to configure. By design, the
standard defaults should handle all conmon configurations. The

i mpl enment or may specify inprovenents to the default configuration
whi ch are automatically comruni cated to the peer without operator
intervention. Finally, the operator nmay explicitly configure
options for the link which enable the Iink to operate in
environnents where it would otherw se be inpossible.

This self-configuration is inplenented through an extensible
option negotiation mechani sm wherein each end of the Iink
describes to the other its capabilities and requirenents.

Al t hough the option negotiation nechani smdescribed in this
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docunent is specified in terns of the Link Control Protocol (LCP),
the sane facilities may be used by the Internet Protocol Contro
Protocol (IPCP) and others in the famly of NCPs.

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST

This word, or the adjective "required", neans that the definition
is an absolute requirenent of the specification

MJST NOT

Thi s phrase means that the definition is an absol ute prohibition
of the specification

SHOULD
This word, or the adjective "recommended", neans that there may
exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and carefully
wei ghed before choosing a different course.

MAY
This word, or the adjective "optional"”, neans that this itemis
one of an allowed set of alternatives. An inplenentation which
does not include this option MJST be prepared to interoperate with
anot her inplementation which does include the option.

1.2. Term nol ogy

This docunent frequently uses the follow ng terns:

peer
The ot her end of the point-to-point |ink.

silently discard
This neans the inplementation discards the packet wi thout further
processing. The inplenmentati on SHOULD provi de the capability of
I ogging the error, including the contents of the silently

di scarded packet, and SHOULD record the event in a statistics
counter.
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2. Physical Layer Requirenents

The Point-to-Point Protocol is capable of operating across any
DTE/DCE interface (e.g., EIA RS-232-C, EIA RS-422, EI A RS-423 and

CC TT V.35). The only absolute requirenment inposed by PPP is the
provision of a full-duplex circuit, either dedicated or circuit-

swi tched, which can operate in either an asynchronous (start/stop) or
synchronous bit-serial node, transparent to PPP Data Link Layer
franes. PPP does not inpose any restrictions regarding transm ssion
rate, other than those inposed by the particular DIE/DCE interface in
use.

PPP does not require any particular synchronous encodi ng, such as FM
NRZ, or NRZI.

| mpl enent ati on Not e:

NRZ is currently nost w dely available, and on that basis is
recomended as a default. \When configuration of the encoding is
all owed, NRZI is recommended as an alternative, because of its
relative inmunity to signal inversion configuration errors.

PPP does not require the use of nodem control signals, such as
Request To Send (RTS), Cear To Send (CTS), Data Carrier Detect
(DCD), and Data Terni nal Ready (DTR).

| mpl enent ati on Not e:
When avail abl e, using such signals can allow greater functionality
and performance. |n particular, such signals SHOULD be used to

signal the Up and Down events in the Option Negotiation Autonaton
(descri bed bel ow).
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3. The Data Link Layer

The Poi nt-to-Point Protocol uses the principles, termnology, and
frane structure of the International Organization For

St andardi zation’s (1SO High-level Data Link Control (HDLC)
procedures (I1SO 3309-1979 [2]), as nodified by |ISO 3309: 1984/ PDADL
"Addendum 1: Start/stop transm ssion" [5]. |SO 3309-1979 specifies
the HDLC frame structure for use in synchronous environnents. |SO
3309: 1984/ PDAD1 specifies proposed nodifications to | SO 3309-1979 to
allow its use in asynchronous environments.

The PPP control procedures use the definitions and Control field
encodi ngs standardi zed in | SO 4335-1979 [3] and | SO 4335-

1979/ Addendum 1- 1979 [4]. The PPP frame structure is al so consistent
with CCI TT Recomendation X. 25 LAPB [6], since that too is based on
HDLC

The purpose of this nmeno is not to docunent what is already
standardi zed in | SO 3309. W assune that the reader is already
famliar with HDLC, or has access to a copy of [2] or [6]. Instead,
this paper attenpts to give a concise sunmary and poi nt out specific
options and features used by PPP. Since "Addendum 1: Start/stop
transm ssion", is not yet standardized and widely available, it is
sunmari zed in Appendi x A

To remain consistent with standard Internet practice, and avoid
confusion for people used to reading RFCs, all binary nunbers in the
foll owi ng descriptions are in Mdst Significant Bit to Least
Significant Bit order, reading fromleft to right, unless otherw se
indicated. Note that this is contrary to standard | SO and CCI TT
practice which orders bits as transmitted (i.e., network bit order).
Keep this in mnd when conparing this docunent with the internationa
st andar ds docunents.
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3. 1. Frame For mat

A summary of the standard PPP franme structure is shown below. This
figure does not include start/stop bits (for asynchronous |inks), nor
any bits or octets inserted for transparency. The fields are
transmitted fromleft to right.

[ T [ T [ T [ T R
| Fl ag | Address | Control | Protocol | Information
| 01111110 | 112111211 | 00000011 | 16 bits | *
Fom e e - Fom e e - Fom e e - Fom e e - S
B Fomm e - S
| FCS | Fl ag | Inter-frame Fil
| 16 bits | 01111110 | or next Address
R e Iy [ T o e e oo

Inter-frame Tinme Fil

For asynchronous links, inter-frame tine fill SHOULD be acconplished
in the same manner as inter-octet tine fill, by transmitting
continuous "1" bits (mark-hold state).

For synchronous |inks, the Flag Sequence SHOULD be transmitted during
inter-frame tine fill. There is no provision for inter-octet tine
fill.

| mpl enent ati on Not e:

Mark idle (continuous ones) SHOULD NOT be used for idle
synchronous inter-frane tine fill. However, certain types of
circuit-switched links require the use of mark idle, particularly
those that cal cul ate accounting based on bit activity. Wen nark
idle is used on a synchronous link, the inplenmentation MIST ensure
at least 15 consecutive "1" bits between Flags, and that the Flag
Sequence is generated at the beginning and end of a frane.

Fl ag Sequence
The Flag Sequence is a single octet and indicates the begi nning or
end of a frane. The Flag Sequence consists of the binary sequence
01111110 (hexadeci mal 0x7e).
The Flag is a frame separator. Only one Flag is required between two

franes. Two consecutive Flags constitute an enpty frame, which is
i gnor ed.
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| mpl enent ati on Not e:

The "shared zero node" Flag Sequence "011111101111110" SHOULD NOT
be used. Wen not avoidable, such an inplenmentati on MJST ensure
that the first Flag Sequence detected (the end of the frane) is
pronptly communicated to the Iink | ayer

Address Field

The Address field is a single octet and contains the binary sequence
11111111 (hexadeci mal Oxff), the All-Stations address. PPP does not
assign individual station addresses. The All-Stations address MJST
al ways be recogni zed and received. The use of other address |engths
and values may be defined at a later time, or by prior agreenent.
Frames with unrecogni zed Addresses SHOULD be silently discarded, and
reported through the normal network nanagenment facility.

Control Field

The Control field is a single octet and contains the binary sequence
00000011 (hexadeci nal 0x03), the Unnunbered Information (U) conmmrand
with the P/F bit set to zero. Franes with other Control field val ues
SHOULD be silently discarded.

Prot ocol Field

The Protocol field is two octets and its value identifies the
protocol encapsulated in the Information field of the frane.

This Protocol field is defined by PPP and is not a field defined by
HDLC. However, the Protocol field is consistent with the | SO 3309
ext ensi on nmechani sm for Address fields. Al Protocols MJST be odd;
the | east significant bit of the | east significant octet MJST equa
"1". Al'so, all Protocols MJST be assigned such that the |east
significant bit of the nost significant octet equals "0". Franes
recei ved which don't conply with these rules MJST be considered as
havi ng an unrecogni zed Protocol, and handl ed as specified by the LCP
The Protocol field is transnitted and recei ved nost significant octet

first.

Protocol field values in the "0---" to "3---" range identify the

net wor k-1 ayer protocol of specific datagrans, and values in the "8--
-" to "b---" range identify datagrans bel onging to the associ ated

Net wor k Control Protocols (NCPs), if any.

Protocol field values in the "4---" to "7---" range are used for
protocols with | ow volune traffic which have no associ ated NCP
Protocol field values in the "c---" to "f---" range identify
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datagrans as |link-1ayer Control Protocols (such as LCP).

May 1992

The nost up-to-date values of the Protocol field are specified in the
nmost recent "Assigned Nunmbers" RFC [11]. Current val ues are assigned

as foll ows:
Val ue (in hex)

0001 to 001f
0021
0023
0025
0027
0029
002b
002d
002f
0031
0033
0035
0037
00f f

0201
0231
0233

8021
8023
8025
8027
8029
802b
802d
802f

8031
8033
8035

c021
c023
c025
€223

Pr ot ocol Nane

reserved (transparency inefficient)
I nt ernet Protocol

OSlI Network Layer

Xerox NS | DP

DECnet Phase |V

Appl et al k

Novel I | PX

Van Jacobson Conpressed TCP/IP
Van Jacobson Unconpressed TCP/ I P
Bri dgi ng PDU

Stream Protocol (ST-11)

Banyan Vi nes

reserved (until 1993)

reserved (conpression inefficient)

802. 1d Hel |l o Packets
Luxcom
Si gma Networ k Systens

I nternet Protocol Control Protocol
OSI Network Layer Control Protocol
Xerox NS | DP Control Protocol
DECnet Phase |V Control Protocol
Appl etal k Control Protocol

Novel | | PX Control Protocol

Reser ved

Reser ved

Bri dgi ng NCP

Stream Prot ocol Control Protocol
Banyan Vi nes Control Protocol

Li nk Control Protocol

Password Aut henti cation Protocol

Link Quality Report

Chal | enge Handshake Aut hentication Protocol

Devel opers of new protocols MJST obtain a nunber fromthe Internet
Assi gned Nunbers Authority (1ANA), at | ANA@ si . edu.
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Information Field

The Information field is zero or nore octets. The Information field
contains the datagram for the protocol specified in the Protoco
field. The end of the Information field is found by locating the

cl osing Fl ag Sequence and allowing two octets for the Frame Check
Sequence field. The default maxi mumlength of the Infornation field
is 1500 octets. By negotiation, consenting PPP inplenentations may
use other values for the maxi num I nformation field Iength.

On transmi ssion, the Information field may be padded with an
arbitrary nunber of octets up to the maximumlength. It is the
responsi bility of each protocol to disanbiguate padding octets from
real infornmation.

Frame Check Sequence (FCS) Field

The Frane Check Sequence field is normally 16 bits (two octets). The
use of other FCS lengths may be defined at a later time, or by prior
agr eenent .

The FCS field is calculated over all bits of the Address, Control
Protocol and Information fields not including any start and stop bits
(asynchronous) and any bits (synchronous) or octets (asynchronous)
inserted for transparency. This does not include the Flag Sequences
or the FCS field itself. The FCSis transmitted with the coefficient
of the highest termfirst.

Not e: When octets are received which are flagged in the Async-
Control - Character-Map, they are discarded before calculating the
FCS. See the description in Appendix A

For nore information on the specification of the FCS, see |SO 3309
[2] or COTT X. 25 [6].

Note: A fast, table-driven inplenmentation of the 16-bit FCS
algorithmis shown in Appendix B. This inplenmentation is based on
[7], [8], and [9].
Modi fications to the Basic Franme Format
The Link Control Protocol can negotiate nodifications to the standard

PPP frame structure. However, nodified frames will always be clearly
di stingui shabl e from standard franes.
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4. PPP Link Operation
4.1. Overview

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure and test
the data Iink. After the link has been established, the peer nmay be
aut henticated. Then, PPP nust send NCP packets to choose and
configure one or nore network-Ilayer protocols. Once each of the
chosen networ k-1 ayer protocols has been configured, datagrans from
each network-1ayer protocol can be sent over the link

The Iink will remain configured for conmmunications until explicit LCP
or NCP packets close the Iink down, or until sonme external event
occurs (an inactivity timer expires or network admi nistrator

i ntervention).

4.2. Phase D agram

In the process of configuring, maintaining and term nating the
poi nt-to-point link, the PPP |ink goes through several distinct

phases:
Hom - - + S + RS +
| | UP | | OPENED | | SUCCESS/ NONE
| Dead |------- >| Establish |---------- >| Authenticate |--+
| | | | | (.
[ + TS + S + |
A FAIL | FAIL |
<o e e oo o + Fomm e - + |
| | |
| e + | tmmmmmmaas +
| DOMN | _ | | CLOSI NG | [
R R | Termnate |<---4<---------- | Network |<-+
| | | |
S + Fomm e e o +

4.3. Link Dead (physical-Ilayer not ready)

The link necessarily begins and ends with this phase. Wen an
external event (such as carrier detection or network adm nistrator
configuration) indicates that the physical-layer is ready to be used,
PPP will proceed to the Link Establishnment phase.

During this phase, the LCP automaton (described below) will be in the

Initial or Starting states. The transition to the Link Establishnment
phase will signal an Up event to the automaton
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| mpl enent ati on Not e:

Typically, alink will return to this phase automatically after
the di sconnection of a nodem |In the case of a hard-wired |ine,
this phase may be extrenely short -- nerely |ong enough to detect
the presence of the device.

4.4, Link Establishnment Phase

The Link Control Protocol (LCP) is used to establish the connection
t hrough an exchange of Configure packets. This exchange is conplete,
and the LCP Opened state entered, once a Configure-Ack packet
(described bel ow) has been both sent and received. Any non-LCP
packets received during this phase MJST be silently discarded.

Al'l Configuration Options are assuned to be at default val ues unl ess
altered by the configuration exchange. See the section on LCP
Configuration Options for further discussion

It is inmportant to note that only Configuration Options which are

i ndependent of particul ar network-1ayer protocols are configured by
LCP. Configuration of individual network-Ilayer protocols is handl ed
by separate Network Control Protocols (NCPs) during the Network-Layer
Pr ot ocol phase

4.5, Authentication Phase

On some links it nay be desirable to require a peer to authenticate
itself before all ow ng network-Iayer protocol packets to be
exchanged.

By default, authentication is not necessary. |f an inplementation
requires that the peer authenticate with some specific authentication
protocol, then it MJST negotiate the use of that authentication
protocol during Link Establishnment phase.

Aut henti cati on SHOULD take place as soon as possible after |ink
establishment. However, link quality deternination MAY occur
concurrently. An inplenmentation MUST NOT all ow the exchange of I|ink
quality determi nation packets to delay authentication indefinitely.

Advancenent fromthe Authentication phase to the Network-Layer

Prot ocol phase MJUST NOT occur until the peer is successfully

aut henti cated using the negotiated authentication protocol. In the
event of failure to authenticate, PPP SHOULD proceed instead to the
Li nk Term nati on phase.
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4. 6.

Net wor k- Layer Protocol Phase

Once PPP has finished the previous phases, each network-Iayer
protocol (such as IP) MJIST be separately configured by the
appropriate Network Control Protocol (NCP).

Each NCP nmay be Opened and Cl osed at any tine.
| mpl enent ati on Not e:

Because an inplenentation may initially use a significant anmount
of time for link quality determ nation, inplenentations SHOULD
avoid fixed tineouts when waiting for their peers to configure a
NCP.

After a NCP has reached the Opened state, PPP will carry the
correspondi ng network-1| ayer protocol packets. Any network-I|ayer
prot ocol packets received when the corresponding NCP is not in the
Opened state SHOULD be silently discarded.

During this phase, link traffic consists of any possi bl e conbinations
of LCP, NCP, and network-Ilayer protocol packets. Any NCP or

net wor k-1 ayer protocol packets received during any other phase SHOULD
be silently discarded.

| mpl enent ati on Not e:

There is an exception to the precedi ng paragraphs, due to the
availability of the LCP Protocol -Reject (described below). Wile
LCP is in the Opened state, any protocol packet which is
unsupported by the inplenentation MJST be returned in a Protocol -
Reject. Only supported protocols are silently discarded.

Li nk Term nati on Phase

PPP nay ternminate the link at any tinme. This will usually be done at
the request of a hunman user, but m ght happen because of a physica
event such as the loss of carrier, authentication failure, link
quality failure, or the expiration of an idle-period tinmer

LCP is used to close the link through an exchange of Term nate
packets. Wen the link is closing, PPP inforns the network-I|ayer
protocols so that they nay take appropriate action

After the exchange of Term nate packets, the inplenentation SHOULD
signal the physical-layer to disconnect in order to enforce the
termnation of the link, particularly in the case of an
authentication failure. The sender of the Terni nate-Request SHOULD
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di sconnect after receiving a Term nate-Ack, or after the Restart
counter expires. The receiver of a Terninate-Request SHOULD wait for
the peer to disconnect, and MJUST NOT di sconnect until at |east one
Restart tinme has passed after sending a Term nate-Ack. PPP SHOULD
proceed to the Link Dead phase.

| mpl enent ati on Not e:

The closing of the link by LCP is sufficient. There is no need
for each NCP to send a flurry of Term nate packets. Conversely,
the fact that a NCP has Closed is not sufficient reason to cause
the ternmination of the PPP Iink, even if that NCP was the only
currently NCP in the Opened state.
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5. The Option Negotiation Autonaton

The finite-state automaton is defined by events, actions and state
transitions. Events include reception of external commands such as
Open and C ose, expiration of the Restart timer, and reception of
packets froma peer. Actions include the starting of the Restart
tinmer and transni ssion of packets to the peer.

Some types of packets -- Configure-Naks and Configure-Rejects, or
Code- Rej ects and Protocol -Rejects, or Echo-Requests, Echo-Replies and
Di scard- Requests -- are not differentiated in the automaton
descriptions. As will be described |ater, these packets do indeed
serve different functions. However, they always cause the sane
transitions.

Event s Acti ons
Up = lower layer is Up tlu = This-Layer-Up
Down = | ower |ayer is Down tld = This-Layer-Down
Open = administrative Open tls = This-Layer-Start
Cl ose= administrative C ose t1f = This-Layer-Finished
TO+ = Timeout with counter > 0 irc =initialize restart
count er

TO = Timeout with counter expired Zrc = zero restart counter
RCR+ = Recei ve- Confi gure-Request (Good) scr = Send- Confi gure-Request
RCR- = Recei ve- Confi gur e- Request (Bad)
RCA = Recei ve- Confi gure-Ack sca = Send- Confi gure-Ack
RCN = Recei ve- Confi gur e- Nak/ Rej scn = Send- Confi gur e- Nak/ Rej
RTR = Recei ve- Ter m nat e- Request str = Send- Ter m nat e- Request
RTA = Recei ve- Term nat e- Ack sta = Send- Ter m nat e- Ack
RUC = Recei ve- Unknown- Code scj = Send- Code- Rej ect
RXJ+ = Recei ve- Code- Rej ect (permtted)

or Receive-Protocol - Rej ect
RXJ- = Recei ve- Code- Rej ect (catastrophic)

or Receive-Protocol - Rej ect

RXR = Recei ve- Echo- Request ser = Send- Echo-Reply
or Receive-Echo-Reply
or Recei ve-Di scar d- Request

illegal action
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5.1. State Diagram

The sinplified state di agram which foll ows descri bes the sequence of
events for reaching agreenent on Configuration Options (opening the
PPP link) and for later term nation of the |ink

This diagramis not a conplete representati on of the automaton.
| mpl enent ati on MJUST be done by consulting the actual state
transition table.

Events are in upper case. Actions are in |ower case. For these

pur poses, the state nmachine is initially in the Cosed state. Once
the Opened state has been reached, both ends of the link have net the
requi renent of having both sent and received a Configure-Ack packet.

RCR TO+
+--sta-->+ [ S >+
| | | |
R + | RTA +------- + | Cdose +------- +
| | <o | | <-Str-+<e----- | |
| A osed | | A osi ng| | Opened
| | Open | | | |
| |- + | | | |
F - + | F - + F - +
| N
| |
| +-sCa----------------- >+
| | A
RCN, TO+ V RCR+ | RCR- RCA | RCN, TO+
F - >+ | F - >+ | +--SCr-->+
| | | | | | | |
S e + | TO+ +------- + | S e + |
| | <-scr-+<------ | | <-scn-+ | | <----- +
| Reg- | | Ack- | | Ack- |
| Sent | RCA | Revd | | Sent |
+-scn->| [------------- >| | +-sca- >|
| S RS + S RS + | S RS +
| RCR- | | RCR+ | RCR+ | | RCR-
| | T S SH<ammm - - - +
| | |
<o - o - - - = +
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5.2. State Transition Table

The conplete state transition table follows. States are indicated
hori zontally, and events are read vertically. State transitions and
actions are represented in the formaction/ newstate. Miltiple
actions are separated by comms, and may continue on succeeding |ines
as space requires. The state nay be followed by a letter, which

i ndi cates an expl anatory footnote.

Rat i onal e:

In previous versions of this table, a sinplified non-deternministic
finite-state automaton was used, with considerable detailed
information specified in the semantics. This lead to
interoperability problens fromdiffering interpretations.

This table functions simlarly to the previous versions, with the
up/ down fl ags expanded to explicit states, and the active/passive
paradigmelimnated. It is believed that this table interoperates
with previous versions better than those versions thensel ves.

| State
| 0 1 2 3 4 5
Events| Initial Starting C osed St opped d osi ng St oppi ng
______ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
Up | 2 irc,scr/6 - - - -
Down | - - 0 tls/1 0 1
Open | tls/1 1 irc,scr/6 3r 5r 5r
Cd ose| 0 0 2 2 4 4
|
TO+ | - - - - str/ 4 str/5
TO | - - - - t1f/2 t1f/3
|
RCR+ | - - sta/2 irc,scr,scal8 4 5
RCR- | - - sta/2 irc,scr,scn/6 4 5
RCA | - - stal2 stal/ 3 4 5
RCN | - - stal 2 stal 3 4 5
|
RTR | - - stal 2 sta/3 stal 4 sta/b
RTA | - - 2 3 t1f/2 t1f/3
|
RUC | - - scj /2 scj/3 scjl4 scj/5
RXJ+ | - - 2 3 4 5
RXJ- | - - t1f/2 t1f/3 t1f/2 t1f/3
|
RXR | - - 2 3 4 5
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| State
I 6 7 8 9
Events| Reqg-Sent Ack-Rcvd Ack- Sent Opened
______ o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
Up | - - - -
wn | 1 1 1 tidl1l
Openl 6 7 8 9r
Close|irc,str/4 irc,str/4 irc,str/4 tld,irc,str/4
|
TO+ | scrl/6 scr/ 6 scr/ 8 -
TO- | tIf/3p t1f/3p t1f/3p -
|
RCR+ | sca/8 sca,tlu/9 scal/ 8 tld,scr,scal8
RCR- | scn/6 scn/ 7 scn/ 6 tld, scr,scn/6
RCA | ircl7 scr/6x irc,tlu/9 tld, scr/6x
RCN |irc,scr/6 scr/6x irc,scr/8 tld, scr/6x
|
RTR | stal6 stal 6 sta/6 tld,zrc,stal/b
RTA | 6 6 8 tld,scr/6
|
RUC | scj/6 scjl7 scj/8 tld,scj,scr/6
RXJ+ | 6 6 8 9
RXJ- | tIf/3 t1f/3 tIf/3 tld,irc,str/5
|
RXR | 6 7 8 ser/9

The states in which the Restart timer is running are identifiable by
the presence of TO events. Only the Send- Confi gure-Request, Send-
Ter m nat e- Request and Zero-Restart-Counter actions start or re-start
the Restart tiner. The Restart tinmer SHOULD be stopped when
transitioning fromany state where the tiner is running to a state
where the timer is not running.

[ p] Passi ve option; see Stopped state di scussion.
[r] Restart option; see QOpen event discussion.

[ x] Crossed connection; see RCA event discussion.
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5.3. States

Following is a nore detail ed description of each automaton state.
Initial

Inthe Initial state, the |ower layer is unavailable (Down), and
no Open has occurred. The Restart timer is not running in the
Initial state.

Starting

The Starting state is the Open counterpart to the Initial state.
An administrative Open has been initiated, but the |lower |ayer is
still unavailable (Down). The Restart tinmer is not running in the
Starting state.

Wien the | ower |ayer becones available (Up), a Configure-Request
is sent.

d osed

In the Closed state, the link is available (Up), but no Open has
occurred. The Restart tiner is not running in the C osed state.

Upon reception of Configure-Request packets, a Term nate-Ack is
sent. Term nate-Acks are silently discarded to avoid creating a
| oop.

St opped

The Stopped state is the Qpen counterpart to the Cosed state. It
is entered when the autonmaton is waiting for a Down event after
the This-Layer-Finished action, or after sending a Termn nate-Ack.
The Restart tiner is not running in the Stopped state.

Upon reception of Configure-Request packets, an appropriate
response is sent. Upon reception of other packets, a Term nate-
Ack is sent. Terminate-Acks are silently discarded to avoid
creating a | oop.
Rati onal e:
The Stopped state is a junction state for link term nation
link configuration failure, and other autonmaton failure nodes.
These potentially separate states have been conbi ned.

There is a race condition between the Down event response (from
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the This-Layer-Finished action) and the Receive-Confi gure-
Request event. Wen a Configure-Request arrives before the
Down event, the Down event will supercede by returning the
automaton to the Starting state. This prevents attack by
repetition.

| mpl enent ati on Option:

After the peer fails to respond to Configure-Requests, an

i npl ement ati on MAY wait passively for the peer to send

Confi gure-Requests. |In this case, the This-Layer-Finished
action is not used for the TO event in states Req-Sent, Ack-
Rcvd and Ack- Sent .

This option is useful for dedicated circuits, or circuits which
have no status signals available, but SHOULD NOT be used for
switched circuits.

d osi ng

In the Cosing state, an attenpt is made to term nate the
connection. A Term nate-Request has been sent and the Restart
timer is running, but a Term nate-Ack has not yet been received.

Upon reception of a Term nate-Ack, the Cosed state is entered.
Upon the expiration of the Restart tinmer, a new Terni nate- Request
is transnmitted and the Restart timer is restarted. After the
Restart tinmer has expired Max-Terminate tines, this action may be
ski pped, and the C osed state nay be entered.

St oppi ng
The Stopping state is the Open counterpart to the C osing state.
A Term nat e- Request has been sent and the Restart timer is
runni ng, but a Term nate-Ack has not yet been received.
Rati onal e:
The Stopping state provides a well defined opportunity to
termnate a link before allowing newtraffic. After the link
has term nated, a new configuration may occur via the Stopped
or Starting states.
Request - Sent
In the Request-Sent state an attenpt is made to configure the

connection. A Configure-Request has been sent and the Restart
tinmer is running, but a Configure-Ack has not yet been received
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nor has one been sent.
Ack- Recei ved

In the Ack-Received state, a Configure-Request has been sent and a
Confi gure-Ack has been received. The Restart tiner is stil
runni ng since a Configure-Ack has not yet been sent.

Ack- Sent

In the Ack-Sent state, a Configure-Request and a Confi gure-Ack
have both been sent but a Configure-Ack has not yet been received.
The Restart tiner is always running in the Ack-Sent state.

Opened

In the Opened state, a Configure-Ack has been both sent and
received. The Restart tinmer is not running in the Opened state.

When entering the Opened state, the inplenentati on SHOULD si gha
the upper layers that it is now Up. Conversely, when | eaving the
Opened state, the inplementati on SHOULD si gnal the upper |ayers
that it is now Down.

5.4. Events
Transitions and actions in the automaton are caused by events.
Up

The Up event occurs when a lower layer indicates that it is ready
to carry packets. Typically, this event is used to signal LCP
that the link is entering Link Establishnment phase, or used to
signal a NCP that the link is entering Network-Layer Protoco
phase.

Down

The Down event occurs when a |lower layer indicates that it is no
| onger ready to carry packets. Typically, this event is used to
signal LCP that the Iink is entering Link Dead phase, or used to
signal a NCP that the link is | eaving Network-Layer Protoco
phase.

Open

The Open event indicates that the link is admnistratively
available for traffic; that is, the network adninistrator (human
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or progran) has indicated that the link is allowed to be Opened.
When this event occurs, and the link is not in the Qpened state,
the automaton attenpts to send configurati on packets to the peer

If the automaton is not able to begin configuration (the | ower
| ayer is Down, or a previous Close event has not conpleted), the
establishnent of the link is autonatically del ayed.

Wien a Terni nat e- Request is received, or other events occur which
cause the link to becone unavail able, the automaton will progress
to a state where the link is ready to re-open. No additiona

adm ni strative intervention should be necessary.

| mpl enent ati on Not e:

Experi ence has shown that users will execute an additional Open
command when they want to renegotiate the link. Since this is
not the nmeaning of the Open event, it is suggested that when an
Open user conmand is executed in the Opened, d osing, Stopping,
or Stopped states, the inplenentation issue a Down event,

i medi ately followed by an Up event. This will cause the
renegoti ation of the link, wthout any harnful side effects.

d ose

The Cl ose event indicates that the Iink is not avail able for
traffic; that is, the network adm nistrator (human or program has
indicated that the link is not allowed to be Opened. When this
event occurs, and the link is not in the Cl osed state, the
autonaton attenpts to terninate the connection. Futher attenpts
to re-configure the link are denied until a new Open event occurs.

Ti meout (TO+, TO )
This event indicates the expiration of the Restart tiner. The
Restart tiner is used to tine responses to Configure-Request and
Ter m nat e- Request packets.
The TO+ event indicates that the Restart counter continues to be
greater than zero, which triggers the correspondi ng Confi gure-
Request or Term nate- Request packet to be retransmitted.

The TO event indicates that the Restart counter is not greater
than zero, and no nore packets need to be retransmtted.

Recei ve- Confi gur e- Request ( RCR+, RCR-)

This event occurs when a Configure-Request packet is received from

Si mpson [ Page 21]



RFC 1331 Poi nt -t o- Poi nt Protocol May 1992

the peer. The Configure-Request packet indicates the desire to
open a connection and may specify Configuration Options. The
Confi gur e- Request packet is nore fully described in a later
section.

The RCR+ event indicates that the Configure-Request was
acceptable, and triggers the transnission of a corresponding
Conf i gur e- Ack.

The RCR- event indicates that the Configure-Request was
unacceptable, and triggers the transm ssion of a correspondi ng
Confi gure-Nak or Configure-Reject.

| mpl enent ati on Not e:

These events may occur on a connection which is already in the
Opened state. The inplenmentation MIST be prepared to
i medi ately renegotiate the Configuration Options.

Recei ve- Confi gure- Ack (RCA)

The Recei ve-Confi gure-Ack event occurs when a valid Configure-Ack
packet is received fromthe peer. The Configure-Ack packet is a
positive response to a Configure-Request packet. An out of
sequence or otherwi se invalid packet is silently discarded.

| mpl enent ati on Not e:

Since the correct packet has al ready been received before
reachi ng the Ack-Rcvd or Opened states, it is extrenely

unli kely that another such packet will arrive. As specified,
all invalid Ack/Nak/ Rej packets are silently discarded, and do
not affect the transitions of the automaton.

However, it is not inpossible that a correctly fornmed packet
will arrive through a coincidentally-tined cross-connection.
It is nore likely to be the result of an inplenentation error.
At the very least, this occurance shoul d be | ogged.

Recei ve- Confi gure- Nak/ Rej (RCN)

This event occurs when a valid Configure-Nak or Configure-Reject
packet is received fromthe peer. The Configure-Nak and

Confi gure-Reject packets are negative responses to a Confi gure-
Request packet. An out of sequence or otherw se invalid packet is
silently discarded.
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| mpl enent ati on Not e:

Al t hough the Configure-Nak and Configure-Reject cause the sane
state transition in the automaton, these packets have
significantly different effects on the Configuration Options
sent in the resulting Configure-Request packet.

Recei ve- Ter m nat e- Request (RTR)

The Recei ve-Ter m nat e- Request event occurs when a Term nat e-
Request packet is received. The Term nate-Request packet
i ndi cates the desire of the peer to close the connection.

| mpl enent ati on Not e:

This event is not identical to the C ose event (see above), and
does not override the Open commuands of the |ocal network

adm nistrator. The inplenentati on MUST be prepared to receive
a new Confi gure-Request without network administrator

i ntervention.

Recei ve- Ter m nat e- Ack (RTA)

The Recei ve-Term nat e- Ack event occurs when a Terni nat e- Ack packet
is received fromthe peer. The Term nate-Ack packet is usually a
response to a Term nat e- Request packet. The Term nat e- Ack packet
may al so indicate that the peer is in Cosed or Stopped states,
and serves to re-synchronize the |Iink configuration.

Recei ve- Unknown- Code ( RUC)

The Recei ve- Unknown- Code event occurs when an un-interpretable

packet is received fromthe peer. A Code-Reject packet is sent in
response.

Recei ve- Code- Rej ect, Recei ve-Protocol - Rej ect (RXJ+, RXJ-)

This event occurs when a Code-Reject or a Protocol -Reject packet
is received fromthe peer.

The RXJ+ event arises when the rejected value is acceptable, such
as a Code-Reject of an extended code, or a Protocol-Reject of a
NCP. These are within the scope of nornmal operation. The

i mpl enentati on MUST stop sending the of fendi ng packet type.

The RXJ- event arises when the rejected value is catastrophic,

such as a Code-Rej ect of Configure-Request, or a Protocol - Reject
of LCP! This event communi cates an unrecoverabl e error that
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term nates the connection.

Recei ve- Echo- Request, Recei ve- Echo- Reply, Receive-Di scard- Request
(RXR)

This event occurs when an Echo- Request, Echo-Reply or D scard-
Request packet is received fromthe peer. The Echo-Reply packet
is a response to a Echo-Request packet. There is no reply to an
Echo- Reply or Discard-Request packet.

5.5. Actions

Actions in the autonaton are caused by events and typically indicate
the transm ssion of packets and/or the starting or stopping of the
Restart tinmer.

Il1legal -Event (-)

This indicates an event that SHOULD NOT occur. The inplenentation
probably has an internal error.

Thi s-Layer-Up (tlu)

This action indicates to the upper layers that the automaton is
entering the Opened state.

Typically, this action MAY be used by the LCP to signal the Up
event to a NCP, Authentication Protocol, or Link Quality Protocol,
or MAY be used by a NCP to indicate that the link is avail able for
its traffic.

Thi

s- Layer-Down (tld)

This action indicates to the upper layers that the automaton is
| eavi ng the Opened state.

Typically, this action MAY be used by the LCP to signal the Down
event to a NCP, Authentication Protocol, or Link Quality Protocol,
or MAY be used by a NCP to indicate that the link is no | onger
available for its traffic.

Thi

s-Layer-Start (tls)

This action indicates to the |ower layers that the automaton is
entering the Starting state, and the |ower layer is needed for the
link. The |lower |layer SHOULD respond with an Up event when the

| ower layer is available.
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This action is highly inplenentati on dependent.
Thi s- Layer - Fi ni shed (tlf)

This action indicates to the |ower layers that the automaton is
entering the Stopped or Cosed states, and the |lower |ayer is no

| onger needed for the link. The |lower |ayer SHOULD respond with a
Down event when the |ower |ayer has term nated

Typically, this action MAY be used by the LCP to advance to the
Li nk Dead phase, or MAY be used by a NCP to indicate to the LCP
that the Iink nay term nate when there are no other NCPs open

This action is highly inplenmentation dependent.

Initialize-Restart-Counter (irc)

This action sets the Restart counter to the appropriate val ue
(Max- Term nate or Max-Configure). The counter is decrenmented for
each transmission, including the first.

Zer o- Restart-Counter (zrc)
This action sets the Restart counter to zero.
| mpl enent ati on Not e:

This action enables the FSA to pause before proceeding to the
desired final state. In addition to zeroing the Restart
counter, the inplenentation MJST set the tineout period to an
appropriate val ue.

Send- Confi gur e- Request (scr)

The Send- Confi gure- Request action transmits a Confi gure- Request
packet. This indicates the desire to open a connection with a
specified set of Configuration Options. The Restart timer is
started when the Configure-Request packet is transmitted, to guard
agai nst packet loss. The Restart counter is decrenmented each tine
a Configure-Request is sent.

Send- Confi gure- Ack (sca)
The Send- Configure-Ack action transnits a Configure-Ack packet.

Thi s acknow edges the reception of a Configure-Request packet wth
an acceptabl e set of Configuration Options.
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Send- Confi gure-Nak (scn)

The Send- Configure-Nak action transnits a Configure-Nak or

Confi gure- Rej ect packet, as appropriate. This negative response
reports the reception of a Configure-Request packet with an
unaccept abl e set of Configuration Options. Configure-Nak packets
are used to refuse a Configuration Option value, and to suggest a
new, acceptable value. Configure-Reject packets are used to
refuse all negotiation about a Configuration Option, typically
because it is not recognized or inplemented. The use of

Confi gure-Nak versus Configure-Reject is nore fully described in
the section on LCP Packet Fornats.

Send- Ter i nat e- Request (str)

The Send- Ter m nat e- Request action transmits a Term nat e- Request
packet. This indicates the desire to close a connection. The
Restart tiner is started when the Terni nate- Request packet is
transmitted, to guard agai nst packet |loss. The Restart counter is
decremented each tine a Terninate-Request is sent.

Send- Ter mi nat e- Ack (sta)

The Send- Terni nate-Ack action transnmts a Terni nate- Ack packet.
Thi s acknow edges the reception of a Term nat e- Request packet or
ot herwi se serves to synchroni ze the state nachines

Send- Code- Rej ect (scj)

The Send- Code- Rej ect action transnmits a Code-Reject packet. This
i ndi cates the reception of an unknown type of packet.

Send- Echo- Reply (ser)

The Send- Echo-Reply action transmits an Echo-Reply packet. This
acknow edges the reception of an Echo- Request packet.

5.6. Loop Avoi dance

The protocol makes a reasonabl e attenpt at avoi ding Configuration
Option negotiation |oops. However, the protocol does NOT guarantee
that loops will not happen. As with any negotiation, it is possible
to configure two PPP inplenentations with conflicting policies that
will never converge. It is also possible to configure policies which
do converge, but which take significant time to do so. |Inplenentors
shoul d keep this in nmind and should inpl enent | oop detection
mechani snms or hi gher |evel timeouts.
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5.7. Counters and Tiners

Restart Ti ner

There is one special timer used by the automaton. The Restart tinmer
is used to time transm ssions of Configure-Request and Term nat e-
Request packets. Expiration of the Restart timer causes a Ti neout
event, and retransni ssion of the correspondi ng Confi gure-Request or
Ter m nat e- Request packet. The Restart tiner MJST be configurable,
but MAY default to three (3) seconds.

| mpl enent ati on Not e:

The Restart tinmer SHOULD be based on the speed of the Iink. The
default value is designed for |ow speed (19,200 bps or less), high
switching latency links (typical telephone lines). Higher speed
links, or Iinks with | ow switching |atency, SHOULD have
correspondingly faster retransm ssion tines.

Max- Ter m nat e

There is one required restart counter for Term nate-Requests. Mx-
Term nate indicates the nunmber of Term nate-Request packets sent

wi t hout receiving a Term nate-Ack before assuning that the peer is
unabl e to respond. Max-Term nate MJST be configurable, but should
default to two (2) transnmi ssions.

Max- Confi gure

A simlar counter is recommended for Configure-Requests. Max-
Configure indicates the nunber of Configure-Request packets sent

wi t hout receiving a valid Configure-Ack, Configure-Nak or Configure-
Rej ect before assum ng that the peer is unable to respond. Max-
Configure MJST be configurable, but should default to ten (10)
transmi ssi ons.

Max- Fai | ure

A related counter is reconmended for Configure-Nak. Mx-Failure

i ndi cates the nunmber of Configure-Nak packets sent without sending a
Confi gure-Ack before assuming that configuration is not converging.
Any further Configure-Nak packets are converted to Confi gure-Reject
packets. Max-Failure MJST be configurable, but should default to ten
(10) transni ssions.
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6. LCP Packet Formats
There are three classes of LCP packets:

1. Link Configuration packets used to establish and configure a
Iink (Configure-Request, Configure-Ack, Configure-Nak and
Confi gure-Reject).

2. Link Termination packets used to ternminate a |link (Term nate-
Request and Ter m nat e- Ack).

3. Link Maintenance packets used to nmanage and debug a link
(Code- Rej ect, Protocol -Reject, Echo-Request, Echo-Reply, and
Di scard- Request) .

Thi s docunent describes Version 1 of the Link Control Protocol. In
the interest of sinplicity, there is no version field in the LCP
packet. If a new version of LCP is necessary in the future, the

intention is that a new Data Link Layer Protocol field value will be
used to differentiate Version 1 LCP fromall other versions. A
correctly functioning Version 1 LCP inplenmentation will always
respond to unknown Protocols (including other versions) with an
easily recogni zabl e Version 1 packet, thus providing a determnistic
fall back mechani sm for inplenentations of other versions.

Regar dl ess of which Configuration Options are enabled, all LCP Link
Configuration, Link Term nation, and Code-Reject packets (codes 1
through 7) are always sent in the full, standard form as if no
Configuration Options were enabled. This ensures that LCP
Confi gur e- Request packets are always recogni zabl e even when one end
of the Iink nistakenly believes the Iink to be open

Exactly one Link Control Protocol packet is encapsulated in the
Information field of PPP Data Link Layer franes where the Protocol
field indicates type hex c021 (Link Control Protocol).

A summary of the Link Control Protocol packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Code | Ildentifier | Length
B Lt r s i i i o o T s ks S R S
| Data ...

+- - - -+
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Code

The Code field is one octet and identifies the kind of LCP packet.
When a packet is received with an invalid Code field, a Code-
Rej ect packet is transmtted.

The nost up-to-date values of the LCP Code field are specified in
the nost recent "Assigned Nunbers" RFC [11]. Current values are
assigned as foll ows:

Conf i gur e- Request
Confi gur e- Ack
Conf i gur e- Nak
Confi gur e- Rej ect
Ter m nat e- Request
Ter m nat e- Ack
Code- Rej ect

Pr ot ocol - Rej ect
Echo- Request

10 Echo- Repl y

11 Di scar d- Request
12 RESERVED

©CoOoO~NOUDWNE

I dentifier

The ldentifier field is one octet and aids in nmatching requests
and replies. Wien a packet is received with an invalid Identifier
field, the packet is silently discarded.

Length

The Length field is two octets and indicates the Iength of the LCP
packet including the Code, ldentifier, Length and Data fields.
Cctets outside the range of the Length field should be treated as
Dat a Li nk Layer paddi ng and should be ignored on reception. Wen
a packet is received with an invalid Length field, the packet is
silently discarded.

Dat a
The Data field is zero or nore octets as indicated by the Length

field. The fornmat of the Data field is determ ned by the Code
field.
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6.1. Configure-Request
Descri ption

A LCP inpl enentation wi shing to open a connection MIJST transmit a
LCP packet with the Code field set to 1 (Configure-Request) and
the Options field filled with any desired changes to the default
link Configuration Options.

Upon reception of a Configure-Request, an appropriate reply MJST
be transmtted

A summary of the Configure-Request packet format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length
B Lt r s i i i o o T s ks S R S
| Options ...
BT I N
Code
1 for Configure-Request.
Identifier

The ldentifier field SHOULD be changed on each transmi ssion. On
reception, the Identifier field should be copied into the
Identifier field of the appropriate reply packet.

Opti ons

The options field is variable in length and contains the list of
zero or nore Configuration Options that the sender desires to
negotiate. Al Configuration Options are always negoti at ed
sinul taneously. The format of Configuration Options is further
described in a later section.
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6.2. Configure-Ack
Descri ption

If every Configuration Option received in a Configure-Request is
bot h recogni zabl e and acceptable, then a LCP inplenentation should
transmit a LCP packet with the Code field set to 2 (Configure-
Ack), the Identifier field copied fromthe received Configure-
Request, and the Options field copied fromthe received

Confi gure- Request. The acknow edged Confi guration Options MJST
NOT be reordered or nodified in any way.

On reception of a Configure-Ack, the lIdentifier field nust natch
that of the last transmitted Configure-Request. Additionally, the
Configuration Options in a Configure-Ack nmust exactly match those
of the last transnitted Confi gure-Request. Invalid packets are
silently discarded.

A summary of the Configure-Ack packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length |
s N e i T ity S S S S S
|
BT I N
Code

2 for Configure-Ack.

Identifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Ack.

Opti ons

The Options field is variable in length and contains the list of
zero or nore Configuration Options that the sender is

acknow edging. Al Configuration Options are always acknow edged
si nul t aneousl y.

Si mpson [ Page 31]



RFC 1331 Poi nt -t o- Poi nt Protocol May 1992

6.3. Configure-Nak
Descri ption

If every elenent of the received Configuration Options is

recogni zabl e but sone are not acceptable, then a LCP

i mpl enentation should transnmit a LCP packet with the Code field
set to 3 (Configure-Nak), the Identifier field copied fromthe
recei ved Configure-Request, and the Options field filled with only
t he unacceptabl e Configuration Options fromthe Configure-Request.
Al'l acceptable Configuration Options are filtered out of the

Confi gure-Nak, but otherwi se the Configuration Options fromthe
Confi gur e- Request MJST NOT be reordered

Each of the Nak’d Configuration Options MJST be nodified to a

val ue acceptable to the Configure-Nak sender. Options which have
no val ue fields (bool ean options) use the Configure-Reject reply
i nst ead.

Finally, an inplenentation may be configured to request the
negotiation of a specific option. |If that option is not |isted,
then that option may be appended to the list of Nak’d
Configuration Options in order to request the peer to list that
option in its next Configure-Request packet. Any value fields for
the option MUST indicate val ues acceptable to the Confi gure-Nak
sender.

On reception of a Configure-Nak, the lIdentifier field nust match
that of the last transmtted Configure-Request. Invalid packets
are silently discarded.

Reception of a valid Configure-Nak indicates that a new
Confi gur e- Request MAY be sent with the Configuration Options
nmodi fi ed as specified in the Configure-Nak

Sonme Configuration Options have a variable length. Since the
Nak’'d Option has been nodified by the peer, the inplenentation
MJUST be able to handle an Option length which is different from
the original Configure-Request.
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A summary of the Configure-Nak packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length |
B Lt r s i i i o o T s ks S R S
|
+-

- - -+
Code

3 for Configure-Nak.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Nak.

Opti ons

The Options field is variable in length and contains the list of
zero or nore Configuration Options that the sender is Nak'ing.
Al'l Configuration Options are always Nak’d sinultaneously.

6.4. Configure-Reject
Description

I f some Configuration Options received in a Configure-Request are
not recogni zable or are not acceptable for negotiation (as
configured by a network administrator), then a LCP inplenentation
should transmt a LCP packet with the Code field set to 4
(Configure-Reject), the lIdentifier field copied fromthe received
Confi gure-Request, and the Options field filled with only the
unaccept abl e Configuration Options fromthe Configure-Request.

Al'l recogni zabl e and negoti able Configuration Options are filtered
out of the Configure-Reject, but otherwi se the Configuration
Options MUST NOT be reordered or nodified in any way.

On reception of a Configure-Reject, the Identifier field nust
match that of the last transnitted Configure-Request.
Additionally, the Configuration Options in a Configure-Reject nust
be a proper subset of those in the last transnmitted Configure-
Request. Invalid packets are silently discarded.
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Reception of a valid Configure-Reject indicates that a new
Confi gur e- Request SHOULD be sent which does not include any of the
Configuration Options listed in the Configure-Reject.

A summary of the Configure-Reject packet format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3

| Code | Ildentifier | Length
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
|
+- - - -+
Code
4 for Configure-Reject.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Reject.

Options
The Options field is variable in length and contains the Iist of

zero or nore Configuration Options that the sender is rejecting.
Al'l Configuration Options are always rejected sinultaneously.
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6.5. Term nate-Request and Ter ni nat e- Ack
Descri ption

LCP i ncl udes Termn nate- Request and Termi nat e- Ack Codes in order to
provi de a nechani smfor closing a connection

A LCP inplementation wishing to close a connection should transmt
a LCP packet with the Code field set to 5 (Terni nate-Request) and
the Data field filled with any desired data. Term nate- Request
packets should continue to be sent until Term nate-Ack is
received, the lower layer indicates that it has gone down, or a
sufficiently large nunber have been transmitted such that the peer
is dowmn with reasonable certainty.

Upon reception of a Term nate-Request, a LCP packet MJST be
transmitted with the Code field set to 6 (Term nate-Ack), the
Identifier field copied fromthe Term nate- Request packet, and the
Data field filled with any desired data.

Reception of an unelicited Terni nate-Ack indicates that the peer
is in the Closed or Stopped states, or is otherwi se in need of
re-negoti ation.

A summary of the Terni nate-Request and Term nate-Ack packet fornats
is shown below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Code | Ildentifier | Length
B Lt r s i i i o o T s ks S R S
| Data ...

+- - - -+
Code
5 for Term nat e- Request;
6 for Term nate- Ack.
Identifier

The ldentifier field is one octet and aids in nmatching requests
and replies.
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6. 6.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and nmay be of any length fromzero to the peer’s established
maxi mum I nformation field I ength mnus four.

Code- Rej ect
Description

Reception of a LCP packet with an unknown Code indicates that one
of the comunicating LCP inplenentations is faulty or inconplete.
This error MUST be reported back to the sender of the unknown Code
by transmtting a LCP packet with the Code field set to 7 (Code-
Rej ect), and the inducing packet copied to the Rejected-
Information field.

Upon reception of a Code-Reject, the inplenentation SHOULD report
the error, since it is unlikely that the situation can be
rectified automatically.

A summary of the Code-Reject packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Code | Identifier | Length |
B s S S i i i ks a ks st S S S S S S
| Rej ected-Packet

I S S S S N e

Code
7 for Code-Reject.
I dentifier

The ldentifier field is one octet and is for use by the
transmtter.

Rej ect ed- 1 nformati on
The Rejected-Information field contains a copy of the LCP packet

which is being rejected. It begins with the Information field,
and does not include any PPP Data Link Layer headers nor the FCS.
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The Rejected-Information MJUST be truncated to conply with the
peer’s established maxi num I nformation field |ength.
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6.7. Protocol -Reject
Descri ption

Reception of a PPP frame with an unknown Data Link Layer Protocol

i ndicates that the peer is attenpting to use a protocol which is
unsupported. This usually occurs when the peer attenpts to
configure a new protocol. |If the LCP state machine is in the
Opened state, then this error MIST be reported back to the peer by
transmtting a LCP packet with the Code field set to 8 (Protocol -
Rej ect), the Rejected-Protocol field set to the received Protocol,
and the inducing packet copied to the Rejected-Information field.

Upon reception of a Protocol -Reject, a LCP inplenentation SHOULD
stop transmitting frames of the indicated protocol.

Prot ocol - Rej ect packets may only be sent in the LCP Opened state.
Prot ocol - Rej ect packets received in any state other than the LCP
Opened state SHOULD be silently discarded.

A summary of the Protocol -Reject packet format is shown below The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Code | Identifier | Length |
B e i s i i I e S e S i T ok ST SR s S R I S S S S
| Rej ect ed- Pr ot ocol | Rej ected-Information ...

B o s s i St S o o e S S S T s sl S S S S S S S S
Code

8 for Protocol -Reject.
Identifier

The ldentifier field is one octet and is for use by the
transmtter.

Rej ect ed- Pr ot ocol

The Rejected-Protocol field is two octets and contains the
Protocol of the Data Link Layer frame which is being rejected.

Rej ect ed- 1 nformati on

The Rejected-Information field contains a copy fromthe frame
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which is being rejected. It begins with the Infornmation field,
and does not include any PPP Data Link Layer headers nor the FCS
The Rejected-Information MIST be truncated to conply with the
peer’s established maxi rumInformation field |ength.

6.8. Echo-Request and Echo- Reply
Descri ption

LCP i ncl udes Echo- Request and Echo-Reply Codes in order to provide
a Data Link Layer | oopback nechanismfor use in exercising both
directions of the link. This is useful as an aid in debugging,
link quality determ nation, performance testing, and for nunerous
ot her functions.

An Echo- Request sender transnmits a LCP packet with the Code field
set to 9 (Echo-Request), the Identifier field set, the |oca
Magi c- Nunber inserted, and the Data field filled with any desired
data, up to but not exceeding the peer’s established nmaxinmum
Information field | ength mnus eight.

Upon reception of an Echo- Request, a LCP packet MJST be
transmitted with the Code field set to 10 (Echo-Reply), the
Identifier field copied fromthe received Echo- Request, the |oca
Magi c- Nunber inserted, and the Data field copied fromthe Echo-
Request, truncating as necessary to avoid exceeding the peer’s
est abl i shed maxi mum I nformation field | ength.

Echo- Request and Echo- Reply packets may only be sent in the LCP
Opened state. Echo- Request and Echo-Reply packets received in any
state other than the LCP Opened state SHOULD be silently

di scarded

A summary of the Echo-Request and Echo-Reply packet formats is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Code | Ildentifier | Length

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Magi c- Nunber |
B Lt r s i i i o o T s ks S R S
| Data ..

+- - - -+
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Code
9 for Echo-Request;
10 for Echo-Reply.
Identifier

The ldentifier field is one octet and aids in matching Echo-
Requests and Echo- Repli es.

Magi c- Nunber

The Magi c-Nunmber field is four octets and aids in detecting |inks
which are in the | ooped-back condition. Unless nodified by a
Configuration Option, the Magi c- Nunber MJST be transmitted as zero
and MUST be ignored on reception. See the Mgic-Nunber
Configuration Option for further explanation.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and may be of any length fromzero to the peer’s established
maxi mum I nformation field | ength m nus eight.

6.9. Discard-Request
Description

LCP includes a Discard-Request Code in order to provide a Data

Li nk Layer data sink mechanismfor use in exercising the local to
renote direction of the link. This is useful as an aid in
debuggi ng, perfornmance testing, and for nunerous other functions.

A discard sender transnmits a LCP packet with the Code field set to
11 (Di scard-Request) the ldentifier field set, the |ocal Magic-
Number inserted, and the Data field filled with any desired data,
up to but not exceeding the peer’s established maxi num | nformation
field ength mnus eight.

A discard receiver MJIST sinply throw away an Di scard- Request that
it receives.

Di scard- Request packets may only be sent in the LCP Opened state.
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A summary of the Discard-Request packet formats is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length |
B Lt r s i i i o o T s ks S R S
| Magi c- Nunber |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Data ...

+- - - -+

Code
11 for Discard-Request.
Identifier

The ldentifier field is one octet and is for use by the Discard-
Request transmitter.

Magi c- Nunber

The Magi c-Nunber field is four octets and aids in detecting |links
which are in the | ooped-back condition. Unless nodified by a
configuration option, the Mgic-Nunber MJUST be transnitted as zero
and MUST be ignored on reception. See the Mgic-Nunber
Configuration Option for further explanation.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and nmay be of any length fromzero to the peer’s established
maxi mum I nformation field I ength mnus four.
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7. LCP Configuration Options

LCP Configuration Options allow nodifications to the standard
characteristics of a point-to-point Iink to be negoti at ed.
Negoti abl e nodifications include such things as the naxi mumreceive
unit, async control character mapping, the link authentication

met hod, etc. |If a Configuration Option is not included in a
Confi gur e- Request packet, the default value for that Configuration
Option is assuned.

The end of the list of Configuration Options is indicated by the
| ength of the LCP packet.

Unl ess ot herwi se specified, each Configuration Option is not listed
nmore than once in a Configuration OQptions list. Sone Configuration
Options MAY be listed nore than once. The effect of this is
Configuration Option specific and is specified by each such
Configuration Option.

Al so unl ess otherwi se specified, all Configuration Options apply in a
hal f - dupl ex fashi on. When negotiated, they apply to only one
direction of the link, typically in the receive direction when
interpreted fromthe point of view of the Configure-Request sender
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7.1. For mat

A summary of the Configuration Option format is shown bel ow. The
fields are transmtted fromleft to right.

0 1
0123456789012345672829
T S T s wi SIS B S S S S &
| Type | Lengt h | Data ...
B T o ST S e o i S S R

Type

The Type field is one octet and indicates the type of
Configuration Option. The nost up-to-date values of the LCP
Option Type field are specified in the nost recent "Assigned
Numbers” RFC [11]. Current values are assigned as foll ows:

Maxi mum Recei ve- Uni t

Async- Cont r ol - Char act er - Map

Aut hent i cati on- Prot oco

Qual i ty-Protocol

Magi c- Nunber

RESERVED

Pr ot ocol - Fi el d- Conpr essi on

Addr ess- and- Cont rol - Fi el d- Conpr essi on

O~NO U WN P

Length

The Length field is one octet and indicates the length of this
Configuration Option including the Type, Length and Data fields.
If a negotiable Configuration Option is received in a Configure-
Request but with an invalid Length, a Configure-Nak SHOULD be
transmtted which includes the desired Configuration Option with
an appropriate Length and Dat a.

Dat a
The Data field is zero or nore octets and indi cates the val ue or
other information for this Configuration Option. The format and

length of the Data field is determ ned by the Type and Length
fields.
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7.2. Maxi num Recei ve-Unit
Descri ption

This Configuration Option may be sent to informthe peer that the
i npl enentation can receive larger franmes, or to request that the
peer send snaller frames. |f snaller franes are requested, an

i mpl enentation MUST still be able to receive 1500 octet frames in
case link synchronization is |ost.

A summary of the Maxi num Recei ve-Unit Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length | Maxi mum Recei ve- Uni t
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Type
1

Length
4

Maxi mum Recei ve- Uni t
The Maxi mum Receive-Unit field is two octets and indicates the new
maxi mum recei ve unit. The Maxi nrum Receive-Unit covers only the
Data Link Layer Infornation field. It does not include the
header, paddi ng, FCS, nor any transparency bits or bytes.

Def aul t

1500
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7.3. Async- Control - Charact er- Map
Descri ption

This Configuration Option provides a way to negotiate the use of
control character mapping on asynchronous links. By default, PPP
maps all control characters into an appropriate two character
sequence. However, it is rarely necessary to map all contro
characters and often it is unnecessary to nap any characters. A
PPP inpl ementati on may use this Configuration Option to informthe
peer which control characters nmust remai n mapped and whi ch contro
characters need not renmai n mapped when the peer sends them The
peer may still send these control characters in nmapped format if
it is necessary because of constraints at the peer

There may be sonme use of synchronous-to-asynchronous converters
(some built into nmodens) in Point-to-Point links resulting in a
synchronous PPP inpl enentation on one end of a link and an
asynchronous inplenentation on the other. It is the
responsibility of the converter to do all mapping conversions
during operation. To enable this functionality, synchronous PPP
i npl enent ati ons MJST al ways accept a Async- Control - Charact er- Map
Configuration Option (it MJST al ways respond to an LCP Confi gure-
Request specifying this Configuration Qption with an LCP
Configure-Ack). However, acceptance of this Configuration Option
does not inply that the synchronous inplenmentation will do any
character mapping, since synchronous PPP uses bit-stuffing rather
than character-stuffing. Instead, all such character mapping wl|l
be performed by the asynchronous-to-synchronous converter

A summary of the Async-Control - Character-Map Configuration Option
format is shown below. The fields are transnmitted fromleft to
right.

0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Length | Async-Control - Character-Mp
R R R R e e s o S e R S S S S S S e e e e e
ACCM (cont)
B il i S S S S S T S S
Type
2
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Length
6
Async- Cont r ol - Char act er - Map

The Async-Control -Character-Map field is four octets and indicates
t he new async control character map. The map is encoded in big-
endi an fashi on where each nunbered bit corresponds to the ASCI
control character of the sane value. |If the bit is cleared to
zero, then that ASCII control character need not be mapped. |If
the bit is set to one, then that ASCII control character nust
remain mapped. E.g., if bit 19 is set to zero, then the ASC
control character 19 (DC3, Control-S) nay be sent in the clear

Note: The bit ordering of the map is as described in section
3.1, Most Significant Bit to Least Significant Bit. The |east
significant bit of the |l east significant octet (the final octet
transmitted) is nunbered bit 0, and would nmap to the ASCI
control character NUL.

Def aul t

Al ones (Oxffffffff).
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7.4. Authentication-Protoco
Descri ption

On some links it may be desirable to require a peer to
authenticate itself before allow ng network-1ayer protocol packets
to be exchanged. This Configuration Option provides a way to
negoti ate the use of a specific authentication protocol. By
defaul t, authentication is not necessary.

An i nmpl enentati on SHOULD NOT include nultiple Authentication-
Protocol Configuration Options in its Configure-Request packets.
Instead, it SHOULD attenpt to configure the nost desirable
protocol first. |[If that protocol is Rejected, then the

i mpl enentation could attenpt the next nost desirable protocol in
t he next Confi gure-Request.

An i npl enentation receiving a Configure-Request specifying

Aut hent i cati on-Protocol s MAY choose at nobst one of the negotiable
aut henti cation protocols and MJST send a Confi gure-Rej ect

i ncluding the other specified authentication protocols. The

i npl ementati on MAY reject all of the proposed authentication

pr ot ocol s.

If an inplenmentation sends a Configure-Ack with this Configuration
Option, then it is agreeing to authenticate with the specified
protocol. An inplenentation receiving a Configure-Ack with this
Configuration Option SHOULD expect the peer to authenticate with

t he acknow edged pr ot ocol

There is no requirenent that authentication be full duplex or that

the same protocol be used in both directions. It is perfectly
acceptable for different protocols to be used in each direction.
This will, of course, depend on the specific protocols negoti ated.

A sunmmary of the Authentication-Protocol Configuration Option fornmat
is shown below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Type | Length | Aut hent i cati on- Prot ocol
B s S S i i i ks a ks st S S S S S S
| Data ...

e
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Type
3
Length
>= 4
Aut hent i cati on- Prot oco

The Aut hentication-Protocol field is two octets and indicates the
aut hentication protocol desired. Values for this field are al ways
the sane as the PPP Data Link Layer Protocol field values for that
sane aut hentication protocol

The npst up-to-date val ues of the Authentication-Protocol field
are specified in the nost recent "Assigned Nunbers" RFC [11].
Current val ues are assigned as foll ows:

Val ue (in hex) Pr ot oco

c023 Passwor d Aut henticati on Protoco

c223 Chal | enge Handshake Aut hentication
Pr ot ocol

Dat a

The Data field is zero or nore octets and contains additional data
as determned by the particul ar protocol

Def aul t

No aut hentication protocol necessary.
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7.5. Quality-Protoco
Descri ption

On some links it may be desirable to determ ne when, and how
often, the link is dropping data. This process is called link
quality nonitoring
This Configuration Option provides a way to negotiate the use of a
specific protocol for link quality nonitoring. By default, Iink
quality nonitoring is disabled.

There is no requirenent that quality nonitoring be full duplex or

that the sane protocol be used in both directions. It is
perfectly acceptable for different protocols to be used in each
direction. This will, of course, depend on the specific protocols

negot i at ed.

A summary of the Quality-Protocol Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Length | Qual i ty-Protocol
B Lt r s i i i o o T s ks S R S
| Data ..
BT I N
Type
4
Length
>= 4

Qual i ty-Protocol

The Quality-Protocol field is two octets and indicates the |ink
quality nonitoring protocol desired. Values for this field are
al ways the sane as the PPP Data Link Layer Protocol field val ues
for that sane nonitoring protocol

The npbst up-to-date values of the Quality-Protocol field are

specified in the npst recent "Assigned Nunbers" RFC [11]. Current
val ues are assigned as foll ows:
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Val ue (in hex) Pr ot oco
c025 Link Quality Report
Dat a

The Data field is zero or nore octets and contai ns additional data
as determined by the particular protocol

Def aul t

None
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7.6. Magi c- Nunber
Descri ption

This Configuration Option provides a way to detect | ooped-back
links and other Data Link Layer anomalies. This Configuration
Option MAY be required by some other Configuration Options such as
t he Monitoring-Protocol Configuration Option.

Before this Configuration Option is requested, an inplenentation
must choose its Magic-Nunmber. It is reconended that the Magic-
Nunmber be chosen in the nost random manner possible in order to
guarantee with very high probability that an inplenentation wll
arrive at a unique nunber. A good way to choose a uni que random
nunber is to start with an uni que seed. Suggested sources of

uni queness include nmachine serial nunbers, other network hardware
addresses, tinme-of-day clocks, etc. Particularly good random
nunber seeds are precise neasurenents of the inter-arrival tinme of
physi cal events such as packet reception on other connected

net wor ks, server response tine, or the typing rate of a human
user. It is also suggested that as nany sources as possible be
used sinultaneously.

When a Configure-Request is received with a Magi c- Nunber
Configuration Option, the received Mgic-Nunber is conpared with
t he Magi c- Nunber of the | ast Configure-Request sent to the peer
If the two Magi c-Nunbers are different, then the link is not

| ooped- back, and the Magi c- Nunber shoul d be acknowl edged. |If the
two Magi c-Nunbers are equal, then it is possible, but not certain,
that the Iink is | ooped-back and that this Configure-Request is
actually the one last sent. To determine this, a Configure-Nak
shoul d be sent specifying a different Magi c- Nunber value. A new
Confi gur e- Request should not be sent to the peer until norma
processing would cause it to be sent (i.e., until a Configure-Nak
is received or the Restart timer runs out).

Reception of a Configure-Nak with a Mgic-Nunber different from
that of the last Configure-Nak sent to the peer proves that a link
i s not |ooped-back, and indicates a unique Magi c-Nunber. |f the
Magi c- Nunber is equal to the one sent in the | ast Configure-Nak
the possibility of a | ooped-back link is increased, and a new
Magi c- Nunber shoul d be chosen. 1In either case, a new Confi gure-
Request should be sent with the new Magi c- Nunber.

If the link is indeed | ooped-back, this sequence (transnit
Confi gur e- Request, receive Configure-Request, transmt Configure-
Nak, receive Configure-Nak) will repeat over and over again. |f
the link is not |ooped-back, this sequence m ght occur a few
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tinmes, but it is extrenely unlikely to occur repeatedly. More
likely, the Mgic-Nunbers chosen at either end will quickly

di verge, terminating the sequence. The follow ng table shows the
probability of collisions assum ng that both ends of the link

sel ect Magic-Nunbers with a perfectly uniformdistribution

Number of Colli sions Probability
1 1/ 2**32 = 2.3 E-10
2 1/2**32**2 = 5.4 E-20
3 1/2**32**3 = 1.3 E-29

Good sources of uni queness or randommess are required for this

di vergence to occur. |If a good source of uniqueness cannot be
found, it is recommended that this Configuration Option not be
enabl ed; Configure-Requests with the option SHOULD NOT be
transmtted and any Magi c- Nunber Configuration Options which the
peer sends SHOULD be either acknow edged or rejected. 1In this
case, |oop-backs cannot be reliably detected by the

i mpl enentation, although they may still be detectable by the peer

If an inplenmentation does transmit a Configure-Request with a
Magi c- Nunber Configuration Option, then it MJST NOT respond with a
Configure-Reject if its peer also transnits a Configure-Request
with a Magi c- Nunber Configuration Option. That is, if an

i mpl ement ation desires to use Magi ¢ Numbers, then it MJST al so
allowits peer to do so. |If an inplenentation does receive a
Configure-Reject in response to a Configure-Request, it can only
mean that the link is not |ooped-back, and that its peer will not
be using Magi c-Nunbers. In this case, an inplenentation should
act as if the negotiation had been successful (as if it had

i nstead received a Configure-Ack).

The Magi c- Nunber al so may be used to detect |ooped-back |inks
during normal operation as well as during Configuration Option
negotiation. Al LCP Echo-Request, Echo-Reply, and D scard-
Request packets have a Magi c- Nunber field which MJUST normally be
zero, and MJUST nornally be ignored on reception. |If Magic-Nurber
has been successfully negotiated, an inplenmentation MJST transnit
these packets with the Magi c-Number field set to its negotiated
Magi c- Nunber .

The Magi c- Nunber field of these packets SHOULD be inspected on
reception. Al received Mgic-Nunber fields MJST be equal to
either zero or the peer’s unique Magi c-Nunber, dependi ng on

whet her or not the peer negotiated one.

Reception of a Magic-Nunber field equal to the negotiated | oca
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Magi c- Nunber indicates a | ooped-back Iink. Reception of a Mgic-

Number ot her than the negotiated | ocal Mgic-Nunber or the peer’s

negoti ated Magi c- Nunber, or zero if the peer didn't negotiate one,
i ndi cates a |link which has been (m s)configured for conmunications
with a different peer.

Procedures for recovery fromeither case are unspecified and nmay
vary frominplenmentation to inplenentation. A sonewhat
pessinistic procedure is to assunme a LCP Down event. A further
Open event will begin the process of re-establishing the Iink
which can’'t conplete until the | oop-back condition is term nated
and Magi c- Nunbers are successfully negotiated. A nore optimstic
procedure (in the case of a |oop-back) is to begin transmitting
LCP Echo- Request packets until an appropriate Echo-Reply is
received, indicating a termnation of the |oop-back condition

A summary of the Magi c- Nunber Configuration Option format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | Magi c- Nunber

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Magi c- Nunber (cont) |

Bk o I I e S S T e e e e

Type
5

Length
6

Magi c- Nunber
The Magi c-Nunber field is four octets and indicates a nunber which
is very likely to be unique to one end of the link. A Mgic-
Number of zero is illegal and MJUST al ways be Nak'd, if it is not
Rej ected outri ght.

Def aul t

None.
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7.7. Protocol-Fiel d-Conpression
Descri ption

This Configuration Option provides a way to negotiate the
conpression of the Data Link Layer Protocol field. By default,
all inplenentations MIUST transnit standard PPP franes with two
octet Protocol fields. However, PPP Protocol field nunbers are
chosen such that some val ues nmay be conpressed into a single octet
formwhich is clearly distinguishable fromthe two octet form
This Configuration Option is sent to informthe peer that the

i mpl enentation can receive such single octet Protocol fields.
Conpressed Protocol fields MJUST NOT be transmitted unless this
Configuration Option has been negoti at ed.

As previously nentioned, the Protocol field uses an extension
mechani sm consi stent with the | SO 3309 extension nechanismfor the
Address field; the Least Significant Bit (LSB) of each octet is
used to indicate extension of the Protocol field. A binary "0" as
the LSB indicates that the Protocol field continues with the
following octet. The presence of a binary "1" as the LSB marks
the | ast octet of the Protocol field. Notice that any nunber of
"0" octets may be prepended to the field, and will still indicate
the sane val ue (consider the two representations for 3, 00000011
and 00000000 00000011).

In the interest of sinplicity, the standard PPP frane uses this
fact and al ways sends Protocol fields with a two octet
representation. Protocol field values | ess than 256 (decimal) are
prepended with a single zero octet even though transni ssion of
this, the zero and nost significant octet, is unnecessary.

However, when using |ow speed links, it is desirable to conserve
bandwi dth by sending as little redundant data as possible. The
Prot ocol Conpression Configuration Option allows a trade-off

bet ween inplenentation sinplicity and bandwi dth efficiency. |If
successfully negotiated, the | SO 3309 extensi on nechani sm may be
used to conpress the Protocol field to one octet instead of two.
The large majority of franes are conpressible since data protocols
are typically assigned with Protocol field values |ess than 256.

In addition, PPP inplenentations nust continue to be robust and
MUST accept PPP frames with either doubl e-octet or single-octet
Protocol fields, and MJUST NOT distingui sh between them

The Protocol field is never conpressed when sending any LCP

packet. This rul e guarantees unanbi guous recognition of LCP
packets.
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When a Protocol field is conpressed, the Data Link Layer FCS field
is calculated on the conpressed frane, not the origina
unconpressed frane.

A summary of the Protocol -Fiel d- Conpression Configuration Option
format is shown below. The fields are transnmitted fromleft to
right.

0 1

0123456789012345
T S S S e e o

| Type | Length |
B i S e EE o Tk e o
Type

-
Length

2
Def aul t

D sabl ed.
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7.8. Address-and- Control - Fi el d- Conpr essi on
Descri ption

This Configuration Option provides a way to negotiate the
conpression of the Data Link Layer Address and Control fields. By
default, all inplenmentations MJST transnit franes with Address and
Control fields and MUST use the hexadeci mal val ues Oxff and 0x03
respectively. Since these fields have constant val ues, they are
easily conpressed. This Configuration Option is sent to inform
the peer that the inplenentation can receive conpressed Address
and Control fields.

Conpressed Address and Control fields are formed by sinply
omitting them By definition the first octet of a two octet
Protocol field will never be Oxff, and the Protocol field value
0x00ff is not allowed (reserved) to avoid anbiguity.

On reception, the Address and Control fields are deconpressed by
exanmining the first two octets. |If they contain the val ues Oxff
and 0x03, they are assumed to be the Address and Control fields.
If not, it is assuned that the fields were conpressed and were not
transmtted.

If a conpressed frame is received when Address-and- Control -Fi el d-
Conpressi on has not been negotiated, the inplenentation MAY
silently discard the frane

The Address and Control fields MJUST NOT be conpressed when sendi ng
any LCP packet. This rule guarantees unanbi guous recognition of
LCP packets.

When the Address and Control fields are conpressed, the Data Link
Layer FCS field is calculated on the conpressed frame, not the
ori gi nal unconpressed frane.

A summary of the Address-and-Control -Fi el d- Conpressi on configuration
option format is shown below. The fields are transnitted fromleft
to right.

0 1
0123456789012345
T S g S S g S S S S
| Type | Length |
D B T e S S S S T S S
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Type
8
Length
2
Def aul t

Not conpressed.
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A

Asynchronous HDLC

Thi s appendi x summarizes the nodifications to | SO 3309-1979 proposed
in |1 SO 3309:1984/ PDAD1, as applied in the Point-to-Point Protocol
These nodifications allow HDLC to be used with 8-bit asynchronous

l'i nks.

Transni ssi on Consi der ati ons

Al'l octets are transmitted with one start bit, eight bits of data,
and one stop bit. There is no provision in either PPP or |SO
3309: 1984/ PDADL1 for seven bit asynchronous |inks.

Fl ag Sequence

The Fl ag Sequence is a single octet and indicates the begi nning or
end of a franme. The Flag Sequence consists of the binary sequence
01111110 (hexadeci nal 0x7e).

Transpar ency

On asynchronous links, a character stuffing procedure is used.
The Control Escape octet is defined as binary 01111101
(hexadeci mal 0x7d) where the bit positions are nunbered 87654321
(not 76543210, BEWARE)

After FCS conmputation, the transnitter exam nes the entire frame
between the two Fl ag Sequences. Each Flag Sequence, Contro

Escape octet and octet with value | ess than hexadeci mal 0x20 which
is flagged in the Renote Async-Control -Character-Map i s repl aced
by a two octet sequence consisting of the Control Escape octet and
the original octet with bit 6 conplenented (i.e., exclusive-or’'d
wi t h hexadeci mal 0x20).

Prior to FCS conputation, the receiver exanm nes the entire frane
between the two Fl ag Sequences. Each octet with value | ess than
hexadeci mal 0x20 is checked. |If it is flagged in the Loca

Async- Control -Character-Map, it is sinply renoved (it may have
been inserted by intervening data conmuni cations equi pment). For
each Control Escape octet, that octet is also renoved, but bit 6
of the following octet is conplenented. A Control Escape octet

i medi ately preceding the closing Flag Sequence indicates an
invalid frane.

Note: The inclusion of all octets |ess than hexadeci nal 0x20
allows all ASCII control characters [10] excluding DEL (Del ete)
to be transparently communi cated through al nost all known data
conmuni cati ons equi pnent.
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The transmtter may al so send octets with value in the range 0x40
t hrough Oxff (except Ox5e) in Control Escape format. Since these
octet values are not negotiable, this does not solve the problem
of receivers which cannot handle all non-control characters.

Al so, since the techni que does not affect the 8th bit, this does

not solve problens for communications |links that can send only 7-
bit characters.

A few exanpl es may nmake this nore clear. Packet data is
transmitted on the Iink as foll ows:

Ox7e is encoded as 0x7d, Oxbe.
Ox7d is encoded as 0x7d, 0Ox5d.
0x01 i s encoded as 0x7d, 0x21

Some nodens with software flow control may intercept outgoing DCL
and DC3 ignoring the 8th (parity) bit. This data would be
transnmtted on the link as follows:

0x11 is encoded as 0Ox7d, Ox31
0x13 is encoded as 0Ox7d, 0x33.
0x91 is encoded as 0x7d, Oxbl
0x93 is encoded as 0x7d, Oxb3.

Aborting a Transm ssion

On asynchronous links, frames nay be aborted by transmitting a "0"
stop bit where a "1" bit is expected (framng error) or by
transmtting a Control Escape octet followed i mediately by a

cl osi ng Fl ag Sequence.

Time Fil

On asynchronous links, inter-octet and inter-franme time fill MJST
be acconplished by transmtting continuous "1" bits (mark-hold
state).

Note: On asynchronous links, inter-franme tinme fill can be
viewed as extended inter-octet tinme fill. Doing so can save
one octet for every frame, decreasing delay and increasing
bandwi dth. This is possible since a Fl ag Sequence may serve as
both a frane close and a frane begin. After having received
any frame, an idle receiver will always be in a frane begin

st at e.

Robust transmitters should avoid using this trick over-

zeal ously since the price for decreased delay is decreased
reliability. Noisy links nmay cause the receiver to receive
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gar bage characters and interpret themas part of an incom ng
frane. |If the transnmitter does not transnmit a new opening Fl ag
Sequence before sending the next frame, then that frane will be
appended to the noise characters causing an invalid frame (with
high reliability). Transmtters should avoid this by
transmitting an open Flag Sequence whenever "appreciable tine"
has el apsed since the prior closing Flag Sequence. It is
suggested that inplenentations will achieve the best results by
al ways sendi ng an opening Flag Sequence if the new franme is not
back-to-back with the last. The nmaxi mum value for "appreciable
time" is likely to be no greater than the typing rate of a sl ow
to average typist, say 1 second
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B. Fast Frane Check Sequence (FCS) | nplenentation
B.1. FCS Conputation Method

The followi ng code provides a table | ookup conputation for
calculating the Frane Check Sequence as data arrives at the
interface. This inplenentation is based on [7], [8], and [9]. The
table is created by the code in section B.2.

/*
* ul6 represents an unsigned 16-bit nunmber. Adjust the typedef for
* your hardware
*/

t ypedef unsi gned short ul6;

/*

* FCS | ookup table as calculated by the table generator in section

* B. 2.

* [

static ulé fcstab[256] = {
0x0000, 0x1189, 0x2312, 0x329b, 0x4624, 0x57ad, 0x6536, O0x74bf,
0x8c48, 0x9dcl, Oxaf5a, Oxbed3, Oxcabc, Oxdbeb5, 0xe97e, Oxf8f7,
0x1081, 0x0108, 0x3393, 0x22l1la, 0x56a5, 0x472c, O0x75b7, 0x643e,
0x9cc9, 0x8d40, Oxbfdb, Oxaeb52, Oxdaed, Oxcb64, Oxf9ff, O0xe876,
0x2102, 0x308b, 0x0210, 0x1399, 0x6726, O0x76af, 0x4434, 0x55bd,
Oxad4a, Oxbcc3, 0x8e58, 0x9fdl, Oxeb6e, Oxfae7, 0xc87c, 0xdof5,
0x3183, 0x200a, 0x1291, 0x0318, O0x77a7, 0x662e, 0x54b5, 0x453c,
Oxbdcb, Oxac42, 0x9ed9, 0x8f50, Oxfbef, Oxea66, 0xd8fd, 0xc974,
0x4204, 0x538d, 0x6116, O0x709f, 0x0420, 0x15a9, 0x2732, 0x36bb
Oxce4c, Oxdfch5, Oxed5e, Oxfcd7, 0x8868, 0x99el, Oxab7a, Oxbaf3,
0x5285, 0x430c, 0x7197, 0x60l1le, 0Oxl1l4al, 0x0528, 0x37b3, 0x263a,
Oxdecd, Oxcf44, Oxfddf, Oxec56, 0x98e9, 0x8960, Oxbbfb, Oxaa72,
0x6306, O0x728f, 0x4014, 0x519d, 0x2522, 0x34ab, 0x0630, 0x17b9,
Oxef 4e, Oxfec7, Oxcc5c, 0Oxddd5, Oxa96a, 0xb8e3, 0x8a78, 0x9bf1,
0x7387, 0x620e, 0x5095, 0x411lc, 0x35a3, 0x242a, 0x1l6bl, 0x0738,
Oxffcf, Oxeed46, Oxdcdd, Oxcd54, Oxb9eb, 0xaB862, 0x9af9, 0x8b70,
0x8408, 0x9581, Oxa7la, 0xb693, 0xc22c, 0xd3ab, 0xel3e, O0xfO0Ob7,
0x0840, 0x19c¢c9, O0x2b52, O0x3adb, 0x4e64, Oxbfed, 0x6d76, Ox7cff,
0x9489, 0x8500, O0xb79b, 0Oxa612, Oxd2ad, 0xc324, Oxf1lbf, 0xe036,
0x18cl, 0x0948, 0x3bd3, 0x2aba, O0x5eeb, O0x4f6c, 0Ox7df7, Ox6c7e,
Oxab0a, 0xb483, 0x8618, 0x9791, 0xe32e, O0xf2a7, 0xc03c, 0xdlb5,
0x2942, 0x38cb, 0x0a50, 0x1bd9, Ox6f66, Ox7eef, 0x4c74, O0x5dfd,
Oxb58b, 0xa402, 0x9699, 0x8710, Oxf3af, 0xe226, 0xdObd, 0xcl134,
0x39c3, 0x284a, Oxladl, 0x0b58, O0x7fe7, Ox6e6e, 0Oxbcfb5, 0x4d7c,
0xc60c, 0xd785, Oxe5le, Oxf497, 0x8028, 0x9lal, O0xa33a, 0xb2b3,
Ox4a44, O0x5bcd, 0x6956, 0x78df, 0x0c60, Ox1lde9, 0Ox2f72, O0x3efb,
0xd68d, 0xc704, Oxf59f, Oxed4l6, 0x90a9, 0x8120, O0xb3bb, 0xa232,
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Ox5ach5, 0x4b4c, 0x79d7, 0x685e, Oxlcel, 0x0d68, O0x3ff3, O0x2e7a,
Oxe70e, Oxf687, Oxc4lc, 0xd595, Oxal2a, OxbOa3, 0x8238, 0x93bl
0x6b46, Ox7acf, 0x4854, 0x59dd, 0x2d62, Ox3ceb, 0x0e70, Ox1ff9,
Oxf 78f, 0xe606, 0xd49d, 0Oxc514, Oxblab, 0xa022, 0x92b9, 0x8330,
Ox7bc7, Ox6ade, 0x58d5, 0x495c, 0x3de3, O0x2c6a, Oxlefl, O0xOf 78

s
#defi ne PPPI NIl TFCS oxffff /* Initial FCS value */
#def i ne PPPGOODFCS 0Oxf0Ob8 /* Good final FCS value */
/*
* Calculate a new fcs given the current fcs and the new data.
*/

ulé pppfcs(fcs, cp, len)
regi ster ulé fcs;
regi ster unsigned char *cp
register int |en;

{
ASSERT(si zeof (ul6) == 2);
ASSERT(((ul6) -1) > 0);
while (len--)
fcs = (fcs >> 8) M festab[(fcs ~ *cp++) & Oxff];
return (fcs);
}
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B.2. Fast FCS tabl e generator

The followi ng code creates the | ookup table used to calculate the
FCS.

/*
* Generate a FCS table for the HDLC FCS.

*

* Drew D. Perkins at Carnegie Mellon University.

*

* Code liberally borrowed from Mohsen Banan and D. Hugh Redel neier.
*/

/*

* The HDLC polynomi al: x**0 + x**5 + x**12 + x**16 (0x8408).
*/

#define P 0x8408

mai n()

{ _ _ _
regi ster unsigned int b, v;
register int i;

printf("typedef unsigned short ul6;\n");
printf("static ulé fcstab[256] = {");
for (b=0; ;) {

if (b %8 ==0)

printf("\n");
v = b;
for (i =8; i--;

V=v&1l?(v>>1 ~"P:v>1
printf("0x%4x", v & OxFFFF);
if (++b == 256)

br eak;
printf(",");

}
printf("\n};\n");
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C. LCP Reconmended Options

The followi ng Configurations Options are recomended:
SYNC LI NES

Magi ¢ Nunber

Link Quality Mnitoring

No Address and Control Field Conpression
No Protocol Field Conpression

ASYNC LI NES

Async Control Character Map

Magi ¢ Nunber

Address and Control Field Conpression
Prot ocol Field Conpression
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Security Considerations

Security issues are briefly discussed in sections concerning the
Aut henti cati on Phase, and the Authentication-Protocol Configuration
Option. Further discussion is planned in a separate docunent
entitled PPP Aut hentication Protocols.
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