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Status of this Meno

Thi s docunent specifies an | AB standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "I AB

O ficial Protocol Standards" for the standardi zati on state and status
of this protocol. Distribution of this meno is unlinited.

Abstract

This meno defines a portion of the Managenent |nfornation Base (M B)
for use with network managenent protocols in TCP/|P-based internets.
In particular, it describes a representation of the SNWP parties
defined in [8] as objects defined according to the Internet Standard
SM [1]. These definitions are consistent with the SNWP Security
protocols set forth in [9].
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1

The Networ k Management Framewor k

the Internet-standard Network Managenent Framework consists of three
conponents. They are:

RFC 1155 which defines the SM, the nechanisns used for describing
and nam ng objects for the purpose of nanagenment. RFC 1212
defines a nore concise description nechanism which is wholly
consistent with the SM.

RFC 1156 which defines MB-1, the core set of nmanaged objects for
the Internet suite of protocols. RFC 1213, defines MB-11, an
evol ution of MB-1 based on inplenentation experience and new
operational requirements.

RFC 1157 whi ch defines the SNWP, the protocol used for network
access to managed objects.

The Franmework permits new objects to be defined for the purpose of
experinentati on and eval uati on.

hj ect s

Managed objects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [5]
defined in the SM. |In particular, each object has a nane, a syntax,
and an encoding. The nane is an object identifier, an

adm ni stratively assigned nane, which specifies an object type. The
obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For hunman

conveni ence, we often use a textual string, ternmed the OBJECT

DESCRI PTOR, to also refer to the object type.

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 |anguage is used for
this purpose. However, the SM [1] purposely restricts the ASN 1
constructs which nay be used. These restrictions are explicitly nade
for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type’'s syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transnitted on the network.

The SM specifies the use of the basic encoding rules of ASN. 1 [6],
subject to the additional requirenents inposed by the SNWVP
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2.1. Format of Definitions

Section 4 contains the specification of all object types contained in
this MB nodule. The object types are defined using the conventions
defined in the SM, as anended by the extensions specified in [7].

3. Overview
3.1. Structure

This MB contains the definitions for four tables, a nunber of OBJECT
| DENTI FI ER assi gnnents, and sone conventions for initial use with
some of the assignnents. The four tables are the SNMP Party Public
dat abase, the SNWP Party Secrets database, the SNMP Access Contro

dat abase, and the SNWP Vi ews dat abase

The SNWVP Party Public database and the SNMP Party Secrets database
are defined as separate tables specifically for the purpose of
positioning themin different parts of the MB tree nanespace. In
particular, the SNMP Party Secrets database contains secret

i nformation, for which security demands that access to it be linited
to parties which use both authentication and privacy. It is
therefore positioned in a separate branch of the MB tree so as to
provide for the easiest neans of accommodating the required
limtation.

In contrast, the SNMP Party Public database contains public

i nformati on about SNMP parties. In particular, it contains the
parties’ clocks which need to be read-able (but not wite-able) by
unaut henti cated queries, since an unauthenticated query of a party’'s
clock is the first step of the procedure to re-establish clock
synchroni zati on (see [9]).

The objects in this MB are organi zed into four groups. Al four of
the groups are nmandatory for those SNWP i npl enentations that realize
the security framework and nechani sns defined in [8] and [9].

3.2. Instance ldentifiers

In all four of the tables in this MB, the object instances are
identified by val ues which have an underlying syntax of OBJECT

| DENTI FIER. For the Party Public database and the Party Secrets

dat abase, the index variable is the party identifier. For the Access
Control database and the Views database, two index variables are
defined, both of which have a syntax of OBJECT |IDENTIFIER (See the
I NDEX cl auses in the MB definitions below for the specific
vari abl es.)
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4,

According to RFC 1212 [7], section 4.1.6, the syntax of the object(s)
specified in an | NDEX cl ause indicates how to formthe instance-
identifier. |In particular, for each index object which is object
identifier-valued, its contribution to the instance identifier is:

‘n+l’ sub-identifiers, where ‘n’ is the nunber of sub-identifiers
in the value (the first sub-identifier is ‘n’ itself, follow ng
this, each sub-identifier in the value is copied).

Textual Conventions

The datatypes, Party, Cock, and TAddress, are used as textual
conventions in this document. These textual conventions have NO
effect on either the syntax nor the senantics of any nanaged object.
bj ects defined using these conventions are al ways encoded by neans
of the rules that define their prinmtive type. Hence, no changes to
the SM or the SNMP are necessary to accommopdat e these textual
conventions which are adopted nerely for the conveni ence of readers.

Definitions
RFC1353-M B DEFINITIONS ::= BEG N
| MPORTS
system mib, private, internet FROM RFC1155- SM
OBJECT- TYPE FROM RFC- 1212;
snnmpParties OBJECT IDENTIFIER ::= { mib-2 20 }
partyAdm n OBJECT IDENTIFIER ::= { snnpParties 1}
partyPublic OBJECT IDENTIFIER ::= { snnpParties 2 }
snnpSecrets OBJECT IDENTIFIER ::= { nmib-2 21}
partyPrivate OBJECT IDENTIFIER ::= { snnpSecrets 1}
partyAccess OBJECT IDENTIFIER ::= { snnpSecrets 2 }
partyVi ews OBJECT IDENTIFIER ::= { snnpSecrets 3 }

-- Textual Conventions

-- A textual convention denoting a SNVWP party identifier:
Party ::= OBJECT | DENTI FI ER

-- A party’s authentication clock - a non-negative integer
-- which is increnented as specified/allowed by the party’s

-- Aut hentication Protocol.
-- For noAuth, a party’s authentication clock is unused and
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-- its value is undefined.
-- For nmd5Aut hProtocol, a party’'s authentication clock is a
-- relative clock with 1-second granularity.

Clock ::= I NTEGER (0..2147483647)

-- A textual convention denoting a transport service
-- address.

-- For rfc1351Donain, a TAddress is 6 octets |ong,
-- the initial 4 octets containing the I P-address in

-- network-byte order and the last 2 containing the

-- UDP port in network-byte order.

TAddress ::= OCTET STRI NG

--- Definitions of Security Protocols

partyProtocol s
OBJECT IDENTIFIER ::= { partyAdnin 1}

noAut h
OBJECT | DENTI FI ER : :

- The protocol w thout authentication
{ partyProtocols 1}

noPriv
OBJECT | DENTI FI ER : :

- The protocol wi thout privacy
{ partyProtocols 3}

desPri vPr ot ocol
OBJECT | DENTI FI ER : :

- The DES Privacy Protocol
{ partyProtocols 4 }

nd5Aut hPr ot ocol
OBJECT | DENTI FI ER : :

- The MD5 Aut hentication Protocol
{ partyProtocols 5 }

--- definitions of Transport Donmins

t ransport Donai ns

OBJECT IDENTIFIER ::= { partyAdnin 2 }
rfcl351Domain --- RFC-1351 (SNWP over UDP, using SNWP Parties)
OBJECT IDENTIFIER ::= { transportDonains 1 }
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definitions of Proxy Domains

pr oxyDonai ns

OBJECT IDENTIFIER ::= { partyAdnmin 3 }
noPr oxy --- Local operation
OBJECT IDENTIFIER ::= { proxyDomains 1 }

Definition of Initial Party ldentifiers

When devices are installed, they need to be configured
with an initial set of SNMP parties. The configuration
of SNMP parties requires (anobng other things) the

assi gnnent of several OBJECT | DENTIFIERs. Any |oca
networ k adnmi ni stration can obtain the del egated

aut hority necessary to assign its own OBJECT

| DENTI FI ERs. However, to provide for those

adm ni strations who have not obtained the necessary
authority, this docunent allocates a branch of the
naming tree for use with the foll owi ng conventions

initialPartyld

McC oghri e,

OBJECT IDENTIFIER ::= { partyAdnmin 4 }

Note these are identified as "initial" party identifiers
since these all ow secure SNVMP conmmuni cation to proceed,
thereby allow ng further SNVP parties to be configured

t hrough use of the SNWP itself.

The following definitions identify a party identifier
and specify the initial values of various object

i nstances indexed by that identifier. In addition

the initial MB view and access control paraneters
assigned, by convention, to these parties are identified.

Party ldentifiers for use as initial SNWVP parties
at |P address a.b.c.d

partyldentity
partyTDomai n

{ initialPartyld a b c d 1}
{ rfc1351Domain }

partyTAddr ess a.b.c.d, 161
partyProxyFor { noProxy }
part yAut hPr ot ocol { noAuth }
partyAut hd ock 0

partySecret sAut hPri vat e
partyAut hPubl i c
partyAut hLifetine

"h (the enpty string)
"h (the enpty string)

0
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SNVP Party

partyPri vProtocol
partySecretsPrivPrivate
partyPrivPublic

partyldentity
partyTDonai n

partyTAddr ess

part yProxyFor

part yAut hPr ot ocol
partyAut hd ock
partySecretsAut hPrivate
partyAut hPubl i c
partyAut hLifetine
partyPri vProtocol
partySecretsPrivPrivate
partyPri vPublic

partyldentity
partyTDonai n

partyTAddr ess
partyProxyFor

part yAut hPr ot ocol
partyAut hd ock
partySecret sAut hPrivate
partyAut hPubl i c
partyAut hLifetine
partyPri vProtocol
partySecretsPrivPrivate
partyPri vPublic

partyldentity
partyTDonai n

partyTAddr ess

par t yPr oxyFor

part yAut hPr ot ocol

part yAut hd ock
partySecret sAut hPrivate
partyAut hPubl i c
partyAut hLifetine
partyPri vProtocol
partySecretsPrivPrivate
partyPri vPublic

partyldentity
partyTDomai n
partyTAddr ess
par t yPr oxyFor
part yAut hPr ot ocol

Davin, & Glvin
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{ noPriv }
"h (the enpty string)
"h (the enpty string)

{ initialPartyld a b c d 2}
{ rfcl1351Domain }

assigned by local adninistration

{ noProxy }

{ noAuth }

0

"7h (the enpty string)
"h (the enpty string)
0

{ noPriv }

"'h (the enpty string)
"’h (the enpty string)

{ initialPartyld a b c d 3}
{ rfcl1351Donain }

a.b.c.d, 161

{ noProxy }

{ md5Aut hProt ocol }

0

assigned by local adninistration
"h (the enpty string)
300

{ noPriv }

"’h (the enpty string)
"’h (the enpty string)

{ initialPartyld a b c d 4}
{ rfcl351Donain }
assi gned by | ocal
{ noProxy }

{ md5Aut hProt ocol }

0

assigned by local adninistration
"'h (the enpty string)

300

{ noPriv }

"’h (the enpty string)

"h (the enpty string)

adm ni stration

{ initialPartyld a b ¢ d 5}
{ rfcl351Domnain }

a.b.c.d, 161

{ noProxy }

{ nd5Aut hProt ocol }
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SNVP Party

partyAut hd ock
partySecret sAut hPrivate
partyAut hPubl i c
partyAut hLifetine
partyPri vProtocol
partySecretsPrivPrivate
partyPrivPublic

partyldentity
partyTDomai n
partyTAddr ess

part yProxyFor

part yAut hPr ot ocol
partyAut hd ock
partySecret sAut hPri vate
partyAut hPubl i c
partyAut hLifetine
partyPri vProtocol
partySecretsPrivPrivate
partyPrivPublic

M B July 1992

0

assigned by local adninistration
"h (the enpty string)

300

{ desPrivProtocol }

assigned by local adninistration
"h (the enpty string)

{ initialPartyld a b ¢ d 6 }
{ rfc1351Donmain }
assigned by loca
{ noProxy }

{ nmd5Aut hProt ocol }

0

assigned by local adninistration
"’h (the enpty string)

300

{ desPrivProtocol }

assigned by local adninistration
"'h (the enpty string)

adm ni stration

The initial access control paraneters assigned, by
convention, to these parties are:

acl Tar get ={ initialPartyld a bc d 1}
acl Subj ect ={ initialPartyld a bc d 2}
aclPrivileges = 3 (Get & Get-Next)

acl Tar get ={ initialPartyld a b cd 2}
acl Subj ect ={ initialPartyld a bc d 1}
acl Privileges = 20 (Get Response & Trap)

acl Tar get ={ initialPartyld a b c d 3}
acl Subj ect ={ initialPartyld a bc d 4}
aclPrivileges = 11 (Get, Get-Next & Set)

acl Tar get ={ initialPartyld a bc d 4}
acl Subj ect ={ initialPartyld a b c d 3}
acl Privileges = 20 (Get Response & Trap)

acl Tar get ={ initialPartyld a b c d 5}
acl Subj ect ={ initialPartyld a b c d 6 }
aclPrivileges = 11 (Get, Get-Next & Set)

acl Tar get ={ initialPartyld a b c d 6 }
acl Subj ect ={ initialPartyld a b c d 5}

acl Privileges

Davin, & Glvin

20 (Get Response & Trap)
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The initial

SNWP Party M B

these parties are:

vi ewParty
vi ewSubtr ee
vi ewsSt at us
vi ewvask

vi ewParty
vi ewSubtr ee
Vi ewsSt at us
vi ewvask

vi ewParty
vi ewSubtr ee
Vi ewst at us
vi ewvask

vi ewParty
vi ewSubtr ee
vi ewsSt at us
vi ewivask

vi ewParty
vi ewSubt r ee
vi ewsSt at us
vi ewivask

latn Yot Yaan Voo Lt Yot Yaan Yann ) [t Yaan Yo Yann [tn Yot Yaan Yoot [atn Yot Yaan Yannt

initialPartyld a b

system}
i ncl uded }
LI ] h }

initial Partyld
snmpParties }

i ncl uded }
!!h}

initial Partyld
i nternet }

i ncl uded }
77h}

initial Partyld
partyPrivate }
excl uded }
!!h}

initial Partyld
i nternet }

i ncl uded }
llh}

M B vi ews assi gned, by

QD

QO

QO

QO

convention, to

cd1l}

cd1}

cd3}

cd3}

cdb5}

The SNWVP Party Public Database G oup

The non-secret party information.

July 1992

| mpl enentati on of the objects in this group is nandatory.

partyTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PartyEntry

McC oghri e,

Davi n,

ACCESS

not - accessi bl e

STATUS mandat ory

DESCRI PTI ON

"The SNWP Party Public database.

An agent nust ensure that there is,

at all

tines,

a one-to-one correspondence between entries in
this table and entries in the partySecretsTable.

The creation/del etion of

& Gl vin

instances in this table

via SNWVP Set-Requests is not allowed. Instead,
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entries in this table are created/ deleted as a
side-effect of the creation/deletion of
corresponding entries in the partySecretsTable.

Thus, a SNWP Set - Request whose varbinds contain a
reference to a non-existent instance of a
partyTabl e object, but no reference to the
correspondi ng instance of a partySecretsTabl e

object, will be rejected.”

::={ partyPublic 1}

partyEntry OBJECT- TYPE
SYNTAX PartyEntry
ACCESS not-accessible
STATUS mandat ory
DESCRI PTI ON

"Local ly held non-secret
particul ar SNWP party,
access by network nmanagenent.

i nformati on about a
which is avail able for
Note that this does

not include all locally held information about a

party. In particular,
"last-timestanp’ (i.e.

it does not

i ncl ude the
the tinestanp of the |ast

aut henti c message received) or the ’nonce’

val ues. "

I NDEX { partyldentity }

{ partyTable 1 }

PartyEntry ::=
SEQUENCE {

McC oghri e,

Davi n,

partyldentity

Party,
partyTDonai n

OBJECT | DENTI FI ER
partyTAddr ess

TAddr ess,
partyProxyFor

Party,
part yAut hPr ot ocol

OBJECT | DENTI FI ER
partyAut hd ock

d ock
partyAut hPubl i c

OCTET STRI NG
partyAut hLi fetine

| NTEGER,
partyPri vProtocol

OBJECT | DENTI Fl ER,
partyPri vPublic

& Gl vin
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OCTET STRI NG
partyMaxMessageSi ze

| NTEGER,
partySt at us

| NTEGER

}

partyldentity OBJECT- TYPE

SYNTAX Party

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"A party identifier uniquely identifying a
particul ar SNVWP party."

o= { partyEntry 1}

partyTDomai n OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"Indicates the kind of transport service by which
the party receives network managenent traffic. An
exanpl e of a transport donmain is 'rfcl351Donain’
(SNVP over UDP). "

DEFVAL { rfc1351Donain }

o= { partyEntry 2}

partyTAddress OBJECT- TYPE

SYNTAX TAddress

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The transport service address by which the party
recei ves network managenent traffic, formatted
according to the correspondi ng val ue of
partyTDomai n. For rfcl351Donmain, partyTAddress is
formatted as a 4-octet |P Address concatenated
with a 2-octet UDP port nunber."

DEFVAL { ' 000000000000’ h }

:={ partyEntry 3}

partyProxyFor OBJECT- TYPE
SYNTAX Party
ACCESS read-wite
STATUS nmandat ory
DESCRI PTI ON
"The identity of a second SNWP party or other
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managenent entity with which interaction nay be
necessary to satisfy recei ved managenent requests.
In this context, the distinguished value { noProxy
} signifies that the party responds to received
managenent requests by entirely |ocal nechanisns.”
DEFVAL { noProxy }
.= { partyEntry 4}

partyAut hProt ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The aut hentication protocol by which all nessages
generated by the party are authenticated as to
origin and integrity. 1In this context, the val ue
{ noAuth } signifies that nmessages generated by
the party are not authenticated."

DEFVAL { nd5Aut hProtocol }

o= { partyEntry 5}

partyAut hCl ock OBJECT- TYPE

SYNTAX O ock

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The aut hentication clock which represents the
| ocal notion of the current tine specific to the
party. This value nust not be decrenented unl ess
the party’s secret information is changed
si mul taneously, at which tine the party’s nonce
and | ast-tinmestanp val ues nust al so be reset to
zero, and the new value of the clock
respectively."”

DEFVAL { 0}

::={ partyEntry 6 }

partyAut hPubl i ¢ OBJECT- TYPE

McC oghri e,

SYNTAX OCTET STRING -- for nd5Aut hProtocol: (SIZE (0..16))
ACCESS read-wite
STATUS nmandat ory
DESCRI PTI ON
"A publically-readable value for the party.

Dependi ng on the party’s authentication protocol
this value nmay be needed to support the party’s
aut hentication protocol. Alternatively, it may be
used by a nanager during the procedure for
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altering secret information about a party. (For
exanpl e, by altering the value of an instance of
this object in the same SNWP Set- Request used to
update an instance of partyAuthPrivate, a
subsequent GCet-Request can determine if the Set-
Request was successful in the event that no
response to the Set-Request is received, see RFC

1352.)

The I ength of the value is dependent on the
party’s authentication protocol. |If not used by
the aut hentication protocol, it is recomended

that agents support values of any length up to and
including the length of the correspondi ng
partyAut hPrivate object.”

DEFVAL { "’'h } -- the enpty string

:={ partyEntry 7 }

partyAut hLi feti ne OBJECT- TYPE

SYNTAX | NTEGER (0. .2147483647)

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The lifetinme (in units of seconds) which
represents an adninistrative upper bound on
acceptabl e delivery delay for protocol nessages
generated by the party."

DEFVAL { 300 }

::={ partyEntry 8 }

partyPri vProtocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The privacy protocol by which all protoco
messages received by the party are protected from
di sclosure. In this context, the value { noPriv }
signifies that nmessages received by the party are
not protected.”

DEFVAL { noPriv }

.= { partyEntry 9 }

partyPrivPublic OBJECT- TYPE

McC oghri e,

SYNTAX OCTET STRING -- for desPrivProtocol: (SIZE (0..16))
ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON

Davin, & Glvin [ Page 13]



RFC 1353

SNWP Party M B July 1992

"A publically-readabl e value for the party.

Dependi ng on the party’s privacy protocol, this
val ue may be needed to support the party’s privacy
protocol. Alternatively, it may be used by a
manager as a part of its procedure for altering
secret information about a party. (For exanpl e,
by altering the value of an instance of this
object in the same SNWP Set- Request used to update
an instance of partyPrivPrivate, a subsequent

Cet - Request can determine if the Set-Request was
successful in the event that no response to the
Set - Request is received, see RFC 1352.)

The length of the value is dependent on the
party’s privacy protocol. |f not used by the
privacy protocol, it is reconmended that agents
support values of any length up to and incl uding
the I ength of the corresponding partyPrivPrivate
obj ect . "

DEFVAL { "'h '} -- the enpty string
{ partyEntry 10 }

partyMaxMessageSi ze OBJECT- TYPE

| NTEGER (484. .65507)
read-write

STATUS mandat ory
DESCRI PTI ON

"The maxi mum length in octets of a SNWP nessage
which this party will accept. For parties which
execute at an agent, the agent initializes this
obj ect to the maxi num | ength supported by the
agent, and does not let the object be set to any

| arger value. For parties which do not execute at
the agent, the agent nust allow the nmanager to set
this object to any legal value, even if it is

| arger than the agent can generate."

DEFVAL { 484 }
= { partyEntry 11 }

partyStatus OBJECT- TYPE

McC oghri e,

INTEGER { valid(1l), invalid(2) }
read-only

STATUS mandat ory
DESCRI PTI ON

"The status of the locally-held information on a
particul ar SNWP party.
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The instance of this object for a particular party
and the instance of partySecretsStatus for the
sanme party always have the sane val ue.

This object will typically provide unrestricted
read-only access to the status of parties. In
contrast, partySecretsStatus will typically
provide restricted read-wite access to the status
of parties.”

::={ partyEntry 12 }

-- The SNWVP Party Secrets Database G oup

-- The secret party infornmation

-- Inplenentation of the objects in this group is nmandatory.

partySecretsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PartySecretsEntry
ACCESS not -accessible
STATUS nmandat ory
DESCRI PTI ON
"The SNWP Party Secrets database."
.= { partyPrivate 1}

partySecretsEntry OBJECT- TYPE

SYNTAX PartySecretsEntry

ACCESS not -accessi bl e

STATUS nmandatory

DESCRI PTI ON
"Local ly held secret information about a
particul ar SNWP party, which is available for
access by network managenent.

When a SNWP Set - Request is used to update the
val ues of instances of objects in this table, it
i s recomended that the same SNWP Set - Request al so
alter the value of a non-secret object instance
(e.g., an instance of partyAuthPublic or
partyPrivPublic). This allows a Get-Request of
that non-secret object instance to determne if
t he Set-Request was successful in the event that
no response whi ch matches the Set-Request is
received, see RFC 1352."

| NDEX { partySecretsldentity }

::={ partySecretsTable 1}
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PartySecretsEntry ::=
SEQUENCE {
partySecretsldentity
Party,
partySecretsAut hPrivate
OCTET STRI NG
partySecretsPrivPrivate
OCTET STRI NG
partySecretsStatus
| NTEGER

}

partySecretsldentity OBJECT- TYPE

SYNTAX Party

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"A party identifier uniquely identifying a
particul ar SNWP party."

.= { partySecretsEntry 1 }

partySecret sAut hPrivate OBJECT- TYPE

SYNTAX OCTET STRING -- for nd5Aut hProtocol: (SIZE (16))

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"An encoding of the party’s private authentication
key which nmay be needed to support the
aut hentication protocol. Al though the val ue of
this variable nmay be altered by a managenent
operation (e.g., a SNWP Set-Request), its value
can never be retrieved by a managenent operation
when read, the value of this variable is the zero
| engt h OCTET STRI NG

The private authentication key is NOT directly
represented by the value of this variable, but
rather it is represented according to an encodi ng.
This encoding is the bitw se exclusive-OR of the
old key with the new key, i.e., of the old private
aut hentication key (prior to the alteration) with
the new private authentication key (after the
alteration). Thus, when processing a received
protocol Set operation, the new private

aut hentication key is obtained fromthe val ue of
this variable as the result of a bitw se

excl usive-OR of the variable’ s value and the old
private authentication key. 1In calculating the
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exclusive-OR, if the old key is shorter than the
new key, zero-val ued padding is appended to the
old key. If no value for the old key exists, a
zero-length OCTET STRING is used in the
cal cul ation.”

DEFVAL { ""h } -- the enpty string

.= { partySecretsEntry 2 }

partySecretsPrivPrivate OBJECT- TYPE

SYNTAX OCTET STRING -- for desPrivProtocol: (SIZE (16))

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"An encoding of the party’'s private encryption key
whi ch may be needed to support the privacy
protocol. Although the value of this variable my
be altered by a managenent operation (e.g., a SNW
Set - Request), its value can never be retrieved by
a managenent operation: when read, the val ue of
this variable is the zero |l ength OCTET STRI NG

The private encryption key is NOT directly
represented by the value of this variable, but
rather it is represented according to an encodi ng.
This encoding is the bitw se exclusive-OR of the
old key with the new key, i.e., of the old private
encryption key (prior to the alteration) with the
new private encryption key (after the alteration).
Thus, when processing a received protocol Set
operation, the new private encryption key is
obtained fromthe value of this variable as the
result of a bitwi se exclusive-OR of the variable's
val ue and the old private encryption key. In
calculating the exclusive-OR if the old key is
shorter than the new key, zero-valued padding is
appended to the old key. |If no value for the old
key exists, a zero-length OCTET STRING is used in
the cal culation.”

DEFVAL { ''h '} -- the enpty string

::={ partySecretsEntry 3}

partySecretsStatus OBJECT- TYPE

SYNTAX |INTECER { valid(1l), invalid(2) }

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The status of the locally-held information on a
particul ar SNWP party.

Davin, & Glvin [ Page 17]



RFC 1353

DEFVAL

SNWP Party M B July 1992

Setting an instance of this object to the val ue
"valid(1l)' has the effect of ensuring that valid

| ocal know edge exists for the correspondi ng
party. For valid |ocal know edge to exist, there
must be correspondi ng i nstances of each object in
this table and in the partyTable. Thus, the
creation of instances in the partyTable (but not
in the acl Tabl e or viewTable) occurs as a direct
result of the creation of instances in this table.

Setting an instance of this object to the val ue
"invalid(2)' has the effect of invalidating al

| ocal know edge of the corresponding party,
including the invalidating of any/all entries in
the partyTabl e, the partySecretsTable, the

acl Tabl e, and the vi ewTabl e which reference said

party.

It is an inplementation-specific matter as to

whet her the agent renoves an invalidated entry
fromthe table. Accordingly, managenent stations
nmust be prepared to receive fromagents tabul ar

i nformati on corresponding to entries not currently
in use. Proper interpretation of such entries
requi res exam nation of the rel evant
partySecretsStatus object.”

{ valid }

::={ partySecretsEntry 4 }

The SNWVP Access Privil eges Database G oup

This group of objects allows the SNMP itself to be used to
configure new SNVWP parties, or to mani pul ate the access
privileges of existing parties.

| mpl enentation of the objects in this group is nandatory.

acl Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Acl Entry
ACCESS not-accessible
STATUS nmandat ory
DESCRI PTI ON

"The access privil eges database."

::={ partyAccess 1 }

McC oghri e,
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acl Entry OBJECT- TYPE

SYNTAX Acl Entry

ACCESS not -accessible

STATUS nmandat ory

DESCRI PTI ON
"The access privileges for a particular requesting
SNMP party in accessing a particular target SNW
party."

I NDEX { acl Target, acl Subject }

::={ aclTable 1}

Acl Entry ::=
SEQUENCE {

acl Tar get
Party,

acl Subj ect
Party,

acl Privil eges
| NTEGER,

acl St at us
| NTEGER

}

acl Target OBJECT- TYPE

SYNTAX Party

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The target SNWP party whose perfornmance of
managenent operations is constrained by this set
of access privileges."

o= { aclEntry 1}

acl Subj ect OBJECT- TYPE

SYNTAX Party

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The subject SNWP party whose requests for
managenent operations to be performed is
constrained by this set of access privileges.”

::={ aclEntry 2}

acl Privil eges OBJECT- TYPE
SYNTAX | NTEGER (0. . 31)
ACCESS read-wite
STATUS nmandat ory
DESCRI PTI ON
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"The access privileges which govern what
management operations a particular target party
may perform when requested by a particul ar subject
party. These privileges are specified as a sum of
val ues, where each val ue specifies a SNW PDU type
by which the subject party nay request a pernitted
operation. The value for a particular PDU type is
conmputed as 2 raised to the value of the ASN. 1
context-specific tag for the appropriate SNWP PDU
type. The values (for the tags defined in RFC
1157) are defined in RFC 1351 as:

CGet 1
CGet Next 2
Cet Response : 4
Set : 8
Trap 16

The null set is represented by the value zero."

DEFVAL { 3} -- Get & Get-Next
2= { aclEntry 3}

acl St atus OBJECT- TYPE

INTEGER { valid(1l), invalid(2) }
read-write

STATUS mandat ory
DESCRI PTI ON

"The status of the access privileges for a
particul ar requesting SNMP party in accessing a
particular target SNWP party. Setting an instance
of this object to the value 'invalid(2)' has the
ef fect of invalidating the correspondi ng access
privil eges.

It is an inplementation-specific matter as to

whet her the agent renoves an invalidated entry
fromthe table. Accordingly, managenent stations
must be prepared to receive fromagents tabul ar

i nformati on corresponding to entries not currently
in use. Proper interpretation of such entries
requi res exam nation of the rel evant acl Status

obj ect . "

DEFVAL { valid }
o= { aclEntry 4}
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The M B Vi ew Dat abase G oup

This group of objects allows the SNMP itself to be used to
configure new SNWP parties, or to mani pulate the MB

M B views of existing parties.

| mpl enentation of the objects in this group is nandatory.

vi ewTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Vi ewEntry

not - accessi bl e

STATUS nmandat ory
DESCRI PTI ON

"The table contained in the | ocal database which
defines local MB views. Each SNW party has a
single M B view which is defined by two

col l ections of view subtrees: the included view
subtrees, and the excluded view subtrees. Every
such subtree, both included and excl uded, is
defined in this table.

To determine if a particular object instance is in
a particular SNW party’s MB view, conpare the
obj ect instance’s hject Identifier with each
entry (for this party) in this table. |f none

mat ch, then the object instance is not in the MB
view. |If one or nore match, then the object
instance is included in, or excluded from the MB
view according to the value of viewStatus in the
entry whose val ue of viewSubtree has the nost
sub-identifiers. |If multiple entries match and
have the sane nunber of sub-identifiers, then the
| exi cographically greatest instance of viewStatus
determ nes the inclusion or exclusion.

An object instance’s Object ldentifier X nmatches
an entry in this table when the nunber of sub-
identifiers in Xis at least as many as in the

val ue of viewSubtree for the entry, and each sub-
identifier in the value of viewSubtree matches its
correspondi ng sub-identifier in X. Two sub-
identifiers match either if the corresponding bit
of viewMvask is zero (the "wild card’ value), or if
they are equal

Due to this "wild card capability, we introduce
the term a "famly’' of view subtrees, to refer to
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the set of subtrees defined by a particular
conbi nation of values of viewSubtree and vi emvask.
In the case where no 'wild card’ is defined in
vi ewask, the famly of view subtrees reduces to a
single view subtree.”

c:={ partyViews 1 }

vi enEnt ry OBJECT- TYPE

SYNTAX Vi ewEntry

ACCESS not -accessi bl e

STATUS nmandat ory

DESCRI PTI ON
"Information on a particular fanmly of view
subtrees included in or excluded froma particul ar
SNWP party’s MB view "

| NDEX { viewParty, viewSubtree }

c:={ viewTable 1 }

Viewentry ::=
SEQUENCE {
vi ewParty
Party,
Vi ewSubt r ee
OBJECT | DENTI Fl ER,
Vi ewsSt at us
| NTEGER,
Vi ewivask
OCTET STRI NG

}

viewParty OBJECT- TYPE

SYNTAX Party

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The SNWP party whose single MB viewincludes or
excludes a particular famly of view subtrees."

o= { viewkntry 1}

Vi ewSubt ree OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-wite

STATUS nmandat ory

DESCRI PTI ON
"The vi ew subtree which, in conbination with the
correspondi ng i nstance of viewvask, defines a
famly of view subtrees. This famly is included
in, or excluded fromthe particular SNVWP party’s

McCl oghrie, Davin, & Galvin [ Page 22]



RFC 1353

SNWP Party M B July 1992

M B view, according to the value of the
correspondi ng i nstance of viewStatus."

o= { viewentry 2 }

vi ewSt at us OBJECT- TYPE

| NTEGER {
i ncluded(1),
excl uded(2),
i nval i d(3)

read-wite

STATUS nmandat ory
DESCRI PTI ON

"The status of a particular famly of view
subtrees within the particular SNW party’s MB
view. The value ’'included(1l)’ indicates that the
correspondi ng i nstances of viewSubtree and

vi ewwask define a famly of view subtrees included
inthe MB view The value 'excluded(2)’

i ndi cates that the correspondi ng instances of

vi ewSubtree and vi ewMask define a family of view
subtrees excluded fromthe MB view.

Setting an instance of this object to the val ue
"invalid(3)' has the effect of invalidating the
presence or absence of the corresponding famly of
vi ew subtrees in the correspondi ng SNVP party’s

M B vi ew.

It is an inplenmentation-specific matter as to

whet her the agent renoves an invalidated entry
fromthe table. Accordingly, managenent stations
nmust be prepared to receive fromagents tabul ar

i nformati on corresponding to entries not currently
in use. Proper interpretation of such entries
requires exam nation of the rel evant vi ewStatus
obj ect . "

DEFVAL { included }
ci={ viewentry 3}

vi emvask OBJECT- TYPE

McC oghri e,

SYNTAX OCTET STRING (Sl ZE (0. . 16))

read-write

STATUS mandat ory
DESCRI PTI ON

"The bit mask which, in conbination with the
correspondi ng i nstance of viewSubtree, defines a
fam |y of view subtrees
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Each bit of this bit nask corresponds to a sub-
identifier of viewSubtree, with the nost
significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow
corresponding to the (8*i - 7)-th sub-identifier
and the least significant bit of the i-th octet of
this octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through
16.

Each bit of this bit mask specifies whether or not
the correspondi ng sub-identifiers nust match when
determining if an bject ldentifier is in this
famly of view subtrees; a '1' indicates that an
exact match nmust occur; a '0 indicates "wld
card’, i.e., any sub-identifier value nmatches.

Thus, the (bject ldentifier X of an object
instance is contained in a fam |y of view subtrees
if the following criteria are net:

for each sub-identifier of the val ue of
vi ewSubtree, either

the i-th bit of viewvask is 0, or

the i-th sub-identifier of Xis equal to
the i-th sub-identifier of the val ue of
vi ewSubtr ee.

If the value of this bit mask is Mbits | ong and
there are nore than M sub-identifiers in the
correspondi ng i nstance of viewSubtree, then the
bit mask is extended with 1's to be the required
| engt h.

Not e that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no "wld
card’), and the famly of view subtrees is the one
view subtree uniquely identified by the
correspondi ng i nstance of viewSubtree."

DEFVAL { '"h }
o= { viewekntry 4 }
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1992.
Security Considerstions

Security issues are discussed in section 3.1. and in RFCs 1351 and
1352.
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