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Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards" for the standardi zation state and status of this protocol.
Distribution of this nenp is unlinited.

Abst r act

This meno defines the various criteria to be used when desi gni ng
Aut ononpus System Border Routers (ASBR) that will run BGP with other
ASBRs external to the AS and OSPF as its | GP.

Tabl e of Contents

OPNONARARRARRARRARONNNE

N =

cohrABRRAADONE

Introducti On ... .. e 2
Route Exchange . ....... ... . 2
Exporting OSPF routes into BGP ........ .. ... .. ... 3
Importing BGP routes into OSPF ........ ... .. .. .. ... 4
BGP Identifier and OSPF router ID ......... ... . ... . ... 5
Setting OSPF tags, BGP ORIGA N and AS PATH attributes ......... 5
Semantics of the characteristics bits ...................... 7
Configuration paraneters for setting the OSPF tag .......... 8
Manual Iy configured tags ........ ... ... 9
Automatically generated tags .......... ... .. 9
1. Routes with inconplete path information, pl =0 ........... 9
2. Routes with inconplete path information, pl =1 ........... 9
3. Routes with inconplete path information, pl >=1 .......... 10
4. Routes with conplete path information, pl =0 ............. 10
5. Routes with conplete path information, pl =1 ............. 11
6. Routes with conmplete path information, pl >=1 ............ 11
M scellaneous tag settings ........... .. 12
Summary of the TagType field setting ........................ 12
Setting OSPF Forwardi ng Address and BGP NEXT HOP attribute ....12
Security Considerati Ons . ...... ... 13
AcCknow edgenmBnt S . . ... 13
Bi bl iography .. ... 14
AUt hor’ s AdAr eSS . ... 14

Var adhan [ Page 1]



RFC 1364 BGP OSPF | nteraction Sept enber 1992

1. Introduction

Thi s docunent defines the various criteria to be used when desi gning
Aut ononpbus System Border Routers (ASBR) that will run BGP [ RFC1267]
with other ASBRs external to the AS, and OSPF [ RFC1247] as its IGP

Thi s docunent defines howthe following fields in OSPF and attri butes
in BGP are to be set when interfacing between BGP and OSPF at an
ASBR:

OSPF cost and type vs. BGP I NTER-AS METRIC
OSPF tag vs. BGP ORIG N and AS_PATH
OSPF Forwar di ng Address vs. BGP NEXT_HOP

For a nore general treatise on routing and route exchange probl ens,
pl ease refer to [ ROUTE- LEAKI NG and [ NEXT-HOP] by Philip Al nguist.

Thi s docunent uses the two terns "Autononous Systeni and "Routing
Domai n". The definitions for the two are bel ow

The term Aut ononous Systemis the sanme as is used in the BGP-3 RFC
[ RFC1267], given bel ow

"The use of the term Autononous System here stresses the fact
that, even when nultiple I1GPs and netrics are used, the

adm ni stration of an AS appears to other ASs to have a single
coherent interior routing plan and presents a consistent picture
of what networks are reachable through it. Fromthe standpoint of
exterior routing, an AS can be viewed as nonolithic: reachability
to networks directly connected to the AS nust be equival ent from
al |l border gateways of the AS."

The term Routing Donain was first used in [ ROUTE-LEAKING and is
gi ven bel ow

"A Routing Donmain is a collection of routers which coordinate
their routing know edge using a single (instance of) a routing
protocol ."

2. Route Exchange
This section discusses the constraints that nust be nmet to exchange
routes between an external BGP session with a peer from another AS
and internal OSPF routes
BGP does not carry subnet information in routing updates. Therefore,

when referring to a subnetted network in the OSPF routing domain, we
consi der the equivalent network route in the context of BGP
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Mul tipl e subnet routes for a subnetted network in OSPF are col |l apsed
into one network route when exported into BGP

2.1. Exporting OSPF routes into BGP

1. The adninistrator nust be able to selectively export routes
into BGP via an appropriate filter nmechani sm

This filter mechani sm nust support such control with the
granul arity of a single network.

Additionally, the adnmnistrator nust be able to filter based
on the OSPF tag and the various sub-fields of the OSPF tag
The settings of the tag and the sub-fields are defined in
section 4 in nore detail.

o] By default, no routes nust be exported from GSPF into
BGP. A single nechanismnust permt all OSPF inter-area
and intra-area routes to be exported into BGP

OSPF external routes of type 1 and type 2 nust never be
exported into BGP unless they are explicitly confi gured.

2. When configured to export a network, the ASBR nust advertise
a network route for a subnetted network, as long as at |east
one subnet in the subnetted network is reachable via OSPF.

3. The network adnministrator nmust be able to statically
configure the BGP attribute I NTER-AS METRIC to be used for
any network route.

o] By default, the INTER AS METRI C nust default to 1

Expl anatory text: The OSPF cost and the BGP | NTER-AS METRIC
are of different widths. The OSPF cost is a two |evel
metric. The BGP INTER-AS METRIC is only an optional non-
transitive attribute. Hence, a nore conplex BGP | NTER- AS
METRI C- OSPF cost nmappi ng schene is not necessary.

4. When an ASBR is advertising an OSPF route to network Y to
ext ernal BGP nei ghbours and | earns that the route has becone
unreachabl e, the ASBR nust inmedi ately propogate this
information to the external BGP nei ghbours.

5. An inplementation of BGP and OSPF on an ASBR nust have a
mechanismto set up a mni mum anount of time that nust el apse
between the | earning of a new route via OSPF and subsequent
advertisement of the route via BGP to the externa
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nei ghbours.

o] The default value for this setting nmust be 0, indicating
that the route is to be advertised to the nei ghbour BGP
peers instantly.

Note that [RFCl1267] mandates a nechani smto danpen the
i nbound advertisenents from adj acent nei ghbours.

2.2. Inporting BGP routes into OSPF

1. BGP i npl enentations should allow an AS to contro
announcenments of BGP-1earned routes into OSPF.
| mpl enent ati ons shoul d support such control with the
granularity of a single network. |Inplenentations should al so
support such control with the granularity of an autononous
system where the autononmous system may be either the
aut ononous systemthat originated the route or the autononous
systemthat advertised the route to the local system
(adj acent autononpus systenj.

0 By default, no routes nust be inported fromBGP into
OSPF.  Adm nistrators nust configure every route they
wi sh to inport.

A mechani smmay all ow an adninistrator to configure an
ASBR to inport all the BGP routes into the OSPF routing
domai n.

2. The adninistrator nust be able to configure the OSPF cost and
the OSPF netric type of every route inported into OSPF.

o] The OSPF cost nust default to 1; the OSPF netric type
nmust default to type 2.

3. Routes | earned via I BGP nust not be inported into OSPF.

4, The ASBR nust never generate a default route into the OSPF
routi ng domain unless explicitly configured to do so.

A possible criterion for generating default into an IGP is to
all ow the adninistrator to specify a set of (network route,
AS PATH, default route cost, default route type) tuples. |If
the ASBR | earns of the network route for an elenment of the
set, with the corresponding AS PATH, then it generates a
default route into the OSPF routing domain, wth cost
"default route cost” and type, "default route type". The

| owest cost default route will then be injected into the OSPF
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routing donain.

This is the recomended nethod for originating default routes
in the OSPF routing domain.

3. BG ldentifier and OSPF router ID

The BGP identifier nust be the sane as the OSPF router id at al
times that the router is up.

This characteristic is required for two reasons.

i Consi der the scenario in which 3 routers, RT1, RT2, and RT3,
bel ong to the sanme aut ononous system

Both RT1 and RT2 have routes to an external network X and inport it
into the OSPF routing domain. RT3 is advertising the route to
network X to other external BGP speakers. RT3 nust use the OSPF
router IDto deternine whether it is using RT1 or RT2 to forward
packets to network X and hence build the correct AS PATH to advertise
to other external speakers.

More precisely, RT3 nust use the AS PATH of the route announced by
the ASBR, whose BGP ldentifier is the same as the OSPF routerl D
corresponding to its route for network X

ii. It will be convenient for the network administrator |ooking at
an ASBR to correlate different BG and OSPF routes based on
the identifier.

4, Setting OSPF tags, BGP ORIG@ N and AS PATH attri butes
The OSPF external route tag is a "32-bit field attached to each
external route . . . It may be used to conmmunicate infornmation

bet ween AS boundary routers; the precise nature of such information
is outside the scope of [the] specification." [RFCl1247]
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OSPF inports information fromvarious routing protocols at all its
ASBRs. In sone instances, it is possible to use protocols other than
EGP or BGP across autononpus systens. It is inportant, in BGP, to

differentiate between routes that are external to the OSPF routing
domai n but nmust be considered internal to the AS, as opposed to
routes that are external to the AS.

Routes that are internal to the AS and that nmay or nmay not be
external to the OSPF routing domain will not come to the various BGP
speakers via I BGP. Therefore, ASBRs running BGP nust have know edge
of this class of routes so that they can advertise these routes to
the various external AS without waiting for |BGP updates about these
rout es.

Additionally, in the specific instance of an AS interm xing routers
runni ng EGP and BGP as external gateway routing protocols, using OSPF
as an I GP, the network adm nistrator does not have to configure |IBGP
on every ASBR running EGP and not running BGP, if this information
can be carried in the OSPF tag field

We use the external route tag field in OSPF to intelligently set the
ORIGA@ N and AS PATH attributes in BGP. Both the ORIGA@ N and AS PATH
attributes are well-known, mandatory attributes in BGP. The exact
mechani sm for setting the tags is defined bel ow

The tag is broken up into sub-fields shown below. The various sub-
fields specify the characteristics of the route inported into the
OSPF routing domain.

The high bit of the OSPF tag is known as the "Automatic" bit. Wen
this bit is set to 1, the follow ng sub-fields apply:

0000011111111 11222222222233
567890123456789012345678901
+- +- + B e i I S il ks T o I S N S S S S S S N S S
|alclp || ArbitraryTag | Aut ononousSyst em |
B e i S T e i T e S R S e e e s i i T S

a is 1 bit called the Autormatic bit, indicating that the
Conpl et eness and Pat hLength bits have been generat ed
automatically by a router. The nmeaning of this characteristic
and its setting are defined bel ow.

c is 1 bit of Conpleteness information. The neaning of this
characteristic and its settings are defined bel ow

pl are 2 bits of PathLength information. The neaning of this
characteristic and its setting are defined bel ow.
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ArbitraryTag (or "at")
is 12 bits of tag information, which defaults to O but can be
configured to anything el se.

Aut ononpbusSystem (or "as")
is 16 bits, indicating the AS nunber corresponding to the
route, O if the route is to be considered as part of the |oca
AS.

When the Automatic bit is set to 0, the followi ng sub-fields apply:

0000000000111 1111111222222222233
01234567890123456789012345678901
e S i i S i i i S il ik S N o
| al Local I nfo

B T o S e i oL I S e e T s T S it i S

a is 1 bit called the Automatic bit, set to O.

Local Info (or "li")
is 31 bits of an arbitrary value, manually configured by the
net wor k admi ni strator.

The format of the tag for various values of the characteristics bits
i s defined bel ow

4.1. Semantics of the characteristics bits

The Conpl et eness and PathLength characteristics bits define the
characteristic of the route inported into OSPF from other ASBRs in

t he aut ononous system This setting is then used to set the ORIG N
and NEXT_HOP attributes when re-exporting these routes to an externa
BGP speaker.

o] The "a" bit or the Automatic characteristic bit is set when
t he Conpl eteness and PathLength characteristics bits are
automatically set by a border router.

For backward conpatibility, the Automatic bit nust default to
0 and the network admi nistrator nust have a nmechanismto
enabl e automatic tag generation. Nothing nust be inferred
about the characteristics of the OSPF route fromthe tag
bits, unless the tag has been automatically generat ed.

o] The "c¢" bit of the Conpl eteness characteristic bit is set
when the source of the incomng route is known precisely, for
instance, froman IGP within the | ocal autononous system or
EGP at one of the autononobus systenis boundaries. It refers

Var adhan [ Page 7]



RFC 1364 BGP OSPF | nteraction Sept enber 1992

to the status of the path information carried by the routing
pr ot ocol

0 The "pl" or the PathLength characteristic sub-field is set
dependi ng on the length of the AS PATH that the protocol
could have carried when inporting the route into the OSPF

routing donmain. The length bits will indicate whether the
AS PATH attribute for the length is zero, one, or greater
t han one.

Routes inported froman IGP will usually have an AS PATH of
length of 0, routes inported froman EGP will have an AS PATH
of length 1, BGP and routing protocols that support conplete
path information, either as AS _PATHs or routing domain paths,
will indicate a path greater than 1

The OSPF tag is not wide enough to carry path information
about routes that have an associ ated PathLength greater than
one. Path information about these routes will have to be
carried via IBG. Such routes nust not be exported from OSPF
i nto BGP.

For brevity in the follow ng sections, the keywords O and P refer to
the BGP ORIA N and AS PATH attributes respectively. Likew se, we use
the abbreviations , "I" and "nh" for the |l ocal AS and next _hop_AS
respectively in the followi ng sections.

4.2. Configuration paraneters for setting the OSPF tag

o} There nust be a nechanismto enabl e autonatic generation of
the tag characteristic bits.

o] Configuration of an ASBR runni ng OSPF nust include the
capability to associate a tag value, for the ArbitraryTag, or
Local Info sub-field of the OSPF tag, with each instance of a
routing protocol

o] Configuration of an ASBR runni ng OSPF nust include the
capability to associate an AS nunber with each instance of a
routing protocol

Associ ating an AS nunber with an instance of an IGP is

equi valent to flagging those set of routes inported fromthe
IGP to be external routes outside the |ocal autononobus
system

Specifically, when the 1G is RIP [RFCL058], it should be
possi ble to associate a tag and/or an AS nunber with every
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interface running RIP on the ASBR
4.3. Manually configured tags

0000000000111 1111111222222222233
01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| O] Local I nfo |
I I S i i S i i i S N b . e e

This tag setting corresponds to the adm nistrator manually setting
the tag bits. Nothing shall be inferred about the characteristics of
the route corresponding to this tag setting.

For backward conpatibility with existing inplenmentations of OSPF
currently deployed in the field, this nust be the default setting for
inmporting routes into the OSPF routing domain. There nust be a
mechani smto enable automatic tag generation for inported routes.

The OSPF tag to BGP attribute nmappings for these routes nust be
a=0, li=Arbitrary_Value => O=<|NCOWLETE>, P=<|>

4.4. Automatically generated tags
4.4.1. Routes with inconplete path information, pl = 0.

0000011111111 11222222222233
567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| 1] 0] O] O] ArbitraryTag | Aut ononousSyst em |
B e i S T e i T e S R S e e e s i i T S

These are routes inported fromrouting protocols with inconplete
path i nformati on and cannot or may not carry the nei ghbour AS or
AS path as part of the routing information.

The OSPF tag to BGP attribute nmappings for these routes nust be
a=1, c=0, pl =00, as=0 => O=<EGP>, P=<I|>

4.4.2 Routes with inconplete path information, pl = 1.

000O01111111111222222222233

0
567890123456789012345678901

T S e i S S S S S S S ik T e S S SRS SIS

+- - - -+
| 1] O] O] 1] ArbitraryTag | Aut ononpusSyst em |
B T S St i i T s T e o S S i St SN

These are routes inported fromrouting protocols with inconplete
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path information and carry the nei ghbour AS as part of the routing
i nformation.

The OSPF tag to BGP attribute mappings for these routes nust be
a=1, c=0, pl =01, as=nh => O=<EGP>, P=<|, nh>

This setting should be used for inporting EGP routes into the OSPF
routing domain. This setting can al so be used when inporting BGP
rout es whose origi n=<eEGP> and AS_PATH=<nh>; if the BGP | earned
route has no other transitive attributes, then its propogation via
| BGP can be suppressed.

4.4.3. Routes with inconplete path information, pl >=1

0000011111111 11222222222233
567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| 1] O] 1] Of ArbitraryTag | Aut ononmousSyst em |
B e i S T e i T e S R S e e e s i i T S

These are routes inported fromrouting protocols with truncated
pat h i nformation.

The OSPF tag to BGP attribute nmappings for these routes nust be
a=1, c=0, pl =10, as=don’t care

These are inported by a border router, which is running BGP to a
stub domain, and not running IBGP to other ASBRs. This causes a
truncation of the AS PATH  These routes nust not be re-exported
into BGP at anot her ASBR

4.4.4. Routes with conplete path information, pl =0

0000011111111 11222222222233
567890123456789012345678901
T i S S S i S S S s o T i e

ArbitraryTag | Aut ononbusSyst em |
B S R e s i i I T S ST S S S SR S S e

+— +
[
+— +
[
+— +
o
+—= +
o
+—= +

These are routes inported fromrouting protocols with either
compl ete path information or are known to be conpl ete through
means other than that carried by the routing protocol

The OSPF tag to BGP attribute nmappings for these routes nust be
a=1, c=1, pl =00, as=0 => O=<I GP>, P=<|>

This should be used for inporting routes into OSPF froman |IGP
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4.4.5. Routes with conplete path information, pl =1

0000001111111 111222222222233
4567890123456789012345678901
e T e e e e e i ik it R R S e S S e s S S S S O

ArbitraryTag | Aut ononbusSyst em |
B i S S i i i i S S S R

+— +
[N
+— +
[N
+— +
o
+— +
[N
+— +

These are routes inported fromrouting protocols with either
conmpl ete path information, or are known to be conplete through
means other than that carried by the routing protocol. The
routing protocol also has additional information about the

nei ghbour AS of the route.

The OSPF tag to BGP attribute mappings for these routes nust be
a=1, c=1, pl =01, as=nh => O=<| G>, P=<|, nh>

This setting should be used when the administrator explicitly
associ ates an AS nunber with an instance of an IGP. This setting
can al so be used when inporting BGP routes whose origi n=<I GP> and
AS_PATH=<nh>; if the BGP | earned route has no other transitive
attributes, then its propogation via | BGP can be suppressed.

4.4.6. Routes with conplete path information, pl >= 1

0000011111111 11222222222233
567890123456789012345678901
B e i s i i I e S e S i T ok ST SR s S R I S S S S
| 1] 1] 1] 0| ArbitraryTag | Aut ononpbusSyst em |
i T i i o s e e S S S S e el el e S S et o i S

These are routes inported fromrouting protocols with conplete
path information and carry the AS path information as part of the
routing information

The OSPF tag nust be set to
a=1, c=1, pl =10, as=don’t care

These routes nmust not be exported into BGP because these routes
are already inported fromBGP into the OSPF RD. Hence, it is
assuned that the BGP speaker will convey this information to other
BGP speakers via | BGP

Note that an inplenentation may inport BGP routes with a path
length of 1 and no other transitive attributes directly into OSPF
and not send these routes via IBG. In this situation, it nust
use tag settings corresponding to 4.1.2.2, or 4.1.2.5.
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4.5, Mscellaneous tag settings

B T e o i S I i i S S N iy St S I S S
| 1] x| 1] 1] Reserved for future use
B e i S T e i T e S R S e e e s i i T S

The value of pl = 3 is reserved during autonatic tag generation
Rout ers nust not generate such a tag when inporting routes into the
OSPF routing domain. ASBRs nmust ignore tags which indicate a pl = 3.

4.6. Summary of the tag sub-field setting
The followi ng table sunmari ses the various conbi nati ons of automatic
tag settings for the Conpl eteness and Pat hLength sub-field of the
OSPF tag and the default behaviour permitted for each setting.
Conmpl eteness := 0| 1 ;
Pat hLength := 00 | 01 | 10 | 11;
ORI G N := <I NCOWPLETE> | <IGP> | <EGP>;

AS PATH := valid AS path settings as defined in BGP

pl = 00 pl =01 pl = 10 pl =11
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m =
|
c =0 | <EGP><| > <EGP><| , nh> never export reserved
c =1 | <I GP><| > <I GP><|, nh> out of band reserved
|

The "out of band" in the table above inplies that OSPF will not be
able to carry everything that BGP needs in its routing

i nformati on. Therefore, sonme other neans must be found to carry
this information. In BGP, this is done via |IBGP

5. Setting OSPF Forwardi ng Address and BGP NEXT_HOP attribute
Forwar di ng addresses are used to avoid extra hops between nmultiple
routers that share a conmon network and that speak different routing
protocols wth each other.

Bot h BGP and OSPF have equival ents of forwardi ng addresses. | n BGP
the NEXT_HOP attribute is a well-known, mandatory attribute. OSPF
has a Forwarding address field. W wll discuss how these are to be
filled in various situations.

Consi der the 4 router situation bel ow
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RT2 are in one autononobus system RT3 and RT4 are in another
RT3 are tal king BGP with each other
RT4 are tal king OSPF with each other.

| | common net wor k

- lImporting network X to OSPF:

Consi der an external network X, |learnt via BG from RT1.

RT3 nust always fill the OSPF Forwardi ng Address with the BGP

NEXT _HOP attribute for the route to network X

- Exporting network Y to BGP

Consider a network Y, internal to the OSPF routing domain
RT3's route to network Y is via RT4, and network Y is to be
exported via BGP to RT1.

| f

network Y is not a subnetted network, RT3 nust fill the

NEXT _HOP attribute for network Y with the address of RT4.
This is to avoid requiring packets to take an extra hop

t hrough RT3 when traversing the AS boundary. This is sinilar
to the concept of indirect neighbour support in EGP [ RFC388,
RFC827] .

6. Security Considerations

Security considerations are not discussed in this nmeno.
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