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Identification MB
Status of this Meno

This RFC specifies an | AB standards track protocol for the |nternet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards"” for the standardi zation state and status of this protocol.
Distribution of this meno is unlimted.

Abst ract

This meno defines a MB for use with identifying the users associ ated
with TCP connections. It provides functionality approxi mately

equi valent to that provided by the protocol defined in RFC 1413 [1].
This docunent is a product of the TCP Client Identity Protocol

Wor ki ng Group of the Internet Engineering Task Force (IETF).

Tabl e of Contents

The Network Management Framework .......................
Identification MB ....... ... .. . . ..
Defini tions ... ... .
.1 Conformance GroUPS . ..ottt e
.2 Textual Conventions ......... ... ...
.3 The Ident information Goup .......... .. ...
Security Considerations ............. ...
Ref erences .. ...
Authors’ Addresses ......... . e

DA WWWLNE
NOOWWWWWN

St. Johns & Rose [ Page 1]



RFC 1414 Identification MB February 1993

1

St.

The Networ k Management Framewor k

The I nternet-standard Network Managenent Framework consists of three
conponents. They are:

STD 16/ RFC 1155 [2] which defines the SM, the nechani sns used for
descri bing and nani ng objects for the purpose of managenment. STD
16/ RFC 1212 [3] defines a nore concise description nechani sm
which is wholly consistent with the SM.

STD 17/ RFC 1213 [4] which defines MB-11, the core set of managed
objects for the Internet suite of protocols.

STD 15/ RFC 1157 [5] which defines the SNMP, the protocol used for
networ k access to nmanaged objects.

The Framework permts new objects to be defined for the purpose of
experinentation and eval uati on.

Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. Wthin a given M B nodul e,
objects are defined using RFC 1212’ s OBJECT-TYPE macro. At a

m ni num each object has a name, a syntax, an access-level, and an

i mpl enent ati on- st at us.

The nane is an object identifier, an administratively assigned naneg,
whi ch specifies an object type. The object type together with an

obj ect instance serves to uniquely identify a specific instantiation
of the object. For human conveni ence, we often use a textual string,
ternmed the object descriptor, to also refer to the object type.

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN.1 [6] |anguage is used
for this purpose. However, RFC 1155 purposely restricts the ASN. 1
constructs which may be used. These restrictions are explicitly nmade
for sinplicity.

The access-|evel of an object type defines whether it nmakes "protoco
sense" to read and/or wite the value of an instance of the object
type. (This access-level is independent of any adm nistrative

aut hori zation policy.)

The i npl enentation-status of an object type indicates whether the
obj ect is mandatory, optional, obsolete, or deprecated.
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2.

St.

Identification MB

The ldentification MB defines a uniformset of objects useful for

i dentifying users associated with TCP connections. End-systens which
support TCP may, at their option, inplenment this MB. However,

adm ni strators should read Section 4 ("Security Considerations")

bef ore enabling these M B objects.

Definitions
RFC1414-M B DEFINITIONS ::= BEG N

| MPORTS
OBJECT- TYPE
FROM RFC- 1212
t cpConnLocal Address, tcpConnLocal Port,
t cpConnRemAddr ess, tcpConnRenPort
FROM RFC1213- M B;

i dent OBJECT IDENTIFIER ::= { mib-2 24 }

-- conf ormance groups

i dentlnfo OBJECT IDENTIFIER ::= { ident 1 }

-- textual conventions

-- none

-- the ident information system group

-- inplenmentation of this group is nmandatory

i dent Tabl e OBJECT- TYPE
SYNTAX SEQUENCE COF ldentEntry
ACCESS not-accessible
STATUS nmandat ory
DESCRI PTI ON
"A tabl e containing user information for TCP
connecti ons.

Note that this table contains entries for all TCP
connections on a nmanaged system The
correspondi ng i nstance of tcpConnState (defined in
MB-11) indicates the state of a particul ar
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connection."
c:={ identInfo 1}

i dent Entry OBJECT- TYPE

SYNTAX ldentEntry

ACCESS not-accessible

STATUS nmandat ory

DESCRI PTI ON
"User information about a particular TCP
connection.”

I NDEX { tcpConnLocal Address, tcpConnLocal Port,

t cpConnRemAddr ess, tcpConnRenPort }
;= { identTable 1 }

| dentEntry ::=

SEQUENCE {
i dent St at us | NTEGER,
i dent OpSys OCTET STRI NG,
i dent Char set OCTET STRI NG,
i dent Userid OCTET STRI NG
i dent M sc OCTET STRI NG

}

i dent St at us OBJECT- TYPE
SYNTAX | NTEGER {
noError (1),
unknownEr r or (2)

}

ACCESS read-only

STATUS nmandat ory

DESCRI PTI ON
"l ndi cat es whet her user information for the
associ ated TCP connection can be deternmined. A
val ue of ‘noError(1)’ indicates that user
information is available. A val ue of
“unknownError(2)’ indicates that user information
is not available."

o= { identEntry 1}

i dent OpSys OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O. . 40))

ACCESS read-only

STATUS nmandat ory

DESCRI PTI ON
"Indi cates the type of operating systemin use.
In addition to identifying an operating system
each assignnment made for this purpose al so
(inplicitly) identifies the textual format and
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maxi mum si ze of the correspondi ng i dentUserid and
i dent M sc obj ect s.

The | egal values for the ‘indentOpSys’ strings
are those listed in the SYSTEM NAMES secti on of
the nost recent edition of the ASSI GNED NUVBERS
RFC [8]."

o= { identEntry 2}

i dent Char set OBJECT- TYPE
SYNTAX OCTET STRI NG (SI ZE(O. . 40))
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"Indicates the repertoire of the correspondi ng
i dentUserid and i dentM sc objects.

The | egal values for the ‘identCharset’ strings
are those listed in the CHARACTER SET section of
the nost recent edition of the ASSI GNED NUVBERS
RFC [8]."

c:={ identEntry 3}

i dent Useri d OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. . 255))

ACCESS read-only

STATUS nmandat ory

DESCRI PTI ON
"Indicates the user’s identity. Interpretation of
this object requires exam nation of the
correspondi ng value of the ident Sys and
i dent Char set objects."

:={ identEntry 4}

i dent M sc OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE (0. . 255))
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"I ndi cates m scel l aneous information about the
user. Interpretation of this object requires

exam nation of the correspondi ng val ue of the
i dent OpSys and i dent Charset objects."
:={ identEntry 5}

END
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4.

St.

Security Considerations

The information avail able through this MB is at nost as trustworthy
as the host providing it OR the organization operating the host. For
exanple, a PCin an open lab has fewif any controls on it to prevent
a user from having an SNVP query return any identifier the user
wants. Likew se, if the host has been conpronmi sed the information
returned may be conpletely erroneous and ni sl eadi ng.

This portion of the MB space should only be used to gain hints as to
who "owns" a particular TCP connection -- information returned shoul d
NOT be considered authoritative for at |east the reasons described
above. At best, this MB provides sone additional auditing
information with respect to TCP connections. At worse it can provide
nm sl eading, incorrect or maliciously incorrect information.

The use of the information contained in this MB for other than
auditing or normal network managenent functions is strongly

di scouraged. Specifically, using information fromthis MB space to
make access control decisions - either as the primary nethod (i.e.
no ot her checks) or as an adjunct to other nmethods may result in a
weakeni ng of normal system security.

This M B provides access to infornmation about users, entities,

obj ects or processes which sonme systens m ght nornmally consider
private. The infornmation accessible through this MB is a rough
anal og of the CallerlD services provided by sone phone conpani es and
many of the sanme privacy consideration and argunents that apply to
CallerlID service apply to this MB space. If you wouldn’t run a
"finger" server [7] due to privacy considerations, you m ght not want
to provide access to this MB space on a general basis. Access to
this portion of the MB tree may be controlled under the nornal

nmet hods avail abl e t hrough SNMP agent i npl ementati ons.
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