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Vi ews on Issues Relevant to Data Sharing
on Conput er Networks

I nt roducti on

The fornmation of a comrttee to address the problens of achieving
data sharing on the ARPA Network, as suggested by Arie Shoshan
(RFC #140) is desirable at this point of network devel opnent. W
concur with Shoshani’s ideas (presented in an introductory paper

to the network data sharing nmeeting, scheduled for Tuesday, My 18)
and believe that purpose of the committee should be -

a) to classify the issues involved and to propose various
appr oaches;

b) to integrate the hitherto i ndependent network activities
that address problens in the area of data sharing, and;

c) to set up and coordinate appropriate experinents to test
the services devel oped and to evaluate alternative
appr oaches.

This position paper is intended to augnment Shoshani’s as a basis
for discussion at the data sharing neeting. No attenpt is nade

to discuss specific means of inplenentation since nany approaches
to data handling problens are possible and have been proposed.

Rat her, our viewpoint on what the committee’s role should be in
gi ving sone cohesion to various existing inplenmentations is

pr esent ed.
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Qur Vi ews

One approach to achieving data sharing on the ARPA Network can
be thought of as having three stages, which roughly correspond to
t he nmodes of use or operation. Wthin each stage are various |evels
of devel opment required to get to the next stage. This devel opnent
is not necessarily sequential. A description of the three stages
fol | ows.

Stage 1. Data handling services are provided at various Hosts.
The user talks directly to the serving Host (via TELNET
or by addressing a known socket) to explicitly access
the service. This node of operation corresponds to
Bhushan’ s category of "direct" usage (RFC #114). The
data services provided by the serving Host range from
simpl e ones, such as Wiite's file transfer system (RFC #122)
to sophisticated systens such as the CCA' s data nachi ne
(NI'C 5791 and 6706).

Stage 2: The user has access to an internediate process or data
control facility* that routes his requests for a particular
data service to the serving system The user nust explicitly
identify the data services to the used. This node of
operation corresponds to Bhushan’s category of "indirect"
access. The data control facility provides the necessary
control commands, data transformations, and accessing
nmet hods. A single request would include the use of severa
i nteracting services. For exanple, Heafner’'s Data
Reconfi guration Service (RFC #1 38) could be used in
conjunction with the use of CCA s data machi ne.

*The data control facility is not necessarily |located at his |oca
Host. Such a facility may exist on fromone to all Host (i.e.
ranging fromcentralized to conpletely distributed).

[ Page 2]



Stage 3: The user treats the network as a single resource and is
unconcerned with the location of the services, data files,
etc. Al references are by nanme. In this node of opera-
tion, the data control facility can function as a referra
center for data service requests by using the nost ap-
propriate data service available and by automatically
conmbi ni ng the use of several services that nay be needed
to satisfy a request. For exanple, data could be retrieved
fromseveral files, each managed by a different data
managenent system The data control facility nust be
cogni zant of the location of data files, their structure,
dat a managenent system capabilities, etc.

Some approaches to the design of the data control facility have
been suggested by Shoshani, notably the integrated data nmanagenent
system (I DMS) and the unified data nanagenent system (UDMS). The

noti on of the network machine (RFC #51) is closest to the capabilities

one woul d see in Stage 3.
Rel evant Areas of Devel opnent

The data control facility can range anywhere froma sinple inter-
face to an intelligent front-end processor to a network-w de re-
ferral system In any case, a common neans is desirable for
handl i ng applications such as file transfer, on-line update and
retrieval of data, information gathering and reporting, and program
access to data. To attain this end, a few of the areas in which
devel opnents will be required include:

a) a data description |anguage, pernitting the user to define
t he physical structure of files, to define logical files,
and to categorize data fields for name referencing. The
| anguage shoul d be designed to facilitate the resol ution of
physi cal discrepancies in data and file structures. The
user should be able to superinpose |ogical restructuring of
data w t hout any change in the physical structure.
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b) a control or access |anguage that can be mapped into
vari ous data managenent | anguages. Considered here is
Shoshani s suggested two-|evel approach with perhaps a
nmet a- | anguage i nplenentation to facilitate conversions
among al ready exi sting | anguages.

c) nethods for managi ng and merging distributed data, search
mechani snms for file directories, error recovery techni ques,
etc.

I ndependent ARPA Network activities that in effect constitute

Stage 1 have touched on these areas and shoul d be incorporated into
the overall data sharing schene such that all of the isol ated

pi eces are conpati ble. For exanpl e,

a) the data reconfiguration service (RFC #138) woul d be
i nvoked by the data control facility whenever data transfornmations
are required.

b) the file transfer protocol (RFC #114, #122)
shoul d be consistent with other data handling services.

c) CCA' s data machi ne should be a subset or part of any data
control facility. The network data | anguage and set of data
managenent services that they plan to inplenent can perhaps be
adopt ed net wor k- wi de.

d) the network machi ne concept (RFC #51) for defining the pro-
gram and data environments should be resurrected. The data contro
facility should be a subset of a network nachine architecture.

Some other relevant topics include NIL (RFC #51), DEL (RFC 5), the

noti on Of MYLOCAL n, YOUR LOCAL n, and STANDARD n (RFC #42), user
| evel protocol objectives as described in RFC #76 and #91.
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Experimentati on and Testing

As data services are devel oped on the network, a coordinated

effort

a)

b)

is desirable

to exercise individual inplenentations to see
if they work, both alone and in conjunction wth
ot her data services, and

to evaluate alternative approaches

Some exanpl es of experimentation to test data services follow

1

File Transfer Protocol

The file transfer protocol should be used to
mani pul ate data files controlled by various
syst ens.

Data Transfer to Data Conputer

The ability to transfer existing data bases and
their structures onto the data conmputer should be
denmonstr at ed.

Dat a Restructuring

The ability to define logical restructuring of
data for users needs whi ch woul d be accessible by
nane shoul d be denonstrated. The origi nal physica
structure woul d be maint ai ned.

Data Transformation

The ability to access various data managenent
systenms on the network without the user being
concerned with the data transformation invol ved
shoul d be denonstrated. Necessary calls to forns
avai |l abl e on the Data Reconfiguration Service
shoul d be handl ed autonmatically and shoul d be
transparent to the user
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5. Data Consistency

Pr obl ens of nmi ntaining consi stency when duplicate
copies of a data file exist and updates to the file
are nade should be investigated. Automatic use of
file transfer protocol and DRS to generate new
duplicate copies should be included.

6. Data Privacy

Access controls for privacy O data files in the
net wor k environnent shoul d be desi gned and eval uat ed.
This includes controls on parts of distributed files.

Qur recommendation is that the committee on data sharing be
responsi bl e for coordinating devel opnent in these areas, for
attenpting to nmaintain consistency anong data services, and for
testing services in a series of experiments as they are inpl enented.
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