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The Definitions of Managed Objects for
the Link Control Protocol of
t he Poi nt-to-Point Protocol

Status of this Meno

This RFC specifies an | AB standards track protocol for the |nternet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards"” for the standardi zation state and status of this protocol.
Distribution of this meno is unlimted.

Abst ract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in TCP/|P-based internets.
In particular, it describes managed objects used for nanagi ng the

Li nk Control Protocol and Link Quality Mnitoring on subnetwork
interfaces that use the famly of Point-to-Point Protocols [8, 9, 10,
11, & 12].
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1. The Network Management Franmewor k

The I nternet-standard Network Managenent Framework consists of three
conponents. They are:

STD 16/ RFC 1155 whi ch defines the SM, the mechani snms used for
descri bing and nani ng objects for the purpose of managenment. STD
16/ RFC 1212 defines a nore concise description nechanism which is
whol Iy consistent with the SM.

STD 17/ RFC 1213 which defines MB-11, the core set of managed
objects for the Internet suite of protocols.

STD 15/ RFC 1157 whi ch defines the SNWP, the protocol used for
networ k access to nmanaged objects.

The Framework permts new objects to be defined for the purpose of
experinentation and eval uati on.

2. bjects

Managed obj ects are accessed via a virtual information store, terned
the Managenent Information Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [3]
defined in the SM. In particular, each object type is naned by an
OBJECT | DENTI FI ER, an admini stratively assigned nane. The object
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, termed the descriptor, to refer to the
obj ect type.

2.1. Format of Definitions
Section 4 contains the specification of all object types contained in
this MB nodule. The object types are defined using the conventions
defined in the SM, as anended by the extensions specified in [5,6].

3. Overview

3.1. (Object Selection Criteria
To be consistent with I AB directives and good engi neering practice,
an explicit attenpt was made to keep this M B as sinple as possible.
Thi s was acconplished by applying the following criteria to objects
proposed for inclusion:

(1) Require objects be essential for either fault or
configuration managenent. In particular, objects for
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whi ch the sol e purpose was to debug inplenentations were
explicitly excluded fromthe MB.

(2) Consider evidence of current use and/or utility.
(3) Limt the total nunber of objects.

(4) Exclude objects which are sinply derivable fromothers in
this or other M Bs.

3.2. Structure of the PPP

This section describes the basic nodel of PPP used in devel oping the
PPP M B. This information should be useful to the inplenentor in
under st andi ng sone of the basic design decisions of the MB.

The PPP is not one single protocol but a large famly of protocols.
Each of these is, initself, a fairly conplex protocol. The PPP
protocols nay be divided into three rough categories:

Control Protocols
The Control Protocols are used to control the operation of the
PPP. The Control Protocols include the Link Control Protoco
(LCP), the Password Authentication Protocol (PAP), the Link
Quality Report (LQR), and the Chal |l enge Handshake Authenti cation
Pr ot ocol (CHAP)

Net wor k Prot ocol s
The Network Protocols are used to nove the network traffic over
the PPP interface. A Network Protocol encapsul ates the datagrans
of a specific higher-layer protocol that is using the PPP as a
data link. Note that within the context of PPP, the term "Network
Protocol " does not inply an OSI Layer-3 protocol; for instance,
there is a Bridging network protocol

Net wor k Control Protocols (NCPs)
The NCPs are used to control the operation of the Network
Protocols. Generally, each Network Protocol has its own Network
Control Protocol; thus, the IP Network Protocol has its IP Contro
Protocol, the Bridging Network Protocol has its Bridgi ng Network
Control Protocol and so on

This docunent specifies the objects used in managi ng one of these

protocols, nanmely the Link Control Protocol and Link Quality
Moni t ori ng Prot ocol
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3.3. MB G oups

hjects inthis MB are arranged into several MB groups. Each group
is organi zed as a set of related objects.

These groups are the basic unit of confornmance: if the semantics of a
group are applicable to an inplenentation then all objects in the
group nust be inpl enent ed.

The PPP MB is organi zed into several M B G oups, including, but not
limted to, the foll ow ng groups:

The PPP Link G oup

The PPP LQR Group

The PPP LQR Extensions G oup
The PPP I P G oup

The PPP Bridge G oup

The PPP Security G oup

OO0OO0O0OO0OO0

Thi s docunent specifies the follow ng groups:

The PPP Link G oup
This group represents the lowest "level" of the PPP protocol.

This group contains two tables, one containing status information
and the other configuration information. The configuration table
is split off of the status so that it may be placed in a separate
MB View for security purposes.

| mpl enentation of this group is mandatory for all PPP
i mpl enent ati ons.

The PPP LQR Group
This group provides the basic MB variables that apply to the PPP
LR Protocol. This group provides MB access to the information
required for LQR processing. This group contains two tables, one
containing status informati on and the other configuration
information. The configuration table is split off of the status
so that it may be placed in a separate MB View for security
pur poses.

| mpl enentation of the PPP LQR Group is nandatory for all PPP
i mpl enentati ons that inplenment LQR

The PPP LQR Extensions G oup
The PPP LQR Extensions group contains the nost recently received
LR packet, as well as the "save" fields that are "logically
appended” [12] to received LQR packets. This is done in order to
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3. 4.

Kas

facilitate external inplenmentations of the Link Quality Monitoring
poli ci es.

It is not practical to exam ne the relevant M B objects which are
used to generate LQR packets since LQR policies may require
synchroni zati on of the values of all data used to determnine Link
Quality; i.e., the values of the relevant counters nust all be
taken at the sanme instant in time. Thus, by recording the |ast
recei ved LQR packet, a synchronized record of the relevant data is
avail abl e.

As this information nmay not be efficiently maintained on all PPP
i mpl enentations, inplenentation of this group is optional

Rel ationship to Interface and I nterface Extensions
G oups

The PPP Mb is a nmediumspecific extension to the standard M B-2
interface group [2] and to the Interface Extensions MB [7]. This
section discusses certain conponents of these groups when the
interface is a PPP interface.

The PPP interface represents a single interface in the sense used in
[2] and thus has a single entry in the ifTable.

Furthernmore, the PPP interface may be operating over a |ower |ayer
hardware interface (such as an RS-232 port). It is inportant to
capture the rel ationship between the PPP interface and the | ower-

| ayer interface over which it operates. This MB presunes that the
| ower-layer interface has an ifEntry associated with it. The |ower-
layer ifEntry is identified via the pppLi nkStatusPhysi cal | ndex

obj ect, which contains the value of iflndex for the |ower-Iayer

i fEntry.

For exanpl e, suppose that you run PPP over a RS-232 port. This would
use two entries in the ifTable. Let’'s suppose that entry nunber 123
is for the PPP "interface" and entry nunber 987 is for the RS-232
port. So, ifSpecific.123 would contain the ppp OBJECT | DENTI Fl ER,
pppLi nkSt at usPhysi cal | ndex. 123 woul d contain 987, and if Specific. 987
woul d contain the rs_232 OBJECT | DENTI FI ER (or whatever it is).

Al'l PPP packets are defined in [8] as being broadcast packets. Thus,
the packets are counted as non-uni cast packets in the ifTable

(i fInNUcast Pkts and if Qut NUCast Pkts) and as broadcasts in the

i f Ext nsTabl e (ifExtnsBroadcast sRecei vedCks and

i f Ext nsBroadcast sTransm ttedCks).
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4.

i fSpecific
Cont ai ns the OBJECT | DENTI FI ER ppp.

i f Adm nSt at us
Setting this object to up will inject an adm nistrative open event
into the LCPs finite state machine. Setting this object to down
will inject an adnmnistrative close event into the LCP's finite
stat e nachi ne

The use of the testing value is beyond the scope of this docunent.

i f Oper St at us
Represents the state of the LCP Finite State Machine. If the
Finite State Machine is in the Opened state then the val ue of
i fOperStatus is up, otherw se the value of ifQperStatus is down.

The meaning of the testing value is beyond the scope of this
docunent .

Per the SNMP Protocol Specification [13], the linkUp and |IinkDown
traps apply to the PPP Protocol entity. When the LCP's Finite State
Machi ne attains the Opened state, a linkUp trap should be sent. Wen
the Finite State Machine | eaves the Opened state, a |inkDown trap
shoul d be sent.

Sone tests for the link are defined in this document. Execution of
these tests does not place the link’'s ifQOperStatus in the testing
state as these tests do not prevent normal data transm ssion from
occuring over the link

Definitions
PPP-LCP-M B DEFINITIONS ::= BEG N

| MPORTS
Count er
FROM RFC1155- SM
i fl ndex, transm ssion
FROM RFC1213-M B
OBJECT- TYPE
FROM RFC- 1212;

-- PPP MB
ppp OBJECT IDENTIFIER ::= { transmi ssion 23 }
pppLcp OBJECT IDENTIFIER ::={ ppp 1}

Kast enhol z [ Page 6]



RFC 1471 PPP/ LCP M B June 1993

-- The individual groups within the PPP-LCP-M B

pppLi nk OBJECT IDENTIFIER ::= { pppLcp 1}
ppplLqr OBJECT I DENTIFIER ::= { pppLcp 2}
pppTests OBJECT I DENTIFIER ::= { pppLcp 3}

-- 4.1. PPP Link Goup

-- The PPP Link Group. Inplenentation of this
-- group is nandatory for all PPP entities.

-- The follow ng object reflect the values of the option
-- paraneters used in the PPP Link Control Protoco
-- pppLi nkSt at usLocal VRU

-- pppLi nkSt at usRenot eMRU

-- pppLi nkSt at usLocal ToPeer ACCMVap

-- pppLi nkSt at usPeer ToLocal ACCVap

-- pppLi nkSt at usLocal ToRenot ePr ot ocol Conpr essi on
-- pppLi nkSt at usRenot eToLocal Pr ot ocol Conpr essi on
-- pppLi nkSt at usLocal ToRenot e ACConpr essi on

-- pppLi nkSt at usRenobt eToLocal ACConpr essi on

-- pppLi nkSt at usTransni t FcsSi ze

-- pppLi nkSt at usRecei veFcsSi ze

-- These values are not available until after the PPP Option
-- negotiation has conpleted, which is indicated by the link
-- reaching the open state (i.e., ifQperStatus is set to

-- up).

-- Therefore, when ifQperStatus is not up

-- the contents of these objects is undefined. The val ue

-- returned when accessing the objects is an inplenentation
-- dependent issue.

pppLi nkSt at usTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PpplLi nkSt at usEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"A tabl e containing PPP-1ink specific variables
for this PPP inplenentation.”

::={ pppLink 1}
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pppLi nkSt at usEntry OBJECT- TYPE
SYNTAX PppLi nkSt at usEntry
ACCESS not - accessi bl e
STATUS mandat ory

DESCRI PTI ON
"Managenent information about a particul ar PPP
Li nk. "

| NDEX { iflndex }

::={ ppplLinkStatusTable 1 }

PppLi nkSt at usEntry ::= SEQUENCE {

pppLi nkSt at usPhysi cal | ndex
| NTEGER,

pppLi nkSt at usBadAddr esses
Count er,

pppLi nkSt at usBadControl s
Count er,

pppLi nkSt at usPacket TooLongs
Count er,

pppLi nkSt at usBadFCSs
Count er,

pppLi nkSt at usLocal VRU
| NTEGER,

pppLi nkSt at usRenot eMRU
| NTEGER,

ppplLi nkSt at usLocal ToPeer ACCMVap
OCTET STRI NG

pppLi nkSt at usPeer ToLocal ACCVap
OCTET STRI NG

pppLi nkSt at usLocal ToRenot ePr ot ocol Conpr essi on

| NTEGER,

pppLi nkSt at usRenot eToLocal Pr ot ocol Conpr essi on
| NTEGER,

pppLi nkSt at usLocal ToRenot eACConpr essi on
| NTEGER,

pppLi nkSt at usRenot eToLocal ACConpr essi on
| NTEGER,

pppLi nkSt at usTransni t FcsSi ze
| NTEGER,

pppLi nkSt at usRecei veFcsSi ze
| NTEGER

}

pppLi nkSt at usPhysi cal | ndex OBJECT- TYPE
SYNTAX | NTEGER( 0. . 2147483647)
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
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"The value of iflndex that identifies the

| ower-1level interface over which this PPP Link
is operating. This interface would usually be
an HDLC or RS-232 type of interface. If there
is no lower-layer interface elenent, or there
is no ifEntry for the elenent, or the el enent
can not be identified, then the value of this
object is 0. For exanple, suppose that PPP is
operating over a serial port. This would use
two entries in the ifTable. The PPP coul d be
runni ng over ‘interface’ nunber 123 and the
serial port could be running over ‘interface
nunber 987. Therefore, ifSpecific.123 would
contain the OBJECT | DENTI FI ER ppp

pppLi nkSt at usPhysi cal | ndex. 123 woul d contain
987, and if Specific.987 would contain the
OBJECT | DENTI FIER for the serial-port’s nedia-
specific MB."

::={ pppLinkStatusEntry 1 }

pppLi nkSt at usBadAddr esses OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of packets received with an
i ncorrect Address Field. This counter is a
component of the iflnErrors variable that is
associated with the interface that represents
this PPP Link."

REFERENCE

"Section 3.1, Address Field, of RFC1331."

::={ ppplLinkStatusEntry 2 }

pppLi nkSt at usBadControl s OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of packets received on this link
with an incorrect Control Field. This counter
is a conponent of the iflnErrors variabl e that
is associated with the interface that
represents this PPP Link."

REFERENCE

"Section 3.1, Control Field, of RFC1331."
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::={ ppplLinkStatusEntry 3 }

nkSt at usPacket TooLongs OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of received packets that have been
di scarded because their | ength exceeded the
MRU. This counter is a conponent of the
iflnErrors variable that is associated with the
interface that represents this PPP Link. NOTE,
packets which are | onger than the MRU but which
are successfully received and processed are NOT
included in this count."

::={ ppplLinkStatusEntry 4 }

nkSt at usBadFCSs OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The nunber of received packets that have been
di scarded due to having an incorrect FCS. This
counter is a conmponent of the iflnErrors
variable that is associated with the interface
that represents this PPP Link."

::={ ppplLinkStatusEntry 5 }

nkSt at usLocal MRU  OBJECT- TYPE

SYNTAX | NTEGER( 1. .2147483648)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The current value of the MRU for the local PPP
Entity. This value is the MRU that the renote
entity is using when sending packets to the
| ocal PPP entity. The value of this object is
meani ngful only when the |link has reached the
open state (ifQperStatus is up)."

::= { pppLinkStatusEntry 6 }

nkSt at usRenot eVRU OBJECT- TYPE
SYNTAX | NTEGER( 1. .2147483648)
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ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The current value of the MRU for the renote
PPP Entity. This value is the MRU that the
| ocal entity is using when sending packets to
the renote PPP entity. The val ue of this object
i s neaningful only when the Iink has reached
the open state (ifOperStatus is up)."

::={ ppplLinkStatusEntry 7 }

pppLi nkSt at usLocal ToPeer ACCVap OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (4))

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The current value of the ACC Map used for
sendi ng packets fromthe local PPP entity to
the renote PPP entity. The value of this object
i s neaningful only when the Iink has reached
the open state (ifOperStatus is up)."

::={ ppplLinkStatusEntry 8 }

pppLi nkSt at usPeer ToLocal ACCMap  OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (4))

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The ACC Map used by the renpte PPP entity when
transmitting packets to the local PPP entity.
The val ue of this object is neaningful only
when the link has reached the open state
(ifOperStatus is up)."

::={ ppplLinkStatusEntry 9 }

pppLi nkSt at usLocal ToRenot ePr ot ocol Conpr essi on

OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)

}
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"I ndi cates whether the local PPP entity will
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use Protocol Conpression when transmtting
packets to the renote PPP entity. The val ue of
this object is nmeaningful only when the link
has reached the open state (ifOperStatus is
up) . "

::={ ppplLinkStatusEntry 10 }

pppLi nkSt at usRenot eToLocal Pr ot ocol Conpr essi on

OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)

}

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"I ndi cates whether the renote PPP entity wll
use Protocol Conpression when transmtting
packets to the local PPP entity. The val ue of
this object is nmeaningful only when the link
has reached the open state (ifOperStatus is
up) . "

::={ ppplLinkStatusEntry 11 }

pppLi nkSt at usLocal ToRenot e ACConpr essi on OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)

}

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"I ndi cates whether the | ocal PPP entity will
use Address and Control Conpression when
transmitting packets to the renote PPP entity.
The val ue of this object is neaningful only
when the link has reached the open state
(ifOperStatus is up).'

::={ ppplLinkStatusEntry 12 }

pppLi nkSt at usRenot eToLocal ACConpr essi on OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)
}
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ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"Indi cates whether the renote PPP entity wll
use Address and Control Conpression when
transmitting packets to the local PPP entity.
The val ue of this object is neaningful only
when the Iink has reached the open state
(ifOperStatus is up).'

::={ pppLinkStatusEntry 13 }

pppLi nkSt at usTransni t FcsSi ze OBJECT- TYPE

SYNTAX | NTEGER (0. .128)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The size of the Frane Check Sequence (FCS) in
bits that the local node will generate when
sendi ng packets to the renote node. The val ue
of this object is neaningful only when the Iink
has reached the open state (ifOperStatus is
up) . "

::={ ppplLinkStatusEntry 14 }

pppLi nkSt at usRecei veFcsSi ze  OBJECT- TYPE

SYNTAX | NTEGER (0. .128)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The size of the Frane Check Sequence (FCS) in
bits that the renbte node will generate when
sendi ng packets to the | ocal node. The val ue of
this object is nmeaningful only when the Iink
has reached the open state (ifQperStatus is
up)."

::={ pppLinkStatusEntry 15 }

pppLi nkConf i gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PppLi nkConfi gEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"A table containing the LCP configuration
paraneters for this PPP Link. These vari ables
represent the initial configuration of the PPP
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Li nk. The actual val ues of the paraneters nay
be changed when the Iink is brought up via the
LCP options negotiation nechanism"

::={ pppLink 2}

nkConfi gEntry OBJECT- TYPE
SYNTAX PppLi nkConfi gEntry
ACCESS not - accessi bl e
STATUS mandat ory

DESCRI PTI ON
"Configuration information about a particul ar
PPP Li nk. "

| NDEX { iflndex }

::= { pppLinkConfigTable 1}

nkConfi gEntry ::= SEQUENCE {
pppLi nkConfiglnitial VRU
| NTEGER,

pppLi nkConf i gRecei veACCMap
OCTET STRI NG

pppLi nkConfi gTransm t ACCMap
OCTET STRI NG

pppLi nkConf i gMagi cNunber
| NTEGER,

pppLi nkConfi gFcsSi ze
| NTEGER

}

nkConfiglnitial MU OBJECT- TYPE

SYNTAX | NTEGER( 0. . 2147483647)

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The initial Maxi num Receive Unit (MRU) that
the I ocal PPP entity will advertise to the
renote entity. If the value of this variable is
O then the local PPP entity will not advertise
any MRU to the renpte entity and the default
MRU wi I | be assuned. Changing this object will
have effect when the link is next restarted.”

REFERENCE
"Section 7.2, Mximm Receive Unit of RFCL331."

DEFVAL { 1500 }

::={ pppLinkConfigEntry 1 }
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pppLi nkConf i gRecei ve ACCMVap OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (4))

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The Asynchronous-Control - Character-Map (ACC
that the local PPP entity requires for use on
its receive side. In effect, this is the ACC
Map that is required in order to ensure that
the I ocal nodemwi |l successfully receive all
characters. The actual ACC nmap used on the
receive side of the link will be a conbination
of the local node’s pppLi nkConfi gRecei veACCVap
and the renote node’'s
pppLi nkConfi gTransm t ACCMap. Changing this
object will have effect when the link is next
restarted.”

REFERENCE
"Section 7.3, page 4, Async-Control -Character-
Map of RFC1331."

DEFVAL { "ffffffff ' h }

::={ pppLinkConfigEntry 2 }

pppLi nkConfi gTransm t ACCMap OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (4))

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The Asynchronous-Control - Character-Map (ACC
that the local PPP entity requires for use on
its transnmit side. In effect, this is the ACC
Map that is required in order to ensure that
all characters can be successfully transmtted
t hrough the | ocal nmodem The actual ACC map
used on the transmt side of the link will be a
conbi nation of the local node’s
pppLi nkConfi gTransmi t ACCMap and t he renote
node’ s pppLi nkConfi gRecei veACCMap. Changi ng
this object will have effect when the link is
next restarted.”

REFERENCE
"Section 7.3, page 4, Async-Control -Character-
Map of RFC1331."

DEFVAL { "ffffffff ' h }

::={ pppLinkConfigEntry 3 }
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nkConfi gMagi cNunber OBJECT- TYPE

SYNTAX | NTEGER {false (1), true (2)}

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"If true(2) then the local node will attenpt to
perform Magi ¢ Nunber negotiation with the
renote node. If false(l) then this negotiation
is not performed. In any event, the local node
will conply with any nagi ¢ nunber negoti ations
attenpted by the renote node, per the PPP
specification. Changing this object will have
effect when the link is next restarted.”

REFERENCE
"Section 7.6, Mgic Nunber, of RFC1331."

DEFVAL { false }

::={ pppLinkConfigEntry 4 }

nkConfi gFcsSi ze OBJECT- TYPE

SYNTAX | NTEGER (0. .128)

ACCESS read-write

STATUS mandat ory

DESCRI PTI ON
"The size of the FCS, in bits, the local node
will attenpt to negotiate for use with the
renote node. Regardl ess of the value of this
object, the local node will conply with any FCS
size negotiations initiated by the renote node,
per the PPP specification. Changing this object
will have effect when the Iink is next
restarted.”

DEFVAL { 16 }

::={ pppLinkConfigEntry 5 }

.2. PPP LR G oup

-- The PPP LQR G oup.
-- Inplenentation of this group is mandatory for al
-- PPP inplenentations that inplenent LQR

pppLqr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PppLqgrEntry
ACCESS not - accessi bl e
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STATUS mandat ory

DESCRI PTI ON
"Tabl e containing the LQR paraneters and
statistics for the local PPP entity."

::={ pppLar 1}

pppLgr Entry OBJECT- TYPE

SYNTAX PppLgr Entry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"LQR information for a particular PPP Iink. A
PPP link will have an entry in this table if
and only if LQR Quality Mnitoring has been
successfully negotiated for said Iink."

| NDEX { iflndex }

::={ pppLarTable 1}

PppLqrEntry ::= SEQUENCE {
pppLgrQuality
| NTEGER,
pppLqgr | nGoodCct et s
Count er,
pppLgr Local Peri od
| NTEGER,
pppLqgr Renot ePeri od
| NTEGER,
pppLar Qut LRs
Count er,

pppLar | nLQRs
Count er

}

pppLgrQuality OBJECT- TYPE

SYNTAX | NTEGER {
good(1),
bad(2),
not - det er m ned( 3)

}

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The current quality of the link as declared by
the I ocal PPP entity’s Link-Quality Managenent
nmodul es. No effort is made to define good or
bad, nor the policy used to determine it. The
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not - determ ned val ue indicates that the entity
does not actually evaluate the Iink’s quality.
This value is used to di sanbi guate the
‘determined to be good’ case fromthe ‘no
determ nati on nade and presunmed to be good
case. "

::={ pppLarEntry 1 }

pppLqgr | nGoodCct et s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The LQR I nGoodCctets counter for this link."
REFERENCE
"Section 2.2, Counters, of RFC1333."

::={ pppLarEntry 2 }

pppLgr Local Peri od OBJECT- TYPE

SYNTAX | NTEGER( 1. .2147483648)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The LQR reporting period, in hundredths of a
second that is in effect for the |ocal PPP
entity."

REFERENCE
"Section 2.5, Configuration Option Format, of
RFC1333. "

::={ pppLgrEntry 3}

pppLqgr Renot ePeri od OBJECT- TYPE

SYNTAX | NTEGER( 1. . 2147483648)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The LQR reporting period, in hundredths of a
second, that is in effect for the renote PPP
entity."”

REFERENCE
"Section 2.5, Configuration Option Format, of
RFC1333. "

::={ pppLqgrEntry 4 }
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pppLgr Qut LQRs OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The value of the Qut LQRs counter on the |oca
node for the link identified by iflndex."

REFERENCE
"Section 2.2, Counters, of RFC1333."

::={ pppLqgrEntry 5}

pppLgr I nLQRs OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The val ue of the InLQRs counter on the |oca
node for the link identified by iflndex."

REFERENCE
"Section 2.2, Counters, of RFC1333."

::={ pppLqrEntry 6 }

-- The PPP LQR Configuration table.

pppLqgr Confi gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PppLgr ConfigEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"Tabl e containing the LQR Configuration
paraneters for the local PPP entity."

c:={ pppLar 2}

pppLgr Confi gEntry OBJECT- TYPE
SYNTAX PppLgr Confi gEntry
ACCESS not - accessi bl e
STATUS mandat ory

DESCRI PTI ON
"LQR configuration information for a particul ar
PPP i nk."

| NDEX { iflndex }

::={ pppLqgrConfigTable 1}
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PppLgr Confi gEntry ::= SEQUENCE {

pppLgr Confi gPeri od
| NTEGER,

pppLqr Confi gSt at us
| NTEGER

pppLgr Confi gPeri od OBJECT- TYPE

SYNTAX | NTEGER( 0. . 2147483647)

ACCESS read-write

STATUS mandat ory

DESCRI PTI ON
"The LQR Reporting Period that the |ocal PPP
entity will attenpt to negotiate with the
renmote entity, in units of hundredths of a
second. Changing this object will have effect
when the link is next restarted.”

REFERENCE
"Section 2.5, Configuration Option Fornmat, of
RFC1333."

DEFVAL { 0}

::={ pppLqgrConfigEntry 1}

pppLqgr Confi gSt at us OBJECT- TYPE

SYNTAX | NTEGER {di sabled (1), enabled (2)}

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"If enabled(2) then the local node will attenpt
to performLQR negotiation with the renote
node. |f disabled(1l) then this negotiation is
not performed. In any event, the |ocal node
will conply with any nagi ¢ nunber negoti ations
attenpted by the renote node, per the PPP
specification. Changing this object will have
effect when the link is next restarted.
Setting this object to the val ue disabl ed(1)
has the effect of invalidating the
corresponding entry in the pppLgrConfigTable
object. It is an inplenentation-specific matter
as to whether the agent renoves an invalidated
entry fromthe table. Accordingly, nmanagenent
stations nust be prepared to receive tabul ar
information fromagents that corresponds to
entries not currently in use."

REFERENCE
"Section 7.6, Magic Nunber, of RFC1331."
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{ enabled }

::={ pppLgrConfigEntry 2 }

-- 4.3. PPP LQR Extensions G oup

-- The PPP LQR Extensions G oup.
-- Inplenmentation of this group is optional

-- The intent of this group is to all ow externa
-- inplenentation of the policy nechanisns that
-- are used to declare a link to be "bad" or not.

-- It is not practical to examne the MB objects
-- which are used to generate LQR packets since
-- LQR policies tend to require synchronization of
-- the values of all data used to determ ne Link

-- Qality;
-- nust all

t he val ues of the rel evant counters

be taken at the sane instant in tine.

pppLqr Ext nsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PpplLqgrExtnsEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Tabl e containing additional LQR information
for the local PPP entity."

::={ pppLar 3}

pppLgr Ext nséntry OBJECT- TYPE

SYNTAX PppLgr Ext nsEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Extended LQR information for a particular PPP
link. Assunming that this group has been
i npl emented, a PPP link will have an entry in
this table if and only if LQR Quality
Moni toring has been successfully negotiated for
said link."

| NDEX { iflndex }

::={ pppLqrExtnsTable 1 }

PppLgr Ext nsEntry ::= SEQUENCE {
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pppLqgr Ext nsLast Recei vedLqgr Packet
OCTET STRI NG S| ZE( 68))

pppLqgr Ext nsLast Recei vedLqgr Packet OBJECT- TYPE

SYNTAX OCTET STRI NE SI ZE(68))

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"This object contains the nost recently
recei ved LQR packet. The format of the packet
is as described in the LQM Protoco
specificiation. Al fields of the packet,
including the ‘save’ fields, are stored in this
obj ect.

The LQR packet is stored in network byte order
The LAP-B and PPP headers are not stored in
this object; the first four octets of this
vari abl e contain the Mgic-Nunber field, the
second four octets contain the LastQutLQRs
field and so on. The last four octets of this
obj ect contain the SavelnCctets field of the
LR packet. "
REFERENCE
"Section 2.6, Packet Format, of RFC1333"
c:={ pppLgrExtnsEntry 1 }

4.4, PPP Tests
The extensions to the interface table in RFC1229 define a
tabl e through which the network manager can instruct the
managed object to performvarious tests of the interface. This
is the ifExtnsTest Tabl e.
The PPP M B defines two such tests.
4.4.1. PPP Echo Test
The PPP Echo Test is defined as

pppEchoTest OBJECT IDENTIFIER ::= { pppTests 1}
Invoking this test causes a PPP Echo Packet to be sent on the
line. ifExtnsTestResult returns success(2) if the echo

response cane back properly. It returns failed(7) if the
response did not properly return. The definition of "proper"
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5.

-- in this context is left to the discretion of the inplenmentor.
-- 4.4.2. PPP Discard Test
-- The PPP Discard Test is defined as

pppDi scardTest OBJECT | DENTIFIER ::= { pppTests 2 }

-- Invoking this test causes a PPP Discard Packet to be sent on

-- the line. ifExtnsTestResult returns success(2) if the discard
-- packet was successfully transmitted and failed(7) if an error
-- was detected on transmi ssion. The definition of "transm ssion
-- error” in this context is left to the discretion of the

-- inmplementor.

END
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Security Considerations

The PPP M B affords the network operator the ability to configure and
control the PPP links of a particular system This represents a
security risk.

These risks are addressed in the foll ow ng manners:

(1) Al variables which represent a significant security risk
are placed in separate, optional, MB Goups. As the MB
Group is the quantum of inplenmentation within a MB, the
i npl ementor of the MB nmay elect not to inplenent these
groups.

(2) The inplenmentor may choose to inplenment the variables
whi ch present a security risk so that they may not be
witten, i.e., the variables are READ-ONLY. This net hod
still presents a security risk, and is not recomended,
in that the variables, specifically the PPP
Aut hentication Protocols’ variables, nay be easily read.
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(3) Using SNWPv2, the operator can place the variables into
M B views which are protected in that the parties which
have access to those M B views use authentication and
privacy protocols, or the operator may el ect to make
these views not accessible to any party. |In order to
facilitate this placenent, all security-related variables
are placed in separate M B Tables. This eases the
identification of the necessary M B Vi ew Subtree.
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