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The Definitions of Managed Objects for
the Security Protocols of
t he Poi nt-to-Point Protocol

Status of this Meno

This RFC specifies an | AB standards track protocol for the |nternet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards"” for the standardi zation state and status of this protocol.
Distribution of this meno is unlimted.

Abst ract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in TCP/|P-based internets.
In particular, it describes managed objects used for nanagi ng the
Security Protocols on subnetwork interfaces using the famly of

Poi nt-to-Point Protocols [8, 9, 10, 11, & 12].
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1. The Network Managerent Framewor k

The I nternet-standard Network Managenent Framework consists of three
conponents. They are:

STD 16/ RFC 1155 whi ch defines the SM, the nechani sns used for

descri bi ng and nani ng objects for the purpose of managenent. STD
16/ RFC 1212 defines a nore concise description nechanism which is
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whol Iy consistent with the SM.

STD 17/ RFC 1213 which defines MB-11, the core set of managed
objects for the Internet suite of protocols.

STD 15/ RFC 1157 whi ch defines the SNWMP, the protocol used for
networ k access to nanaged objects.

The Framework pernmits new objects to be defined for the purpose of
experinmentation and eval uati on.

2. Objects

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. (Objects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [3]
defined in the SM. In particular, each object type is naned by an
OBJECT | DENTI FI ER, an admini stratively assigned nane. The object
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, termed the descriptor, to refer to the
obj ect type.

2.1. Format of Definitions
Section 4 contains the specification of all object types contained in
this MB nodule. The object types are defined using the conventions
defined in the SM, as anmended by the extensions specified in [5,6].
3. Overview
3.1. (Object Selection Criteria
To be consistent with 1 AB directives and good engi neering practice,
an explicit attenpt was made to keep this M B as sinple as possible.
This was acconplished by applying the following criteria to objects
proposed for inclusion:
(1) Require objects be essential for either fault or
configurati on managenent. In particular, objects for
whi ch the sol e purpose was to debug i npl enmentati ons were
explicitly excluded fromthe MB.
(2) Consider evidence of current use and/or utility.
(3) Limt the total nunber of objects.

(4) Exclude objects which are sinply derivable fromothers in
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this or other M Bs.
3.2. Structure of the PPP

This section describes the basic nodel of PPP used in devel oping the
PPP M B. This information should be useful to the inplenentor in
under st andi ng sone of the basic design decisions of the MB.

The PPP is not one single protocol but a large fanily of protocols.
Each of these is, initself, a fairly conplex protocol. The PPP
protocols may be divided into three rough categories:

Control Protocols
The Control Protocols are used to control the operation of the
PPP. The Control Protocols include the Link Control Protocol
(LCP), the Password Authentication Protocol (PAP), the Link
Quality Report (LQR), and the Chal |l enge Handshake Authenti cation
Pr ot ocol (CHAP).

Net wor k Prot ocol s
The Network Protocols are used to nove the network traffic over
the PPP interface. A Network Protocol encapsul ates the datagrans
of a specific higher-layer protocol that is using the PPP as a
data link. Note that within the context of PPP, the term "Network
Protocol " does not inply an OSI Layer-3 protocol; for instance,
there is a Bridging network protocol.

Net wor k Control Protocol s (NCPs)
The NCPs are used to control the operation of the Network
Protocols. Generally, each Network Protocol has its own Network
Control Protocol; thus, the I P Network Protocol has its | P Control
Protocol, the Bridging Network Protocol has its Bridgi ng Network
Control Protocol and so on.

Thi s docunment specifies the objects used in managi ng one of these
protocols, nanely the PPP Authentication Protocols.

3.3. MB Goups

hjects inthis MB are arranged into several M B groups. Each group
is organi zed as a set of related objects.

These groups are the basic unit of conformance: if the semantics of a
group are applicable to an inplenmentation then all objects in the
group nust be inpl emrent ed.

The PPP MB is organi zed into several MB G oups, including, but not
limted to, the follow ng groups:
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The PPP Link G oup

The PPP LQR Group

The PPP LQR Extensions G oup
The PPP I P G oup

The PPP Bridge G oup

The PPP Security G oup

OO0OO0O0OO0OO0

Thi s docunent specifies the follow ng group

PPP Security G oup
The PPP Security G oup contains all configuration and contro
vari abl es that apply to PPP security.

| mpl enentation of this group is optional. Inplenmentation is
optional since the variables in this group provide configuration
and control for the PPP Security functions. Thus, these variables
shoul d be protected by SNWPv2 security. |If an agent does not
support SNMPv2 with privacy it is strongly advised that this group
not be inplenented. See the section on "Security Considerations"
at the end of this docunent.

4, Definitions
PPP-SEC-M B DEFINITIONS ::= BEG N

| MPORTS
Count er
FROM RFC1155- SM
OBJECT- TYPE
FROM RFC- 1212

PPP
FROM PPP- LCP- M B;

pppSecurity OBJECT IDENTIFIER ::= { ppp 2 }
pppSecurityProtocols OBJECT IDENTIFIER ::= { pppSecurity 1}

-- The follow ng uniquely identify the various protocols
-- used by PPP security. These OBJECT | DENTI FI ERS are

-- used in the pppSecurityConfigProtocol and

-- pppSecuritySecretsProtocol objects to identify to which
-- protocols the table entries apply.

pppSecurit yPapProt ocol OBJECT | DENTIFIER :: =
{ pppSecurityProtocols 1 }
pppSecuri t yChapMD5Pr ot ocol OBJECT | DENTI FIER :: =
{ pppSecurityProtocols 2 }
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-- PPP Security Group
-- Inplenmentation of this group is optional

-- This table allows the network nmanager to configure
-- which security protocols are to be used on which
-- link and in what order of preference each is to be tried

pppSecuri tyConfi gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PppSecurityConfigEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"Tabl e containing the configuration and
preference paraneters for PPP Security."

::={ pppSecurity 2}

pppSecurityConfigEntry OBJECT- TYPE

SYNTAX PppSecurityConfi gEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Security configuration information for a
particular PPP |ink."

| NDEX { pppSecurityConfi gLi nk
pppSecurityConfi gPreference }

::={ pppSecurityConfigTable 1 }

PppSecurityConfigEntry ::= SEQUENCE {
pppSecuri t yConfi gLi nk
| NTEGER,
pppSecurityConfi gPreference
| NTEGER,
pppSecurityConfi gProtoco
OBJECT | DENTI FI ER,
pppSecuri tyConfi gSt at us
| NTEGER
}

pppSecuri tyConfi gLi nk OBJECT- TYPE
SYNTAX | NTEGER( 0. . 2147483647)
ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON
"The value of iflndex that identifies the entry
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inthe interface table that is associated with
the local PPP entity's link for which this
particul ar security algorithmshall be
attenpted. A value of O indicates the default
algorithm- i.e., this entry applies to al
links for which explicit entries in the table
do not exist."

c:= { pppSecurityConfigEntry 1}

pppSecuri tyConfi gPreference OBJECT- TYPE

SYNTAX | NTEGER( 0. . 2147483647)

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The relative preference of the security
protocol identified by
pppSecurityConfigProtocol. Security protocols
with | ower val ues of
pppSecurityConfigPreference are tried before
protocol s with higher val ues of
pppSecuri tyConfi gPreference.”

::={ pppSecurityConfigEntry 2 }

pppSecurit yConfi gProt ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-write

STATUS mandat ory

DESCRI PTI ON
"Identifies the security protocol to be
attenpted on the link identified by
pppSecurityConfigLink at the preference |eve
identified by pppSecurityConfigPreference. "

::={ pppSecurityConfigEntry 3 }

pppSecuri tyConfi gSt at us OBJECT- TYPE

SYNTAX I NTEGER {
invalid(1l),
val i d(2)
}

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"Setting this object to the value invalid(1)
has the effect of invalidating the
corresponding entry in the
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pppSecurityConfigTable. It is an
i mpl ement ation-specific matter as to whether
the agent renoves an invalidated entry fromthe
table. Accordingly, managenent stations nust
be prepared to receive tabular information from
agents that corresponds to entries not
currently in use. Proper interpretation of
such entries requires exani nation of the
rel evant pppSecurityConfigStatus object.”
DEFVAL { valid }
::={ pppSecurityConfigEntry 4 }

-- This table contains all of the |ID/ Secret pair information.

pppSecuritySecretsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PppSecuritySecretsEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON
"Tabl e containing the identities and secrets
used by the PPP authentication protocols. As
this table contains secret information, it is
expected that access to this table be limted
to those SNWP Party-Pairs for which a privacy
protocol is in use for all SNMP nmessages that
the parties exchange. This table contains both
the 1D and secret pair(s) that the | ocal PPP
entity will advertise to the renpote entity and
the pair(s) that the local entity will expect
fromthe renpte entity. This table allows for
multiple id/ secret password pairs to be
specified for a particular link by using the
pppSecuritySecretsldlndex object.”

::={ pppSecurity 3}

pppSecuritySecretsEntry OBJECT- TYPE
SYNTAX PppSecuritySecretsEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"Secret information."
| NDEX { pppSecuritySecretsLink
pppSecuritySecretsldl ndex }
::={ pppSecuritySecretsTable 1 }
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PppSecuritySecretskEntry ::= SEQUENCE {

pppSecuritySecretsLink

| NTEGER,
pppSecuritySecretsldl ndex

| NTEGER,
pppSecuritySecretsDirection

| NTEGER,
pppSecuritySecret sProtoco

OBJECT | DENTI FI ER
pppSecuritySecretsldentity

OCTET STRI NG
pppSecuritySecret sSecr et

OCTET STRI NG
pppSecuritySecretsStatus

| NTEGER
}
pppSecuritySecretsLink OBJECT- TYPE
SYNTAX | NTEGER( 0. . 2147483647)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The link to which this ID/ Secret pair applies
By convention, if the value of this object is 0
then the 1D/ Secret pair applies to all links."

::={ pppSecuritySecretsEntry 1 }

pppSecuritySecretsldl ndex OBJECT- TYPE

SYNTAX | NTEGER( 0. . 2147483647)

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"A uni que value for each ID/Secret pair that
has been defined for use on this link. This
allows nultiple I D Secret pairs to be defined
for each Iink. How the local entity selects
which pair to use is a local inplementation
deci sion."

::={ pppSecuritySecretsEntry 2 }

pppSecuritySecretsDirection OBJECT- TYPE
SYNTAX I NTEGER {
| ocal -to-renote(1),
renote-to-local (2)

ACCESS read-write
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STATUS mandat ory

DESCRI PTI ON
"This object defines the direction in which a
particular 1D/ Secret pair is valid. |If this
object is local-to-renote then the | ocal PPP
entity will use the 1D/ Secret pair when
attenpting to authenticate the local PPP entity
to the renote PPP entity. |If this object is
renote-to-local then the local PPP entity will
expect the ID/Secret pair to be used by the
renote PPP entity when the renmpte PPP entity
attenpts to authenticate itself to the |oca
PPP entity."

::={ pppSecuritySecretsEntry 3}

pppSecuri tySecret sProt ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"The security protocol (e.g. CHAP or PAP) to
which this 1D/ Secret pair applies.”

::={ pppSecuritySecretsEntry 4 }

pppSecuritySecretsldentity OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(O. . 255))

ACCESS read-write

STATUS mandat ory

DESCRI PTI ON
"The lIdentity of the |D/ Secret pair. The
actual format, semantics, and use of
pppSecuritySecretslidentity depends on the
actual security protocol used. For exanple, if
pppSecuritySecretsProtocol is
pppSecurityPapProtocol then this object will
contain a PAP Peer-1D. If
pppSecuritySecretsProtocol is
pppSecuri t yChapMD5Pr ot ocol then this object
woul d contain the CHAP NAME paraneter.”

::={ pppSecuritySecretsEntry 5 }

pppSecuritySecret sSecr et OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE(O. . 255))
ACCESS read-write
STATUS mandat ory
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DESCRI PTI ON
"The secret of the ID/ Secret pair. The actua
format, semantics, and use of
pppSecuritySecretsSecret depends on the actua
security protocol used. For exanple, if
pppSecuritySecretsProtocol is
pppSecurityPapProtocol then this object wll
contain a PAP Password. |f
pppSecuritySecretsProtocol is
pppSecuri t yChapMD5Pr ot ocol then this object
woul d contain the CHAP MD5 Secret."

::={ pppSecuritySecretsEntry 6 }

pppSecuritySecretsStatus OBJECT- TYPE

SYNTAX  INTEGER {
inval i d(1),
valid(2)

}

ACCESS read-wite

STATUS mandat ory

DESCRI PTI ON
"Setting this object to the value invalid(1)
has the effect of invalidating the
corresponding entry in the
pppSecuritySecretsTable. It is an
i mpl erent ation-specific matter as to whet her
the agent renmpves an invalidated entry fromthe
table. Accordingly, managenent stations nust
be prepared to receive tabular infornmation from
agents that corresponds to entries not
currently in use. Proper interpretation of
such entries requires exani nation of the
rel evant pppSecuritySecretsStatus object.”

DEFVAL { valid }

::={ pppSecuritySecretsEntry 7 }

END
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6. Security Considerations

The PPP M B affords the network operator the ability to configure and
control the PPP links of a particular system including the PPP
aut hentication protocols. This represents a security risk.

These risks are addressed in the follow ng manners:

(1) Al variables which represent a significant security risk
are placed in separate, optional, MB Goups. As the MB
Group is the quantum of inplenmentation within a MB, the
i mpl ementor of the MB nay elect not to inplenent these
groups.

(2) The inplenmentor may choose to inplenent the variables
whi ch present a security risk so that they nmay not be
witten, i.e., the variables are READ-ONLY. This nethod
still presents a security risk, and is not reconmended,
in that the variables, specifically the PPP
Aut henti cation Protocols’ variables, may be easily read.

(3) Using SNWPv2, the operator can place the variables into
M B views which are protected in that the parties which
have access to those M B views use authentication and
privacy protocols, or the operator may el ect to nmake
these views not accessible to any party. In order to
facilitate this placenent, all security-related variables
are placed in separate M B Tables. This eases the
identification of the necessary M B Vi ew Subtree.

(4) The PPP Security Protocols MB (this docunent) contains
several objects which are very sensitive froma security
poi nt of view.

Specifically, this MB contains objects that define the PPP Peer
Identities (which can be viewed as "userids") and the secrets used to
aut henticate those Peer ldentities (simlar to a "password" for the
"userid").

Also, this MB contains variables which would all ow a network nanager
to control the operation of the security features of PPP. An

i ntruder could disable PPP security if these variables were not
properly protected.

Thus, in order to preserve the integrity, security and privacy of the
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PPP security features, an inplenentation will allow access to this
MB only via SNMPv2 and then only for parties which are privacy
enhanced. O her access nodes, e.g., SNMPv1l or SNMPv2 wit hout
privacy- enhancenent, are very dangerous and the security of the PPP
service may be conprom sed.
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