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RAP: | nternet Route Access Protocol
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard. Discussion and
suggestions for inprovenent are requested. Please refer to the
current edition of the "I AB Oficial Protocol Standards" for the
standardi zation state and status of this protocol. Distribution of
this meno is unlimted.

Abst r act

This RFC describes an open di stance vector routing protocol for use
at all levels of the internet, fromisolated LANs to the mgjor
routers of an international comercial network provider.
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1. Introduction

RAP is a general protocol for distributing routing information at al
levels of the Internet, fromprivate LANs to the wi dest-flung
international carrier networks. It does not distinguish between
"interior" and "exterior" routing (except as restricted by specific
policy), and therefore is not as restricted nor conplex as those
protocol s that have strict level and area definitions in their

nodel s.

The protocol encourages the w dest possible dissemnation of topol ogy
i nformati on, aggregating it only when limts of thrust, bandw dth, or
adm nistrative policy require it. Thus RAP permts aggressive use of
resources to optimze routes where desired, without the restrictions

i nherent in the sinplifications of other nobdels.

Whi | e RAP uses | Pv7 [ RFC1475] addressing internally, it is run over
both I Pv4 and | Pv7 networks, and shares routing information between
them A IPv4 router will only be able to activate and propagate
routes that are defined within the local Admnistrative Donmain (AD)
| oadi ng the version 4 subset of the address into the local IP
forwardi ng dat abase.
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1.1 Link-State and Di stance-Vector

O the two major classes of routing algorithm 1link-state and

di stance vector, only distance vector seens to scale fromthe |oca
network (where RIP is existence-proof of its validity) to large scale
i nter-domain policy routing, where the nunber of |inks and policies
exceeds the ability of each router to nap the entire network.

In between, we have OSPF, an open link state (specifically, using
shortest-path-first analysis of the graph, hence the acronyn
protocol, wth extensive developnent in intra-area routing.

Si nce distance vector has proven useful at both ends of the range, it
seenms reasonable to apply it to the entire range of scales, creating
a protocol that works automatically on snmall groups of LANs, but can
apply fairly arbitrary policy in the |argest networks.

This hel ps nodel the real world, where networks are not clearly
divided into hierarchical domains with identifiable "border" routers,
but have many |inks across organi zational structure and over back
fences.

1.2 Term nol ogy
The RAP protocol propagates routes in the opposite direction to the

travel of datagrans using the routes. To avoid confusion explaining
the routing protocol, several terms are distinguished:

source wher e datagrans cone from the source of the
dat agr ans
destination where datagrans go to, the destination of the
dat agr ans
origin where routing information originates, the router
initially inserting route information into the
RAP dormmai n
t ar get where routing informati on goes, the target uses the

i nformati on to send dat agrans
1.3 Phil osophy

Prot ocol s shoul d beconme sinpler as they evol ve.
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2. RAP Protocol

The RAP protocol operates on TCP port 38, with peers opening a
symretric TCP connection between the RAP ports on each system Thus
only one RAP connection exists between any pair of peers.

RAP is also used on UDP port 38, as a peer discovery nethod. Hosts
(i.e., non-routing systens) nmay listen to RAP datagrans on this port
to discover local gateways. This is in addition to, or in lieu of,
an Internet Standard gateway discovery protocol, which does not exist
at this witing.

The peers then use RAP conmmands to send each other all routes
avai | abl e though the sending peer. This occurs as a full-duplex
(i.e., simultaneous) exchange of information, with no acknow edgenent
of individual comands.

Once the initial exchange has been conpl eted, the peers send only
updates to routes, new routes, and purge comands to del ete routes
previously offered.

When the connection is broken, each system purges all routes that had
been of fered by the peer.

2.1 Command Header For mat

Each RAP command starts with a header. The header contains a |length
field to identify the start of the next packet in the TCP stream a
versi on nunber, and the code for the command. On UDP, the length
field does not appear: each UDP datagram nust contain exactly one
RAP command and not contain data or padding after the end of the
conmand.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| | ength
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| RAP ver si on conmand code

B s T s s e T o e S T ks et s oot ST S S S o S S 3
2.1.1 Length field

The length is a 32 bit unsigned nunber specifying the offset in bytes
fromthe first byte of the length field of this command packet to the
start of the length field of the next. The mninumvalue is 8.

There is no specific limt to the length of a conmand packet;

i mpl enent ati ons MJUST be able to at |east count and skip over a packet
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that is too large and then MAY send an error indication

Each version of the protocol will profile what size should be
considered the Iinmt for senders, and what (larger) size should be
consi dered by receivers to nean that the connection is insane:

ei ther unsynchroni zed or worse.

For version 1 of the protocol, senders MJUST NOT send comand packets
greater than 16384 bytes. Receivers SHOULD consider packets that
appear to be greater than 162144 bytes in length to be an indication
of an unrecoverable error.

Note that these limts probably will not be approached in nornal
operation of version 1 of the protocol; receivers nmay reasonably
decline to use routes described by 16K bytes of metrics and policy.
But even the nobst nenory-restricted inplenentation MIST be able to
ski p such a conmand packet.

2.1.2 RAP version

The version field is a 16 bit unsigned nunber. It identifies the
version of RAP used for that conmand. Note that commands with
different versions may be m xed on the sanme connection, although the
usual procedure will be to do the serious protocol (exchanging route
updates) only at the highest version common to both ends of the
connecti on.

Each side starts the connection by sending a poll conmmand, using the
hi ghest version supported and continues by using the highest version
received in any command fromthe renote. The response to the pol
will either be a no-operation packet at that version or an error
packet at the highest version supported by the renote.

Thi s docunent describes version 1 of the RAP protocol
2.2 RAP Commands
There five sinple RAP comuands, described in the follow ng sections.
2.2.1 No operation
The no operation conmand serves to reset the poll timer (see next
section) of the receiver, or (as a side effect) to tell the receiver
that a particular version is supported. |t never contains option

specific data and its length is always 8.

The no operation conmand is al so used in a UDP broadcast to inform
other systens that the sender is running RAP actively on the network
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and is both a possible gateway and a candidate peer. |If this conmand
is being sent in response to a broadcast poll, it should be sent only
to the poller.

A RAP process may send such broadcasts in a startup sequence, or it

may persist indefinitely to informother systens coming on line. |If
it persists, it nust not send them nore than once every 10 m nutes
(after the initial startup sequence). |If the RAP process sends polls

as part of its startup, it nust not persist in sending themafter the
startup sequence.

The conmand code for no-operation is always 0, regardless of RAP
ver si on.

2.2.2 Poll

A poll command packet requests that the other side transmt either a
no-operation packet, or sone other packet if sent w thout delay.
(i.e., receivers MIUST NOT delay a response to a poll by waiting for
sonme ot her packet expected to be queued soon.)

The poll conmand code is always 1, regardl ess of version, and the
length is always 8.

Each RAP inplenentation runs a timer for each connection, to ensure
that if the other system becones unreachable, the connection will be
closed or reset. The timers run at each end of the connection are

i ndependent; each systemis responsible for sending polls in tinme to
reset its own timer.

The tiner MJST be reset (restarted) on the recei pt of any RAP packet,
regardl ess of whether the version or command code i s known.

In normal operation, if route updates are being sent in both
directions, polls may not be necessary for long periods of tine as
the tiners are continually reset. Wen the connection is quiescent,
both tiners will typically get reset as a result of the side with the
shorter tiner doing a poll, and then getting a no-operation in
response. RAP inplenentati ons MUST NOT be dependent in any way on
the size or existence of the renote timer.

An i npl enentation that has access to information fromthe TCP | ayer
such as the results of TCP | ayer keepalives, MAY use this instead of
or in addition to a tiner. However, the use of TCP keepalives is

di scouraged, and this procedure does not ensure that the renpte RAP
process is alive, only that its TCP is accepting data. Thus a
failure node exists that would not exist for active RAP | ayer polls.
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The tiner MJUST be inplenented, SHOULD be configurable in at |least the
range 1 to 10 minutes on a per-peer basis, and MAY be infinite
(disabl ed) by explicit configuration.

On UDP, a system (router or non-routing host) may send RAP polls to
attenpt to |locate candi date peers or possible gateways. Such a
system nust not persist in sending polls after its startup sequence,
except that a systemwhich actually has offered traffic for non-loca
destinations, and has no avail abl e gateways, may continue to send
periodic polls to attenpt to acquire a gateway.

2.2.3 Error

The error packet is used to report an error, whether fatal, serious

or informational. It includes a null termnated text description in
| SO 10646- UTF-1 of the condition, which may be useful to a human

adm ni strator, and SHOULD be witten to a log file. (The machine is
not expected to understand the text.)

Errors are actual failures (in the interpretation of the receiver) to
use the correct syntax and semantics of the RAP protocol itself, or
"failure" of the receiver to inplenment a version of the protocol

O her conditions that nmay require action on the part of the peer
(such as purging a route) are given their own comand codes.

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| | ength
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| RAP version (1) | command code (2)

B Lt r s i i i o o T s ks S R S
| error code (0) [reserved]

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| description

+ +

| C |

B Lt r s i i i o o T s ks S R S
The RAP systemreceiving an Error packet MJST NOT regard it as fatal
and cl ose the connection or discard routes. |If the sending system
desires the condition to be fatal (unrecoverable), its proper action
is to close the connection. This requirenent is to prevent the kind
of failure node denonstrated by hosts that killed off TCP connections
on the recei pt of | CVW Host-Unreachable notifications, even when the
condition is transient. W do not want to di scourage the reporting
of errors, in the way that sone inplenentati ons avoi ded sendi ng | CWP
datagrans to deal with overly sensitive hosts.
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An error packet MJUST NOT be sent in response to sonething that is (or
m ght be) an error packet itself. Subsequent versions of RAP should
keep the command code point (2) of the error packet.

2.2.4 Add Route

The add route command offers a route to the receiving peer. As noted
later, it MJUST be a route actually |oaded into the forwarding
dat abase of the offering peer at the tinme the add route is sent.

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| | ength |
i T e e o T e S T S e R e ok ok S
| RAP version (1) | command code (3) |
B T e o i S I i i S S N iy St S I S S
| di st ance | (MBZ) | mask

T e e i i e e e t b e S s s SN SR
destinati on network

B T i il sk s o S S S Y S i S S S i S S
route identifier

— +— +— +—

Bl o o e e e e s e i i S S S e S S s
metrics and options |
B i i i S S R ih s s I S S o O S S

T A T

The add route command describes a single offered route, with the
metrics and other options (such as policies) associated with the
route.

Di stance is a sinple count of the hops to the RAP process (or other
routing process) that originated the route, increnented every tine

the route is forwarded. Its initial value may be greater than 1,
particularily for a route that is adnministratively configured to
aggregate routes for a large network or AD. It may al so enter the

RAP routing domain for the first time with a non-zero distance
because the route originated in RIP, OSPF, or BGP;, if so, the
di stance carried in that protocol is copied into the RAP route.

The mask is a count of the nunber of bits of prefix ones in the

bi nary representation of the network mask. Non-contiguous nasks are
not supported directly. (The destination restriction option may be
used to give another, non-contiguous, mask; the header mask woul d
then descri bes the nunber of contiguous ones.)
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The route identifier is a 64 bit value that the I P forwardi ng nodul e
on the sending host can use to rapidly identify the route and the
next hop for each incoming datagram The host receiving the route
pl aces this identifier into the forward route ID field of the

dat agrans being sent to this host.

The route IDis also used to uniquely identify the route in the purge
route operation.

2.2.5 Purge Route

The purge route comand requires that the receiving peer delete a
route fromits database if in use, and requires that it revoke that
route fromany of its peers to whomit has offered the route. This
command shoul d preferably be sent before the route is deleted from
the sendi ng peer’s forwardi ng database, but this is not (cannot be)
required; it should be sent without delay when the route is renoved.

The conmand code is 4. The format is the sane as add route w t hout
any added netrics or options.

If the route identifier in a purge route command is zero, the command
requires the deletion of all routes to the destination previously
of fered by this peer

3. Attributes of Routes

There are a rather | arge nunber of possible attributes.
Possibilities include both metrics, and other options describing for
exanple policy restrictions and alterations of proxinmty. Any
particular route will usefully carry only a few attributes or none at
all, particularily on an infrastructure backbone. A reasonable
policy for the routers that nake up a backbone might be to strip al
attributes before propagating routes (discarding routes that carry
attributes with class indications prohibiting this), and then addi ng
(for exanple) an AUP attribute to all routes propagated off of the
backbone. A less drastic nmethod would be to sinply prefer routes
with no restrictions, but still propagate a route with restrictions
if no other is available.

Most options can occur nore than once in a route if there is any
sensi ble reason to do so
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3.1 Metric and Option Fornat
Each netric or option for a route begins with a 32 bit header:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| | ength | C| format | type

T T il e S e s i i s e R R DR R R SR
| option data C | paddi ng

B T e o i S I i i S S N iy St S I S S

RAP Option/ Metric Header Fornat

A description of each field:

| ength I ength of the option or metric
C option class, see bel ow

f or mat data format

type option type identifier

dat a vari abl e I ength

3.1.1 Option d ass

This field tells inplenentations what to do with routes contai ning
options or netrics they do not understand. No inplenmentation is
required to inplenment (i.e., understand) any given option or netric
by the RAP specification itself, except for the distance netric in
t he RAP header.

Cl asses:

0 use, propagate, and include this option unnodified

1 use, propagate, but do not include this option

2 use this route, but do not propagate it

3 discard this route

Note that class O is an inperative: if the route is propagated, the

option nust be included.

Cl ass and type are entirely orthogonal, different inplenmentations
m ght use different classes for the sanme option or netric.

3.1.2 Type

The type code identifies the specific option or netric. The codes
are part of the option descriptions foll ow ng.
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Type 0 indicates a null (no-operation) option. It should be class
zero, but an inplenentation that "understands" the null option may
decline to propagate it.

Note that since an inplenentation nay del ete an option of class 1 by
sinmply setting its type to 0 and forwardi ng the route description
class 1 does not provide any confidentiality of the content of an
option.

3.1.3 Format

The format field specifies the format of the data included after the
option header. Formats:

none, no data present.

one or nore 32-bit signed integers

a character string, null term nated

one or nore real nunbers

an octet string

one real, followd by a character string

GabrhwWwNEFLO

Format is also orthogonal to type, but a particular type is usually
only reasonably represented by one format. This allows decoding of
all option values for |ogging and ot her troubl eshooting, even when
the option type is unknown. (A new unknown format will still present
a problem)

Format 4, octet string, is to be represented in dotted-decimal byte
formwhen printed; it is normally an internet address.

Format 5 is intended for dinmensioned paraneters with the character
string giving the dinmension or scale.

3.2 Metrics and Options

As much as possible, netrics are kept in the base units of bytes and
seconds, by analogy to the physics systens of MKS (neter-kilogram
second) and CGS (centineter-gram second) of base units.

Bytes aren’t the real primtive, the bit is. W are thus using a
multiple of 8 that isn't part of what one would come to expect froma
decinmal netric systemthat uses the other prefixes. However, since K
(kilo) is often taken to be 1024, and M (nega) to be 1,048,576 (or
even 1,024,000) we allow this liberty.

Di stance is nmeasured in units also unique to the field. It is the

i nteger nunber of tines that a datagram nust be forwarded to reach
the destination. (Hop count.)
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3.2.1 Distance

The Di stance netric counts the nunber of hops on a route; this is
i ncluded in the RAP route conmand header.

The initial distance at insertion into the RAP donain by the origin
of the route MJST be less than or equal to 2z, where z is the nunber
of zero bits in the route nask.

If the origin derives the route fromR P or OSPF, and the distance
exceeds 2z, the route nust not be used.

When a router originates a route designed to pernit aggregation, the
di stance is usefully set to nore than O; this allows sinple subset
aggregation w thout propagating snmall distance changes repeatedly as
the internal dianeter of the described network changes.

For exanple, for routers designated to announce a default route for
an AD, with a 24/48 mask, the maximuminitial distance is 96.

3.2.2 Delay
The Delay netric (Type = 2) neasures the one-way path delay. It is
usual Iy the sum of del ays configured for the gateways and interfaces,
but mght also include path segnents that are actual ly nmeasured
Format is real (3), with one value. The units are seconds.

3.2.3 Mru
The MIU netric (Type = 3) neasures the mni nrumval ue over the route
of the Maxi mum Transni ssion Unit, i.e., the largest |IP datagramthat
can be routed without resulting in fragmentation
Format is one integer, measuring the MIU in bytes.

3.2.4 Bandw dth

The Bandwi dth netric (Type = 4) measures the m ni num bandwi dth of the
path segments that rmake up the route

Format is one real, representing bandwidth in bytes/second.
3.2.5 Oigin
The origin attribute (type = 5) identifies the router that originally

inserted the route into the RAP donmi n. It is one of the IP
addresses of the router, format is 4.
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3.2.6 Target

The target attribute (type = 6) identifies a host or network toward
whi ch the route should be propagated, regardl ess of proximty
filtering that would otherwi se occur. This aids in the establishnent
of tunnels for hosts or subnets "away fromhone." It can be used to
force the route to propagate all the way to the hone network, or to
try to propagate a better route to a host that the origin has
established a connection (e.g., TCP) with. Note that a router can

di stinguish these two cases during proximty filtering by conparing
the route described with the host or network identified by the target
option.

Format is 4.
3.2.7 Packet Cost

The packet cost netric (type = 7) neasures the actual cost (to
sonmeone) of sending data over the route. It is probably either class
3 or 0. Format is 5.

The real nunber is the cost in currency units/byte. Tariffs set in
packets or "segnents" should be converted using the nom nal (or
actual path) size. For exanple, Sprintnet charges for DAF
connections within its network are US$1. 40/ Ksegnment thus for segnents
of 64 bytes, the cost is 0.000021875 USD

The string is the 3 capital letter 1SO code [ISO4217] for the
currency used. Funds codes and codes XAU, XBA, XBB, XBC, XBD, and
XXX are not used.

If a route already has a packet cost in a different currency
associated with it, another instance of this option should be added.
RAP i npl ementati ons MJUST NOT attenpt to convert the currency units
except when actually nmaking a route selection decision. That is, the
effects of a currency conversion should never be propagated, except
for the proper effect of such a selection decision.

3.2.8 Tinme Cost

The tine cost netric (type = 8) neasures the actual cost of holding
one or nore paths in the route open to send data. It is probably
either class 3 or 0. Format is 5.

The real nunber is the cost in currency units/second. For exanple,

Sprintnet charges for international connections (to typica
destinations) are US$10/hour so the cost is 0.002777778 USD.
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The ot her notes re codes used and conversions in the previous section
al so apply.

3.2.9 Source Restriction
A source restriction option (type 9, format 4, class 2 or 3)

indicates that a route nay only be used by datagrans froma
particul ar source or set of sources. The data consists of a network

or host number, and a mask to qualify it. If nultiple source
restriction options are included, the restriction is the |ogica
union of the sources specified; i.e., any are pernmtted.

Source restrictions nust be added to routes when the RAP system has
security filters set inthe IP forwarding layer. This is necessary
to prevent datagrams fromtaking "better" routes that end in the

dat agram being silently discarded at the filter. Note that this
propagates confidential information about the security configuration
but only toward the net authorized to use the route if the RAP

i mpl enentation is careful about where it is propagated.

3.2.10 Destination Restriction

A destination restriction option (type 10, format 4, class 3) serves
only to provide a non-contiguous nask, the destination already having
been specified in the command header. Data is the destination

net work and mask.

3.2.11 Trace

Trace (type 11, format 4, class 0) provides an indication that the
route has propagated through a particular system This can be used
for loop detection, as well as various methods of troubleshooting.
The data is one internet address, one of the addresses of the system
If an arriving route already carries a trace identifying this system
and is not an update, it is discarded. |If it is an update, the route
i s purged.

Trace SHOULD NOT be sinply added to every route traversing a system
Rat her, it should be added (if being used for |oop detection) when
there is a suspicion that a | oop has forned.

Wien the distance to a destination has increased twice inarowin a
fairly short period of tinme, and the nunber of trace options present
in the route did not increase as a result of the |ast update, the RAP
process should add a trace option identifying itself to the route.

Ef fectively, when a loop fornms, one router will select itself to be a
tracer, adding itself and breaking the |oop after one nore turn. |If
that fails for sone reason, another router will add its trace. Each
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router thus depends in the end only on its own trace and will break
the loop, even if the other routers are using other methods, or
sinply counting-out the route.

3.2.12 AUP

The AUP (Acceptable Use Policy) option (type 12, format 2, class
any), tags a route as being useable only according to the policy of a
network. This nmay be used to avoid traversal of the net by (for
exanple) comercial traffic, or to prevent un-intentional use of an
organi zation's internal net. (It does not provide a security barrier
in the sense of forwarding filters, but does provide cooperative
exchange of information on the useability of a net.)

The data is a donai n nanme, probably the nane of the network, although
it may be the name of another organization. E.g., the routers that
are subject to the NSF AUP m ght add NSF. NET as the descriptor of
that policy.

3.2.13 Public

Public (type 13, format 0, class 2 or 3) marks the route as
consisting in part of a public broadcast nedium Exanples of a
public nmediumare direct radi o broadcast or a nulti-drop cable in
whi ch other receivers, not associated with the destination may read
the traffic. l.e., a TV cable is a public medium a LAN within an
organi zation is not, even if it can be easily w retapped.

This is intended for use by cable TV providers to identify routes
that should not be used for private conmmunications, in spite of the
attractively high bandw dth being of fered.

4. Procedure
Routing information arrives in the RAP process from ot her peers, from
(local) static route and interface configuration, and from ot her
protocols (e.g., RIP). The RAP process filters out routes that are
of no interest (too detailed or too "far away" in the topol ogy) and
buil ds an internal database of avail able routes.

Fromthis database, it selects routes that are to be active and | oads
theminto the I P forwarding dat abase.

It then advertises those routes to its peers, at a greater distance.
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[inconi ng routes]

v
[proximty filtering/aggregation] [static routes]
| |
% %
[route database] ---> [selected active routes]
" |
| v
[RIP, etc. routes] [output filtering]
|
%

[routes adverti sed]

4.1 Receiver filtering

The first step is to filter out offered routes that are too "far
away" or too specific. The filter consists of a maxi num di stance at
which a route is considered usable for each possible (contiguous)
mask.

Routers that need universal connectivity nust either pass through the
filter all routes regardl ess of distance (short of "infinity"), and
use aggregation to reduce them or have a default route to a router
that does this.

The filter nay be adjusted dynamically to fit limted resources, but
if the filter is opened, i.e., nade less restrictive, there may be
routes that have already been offered and discarded that will never
becone avail abl e.

4.2 Update of netrics and options

The process then updates any netrics present on the route to reflect
the path to the RAP peer. MIU and bandwi dth are mininized, delay and
cost are added in. Distance is increnented. Any unknown options
cause cl ass-dependent processing: discarding the option (class 2) or
route (3), or marking the route as non-propagatable (1).

Policy options that are known may cause the route to be discarded at
this stage.
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4.3 Aggregation

The next step is to aggregate routes that are subsetted by other
routes through the same peer. This should not be done automatically
in every possible case. The nore information that is propagated, the
nore effective the use of forward route identifiers is likely to be,
particularily in the case of aggregating into a default route.

In general, a route can be included in an aggregate, and not
propagated further, if it is through the same peer (next hop) and has
a smaller distance netric than the containing route. (Thus datagrans
will always travel "downhill" as they take nore specific routes.)

The usual case of aggregation is that routes derived frominterface
configurations on the routers fromwhich they originated are subsuned
into routes offered by routers explicitly configured to route for an
entire network, area, or AD. |If the larger area becones partitioned,
unaggregatabl e routes will appear (as routes outside the area becone
the shortest distance routes) and traffic will flow around the
partition.

Attributes of routes, particularily policy options, may prevent
aggregation and may result in routes sinply being discarded.

Some i nformati on about aggregation also needs to be represented in
the forwardi ng database, if the route is nade active: the router
will need to make a decision as to which forward route identifier to
use for each datagramarriving on the active route.

4.4 Active route selection

The router selects those routes to be entered into the |IP forwarding
dat abase and actively used to forward datagrams fromthe set of
routes after aggregation, conbined with routes derived from ot her
protocol s such as RIP. This selection may be nade on any conbination
of attributes and options desired by |local policy.

4.5 Transnmitter filtering

Finally, the RAP process nust decide which routes to offer to its
peers. These nust be a subset of the active routes, and may in turn
be a sel ected subset for each peer. Arbitrary |local policies nay be
used in deciding whether or not to offer any particular route to a
gi ven peer.

However, the transmtter nust ensure that any datagramfilters are

represented in the offered route, so that the peer (and its peers)
will not route into a black hole.
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4.6 Last resort | oop prevention

RAP is designed to support many different kinds of routing selection
algorithnms, and allow themto interact to varying extents. Routes
can be shared anpong adm nistrations, and between systens managed wth
nore or | ess sophistication.

This | eaves one absolute requirenent: routing |oops nust be self-
heal i ng, regardl ess of the algorithmused on each host. There are
two caveats:

1. Aloop will not fix itself in the presence of an error that
continually recurs (thus re-generating the |oop)

2. The last resort algorithm does not provide rapid breaking of
| oops, only eventual breaking of themeven in the absence of
any intervention by (human) intelligence.

The algorithmrelies on the distance in the RAP route header. This
count nust be updated (i.e., incremented by one) at each router
forwardi ng the route.

Routers nust al so inpose some limt on the nunber of hops permitted
in incomng routes, discarding any routes that exceed the lint.
This limt is "infinity" in the classic algorithm |In RIP, infinity
is 15, nuch too low for general inter-domain routing.

In RAP, infinity is defined as 2z + i, where z is the nunber of zero
bits in the mask (as described previously) and i is a small nunber
whi ch MUST be confi gurabl e.

Not e that RAP depends on the last resort algorithm "counting to
infinity," nuch | ess than predecessors such as RIP. Routes in the
RAP domain will usually be purged fromthe net as the purge route
command is flooded wi thout the delays typical of periodic broadcast
algorithns. Only in some cases will loops form and they will be
counted out as fast as the routing processes can exchange the

i nformation.

5. Concl usi on

Unlike prior routing protocols, RAP is designed to solve the entire
probl em from hands-off autoconfiguration of LAN networks, to

i mpl enenting the nost conplex policies of international carriers. It
provi des a scal eable solution to carry the Internet forward to a
future in which essentially all users of data transm ssion use IP as
the fabric of their networks.
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6.

Appendi x: Real Number Representation

Real nunmbers are represented by a one byte exponent, e, in excess-128
notation, and a fraction, f, in excess-8388608 notation, with the
radi x point at the right. (l.e., the "fraction"” is actually an

i nteger.)

e is thus in the range 0 to 255, representing exponents (powers of 2)
in the range 27-128 to 27127.

f isin the range 0 to 16777215, representing nunbers from - 8388608
to 8388607

The value is (f-8338608) x 2*(e-128)

The real nunber is not necessarily normalized, but a normalized
representation will, of course, provide nore accuracy for nunbers not
exactly representabl e.

Exanpl e code, in C

#i ncl ude <mat h. h>

typedef struct {

unsi gned e : 8;
unsi gned f : 24;

} real;
doubl e a; /* input value */
real r;
doubl e b; /* output value */
doubl e d;
int e32;

/* convert to real: */

rexp(a, &e32);
e32+105;
(int)(d*8388608.0) + 8388608;

In i —-"

. e
f
/* convert back: */

b = I dexp((double)r.f - 8388608.0, (int)r.e - 128);
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