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Status of this Meno

This neno provides information for the Internet community. It does
not specify an Internet standard. Distribution of this neno is
unlimted.

Overvi ew

The I ETF s Comon Aut henti cation Technol ogy (CAT) working group has
pursued, and continues to pursue, several interrelated activities,

i nvol ving definition of service interfaces as well as protocols. As
a goal, it has sought to separate security inplenentation tasks from
integration of security data elenents into caller protocols, enabling
those tasks to be partitioned and perforned separately by

i mpl ementors with different areas of expertise. This strategy is

i ntended to provide | everage for the I ETF conmunity’s security-
oriented resources (by allowing a single security inplenmentation to
be integrated with, and used by, nultiple caller protocols), and to
al | ow protocol inplenmentors to focus on the functions that their
protocol s are designed to provide rather than on characteristics of
particul ar security nechanisns (by defining an abstract service which
mul ti pl e mechani sns can realize).

The CAT W5 has wor ked towards agreenent on a conmbn service
interface, (the Generic Security Service Application Program
Interface, or GSS-APlI), allowing callers to invoke security
functions, and al so towards agreenment on a conmnon security token
format incorporating neans to identify the mechanismtype in
conjunction with which security data el enents should be interpreted.
The GSS-API, conprising a mechani smindependent nodel for security
i ntegration, provides authentication services (peer entity

aut hentication) to a variety of protocol callers in a nanner which
i nsul ates those callers fromthe specifics of underlying security
mechani sms. Wth certain underlying nmechani snms, per-nmessage
protection facilities (data origin authentication, data integrity,
and data confidentiality) can also be provided. This work is
represented in a pair of RFCs: RFC-1508 (GSS-APlI) and RFC- 1509
(concrete bindings realizing the GSS-API for the C | anguage).
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Concurrently, the CAT W5 has worked on agreenents on underlying
security technol ogi es, and their associated protocols, inplenmenting
the GSS-API nodel. Definitions of two candi date nechani sns are
currently available as Internet specifications; devel opment of
addi ti onal mechanisnms is anticipated. RFC 1510, a standards-track
speci fication, docunents the Kerberos Version 5 technol ogy, based on
secret-key cryptography and contri buted by the Massachusetts
Institute of Technol ogy. RFC- 1507, an experinental specification
docunents the Distributed Authentication Services technol ogy, based
on X. 509 public-key technol ogy and contributed by Digital Equipnment
Cor por at i on.
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Security Considerations

Security issues are discussed throughout the references.
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