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Representing IP Information in the X 500 Directory
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. This neno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovement are requested.

Di stribution of this meno is unlimnted.

Abstract

Thi s docunent describes the objects necessary to include information
about | P networks and I P nunbers in the X. 500 Directory. It extends
the work "Charting networks in the X. 500 Directory" [1] where a
general framework is presented for representing networks in the
Directory by applying it to IP networks. This application of the
Directory is intended to support the work of |IP network assigning
authorities, NICs, as well as other applications |ooking for a
mappi ng of | P nunbers to data of related networks. Furthernore,

Aut ononpbus Systens and related routing policy information can be
represented in the Directory along with their relationship to

net wor ks and organi zati ons.
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1. Introduction

Information related to the Internet Network Infrastructure is created
and stored by a nunber of different organizations, such as the

I nternet Assigned Numbers Authority (1ANA), Internet Registry (IR,
Network Information Centers (NI Cs), and the NSFNET Network Operations
Center (NOC). This information is generally "mastered" (stored and

mai nt ai ned) by these organi zations on a centralized basis, i.e.
there is a single place to ook for a definitive list of entries for
these categories. This has worked well in the past but given the

trenendous growth of the Internet and its nunber of users and
networks, it is essential that a distributed schema be used.

The X. 500 Directory offers the appropriate technol ogy for
i mpl ementing this distributed method of managi ng network
i nfrastructure information.

The following goals are addressed in this docunent:

Provision of |IP specific inmges of network el ements

Mappi ng from Network Nunber to network, owner, provider etc.
Support of del egation of |IP address bl ocks

Storage of high-level routing policies and AS information
Support of "classless" network address formats

OO0Oo0Oo0oo
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0 Provision of several organizational inmages of a network

It may be noted that the docunent basically consists of two parts

In the first part, an |IP specific extension of the general framework
"Charting networks in the Directory” [1] is given. bjects defined
by the application of this framework are related to IP nunbers. An IP
nanespace is defined in the second part of this paper, referring to

I P network el enments defined at the begi nning.

2. I P images of networks

As defined in [1], networks are nopdel ed as a set of subnetworks and
nodes, called network elements in the remainder. To obtain a
particul ar view of a network el ement, inages were introduced. Bel ow
i mges of network elenments for an | P specific view are defined.

Pl ease note that inmages contain references to underlying physica

i nformati on about el ements.

In the renmainder, ipStringSyntax is used as attribute type for al
attributes that are to hold an I P nunber. Currently, there are two
definitions for a syntax like this:

0 | pAddress as of [5]
o0 ip as of [6]

It is suggested to use Casel gnoreStringSyntax for inplenentations for
the time being with the convention to use the ordinary |P syntax.
Neverthel ess, an O D has been reserved for ipStringSyntax (see

Appendi x) .
2.1 I P network inmage

I P network inage is one application of network inages and therefore
i nherits the networkl maged ass. This class is given bel ow for
reference only, its definition can be found in [1].

net wor kl mrage OBJECT CLASS
SUBCLASS of | mageComuni cati onObj ect
MAY CONTAI N
ext ernal Gateway :: distingui shedNaneSynt ax,
/* points to one or nore nodes that act
as gateway for the protocol application
this inage refers to */

An | P network conbines all network el ements that have a common | P
networ k nunber. Presently, |IP network nunbers fall into one of the
classes A, B, or C However, sub- and supernetworking is already done
broadly, and cl assl ess networks nunbers are expected to be assigned
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soon. [2] proposes to assign bitw se contiguous bl ocks of class-C
addresses to all networks with nore than 255 nodes. The definition of
I P network, therefore, is always related to common network nunber and
net wor k mask.

| P networks have a very close relationship to the Domain Nane System
Several attributes are introduced to take care of these relations.
Though we do not intend to abolish the existing DNS service, the
schema defined here is able to provide the mapping | P nunber to
domai n nane and vice versa

An | P network inmage object as defined belowis intended to provide
technical and adm nistrative data for one P network. Attributes hold
information that a NNGWHAO S server would reveal for the network, and
nor e.

i pNet wor kl mage OBJECT CLASS
SUBCLASS of Networ kl mage
MUST CONTAI N
i pNet wor kl nageName :: Casel gnhoreString
/* common nane */
i pNWMNurber :: | PStringSynt ax,
/* the I P network nunmber for
this (sub)network */
i pNwVBsk :: | PStringSyntax
/* mask that applies to i pNwNunber
in order to define classless
net wor k nunber; also used for routing */

MAY CONTAI N
/* DNS related info ; e.g. - */
associ at edDomai n :: Casel gnoreStri ngSynt ax,

/* the domain name associated to this |IP network;
As there is not always a 1:1 nmappi ng between traditiona
| P nunbers and donai n nanes, the name given here
shoul d contain the "cl osest match".

1) (sub)network does not have a domai n nane
of its own, but is part of a bigger donain:
take name of that domain

2) network is divided into several domains,

t heref ore having nore than one domai n nane:
list all of them

Note: a reverse nappi ng of donain nanes to

net wor ks/ nodes can be achi eved by a nodified

i mpl erent ati on of RFC1279 */

i nAddr Server :: Distingui shedNaneSynt ax,

/* refers to the i pNodel mageChj ect of the

i naddr Server that holds information about
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this network */
/* routing policy; e.g. - */
asNunber :: integerStringSyntax,
/* number of Autononous Systemthis network belongs to */
accept edUsagePol icy :: casel gnoreStringSynt ax,
/* semantics to be defined */
/* Any other - */
provi der .. Distingui shedNaneSynt ax,
/* points to network provider */
onlineDate :: uTCTi neSynt ax
/* date when network got connected to the Internet */

2.2 1 P node inmge

If a node in the network is running the IP protocol, an

i pNodel nage(hj ect should be created for this node. This inage is a
subcl ass of nodel nageC ass and holds I P specific information. The
nodel mageCl ass is given below for reference only, its definition can
be found in [1].

nodel mage OBJECT CLASS
SUBCLASS of | mageComruni cati onObj ect
/* no attributes common for all nodel nages have been
defined yet */

An i pNodel mage is used to obtain technical and admi nistrative
i nformati on on a host. The object is defined as follows:

i pNodel mage OBJECT CLASS
SUBCLASS of Nodel mage
MUST CONTAI N
i pNodeName :: CaselghoreString
/* conmmon nanme, it is advised to use
the hostnane for this purpose */

MAY CONTAI N

protocol :: CaselgnoreString

/* nane and version of |IP protocol running */
domai nName :: Casel gnoreString,

/* the conpl ete domai n name of this node
CNAMEs can be stored additionally to the
DNS A record nane;
further relationships, like MX record entries,
shoul d be taken care of by the donmain nane tree
according to RFC 1279 */
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2.3 IP network interface inage

The nost inportant IP related information of a node (its IP
addresses) is registered with i pNetworklnterfacel mageCbjects. This
picture is accurate as a node can have several |P addresses, but at
nost one per interface. Furthernore, it shows clearly the

rel ati onshi p between interface and nei ghboring |IP network.

| pNet wor kl nterfacel mage i s a subclass of networklnterfacel mageC ass.
The networ kl nterfacel mageC ass is given below for reference only, its
definition can be found in [1]. Note that for

i pNetworkl nterfacelnmage all references are drawn in the context of

IP, i.e., networklnterfaceAddress becones an | P address and

connect edNet wor k points to an i pNetworKkl mageoj ect .

net wor kIl nt er f acel mage OBJECT CLASS
SUBCLASS of 1 mageCommuni cati onObj ect
MAY CONTAI N
net wor kI nt er f aceAddr ess .. casel gnoreStringSynt ax,
/* this interface’s address in the context the
i mge refers to, e.g. |P nunber, NSAP */
connect edNet wor k :: di stingui shedNaneSynt ax
/* pointer to networkl mageCbj ect that describes
the network this interface is attached to in terms
of the protocol or application the inmages
i ndi cates */

Addi tionally, ipNetworklnterfacel mrageCbject has the foll ow ng
properties:

i pNet wor kI nt er facel rage OBJECT CLASS
SUBCLASS of Networkl nterfacel mage
MUST CONTAI N
i pNet wor kl nt erfaceNane :: Casel gnoreStri ngSynt ax
/* It is suggested that the interface name
is derived fromthe nane of the |ogica
device this interface represents for the
operating system e.g. 1e0, COML */
MAY CONTAI N
i pNVBSk :: | PStringSynt ax
/* mask that applies to networklnterfaceAddress for
routi ng of packets to nodes on the connected
(broadcast) network;
Note: This is only a fraction
of the routing table information
for this interface, nanely for one hop. */
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2.4 Autononobus Systens

Aut ononous Systens (AS) are defined in asCbject which is a subcl ass of
i mageConmuni cati onCbject. It provides technical and administrative

i nformati on of an AS. Furthernore, routing policies can be stored with
the AS object. The definition of the AS object is aligned with the
correspondi ng database object defined in [3].

as OBJECT CLASS

SUBCLASS of | mageConmuni cat i onQhj ect
MUST CONTAI N
asNunber :: IntegerStringSyntax

MAY CONTAI N

asName :: Casel gnoreStringSynt ax,

/* if there is a nane different fromAS */
asln :: Casel gnoreStringSyntax,

/* accepted routes fromother AS */

/* for syntax and semantics refer [3] */
asQut :: CaselgnoreStringSyntax,

/* generated routes announced to others */

/* for syntax and semantics refer [3] */
asDefault ::Casel gnoreStringSynt ax,

/* how default routing is handl ed */

/* for syntax and semantics refer [3] */
asG@uardi an :: Distingui shedNameSyntax, */

/* DN of guardian of this AS */

| ast Mbdi fiedDate :: UTCti meSyntax */

/* inportant as routes change frequently */

Note that routing policies for an Autononpbus System are represented
by the {asln, asQut} attributes of ashject. Due to perfornmance
constraints of present X 500 technology, it will probably not be used
directly by routers for dynam c routing. However, it certainly can
be used in network managenent systens to determ ne the all owed paths
[i.e., in accordance with published policies] between two networks.
This will be useful in finding alternate paths, and evaluating the
connectivity of networks.

3. Number assignnment information
In the following, Directory objects have been defined to represent |IP
and AS (Aut ononous System) nanespace in the Directory. Their purpose
is to provide
o mapping from I P nunber to IP network el ement (network or node)

o mapping from I P nunber to AS nunber and vice versa
0 assignnent and del egation infornation
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The need for a global, distributed database supporting the objectives
arises mainly fromdistributed | P- and AS-nunber assignnent.

Describing all I P numbers with one of the new objects del egat edBl ock
i pGoup and i pReference | eads to the desired information. AS nunber
information is stored with the objects asBl ock and asReference.

Furt hernmore, all assigned nunbers have sone properties in conmnon.
Theref ore, an objectcl ass assi gnedNunberCd ass is introduced. This
class exports attributes to del egatedBl ock, i pG oup, ipReference,
asBl ock, and asRef erence.

Assi gnedNunberCl ass is defined as follows ("nunber" always refers to
| P nunber of del egat edBl ock, network, host, and AS nunber, resp.):

assi gnedNunber O ass OBJECT CLASS
SUBCLASS of top

MAY CONTAI N

assBy :: Distingui shedNaneSynt ax,

/* refers to an organi zation or organi zational Rol e
that assigned the nunber to assTo (see bel ow) */

assTo :: Distingui shedNanmeSynt ax,

/* refers to organi zation or organi zati onal Rol e
that the nunber was assigned to. This does not
inmply that assTo "owns" this nunber now. */

assDate :: uTCTi neSynt ax,

/* date of assignnment for this nunber */

ni cHandl e :: Casel gnoreStringSynt ax,

/* gives the unique ID for a description
related to this nunber.
format: "handle : nic-donai n-nane"
exanple: MAK21 : rs.internic.net */

rel NwEl ement :: Distingui shedNaneSynt ax,

/* the network elenment related to this nunber

(network or node) */

3.1 Del egated Bl ock object

Thi s object provides information on a block of | P addresses del egated
to sone |ocal -authority or service provider. Only contiguous bl ocks
can be represented with the follow ng schema. |If an organi zation
(say, a NNIC) has been assigned several |IP network nunbers which do
not forma contiguous block, it mght want to use a different form of
representing that fact (e.g., using i mageNetworks). The

del egat edBl ock object holds | ower and upper bounds of the bl ock

Not e that the above does not nmake any assunption about the network

masks bei ng constrai ned by byte boundaries. W can thus represent
subnetting within a "network (nunber)" that often happens within an
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organi zation in the sane framework

This schenma does lead to sone granularity in the otherwise flat |P-
nunber space. Further, the granularity is significant as it may be
used to identify the adm nistrator of the block - a service provider
or a donmain nanager. E.g., it fits well into the schena of
aggregating networks for routing purposes as has been proposed in

[4].
The obj ect del egatedBlock is of the form

del egat edBl ock OBJECT CLASS
SUBCLASS of Assi gnedNunber C ass

MUST CONTAI N
del egat edBl ockNane :: casel gnoreStringSynt ax,
| ower Bound :: | PStringSyntax,

/* smallest | P address belonging to the
bl ock, e.g. 195.100.0.0 */

upper Bound :: | PStringSyntax

/* highest |P address belonging to the
bl ock, e.g. 195.103. 255. 255 */

The attribute rel NwEl enment (inherited from Assi gnedNunber d ass) can
point to a networklnmage covering all networks within the block if
t hi s nakes sense.

3.2 I P Group object

Thi s object provides information for an I P network nunber. Its
purpose is basically only to

o show that the nunber has been assigned, and
o0 provide a reference to the descriptive ipNetworkCbject for
this network.

Regardl ess of the actual value of x, |IP group objects may exist for

| P nunbers x.0.0.0, x.y.0.0 and x.y.z.0. This approach includes
"classical" class-A -B and -C network addresses as well as any kind
of super- and subnetwor ki ng.

The I P group object is a subclass of assignedNunmberd ass. The
attribute rel NwEl enent points to an i pNetworkl nage as defi ned above.

i pGoup OBJECT CLASS
SUBCLASS of Assi gnedNunber d ass
MUST CONTAI N
i pG oupNane :: |PStringSyntax,
/* 1P nunber; x.0.0.0 or x.y.0.0 or x.y.z.0
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where x, y, z in 1..255 */

i pNwVask - | PSt ri ngSynt ax

/* mask that applies to all numnbers
wi thin the group; used to define
cl assl ess networking; */

3.3 I P Reference object

There is one |P reference object for each | P host address. The
pur pose of this object is to

otell that this IP nunber is already assigned to a node
0 give a pointer to the related i pNodel nageQOhj ect

The I P reference object is a subclass of assignedNunmberd ass. The
attribute rel NwEl ement points to an i pNodel mage

i pRef erence OBJECT CLASS
SUBCLASS of Assi gnedNunber d ass
MUST CONTAI N

i pReferenceNane :: I PString

/* value is always | P address */

3.4 AS bl ock object

The AS bl ock object is used to show del egati on of blocks of AS

nunbers to regional registries. This is simlar to del egatedBl ock of
i pNet wor k number s.

asBl ock OBJECT CLASS
SUBCLASS of Assi gnedNunber d ass

MUST CONTAI N

asBl ockNanme :: casel gnoreStringSynt ax,
asLower Bound :: integerStringSyntax,
asUpper Bound :: integerStringSyntax

An AS bl ock will conprise several consecutive AS nunbers. bjects to
descri be these nunbers may be stored in asCbjects.

3.5 AS reference object

An AS reference object is used to show that an Autononbus System
nunber has been assigned (and thus can not be given to sonebody
else). Simlar to i pGoup, asReference does not contain technica
details about an autononpus systemitself but rather points (with
rel NwEl ement) to a descriptive asObject.
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asRef erence OBJ

ECT CLASS

SUBCLASS of Assi gnedNunber d ass

MUST CONTAI N
asNunber :: i

4. Directory tree

i pNd=
|
i pNWM f =
Fi gu

4.1 1P i mage objec

According to [1],

organi zation /

that network. The case that such an entry does not yet exist

whi t e- pages pi
4.2 AS objects

The technica

mai nt ai ned by NI Cs,

organi zati ons.

nt eger St ri ngSynt ax

re 1: Overall relati
ts

| P inmage entries

IP Information in the X. 500 Directory

--------- +
|
o=I nt er net
|
R e E - +
| |
dbl = asB=
| |
i pG= asRef
|
i pRef =

onshi p of objects.

will

March 1994

be stored underneath the

organi zational Unit entry of the entity responsible for

ot is discussed in 4.4 bel ow

or other special

in the

and adm ni strative description of an AS is basically
net wor k provi ders,

It is suggested that these organizations build a
subtree for information on AS which they are responsible for

4.3 Nanespace objects

The new | P nanespace objects build a single tree in the Directory. It

is suggested that this tree will

have a root of type

organi zational Unit within @=Internet @u=Network |nformation.

obj ect d ass=

organi zati onal Uni t

organi zat i onal Uni t Name= | P net wor ks

description=

Johannsen,

root of

| P nunber tree
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The tree is built under an administrative and an inplenentationa
view. Nowadays, network nunbers usually are assigned to

organi zations by (national) Network Information Centers (N C) which
t hensel ves have got a block of IP network nunmbers assigned from

anot her authority (e.g., IR at top level). This concept of del egated
bl ocks falling apart in snaller del egated bl ocks and | P network
nunbers is used to nodel the Directory tree. Thus, an i pGoup object
i s always subordi nate of a del egated bl ock object (nanmely the

del egated bl ock including this I P nunber). Network numbers that were
directly assigned by a top-level authority, i.e., have not been
object of a delegation to a | ocal assigning authority, will all be at
one level in the Directory. Already today, however, we find nmany
del egations within the traditional class A-, B- and C addresses.
Such a delegation is represented by a del egated bl ock object, having
t he assigned I P network nunbers as subordinates. Also, part of the
bl ock can be further delegated to another authority, leading to

anot her del egated bl ock object within the parent del egated bl ock’s
tree. Usually, subordinates of ipGoup objects are ipReferences,
i.e., single | P addresses as assigned to nodes. To support
subnetworking, it is also allowed to divide i pGoups into severa
subnetwork i pGroups, each representing an | P subnetwork. |In such
cases, subnetwork nunbers are given as subordinates to the assigned
| P network nunber. Network masks clarify what the subnetwork

addr esses are.

ou=l P net wor ks

Fom - - Fom e +
/ | \
dbl =150. 0. 0. 0- 150. 100. 0. 0
|
o ee oo o e ee e +
/ | \
i pG=150. 80. 0. 0
|
o e ee oo o e ee e +
/ | \
i pG=150. 80. 240. 0
|
Fom - - Fom e +
/ | \
i pRef =150. 80. 254.1 i pRef =150. 80. 254. 2 i pRef =150. 80. 254. 3

Fi gure 2: Exanpl e popul ation of |P nanmespace tree according
to del egati on and subnetwor ki ng.

For some applications, the separation of iplnmage (description of the
network) and i pGoup (description of the nanespace el enent) w Il bear
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di sadvantages in the | ook-up procedure. In that case one night think
of comnbi ning both object classes with the aimto provide one object
describing adninistrative and technical data for an | P network.

As Autononpbus Systens are an additional nanespace to the existing IP
nunber space, they should go into a separate subtree. It is suggested
that this is an organizational Unit w thin @=Internet @u=Network

I nf ormati on.

obj ect O ass= organi zati onal Uni t
or gani zat i onal Uni t Name= AS nunbers
description= root of Autononous System nunber space

Similar to blocks of IP network nunbers, blocks of AS nunbers are
sonetinmes del egated to another registry. This is expressed by asBl ock
objects. These objects conme below the root of the AS nunber space.
Al'l AS nunbers falling into such a block are stored as subordinates
of the block. An AS bl ock may have snaller AS bl ocks underneath if

del egation i s extended.

4.4 Rel ationship to organizational entries

Organi zational information (i.e., white-pages-Ilike information about
an organi zation, its departnents and enpl oyees) occurs at severa
places in the network DIT - [org of |P-Nunber, org of AS-Nunber, org
of Admin- contact, However, it will be basically mastered
[admi ni stered, naintained] by the organization itself in the
Directory Managenent Domain (DMD) over which the organization has the
authority. This gives rise to sone tricky problens - a typica
exanple is that of a NNC which holds the AS, DNS, IP, ... subtrees
of the DIT.

A good strategy would avoid explicit duplication of information. By
explicit duplication of informati on we understand information being
duplicated outside the directory framework, e.g., by having severa
master entries for one and the sane piece of infornmation. The only
way to avoid duplication would be to have relevant entries point to
the pertinent organizational entry for organizational information.
But since

0 nmost organi zations do not, as yet, have an entry in the DI T and
othe reliability of the access to an organi zations DI T when
stored in a renote DSA cannot be taken for granted,

the following framework is adopted to accommodate the conflicting
requi renents /conditions.
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0 A copy of all the necessary organization-info is retained
at the NICs DSA. Since only the necessary info will be kept
the NNC will not be burdened to act as the repository of the
organi zations DI T. These objects may be kept in a separate
subtree of affiliated-organizations [organizations
affiliated to the NIC]. Though the affiliated organi zati ons node
does not really represent a locality, it is suggested to define
the node as objectC ass locality. This does not break the
Directory schema when entries of organizations shall becone
subordinate to the NICs organization’s entry.

0 The probl em of information duplication/consistency will arise when
organi zational Dl Ts/DSAs do cone into existence. At that stage a
shadowi ng nechani smwhich will attenpt to nmaintain the data
consi stency may be resorted to. The X 500/1 SO 9594(1993)

i npl enent ati ons are expected to provide appropriate shadow ng
mechani snms al ong X. 525.

It may be noted that what is suggested is not a duplication of an

entire white-pages-like structure at the NNC. It suggests an
"affiliated organi zati ons node". The entries under this node will be
organi zation objects with a limted nunber of attributes, i.e., the

attributes to hold the organi zation info necessary for the NIC

not hing nore, nothing less. Qperationally, and content wise the NIC
DSA wi Il hold exactly the amount of info that is desired by the NIC
When an organi zation sets up its DSA and when the organi zation
informs the NIC about it, the NNIC will set up the shadow ng
arrangenent to obtain info on changes of interest [and forget about
it].

It may be enphasi zed that the entries under affiliated organizations
are physical entities [replicated and refined fromthe Master
entries, if and when they exist...] rather than alias entries. If a
NI C dislikes the idea of users poring over the entries in the
affiliated organi zations - appropriate access control can be applied.
Though duplication is unavoidable, the proposal attenpts to make it
transparent, by delegating the responsibility of maintaining the
integrity to the Directory.

This issue is discussed in greater detail in a separate docunent [7].
5. Security Considerations

Security issues are not discussed in this nmeno.
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Appendi x; O D tables

Thi s appendi x |ists object

attributes type defined in [1] and this documnent.

March 1994

identifiers for object classes and

O Ds are given in quipu-oidtable format to nake it easy for people to

include theminto their pilots.

| MPORT from oi dt abl e. gen:

i so:

i dentifi edOrgani zati on:
dod:

i nternet:

experinental :

net wor k- obj ect s:

1

i so.3

i dentifiedOrganization.6
dod. 1

internet.3

experinental . 53

-- local oi dtabl e. gen

i d- nw oc: net wor k- obj ects. 1
i d-nw at : net wor k- obj ects. 2
i d- nw- as: net wor k- obj ects. 3

i pStringSynt ax: i p-nwas. 1

-- local oi dt abl e. oc

# general class definitions
# Format is -
# bject: AD Subd assO: MistHave: MayHave

Conmuni cati onCbject: id-nwoc.1 : top : \

éd}”ri nCont act, technContact, description
Physi cal Comuni cati onObj ect: id-nwoc.2 :
6w>1er, | ocal i tyNane, |CO

| mgeComuni cati onObj ect: id-nwoc.3 : Comruni cati onObj ect

i mageType, inmaged
# physical conmuni cation el enents

networ k: id-nwoc.4 : Physical Cormuni cationCbject : \

net wor kNanme : \

Johannsen, Mansfield, Kosters & Satal uri
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ext er nal Gat eway, nwlype, nedia, speed, traffic, \
configurationDate, configurationHi story

node: id-nwoc.5 : Physical Communi cati onCbject : \
nodeNanme : \
typeO Machi ne, OS

networ kl nterface: id-nwoc.6 : Physical Communi cati onCbject : \
net wor kl nterfaceNane : \
net wor kl nt er f aceAddr ess, connect edNet wor k

# i mage comruni cation el ements

net wor kl mage: id-nwoc.7 : |nageComrmuni cati onQbject : \
o\
ext er nal Gat eway, speed, traffic, charge

nodel mage: id-nwoc.8 : |nmgeConmuni cati onCbject : \

net wor kl nt erfacel mage: id-nwoc.9 : | mageComuni cati onCbject : \
A

net wor kil nt er f aceAddr ess, connect edNet wor k
# | P image el enents

i pNet wor kl mage: id-nwoc.10 : networkl nage : \
i pNet wor kl mageName, i pNwNunber, i pNavask @ \
associ at edDomai n, i nAddr Server, asNunmber, \
provi der, onlineDate

i pNodel mage: id-nwoc.11 : nodel mage : \
i pNodeName : \
prot ocol, donai nName

i pNet wor kl nterfacel nage: id-nwoc.12 : networklnterfacelmage : \
i pNet wor kl nt erfaceNane : \

i pNwivask
as: id-nwoc.13 : | mageConmuni cati onObj ect : \
asNunmber : \

asNanme, asln, asQut, asDefault, asGuardian, \
| ast Modi fi edDat e

# nunber assignenent objects

assi gnedNunberd ass: id-nwoc.14 : top : \
A
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assBy, assTo, assDate, nicHandl e, rel N\wEl ement, \
description

del egat edBl ock: id-nw oc.15 : AssignedNunberd ass : \
del egat edBl ockNane, | ower Bound, upperBound :

i pGoup: id-nwoc.16 : AssignedNunberd ass : \
i pG oupNare, i pNwvask :

i pReference: id-nwoc.17 : AssignedNunberd ass : \
i pRef erenceNane :

asBl ock: id-nwoc.18 : AssignedNunberd ass : \
asBl ockName, asLower Bound, asUpperBound :

asRef erence: id-nwoc.19 : AssignedNunmberC ass : \
asNunber

-- local oi dt abl e. at

adm nCont act : id-nwat.1 : DN

t echnCont act : id-nwat.?2 : DN

| CO id-nwat.3 : DN

i mageType: id-nwat.4 . casel gnoreString
i mgeOf: id-nwat.5 : DN

net wor kName, nw. id-nwat.6 :casel gnoreString
ext er nal Gat eway: id-nwat.7 : DN

nwry pe: id-nwat.8 . casel gnoreString
medi a: id-nwat.9 . casel gnoreString
speed: i d-nw at. 10 snumericString
traffic: id-nwat.11 snumericString
confi gurati onDat e: id-nwat.12 sutcTime
configurationH story: id-nwat.13 :casel gnoreString
nodeNane, nd: id-nwat. 14 . casel gnoreString
t ypeO Machi ne: i d-nwat. 15 . casel gnoreString
Cs: id-nw at. 16 : casel gnoreString
net wor kI nt er f aceNane, ni : id-nwat.17 :casel gnoreString
net wor kI nt er f aceAddr ess: i d-nwat. 18 :casel gnoreString
connect edNet wor k: id-nwat.19 : DN

char ge: i d-nwat. 20 ;nunericString

i pNet wor kl nageNane, | Pnw. id-nwat.21 . casel gnoreString
i pNwNurber : i d-nw at . 22 : casel gnoreString
i pNwivask: i d-nw at. 23 :casel gnoreString
i nAddr Ser ver: i d-nwat. 24 : DN

asNunber, asN: i d-nwat. 25 sintegerString
provi der: i d-nw at . 26 : DN
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onl i neDat e: i d- nwat . 27 sutcTime

i pNodeNane, | Pnd: i d-nwat. 28 . casel gnoreString
pr ot ocol : i d-nw at . 29 :casel gnoreString
domai nNane: i d-nwat. 30 :casel gnoreString
i pNet wor kl nt erfaceNane, | Pni: id-nwat. 31 :casel gnoreString
asNane: i d-nwat. 32 . casel gnoreString
asln: i d-nw at. 33 . casel gnoreString
asQut: id-nwat.34 : casel gnoreString
asDefaul t: i d-nwat. 35 :casel gnoreString
asQuar di an: i d-nwat . 36 : DN

assBy: i d-nwat . 37 : DN

assTo: i d- nw at . 38 : DN

assDat e: i d-nwat . 39 sutcTime

ni cHandl e: i d-nw at . 40 : casel gnoreString
rel Nwel enment : id-nwat.41 : DN

del egat edBl ockNane, dbl : i d-nw-at. 42 :casel gnoreString
| ower Bound: i d-nw-at . 43 :casel gnoreString
upper Bound: i d-nwat. 44 . casel gnoreString
i pG oupNane, | Pgr: i d-nwat. 45 . casel gnoreString
i pRef erenceNane, | Pref: i d-nw at . 46 : casel gnoreString
asBl ockNane, asBl : i d-nw at . 47 :casel gnoreString
asLower Bound: i d-nw at . 48 sintegerString
asUpper Bound: i d-nwat . 49 sintegerString
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