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1. I nt roducti on

This meno defines a portion of the Managenent |nfornation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a set of extensions which instrunent DNS
nane server functions. This nmenp was produced by the DNS wor ki ng

group.

Wth the adoption of the Internet-standard Network Managenent
Framework [4,5,6,7], and with a | arge nunber of vendor

i mpl erent ati ons of these standards in comercially avail able
products, it becane possible to provide a higher level of effective
net wor k managenent in TCP/|P-based internets than was previously
avail able. Wth the growth in the use of these standards, it has
becone possible to consider the nmanagenent of other elenents of the
i nfrastructure beyond the basic TCP/IP protocols. A key el enment of
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the TCP/IP infrastructure is the DNS

Up to this point there has been no nmechanismto integrate the
managenent of the DNS with SNMP-based managers. This neno provides
t he mechani sms by whi ch | P-based managenent stations can effectively
manage DNS nane server software in an integrated fashion

We have defined DNS M B objects to be used in conjunction with the
Internet MB to allow access to and control of DNS name server
software via SNWP by the Internet conmmunity.

2. The SNMPv2 Networ k Managenent Framewor k

The SNWPv2 Networ k Managenent Franework consists of four nmmjor
conponents. They are:

0 RFC 1442 which defines the SM, the mechani sns used for
descri bi ng and naning objects for the purpose of nmnagenent.

o STD 17, RFC 1213 defines MB-I11, the core set of nmanaged objects
for the Internet suite of protocols.

0 RFC 1445 which defines the adm nistrative and other architectura
aspects of the framework.

0 RFC 1448 which defines the protocol used for network access to
managed obj ects.

The Framework permts new objects to be defined for the purpose of
experinentation and eval uati on.

2.1. (Object Definitions

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object object type is naned
by an OBJECT | DENTI FI ER, an administratively assigned name. The

obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, ternmed the descriptor, to
refer to the object type.

3. Overview
In theory, the DNS world is pretty sinple. There are two kinds of

entities: resolvers and nane servers. Resolvers ask questions. Name
servers answer them The real world, however, is not so sinple.
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| mpl enentors have nade widely differing choices about how to divide
DNS functions between resolvers and servers. They have al so
constructed various sorts of exotic hybrids. The nost difficult task
in defining this MB was to accommpdate this wi de range of entities
wi t hout having to come up with a separate M B for each

We divided up the various DNS functions into two, non-overl appi ng

cl asses, called "resolver functions" and "nanme server functions." A
DNS entity that perfornms what we define as resolver functions
contains a resolver, and therefore nust inplement the M B groups
required of all resolvers which are defined in a separate M B Mdul e.
A DNS entity which inplenents nane server functions is considered to
be a nane server, and nust inplenent the MB groups required for nane
servers in this nmodule. |If the sane piece of software perforns both
resol ver and server functions, we imagine that it contains both a
resol ver and a server and woul d thus inplenment both the DNS Server
and DNS Resol ver M Bs.

3.1. Resolvers

In our nodel, a resolver is a program (or piece thereof) which
obt ai ns resource records fromservers. Nornally it does so at the
behest of an application, but may also do so as part of its own
operation. A resolver sends DNS protocol queries and receives DNS
protocol replies. A resolver neither receives queries nor sends
replies. A full service resolver is one that knows how to resol ve
queries: it obtains the needed resource records by contacting a
server authoritative for the records desired. A stub resolver does
not know how to resolve queries: it sends all queries to a | ocal nane
server, setting the "recursion desired" flag to indicate that it
hopes that the nane server will be willing to resolve the query. A
resolver may (optionally) have a cache for renmenbering previously
acquired resource records. It may al so have a negative cache for
renenberi ng nanmes or data that have been determ ned not to exist.

3. 2. Nanme Servers

A name server is a program (or piece thereof) that provides resource
records to resolvers. Al references in this docunent to "a nane
server" inply "the nanme server’s role"; in sone cases the nane
server’s role and the resolver’s role mght be conmbined into a single
program A name server receives DNS protocol queries and sends DNS
protocol replies. A nane server neither sends queries nor receives
replies. As a consequence, nanme servers do not have caches

Normal Iy, a name server woul d expect to receive only those queries to
which it could respond with authoritative information. However, if a
nane server receives a query that it cannot respond to with purely
authoritative information, it may choose to try to obtain the
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necessary additional information froma resolver which may or nay not
be a separate process.

3.3. Selected bjects

Many of the objects included in this nmeno have been created from

i nformati on contained in the DNS specifications [1,2], as anended and
clarified by subsequent host requirenments docunents [3]. O her

obj ects have been created based on experience with existing DNS
managenent tools, expected operational needs, the statistics
generated by existing DNS inpl ementations, and the configuration
files used by existing DNS inplenentations. These objects have been
ordered into groups as follows:

o Server Configuration G oup

o Server Counter G oup

0 Server Optional Counter G oup
o Server Zone G oup

This informati on has been converted into a standard formusing the
SNWPv2 SM defined in [9]. For the nost part, the descriptions are
i nfluenced by the DNS rel ated RFCs noted above. For exanple, the
descriptions for counters used for the various types of queries of
DNS records are influenced by the definitions used for the various
record types found in [2].

3.4. Textual Conventions

Several conceptual data types have been introduced as a textua
conventions in this DNS M B docunment. These additions will
facilitate the comon understanding of information used by the DNS
No changes to the SM or the SNWP are necessary to support these
conventi ons.

Readers famliar with M Bs designed to manage entities in the | ower

| ayers of the Internet protocol suite may be surprised at the nunber
of non-enunerated integers used in this MB to represent val ues such
as DNS RR cl ass and type nunbers. The reason for this choice is
sinple: the DNS itself is designed as an extensible protocol

al | owi ng new cl asses and types of resource records to be added to the
protocol without recoding the core DNS software. Using non-
enunmerated integers to represent these data types in this MB all ows
the M B to accommpdat e these changes as wel .

Aust ein & Saperi a [ Page 4]



RFC 1611 DNS Server M B Extensions May 1994

4., Definitions
DNS- SERVER-M B DEFINI TIONS :: = BEG N

| MPORTS

m b- 2
FROM RFC- 1213

MODULE- | DENTI TY, OBJECT- TYPE, OBJECT- | DENTI TY,

| pAddress, Counter32, Gauge32
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, RowsSt atus, DisplayString, TruthVal ue
FROM SNWPv2- TC

MODULE- COVMPLI ANCE, OBJECT- GROUP
FROM SNWMPv 2- CONF;

dns OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The O D assigned to DNS MB work by the | ANA "
o= { mb-2 32}

dnsServM B MODULE- | DENTI TY
LAST- UPDATED "94012822512"
ORGANI ZATI ON "1 ETF DNS Wor ki ng G oup”
CONTACT- | NFO
" Rob Austein
Postal : Epil ogue Technol ogy Corporation
268 Main Street, Suite 283
Nort h Readi ng, MA 10864
us
Tel : +1 617 245 0804
Fax: +1 617 245 8122
E-Mail: sra@pil ogue. com

Jon Saperi a
Postal : Digital Equi pment Corporation
110 Spit Brook Road
ZKOL- 3/ H18
Nashua, NH 03062-2698
us
Tel: +1 603 881 0480
Fax: +1 603 881 0120
Enmai | : saperi a@ko. dec. cont
DESCRI PTI ON
"The M B nodule for entities inplenenting the server side
of the Donmain Name System (DNS) protocol."
c:={ dns 1}
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dnsServM Bbj ect s OBJECT IDENTIFIER ::= { dnsServMB 1 }

-- (A d-style) groups in the DNS server MB.

dnsServConfig OBJECT IDENTIFIER ::= { dnsServM B(bj ects 1 }
dnsSer vCount er OBJECT IDENTIFIER ::= { dnsServM Bbj ects 2 }
dnsSer vOpt Count er OBJECT IDENTIFIER ::= { dnsServM Bbj ects 3 }
dnsServZone OBJECT IDENTIFIER ::= { dnsServM BObj ects 4 }

-- Textual conventions

DnsName :: = TEXTUAL- CONVENTI ON

-- A DI SPLAY-HI NT woul d be nice, but difficult to express.

STATUS current

DESCRI PTI ON
"A DNS nane is a sequence of |abels. Wen DNS names are
di spl ayed, the boundaries between |abels are typically
i ndi cated by dots (e.g. ‘Acne’ and ‘COM are labels in
the nanme ‘Acme.COM ). In the DNS protocol, however, no
such separators are needed because each | abel is encoded
as a length octet followed by the indicated nunber of
octets of label. For exanple, ‘Acne.COM is encoded as
the octet sequence { 4, A, 'c¢c’, 'm, e, 3, 'C, 'O,
"M, 0} (the final 0 is the length of the nane of the
root donmmin, which appears inplicitly at the end of any
DNS nanme). This MB uses the sane encoding as the DNS
pr ot ocol

A DnsNane nust always be a fully qualified nane. It is
an error to encode a relative domain nane as a DnsName
without first making it a fully qualified nanme."
REFERENCE
"RFC- 1034 section 3.1."
SYNTAX OCTET STRING (Sl ZE (0..255))

DnsNaneAs| ndex ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"This textual convention is |ike a DnsName, but is used
as an i ndex conponant in tables. Al phabetic characters
in names of this type are restricted to uppercase: the
characters 'a' through 'z' are nmapped to the characters
"A through 'Z'. This restriction is intended to make
the I exical ordering inposed by SNW useful when applied
to DNS nanes.

Note that it is theoretically possible for a valid DNS
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nane to exceed the allowed |l ength of an SNWP obj ect
identifer, and thus be inpossible to represent in tables
inthis MB that are indexed by DNS nane. Sanpling of
DNS names in current use on the Internet suggests that
this limt does not pose a serious problemin practice.”
REFERENCE
"RFC- 1034 section 3.1, RFC 1448 section 4.1."
SYNTAX DnsNane

DnsCl ass ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 2d"

STATUS current

DESCRI PTI ON
"This data type is used to represent the class val ues
whi ch appear in Resource Records in the DNS. A 16-bit
unsigned integer is used to allow room for new cl asses
of records to be defined. Existing standard classes are
listed in the DNS specifications."

REFERENCE
"RFC- 1035 section 3.2.4."

SYNTAX | NTEGER (0. .65535)

DnsType ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 2d"

STATUS current

DESCRI PTI ON
"This data type is used to represent the type val ues
whi ch appear in Resource Records in the DNS. A 16-bit
unsigned integer is used to allow roomfor new record
types to be defined. Existing standard types are |isted
in the DNS specifications.”

REFERENCE
"RFC- 1035 section 3.2.2."

SYNTAX | NTEGER (0. .65535)

DnsQd ass ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 2d"

STATUS current

DESCRI PTI ON
"This data type is used to represent the QC ass val ues
whi ch appear in Resource Records in the DNS. A 16-bit
unsigned integer is used to allow roomfor new QO ass
records to be defined. Existing standard QU asses are
listed in the DNS specification."

REFERENCE
"RFC- 1035 section 3.2.5."

SYNTAX | NTEGER (0. .65535)
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DnsQType :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 2d"

STATUS current

DESCRI PTI ON
"This data type is used to represent the QIype val ues
whi ch appear in Resource Records in the DNS. A 16-bit
unsi gned integer is used to allow room for new Qlype
records to be defined. Existing standard QTypes are
listed in the DNS specification."

REFERENCE
"RFC- 1035 section 3.2.3."

SYNTAX | NTEGER (0. .65535)

DnsTi me ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 4d"

STATUS current

DESCRI PTI ON
"DnsTi ne val ues are 32-bit unsigned integers which
neasure tine in seconds."

REFERENCE
"RFC-1035."

SYNTAX Gauge32

DnsOpCode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This textual convention is used to represent the DNS
OPCCDE val ues used in the header section of DNS
messages. Existing standard OPCODE val ues are listed in
the DNS specifications."

REFERENCE
"RFC- 1035 section 4.1.1."

SYNTAX | NTEGER (0. .15)

DnsRespCode :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"This data type is used to represent the DNS RCCODE val ue
in DNS response messages. Existing standard RCODE
values are listed in the DNS specifications.”

REFERENCE
"RFC- 1035 section 4.1.1."

SYNTAX | NTEGER (0. . 15)
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-- Server Configuration G oup

dnsSer vConfi gl npl ement | dent OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The inplenentation identification string for the DNS
server software in use on the system for exanple;
“FNS-2.1'"

::={ dnsServConfig 1 }

dnsServConfi gRecurs OBJECT- TYPE
SYNTAX | NTEGER { avail abl e(1),
restricted(2),
unavai l abl e(3) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This represents the recursion services offered by this
name server. The values that can be read or witten
are:

avai l abl e(1) - perforns recursion on requests from
clients.

restricted(2) - recursion is performed on requests only
fromcertain clients, for exanple; clients on an access
control list.

unavail able(3) - recursion is not available."
::={ dnsServConfig 2 }

dnsSer vConfi gUpTi ne OBJECT- TYPE

SYNTAX DnsTi nme

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the server has a persistent state (e.g., a process),
this value will be the time el apsed since it started.
For software wi thout persistant state, this value wll
be zero."

::={ dnsServConfig 3 }

dnsSer vConfi gReset Ti ne OBJECT- TYPE

SYNTAX DnsTi me
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"If the server has a persistent state (e.g., a process)
and supports a ‘reset’ operation (e.g., can be told to

re-read configuration files), this value will be the
time el apsed since the last tinme the nane server was
‘reset.’ For software that does not have persistence or
does not support a ‘reset’ operation, this value will be
zero."

::={ dnsServConfig 4 }

dnsSer vConfi gReset OBJECT- TYPE
SYNTAX | NTEGER { other (1),
reset (2),
initializing(3),
runni ng(4) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Status/action object to reinitialize any persistant name
server state. Wen set to reset(2), any persistant
nane server state (such as a process) is reinitialized as
if the name server had just been started. This value
wi Il never be returned by a read operation. Wen read,
one of the follow ng values will be returned:
other(1) - server in sone unknown st ate;
initializing(3) - server (re)initializing;
runni ng(4) - server currently running."
::={ dnsServConfig 5 }

-- Server Counter G oup

dnsSer vCount er Aut hAns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of queries which were authoritatively answered."
::={ dnsServCounter 2}

dnsSer vCount er Aut hNoNanes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of queries for which ‘authoritative no such nane’
responses were nade."
::={ dnsServCounter 3}

Austein & Saperia [ Page 10]



RFC 1611 DNS Server M B Extensions May 1994

dnsSer vCount er Aut hNoDat aResps OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of queries for which ‘authoritative no such data’
(enpty answer) responses were nade."
::={ dnsServCounter 4}

dnsSer vCount er NonAut hDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of queries which were non-authoritatively
answered (cached data)."
::={ dnsServCounter 5 }

dnsSer vCount er NonAut hNoDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of queries which were non-authoritatively
answered with no data (enpty answer)."
::={ dnsServCounter 6 }

dnsServCount er Ref erral s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests that were referred to other servers."
::={ dnsServCounter 7 }

dnsSer vCount er Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests the server has processed that were
answered with errors (RCODE val ues other than 0 and 3)."
REFERENCE
"RFC- 1035 section 4.1.1."
::={ dnsServCounter 8 }

dnsSer vCount er Rel Nanes OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of requests received by the server for nanes that

are only 1 |abel no interna

::={ dnsServCounter 9 }

long (text form - dots)."

dnsSer vCount er ReqRef usal s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of DNS requests refused by the server."
::={ dnsServCounter 10 }

dnsSer vCount er ReqUnpar ses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurber of requests received which were unparseable.”
::={ dnsServCounter 11 }

dnsSer vCount er & her Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of requests which were aborted for other (local)
server errors.”

::={ dnsServCounter 12 }
DNS Server Counter Table

dnsSer vCount er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DnsServCounterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Counter information broken down by DNS class and type."
::={ dnsServCounter 13}

dnsServCount er Entry OBJECT- TYPE

SYNTAX DnsSer vCount er Entry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Thi s tabl e contains count
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and type val ue known to the server. The index allows
managenent software to to create indices to the table to
get the specific information desired, e.g., nunber of
queries over UDP for records with type value ‘A which
came to this server. |In order to prevent an
uncontrol |l ed expansion of rows in the table; if
dnsServCount er Requests is 0 and dnsServCount er Responses
is 0, then the row does not exist and ‘no such’ is
returned when the agent is queried for such instances."
| NDEX { dnsServCount er OpCode,
dnsSer vCount er QQ ass,
dnsSer vCount er QType,
dnsServCount er Tr ansport }
::= { dnsServCounterTable 1 }

DnsServCounterEntry ::=
SEQUENCE ({

dnsSer vCount er OpCode
DnsOpCode,

dnsSer vCount er QU ass
Dnsd ass,

dnsSer vCount er QType
DnsType

dnsSer vCount er Tr anspor t
| NTEGER,

dnsSer vCount er Request s
Count er 32,

dnsSer vCount er Responses
Count er 32

}

dnsSer vCount er OpCode OBJECT- TYPE
SYNTAX DnsOpCode
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The DNS OPCODE being counted in this row of the table."
::={ dnsServCounterEntry 1 }

dnsSer vCount er QCl ass OBJECT- TYPE

SYNTAX Dnsd ass

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The class of record being counted in this row of the
table."

::={ dnsServCounterEntry 2 }
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dnsSer vCount er QType OBJECT- TYPE

SYNTAX DnsType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The type of record which is being counted in this rowin
the table."

::={ dnsServCounterEntry 3 }

dnsSer vCount er Tr ansport OBJECT- TYPE

SYNTAX | NTEGER { udp(1l), tcp(2), other(3) }
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A value of udp(1l) indicates that the queries reported on
this row were sent using UDP.

A value of tcp(2) indicates that the queries reported on
this row were sent using TCP.

A value of other(3) indicates that the queries reported
on this row were sent using a transport that was neither
TCP nor UDP."

::={ dnsServCounterEntry 4 }

dnsSer vCount er Request s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of requests (queries) that have been recorded in
this row of the table."
::={ dnsServCounterEntry 5 }

dnsSer vCount er Responses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of responses nmade by the server since
initialization for the kind of query identified on this
row of the table."

::={ dnsServCounterEntry 6 }
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-- Server Optional Counter G oup

-- The Server Optional Counter Group is intended for those systens
-- which nmake distinctions between the different sources of the DNS
-- queries as defined bel ow

-- Cbjects in this group are inplenented on servers which distinguish
-- between queries which originate fromthe sane host as the server
-- queries fromone of an arbitrary group of hosts that are on an

-- access list defined by the server, and queries from hosts that do
-- not fit either of these descriptions.

-- The objects found in the Server Counter group are totals. Thus if
-- one wanted to identify, for exanple, the nunber of queries from
-- ‘renote’ hosts which have been given authoritative answers, one

-- would subtract the current values of ServQpt Counter Fri endsAut hAns
-- and ServOpt Count er Sel f Aut hAns from servCount er Aut hAns.

-- The purpose of these distinctions is to allow for inplenentations
-- to group queries and responses on this basis. One way in which

-- servers may make these distinctions is by |ooking at the source IP
-- address of the DNS query. |If the source of the query is ‘your

-- own’ then the query should be counted as ‘yourself’ (local host).
-- |If the source of the query matches an ‘access list,’ the query

-- came froma friend. Wat constitutes an ‘access list’ is

-- inplenentation dependent and could be as sinple as a rule that all
-- hosts on the sanme | P network as the DNS server are classed

-- ‘friends.’

-- In order to avoid double counting, the follow ng rules apply:

-- 1. No host is in nore than one of the three groups defined above.
-- 2. Al queries fromthe |ocal host are always counted in the

-- ‘yoursel f° group regardl ess of what the access list, if any,

-- says.

-- 3. The access list should not define ‘your friends’ in such a way
-- that it includes all hosts. That is, not everybody is your

- - ‘friend.’

dnsSer vOpt Count er Sel f Aut hAns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Number of requests the server has processed which
originated froma resolver on the sanme host for which
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t here has been an authoritative answer."
::={ dnsServOpt Counter 1 }

dnsSer vOpt Count er Sel f Aut hNoNanmes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of requests the server has processed which
originated froma resolver on the sane host for which
there has been an authoritative no such nane answer
gi ven."

::={ dnsServOpt Counter 2 }

dnsSer vOpt Count er Sel f Aut hNoDat aResps OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of requests the server has processed which
originated froma resolver on the sane host for which
there has been an authoritative no such data answer
(enpty answer) nade."

;.= { dnsServOpt Counter 3}

dnsSer vOpt Count er Sel f NonAut hDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests the server has processed which
originated froma resolver on the same host for which a
non-authoritative answer (cached data) was made."

::={ dnsServOpt Counter 4 }

dnsSer vOpt Count er Sel f NonAut hNoDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests the server has processed which
originated froma resolver on the same host for which a
‘non-authoritative, no such data’ response was nade
(enpty answer)."

::={ dnsServOpt Counter 5 }

dnsServOpt Count er Sel f Referral s OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nurber of queries the server has processed which
originated froma resolver on the same host and were
referred to other servers.”

::={ dnsServOpt Counter 6 }

dnsSer vOpt Count er Sel f Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of requests the server has processed which
originated froma resolver on the sane host which have
been answered with errors (RCODEs other than 0 and 3)."
REFERENCE
"RFC- 1035 section 4.1.1."
::={ dnsServOpt Counter 7 }

dnsSer vOpt Count er Sel f Rel Names OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of requests received for nanes that are only 1
| abel long (text form- no internal dots) the server has

processed which originated froma resolver on the same
host . "

::={ dnsServOpt Counter 8 }

dnsSer vOpt Count er Sel f ReqRef usal s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of DNS requests refused by the server which
originated froma resolver on the same host."
::={ dnsServOpt Counter 9 }

dnsSer vOpt Count er Sel f ReqUnpar ses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests received which were unparseabl e and
whi ch originated froma resolver on the sanme host."
::= { dnsServOpt Counter 10 }

Austein & Saperia [ Page 17]



RFC 1611 DNS Server M B Extensions May 1994

dnsSer vOpt Count er Sel f &t her Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests which were aborted for other (local)
server errors and which originated on the sanme host."
::= { dnsServOpt Counter 11 }

dnsSer vOpt Count er Fri endsAut hAns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of queries originating fromfriends which were
authoritatively answered. The definition of friends is
a locally defined matter."

::= { dnsServOpt Counter 12 }

dnsSer vOpt Count er Fri endsAut hNoNarmes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of queries originating fromfriends, for which

authoritative ‘no such nane’ responses were nmade. The

definition of friends is a locally defined matter."
::={ dnsServOpt Counter 13 }

dnsSer vOpt Count er Fri endsAut hNoDat aResps OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of queries originating fromfriends for which
authoritative no such data (enpty answer) responses were
made. The definition of friends is a locally defined
matter."

::={ dnsServOpt Counter 14 }

dnsSer vOpt Count er Fri endsNonAut hDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of queries originating fromfriends which were
non-authoritatively answered (cached data). The
definition of friends is a locally defined nmatter."
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::={ dnsServOpt Counter 15 }

dnsSer vOpt Count er Fri endsNonAut hNoDat as OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of queries originating fromfriends which were
non-authoritatively answered with no such data (enpty
answer)."

::={ dnsServOpt Counter 16 }

dnsServOpt Count er Fri endsReferral s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of requests which originated fromfriends that
were referred to other servers. The definition of
friends is a locally defined natter."

::={ dnsServOpt Counter 17 }

dnsSer vOpt Count er Fri endsErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests the server has processed which
originated fromfriends and were answered with errors
(RCODE val ues other than 0 and 3). The definition of
friends is a locally defined natter."

REFERENCE
"RFC- 1035 section 4.1.1."

::={ dnsServOpt Counter 18 }

dnsSer vOpt Count er Fri endsRel Nanmes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests received for nanes fromfriends that
are only 1 label long (text form- no internal dots) the
server has processed."

::={ dnsServOpt Counter 19 }

dnsSer vOpt Count er Fri endsRegRef usal s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"Nurber of DNS requests refused by the server which were
received from‘friends’."

::={ dnsServOpt Counter 20 }

dnsSer vOpt Count er Fri endsReqUnpar ses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of requests received which were unparseabl e and
whi ch originated from ‘friends’."
::= { dnsServOpt Counter 21 }

dnsSer vOpt Count er Fri endsQt her Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of requests which were aborted for other (local)
server errors and which originated from*friends’."
::={ dnsServOpt Counter 22 }

Server Zone G oup

DNS Managenent Zone Confi guration Tabl e

-- This table contains zone configuration information.

dnsServZoneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DnsServZoneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e of zones for which this nane server provides
informati on. Each of the zones nmay be | oaded from stabl e
storage via an inplenmentation-specific mechani smor may
be obtai ned from anot her nanme server via a zone transfer.

I f nane server doesn’'t |oad any zones, this table is
enpty."
::={ dnsServZone 1}

dnsServZoneEntry OBJECT- TYPE

SYNTAX DnsServZoneEntry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
"An entry in the name server zone table. New rows may be
added either via SNWP or by the nane server itself."
| NDEX { dnsServZoneNane,
dnsServZoned ass }
::={ dnsServZoneTable 1 }

DnsServZoneEntry ::=
SEQUENCE {

dnsSer vZoneNane
DnsNanmeAs| ndex,

dnsServZoned ass
Dnsd ass,

dnsServZonelLast Rel oadSuccess
DnsTi ne,

dnsServZonelLast Rel oadAtt enpt
DnsTi e,

dnsServZonelLast Sour ceAtt enpt
| pAddr ess,

dnsServZoneSt at us
RowsSt at us,

dnsServZoneSeri al
Count er 32,

dnsSer vZoneCurr ent
Tr ut hVval ue,

dnsServZonelLast Sour ceSuccess
| pAddr ess

}

dnsServZoneNanme OBJECT- TYPE

SYNTAX DnsNanmeAs| ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"DNS nanme of the zone described by this row of the table.
This is the owner name of the SOA RR that defines the
top of the zone. This is name is in uppercase:
characters 'a' through 'z’ are mapped to 'A through 'Z
in order to make the | exical ordering useful."

::={ dnsServZoneEntry 1 }

dnsServZoneC ass OBJECT- TYPE

SYNTAX DnsC ass

MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"DNS class of the RRs in this zone."
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::={ dnsServZoneEntry 2 }
dnsServZonelast Rel oadSuccess OBJECT- TYPE

SYNTAX DnsTi me

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"El apsed tinme in seconds since |ast successful reload of
this zone."

::={ dnsServZoneEntry 3 }

dnsSer vZonelLast Rel oadAtt enpt OBJECT- TYPE
SYNTAX DnsTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"El apsed tinme in seconds since |last attenpted rel oad of

this zone."
::={ dnsServZoneEntry 4 }

dnsServZonelLast Sour ceAtt enpt OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I P address of host from whi ch npst

of this zone

recent zone transfer

was attenpted. This value should nmatch the

val ue of dnsServZoneSourceSuccess if the attenpt was

succcessful .

within the menory of this nane server,

If zone transfer has not been attenpted
this value should

be 0.0.0.0."
::={ dnsServZoneEntry 5 }

dnsServZoneSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the information represented in this row of

the table.”
::={ dnsServZoneEntry 6 }

dnsServZoneSeri al OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Zone serial nunber (fromthe SOA RR) of the zone
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represented by this row of the table. |If the zone has

not been successfully |oaded within the menory of this

name server, the value of this variable is zero."
::={ dnsServZoneEntry 7 }

dnsServZoneCurrent OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Whet her the server’s copy of the zone represented by
this row of the table is currently valid. |If the zone

has never been successfully | oaded or has expired since
it was | ast succesfully loaded, this variable will have
the value false(2), otherwise this variable will have
the value true(1)."

::={ dnsServZoneEntry 8 }

dnsSer vZonelLast Sour ceSuccess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I P address of host which was the source of the nost
recent successful zone transfer for this zone. |If

unknown (e.g., zone has never been successfully
transfered) or irrelevant (e.g., zone was |oaded from
stabl e storage), this value should be 0.0.0.0."

::={ dnsServZoneEntry 9 }

-- DNS Zone Source Tabl e

dnsServZoneSrcTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DnsServZoneSrcEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table is a list of |P addresses from which the
server will attenpt to | oad zone infornmation using DNS
zone transfer operations. A reload may occur due to SNW
operations that create a row in dnsServZoneTable or a
SET to object dnsServZoneReload. This table is only
used when the zone is | oaded via zone transfer.”

::={ dnsServZone 2}

dnsServZoneSrcEntry OBJECT- TYPE

SYNTAX DnsServZoneSrcEntry
MAX- ACCESS not - accessi bl e

Austein & Saperia [ Page 23]



RFC 1611 DNS Server M B Extensions May 1994

STATUS current
DESCRI PTI ON

"An entry in the nane server zone source table."
| NDEX { dnsServZoneSrcNane,

dnsServZoneSr cd ass,
dnsServZoneSr cAddr }
::={ dnsServZoneSrcTable 1 }

DnsServZoneSrcEntry ::=
SEQUENCE {

dnsSer vZoneSr cNane
DnsNanmeAs| ndex,

dnsServZoneSrcC ass
Dnsd ass,

dnsSer vZoneSr cAddr
| pAddr ess,

dnsServZoneSr cSt at us
RowSt at us

}

dnsServZoneSr cNane OBJECT- TYPE
SYNTAX DnsNaneAs| ndex
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"DNS nanme of the zone to which this entry applies.”
::= { dnsServZoneSrcEntry 1 }

dnsServZoneSrcd ass OBJECT- TYPE

SYNTAX DnsC ass

MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"DNS cl ass of zone to which this entry applies.”
::={ dnsServZoneSrcEntry 2 }

dnsServZoneSr cAddr OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"I P address of nane server host fromwhich this zone
m ght be obtai nable."
::={ dnsServZoneSrcEntry 3 }

dnsServZoneSr cSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"The status of the information represented in this row of
the table.”

::={ dnsServZoneSrcEntry 4 }

-- SNMPv2 groups.
dnsSer vM BG oups OBJECT IDENTIFIER ::= { dnsServMB 2 }

dnsSer vConfi gG oup OBJECT- GROUP
OBJECTS { dnsServConfi gl npl enent | dent,
dnsSer vConfi gRecurs,
dnsSer vConfi gUpTi e,
dnsSer vConfi gReset Ti ne,
dnsServConfi gReset }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic configuration
control of a DNS nanme server."
::={ dnsServM BG oups 1 }

dnsSer vCount er G oup OBJECT- GROUP

OBJECTS { dnsServCount er Aut hAns,
dnsSer vCount er Aut hNoNanes,
dnsSer vCount er Aut hNoDat aResps,
dnsSer vCount er NonAut hDat as,
dnsSer vCount er NonAut hNoDat as,
dnsServCount er Ref erral s,
dnsServCount er Errors,
dnsSer vCount er Rel Nanes,
dnsSer vCount er ReqRef usal s,
dnsSer vCount er ReqUnpar ses,
dnsServCounter & herErrors,
dnsSer vCount er OpCode,
dnsSer vCount er QJ ass,
dnsSer vCount er QType,
dnsSer vCount er Tr ansport,
dnsSer vCount er Request s,
dnsSer vCount er Responses }

STATUS current

DESCRI PTI ON

"A collection of objects providing basic instrunmentation
of a DNS nane server."
::={ dnsServM BG oups 2 }
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dnsSer vOpt Count er Group OBJECT- GROUP

OBJECTS {

STATUS
DESCRI PTI ON

dnsSer vOpt Count er Sel f Aut hAns,

dnsSer vOpt Count er Sel f Aut hNoNanes,
dnsSer vOpt Count er Sel f Aut hNoDat aResps,
dnsSer vOpt Count er Sel f NonAut hDat as,
dnsSer vOpt Count er Sel f NonAut hNoDat as,
dnsServOpt Count er Sel f Referral s,
dnsServQOpt Count er Sel fErrors,

dnsSer vOpt Count er Sel f Rel Nanes,

dnsSer vOpt Count er Sel f ReqRef usal s,
dnsSer vOpt Count er Sel f ReqUnpar ses,
dnsSer vOpt Count er Sel f & her Errors,
dnsSer vOpt Count er Fri endsAut hAns,
dnsSer vOpt Count er Fri endsAut hNoNanes,
dnsSer vOpt Count er Fri endsAut hNoDat aResps,
dnsSer vOpt Count er Fri endsNonAut hDat as,
dnsSer vOpt Count er Fri endsNonAut hNoDat as,
dnsSer vOpt Count er Fri endsReferral s,
dnsSer vOpt Count er Fri endsErrors,
dnsSer vOpt Count er Fri endsRel Nanes,
dnsSer vOpt Count er Fri endsReqRef usal s,
dnsSer vOpt Count er Fri endsRegUnpar ses,
dnsServOpt Count er Fri endsQt herErrors }
current

"A collection of objects providing extended
i nstrunmentation of a DNS nanme server."
::={ dnsServM BG oups 3 }

dnsServZoneG oup OBJECT- GROUP

OBJECTS {

STATUS
DESCRI PTI ON

dnsSer vZoneNane,

dnsServZoned ass,
dnsServZonelLast Rel oadSuccess,
dnsServZonelast Rel oadAtt enpt
dnsSer vZonelLast Sour ceAtt enpt ,
dnsSer vZonelLast Sour ceSuccess,
dnsServZoneSt at us,
dnsServZoneSeri al ,
dnsServZoneCurrent,

dnsSer vZoneSr cNane,
dnsServZoneSrcd ass,

dnsSer vZoneSr cAddr ,
dnsServZoneSrcStatus }
current

May 1994

"A collection of objects providing configuration control
of a DNS nanme server which |oads authoritative zones."
::={ dnsServM BG oups 4 }
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-- Conpliances.
dnsSer vM BConpl i ances OBJECT IDENTIFIER ::= { dnsServM B 3 }
dnsSer vM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The conpliance statement for agents inplenenting the DNS
name server M B extensions."
MODULE -- This M B nodul e

MANDATORY- GROUPS { dnsServConfi gG oup, dnsServCounterGoup }

GROUP  dnsSer vQOpt Count er G oup

DESCRI PTI ON
"The server optional counter group is unconditionally
optional ."

GROUP  dnsServZoneG oup

DESCRI PTI ON
"The server zone group is nmandatory for any nane server
that acts as an authoritative server for any DNS zone."

OBJECT dnsServConfigRecurs

M N- ACCESS read-only

DESCRI PTI ON
"This object need not be witable.”

OBJECT dnsServConfi gReset

M N- ACCESS read-only

DESCRI PTI ON
"Thi s object need not be witable."

::={ dnsServM BConpl i ances 1 }

END
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7. Security Considerations

Security issues are not discussed in this nmeno.
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