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Status of this Menp

This meno provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst ract

Depl oynment of a Directory will benefit fromfollow ng certain

gui del i nes. This docunent defines a nunber of nam ng and structuring
gui del i nes focused on Wiite Pages usage. Alignnent to these
guidelines is recommended for directory pilots. The final version of
this docunent will replace RFC 1384.

Tabl e of Contents

1. Introduction 2
2. DT Structure 3
2.1. Structure Rules 3
2.2. The Top Level of the DT 3
2.3. Countries 4
2.4. Organisations 5
2.4.1. Directory Manager, Postnaster & Secretary 5
2.4.2. Depth of tree 6
2.4.3. Real Wrld Oganisational Structure 7
2.5. Milti-National Organisations 7
2.5.1. The Multi-National as a Single Entity 7
2.5.2. The Multi-National as a Loose Confederation 8
2.5.3. Loosely Linked DIT Sub-Trees 9
2.5.4. Ssummary of Advantages and Di sadvant ages of the

Above Approaches 9
3. Naming Style 10
3.1. Multi-Conponent Rel ative Distingui shed Nanes 11
3.2. National Cuidelines for Nam ng 11
3.3. Nami ng Organisation and Organi sational Unit Nanes 11
3. 4. Nami ng Human Users 12
3.5. Application Entities 13

RARE Wor ki ng Group on Network Applications Support (W5 NAP) [ Page 1]



RFC 1617 Nam ng and Structuring CGuidelines for X 500 May 1994

4. Attribute Val ues 13
4.1. Basic Attribute Syntaxes 13
4.1.1. Printable String 14
4,1.2. IA5 String - T.50 14
4.1.3. Teletex String - T.61 14
4.1.4. Case lgnore String 14
4.1.5. Distinguished Name 14
4.2. Languages & Transliteration 14
4.2.1. Languages other than English 15
4.2.2. Transliteration 15
4.3. Access control 15
4.4, Selected Attributes 16
4.4.1. Personal Attributes 16
4.4.2. Oganisational Attributes 18
4.4.3. Local Attributes 19
4.4.4. M scellaneous Attributes 20
4.4.5. MHS Attributes 21
4.4.6. Postal Attributes 21
4.4.7. Telecom Attributes 22
5. M scell any 22
5.1. Schenma consistency of aliases 22
5.2. Organisational Units 23
6. References 23
7. Security Considerations 23
8. Authors’ Addresses 24
9. Appendi x - Exanple Entries 25

1. Introduction

The intended audi ence for this docunent are nminly data nanagers
using X. 500 Directory Services. Wth the help of these guidelines it
shoul d be easier for themto define the structure for the part of the
Directory Information Tree they want to nodel, e.g., the
representation of their organisation in the Directory. In addition
decisions like which data elenents to store for each kind of entry
shal | be support ed.

These guidelines concentrate nainly on the Wite Pages use of the
Directory, the X 500 application with nost operational experience
t oday, nonethel ess nmany recommendations are also valid for other
applications of the Directory.

As a pre-requisite to this docunment, it is assuned that the COSI NE
and Internet X 500 Schema is followed [1].
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2. DIT Structure

The majority of this docunment is concerned with DIT structure, nam ng
and the usage of attributes for organi sations, organisational units
and personal entries.

This section briefly notes five other key issues.
2.1 Structure Rules

A DT structure is suggested in Annex B of X 521 [2], and it is
recomended that Directory Pilots for White Pages services should
foll ow these guidelines. Sone sinple restrictions should be applied,
as described bel ow. For further usage of the Directory like e-nuail
routing with the Directory or storage of network information in the
Directory it will be necessary to follow the guidelines specified in
the respective docunents.

One of the few exceptions to the basic DIT structure is, that

i nternational organisations will be stored i mediately under the root
of the tree. Milti-national organisations will be stored within the
framework outlined, but with sonme use of aliases and attributes such
as seeAlso to help bind together the constituent parts of these
organi sations. This is discussed in nore detail in section 2.5.

A general rule for the depth of a subtree is as follows: \Wen a
subtree is mainly accessed via searching, it should be as flat as
possible to inprove the performance, when the access will be mainly
t hrough read operations, the depth of the subtree is not a
significant paraneter for performance.

2.2 The Top Level of the DT

The following information will be present at the top level of the
D T:

Participating Countries
According to the standard the RDN is the | SO 3166 country code. In
addition, the entries should contain suitable values of the
friendl yCountryName attribute specified in RFC 1274. Use of this
attribute is described in nore detail in section 4.4. 4.

I nternational O ganisations
An international organisation is an organisation, such as the

United Nations, which inherently has a brief and scope covering
many nations. Such organi sations nmight be considered to be
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supra-national and this, indeed, is the raison-d etre of such
organi sations. Such organisations will alnobst all be governnental
or quasi-governnmental. A nulti-national organisation is an

organi sati on which operates in nore than one country, but is not
supra-national. This classification includes the | arge commercia
organi sati ons whose production and sal es are spread throughout a
| arge nunber of countries.

I nternational organisations may be registered at the top | evel
This will not be done for multi-national organisations. Currently
three organisations are registered so far: Innmarsat, Internet and
North Atlantic Treaty Organi zation

Localities

A few localities will be registered under the root. The chi ef

pur pose of these locality entries is to provide a "natural" parent
node for organi sations which are supra-national, and yet which do
not have global authority in their particular field. Such

organi sations will usually be governnmental or quasi-governmnental
Exanpl e localities might include: Europe, Africa, Wst Indies.
Exanpl e organi sations w thin Europe m ght include: European Court
of Justice, European Space Agency, European Conmi ssion

DSA | nf ornmati on

Sone information on DSAs may be needed at the top level. This
shoul d be kept to a minimum

The only directory information for which there is a recognised top

| evel registration authority is countries. Registration of other
information at the top level may potentially cause problens. At this
stage, it is argued that the benefit of linmting additional top |eve
regi strations outwei ghs these probl ens. However, this potenti al
probl em shoul d be noted by anyone maki ng use of such a registration

2.3 Countries

The national standardisation bodies will define national guidelines
for the structure of the national part of the DIT. In the interim
the following sinple structure should suffice. The country entry will
appear i mediately beneath the root of the tree. Organisations which
have nati onal significance should have entries i medi ately beneath
their respective country entries. Smaller organi sati ons which are
only known in a particular locality should be placed underneath
locality entries representing states or similar geographica
divisions. Entry for private persons will be listed under the
locality entries. An exanple plan evolving for the USis the work of
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the North Anerican Directory Forum[3]. Another exanple is the
organi sation of the X 500 nanespace as standardi zed in Australia [4].

2.4 Organi sations

Large organi sations will probably need to be sub-divided by

organi sational units to help in the disanbiguation of entries for
people with common names. Entries for people and roles will be stored
beneat h organi sati ons or organi sati onal units.

The organi sation entry itself shall contain the information necessary
to contact the organisation: for exanple, postal address, telephone
and fax nunbers.

Al t hough the structure of organi sations often changes consi derably
over time, the aimshould be to mnimnmse the nunber of changes to the
DIT. Note that renam ng a superior, departnent entry has the effect
of changing the DN of all subordinate entries. This has an

undesi rabl e i npact on the service for several reasons. Alias entries
and certain attributes or ordinary entries such as seeAl so, secretary
and rol eCccupant use DNs to maintain links with other entries. These
references are one-way only and the Directory standard offers no
support to automatically update all references to an entry once its
DN changes.

2.4.1 Directory Manager, Postmaster & Secretary

Simlar to messagi ng, where every domain has its postnmaster address
it is highly recoomended that each organisation in the X 500
Directory has two entries: Postnmaster and Directory Manager. In
addition, Secretary entries for an organisation and its units should
be listed. If this guidance is followed, users will benefit because
it will be straightforward to find the right contacts for questions
or problens with the service.

These entries should use the object class organizational Role with the
rol eCccupant attributes containing the distinguished nanmes of the
persons in charge of this role. The val ues

CN=Di rect ory Manager

CN=Post mast er

CN=Secretary

shoul d be added as additional val ues whenever another |anguage than
English is used for the nane of the entries.
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2.4.2 Depth of tree

The broad reconmendation for Wiite Pages is that the DIT should be as
flat as possible. Aflat tree nmeans that Directory nanmes will be
relatively short, and probably sonewhat simlar in |ength and
conponent structure to paper mail addresses. A deep DIT would inply
long Directory nanes, with somewhat arbitrary conponent parts, with a
result which it is argued seens less natural. Any artificiality in
the choice of names militates against successful querying.

A presunption behind this style of naming is that nost querying wll
be supported by the user specifying convenient strings of characters
which will be nmapped onto powerful search operations. The

al ternative approach of the user browsing their way down the tree and
sel ecting nanes fromlarge nunmbers of possibilities nmay be nore
appropriate in sone cases, and a deeper tree facilitates this.
However, these guidelines recoomend a shallow tree, and inplicitly a
search oriented approach.

It may be considered that there are two deternminants of DI T depth
first, how far down the DIT an organisation is placed; second, the
structure of the DIT within organisations.

The structure of the upper levels of the tree will be determned in
due course by various registration authorities, and the pilot wll
have to work within the given structure. However, it is inportant
that the various pilots are cogni sant of what the structures are
likely to be, and nove early to adopt these structures.

The other principal determnant of DIT depth is whether an

organi sation splits its entries over a nunber of organisationa
units, and if so, the nunber of |evels. The recommendation here is
that this sub-division of organisations is kept to a mninum A

maxi mum of two | evels of organisational unit should suffice even for
| arge organi sations. Oganisations with only a few tens or hundreds
of enpl oyees shoul d strongly consider not using organisational units
at all. It is noted that there may be sone problens with choice of
uni que RDNs when using a flat DIT structure. Milti-conponent RDNs can
alleviate this problem see section 3.1. The standard X 521
recomends that an organizational UnitNanme attri bute can al so be used
as a namng attribute to disanbiguate entries [2]. Further

di sanbi guati on may be achieved by the use of a personal Title or
userld attribute in the RDN
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2.4.3 Real World Organisational Structure

Anot her aspect on designing the DIT structure for an organisation is
the administrative structure within a conpany. Using the same
structure in the DIT mght help in distributing maintenance authority
to the different units. Please note comments on the stability of the
DIT structure in section 2.4.

2.5 Multi-National Organisations

The standard says that only international organisations may be placed
under the root of the DIT. This inplies that nmulti-nationa

organi sations nust be represented as a nunber of separate entries
underneath country or locality entries. This structure nmakes it nore
awkward to use X. 500 within a nulti-national to provide an interna
organi sational directory, as the data is now spread w dely throughout
the DIT, rather than all being grouped within a single sub-tree.

Many peopl e have expressed the view that this restriction is a severe
limtation of X 500, and argue that the intentions of the standard
shoul d be ignored in this respect. This note argues, though, that the
standard shoul d be foll owed.

No attenpt to precisely define nultinational organisation is essayed
here. Instead, the observation is nade that the termis applied to a
vari ety of organisational structures, where an organi sati on operates
in nmore than one country. This suggests that a variety of DIT
structures may be appropriate to accomopdate these different

organi sational structures. This document suggests three approaches,
and notes sonme of the characteristics associated with each of these
appr oaches.

Bef ore considering the approaches, it is worth bearing in nind again
that a major aimin the choice of a DIT structure is to facilitate
queryi ng, and that approaches which mlitate against this should be
avoi ded wherever possible.

2.5.1 The Multi-National as a Single Entity

In many cases, a multi-national organisation will operate with a
highly centralised structure. While the organi sation may have | arge
operations in a nunber of countries, the organisation is strongly
controlled fromthe centre and the disparate parts of the

organi sation exist only as linbs of the main organisation. In such a
situation, the nodel shown in figure 1 may be the best choice.
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| =abc ou=def | =f gi
---> means "alias to"
Figure 1: The multi-national as a single entity

The organisation’s entries all exist under a single sub-tree. The
organi sational structure beneath the organi sation entry should
reflect the perceived structure of the organisation, and so no
reconmendations on this matter can be made here. To assist the person
querying the directory, alias entries should be created under al
countries where the organisation operates.

2.5.2 The Multi-National as a Loose Confederation

Anot her comon nodel of organi sational structure is that where a

mul ti-national consists of a nunber of national entities, which are
in large part independent of both sibling national entities, and of
any central entity. In such cases, the nodel shown in Figure 2 may be
a better choice. Organisational entries exist within each country,
and only that country’'s localities and organi sational units appear
directly beneath the appropriate organisational entry.
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ROOT
/]
I\
C=GB C=FR C=US
/ | \
/ | \
O=Mul ti Nat  O=Mul ti Nat  O=Mul ti Nat
/ | / |\ | \
/ | / | \ | \
L=FR  L=GB<---L=GB |  L=US--->L=US L=FR
\ | /
................... SL=FR<- = - - m e mmm e

---> neans "alias to"
Figure 2: The nulti-national as a | oose confederation

Some bi ndi ng toget her of the various parts of the organi sation can be
achi eved by the use of aliases for localities and organi sationa
units, and this can be done in a highly flexible fashion. In sonme
cases, the national view night not contain all branches of the
conpany, as illustrated in Figure 2.

2.5.3 Loosely Linked DIT Sub-Trees

A third approach is to avoid aliasing altogether, and to use the
| ooser binding provided by an attribute such as seeAl so. This
approach treats all parts of an organi sation as essentially separate.

A unified view of the organisation can only be achi eved by user
interfaces choosing to follow the seeAlso links. This is a key
difference with aliasing, where decisions to follow |links may be
specified within the protocol. (Note that it may be better to specify
another attribute for this purpose, as seeAlso is likely to be used
for a wide variety of purposes.)

2.5.4 Summary of Advantages and Di sadvant ages of the Above Approaches
Providing an internal directory
Al'l the above nethods can be used to provide an interna
directory. In the first two cases, the linkage to other parts of

the organi sation can be followed by the protocol and thus
organi sati on-w de searches can be achi eved by single X 500
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operations. In the |last case, interfaces would have to "know' to
follow the soft links indicated by the seeAlso attribute.

| mpact on nami ng

In the single-entity nodel, all DNs within the organisation will
be under one country. It could be argued that this will often
result in rather "unnatural" nanming. In the | oose- confederation
nodel , DNs are nore natural, although the need to di sanbi guate

bet ween organi sational units and localities on an international
rather than just a national, basis may have sone inpact on the
choi ce of nanes. For exanple, it nmay be necessary to add in an
extra |l evel of organisational unit or locality information. In the
| oosely-1inked nodel, there is no inpact on naming at all

Vi ews of the organisation

The first nmethod provides a unique view of the organi sation. The
| oose confederacy allows for a variety of views of the

organi sation. The view fromthe centre of the organisation nmay
wel |l be that all constituent organisations should be seen as part
of the main organisation, whereas other parts of the organisation
may only be interested in the organisation’s centre and a few of
its sibling organisations. The third nodel gives an equally
flexible view of organi sational structures.

Lookup perfornance

Al'l met hods shoul d performreasonably well, providing information
is either held within a single DSA or it is replicated to the
ot her DSAs.

3. Nanming Style

The first goal of naming is to provide unique identifiers for

entries. Once this is achieved, the next major goal in namng entries
should be to facilitate querying of the Directory. In particular
support for a naming structure which facilitates use of user friendly
naming [5] is desirable. O her considerations, such as accurately
reflecting the organisational structure of an organi sation, should be
disregarded if this has an adverse effect on nornmal querying. Early
experience in the pilot has shown that a consistent approach to
structure and naming is an aid to querying using a wi de range of user
interfaces, as interfaces are often optimsed for DIT structures

whi ch appear prevalent. In addition, the X 501 standard notes that
"RDNs are intended to be long-lived so that the users of the
Directory can store the distingui shed names of objects...” and "It is
preferabl e that distingui shed nanes of objects which hunans have to
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deal with be user-friendly." [2]

Nami ng i s dependent on a nunber of factors and these are now
considered in turn.

3.1 Multi-Conponent Rel ative Distingui shed Nanes

According to the standard, relative distingui shed nanes nay have nore
t han one conponent selected fromthe set of the attributes of the
entry to be naned. This is useful when there are, for exanple, two
"John Smiths" in one departnent. The use of multi-component relative
di stingui shed nanes allows one to avoid artificial nam ng val ues such
as "John Snmith 1" or "John Smith-2". Attributes which could be used
as the additional naming attribute include: personal Title,

roomNunber, tel ephoneNunber, and userld.

3.2 National Cuidelines for Nanm ng

Where naming is being done in a country which has established

gui del i nes for naming, these guidelines should in general be

foll owed. These guidelines night be based on an established
registration authority, or may make use of an existing registration
mechani sm (e. g., conpany nane registration).

Where an organi sation has a name which is nationally registered in an
existing registry, this nane is likely to be appropriate for use in
the Directory, even in cases where there are no national guidelines.

3.3 Nanmi ng Organi sati on and Organi sational Unit Nanes

The naning of organisations in the Directory will ultinmately cone
under the jurisdiction of official nam ng authorities. In the
interim it is recormmended that pilots and organi sations foll ow these
gui del i nes. An organi sation’s RDN should usually be the full nanme of
the organi sation, rather than just a set of initials. This nmeans that
Uni versity Col |l ege London should be preferred over UCL. An exanple
of the problens which a short nane m ght cause is given by the
proposed regi stration of AA for the Autonobile Association. This
seenms reasonable at first glance, as the Autonobile Association is
wel I known by this acronym However, it seens |ess reasonable in a

br oader perspective when you consi der that organi sations such as

Al cohol i cs Anonynous and Anerican Airlines use the sanme acronym

Just as initials should usually be avoided for organi sati onal RDNs,
so shoul d formal names which, for exanple, exist only on officia
charters and are not generally well known. There are two reasons for
thi s approach:
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1. The nanes shoul d be neani ngf ul

2. The nanes shoul d uniquely identify the organi sation, and be
a nane which is unlikely to be challenged in an open
regi stration process. For example, UCL nmight well be
chal l enged by United Carriers Ltd.

The sane argunents on nami ng style can be applied with even greater
force to the choice of RDNs for organisational units. Wile
abbreviated nanes will be in common parlance within an organi sation
they will al nost al ways be neani ngl ess outside of that organisation
Whi |l e nany people in academ c conputing habitually refer to CS when
t hi nki ng of Conputer Science, CS nay be given several different
interpretations. It could equally be interpreted as Conputing
Services, Cognitive Science, Cdinical Science or even Counselling
Ser vi ces.

For both organi sations and organi sational units, extra nam ng

i nformati on should be stored in the directory as alternative val ues
of the naming attribute. Thus, for University Coll ege London, UCL
shoul d be stored as an alternative organi zati onNanme attribute val ue.
Simlarly CS could be stored as an alternative organi zati onal Uni t Name
val ue for Computer Science and any of the other departnents cited
earlier. In general, entries will be located by searching, and so it
is not essential to have RDNs which are either the npst menorable or
guessabl e, al though nanes shoul d be recogni sabl e. The need for users
not to type long nanes nmay be achi eved by use of carefully selected
alternative val ues.

3.4 Nam ng Hunman Users

A reasonably consi stent approach to nanming people is particularly
critical as a large percentage of directory usage will be | ooking up
i nformati on about people. User interfaces will be better able to
assist users if entries have names conformng to a comon format, or
smal |l group of formats. It is suggested that the RDN should foll ow
such a format. Alternative values of the common nane attribute shoul d
be used to store extra naming information. It seenms sensible to try
to ensure that the RDN conmonNane val ue is genuinely the nost common
nane for a person as it is likely that user interfaces may choose to
pl ace greater weight on matches on the RDN than on matches on one of
the alternative nanes.

The choice of RDN for humans will be influenced by cultura
considerations. In many countries the best choice will be of the form
famliar-first-name surname. Thus, Steve Kille is preferred as the
RDN choi ce for one of this docunent’s co-authors, while Stephen E.
Kille is stored as an alternative comobnNane val ue. Pragmatic choices
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will have to be made for other cultures. The common name attribute
shoul d not be used to hold other attribute information such as

t el ephone nunbers, room nunmbers, or |ocal codes. Such information
shoul d be stored within the appropriate attributes as defined in the
COSI NE and Internet X 500 Schema. Section 3.1 on multi-conmponent RDNs
shows how cl ashi ng nanes can be made uni que.

The choi ce of a naming strategy should not be nmade on the basis of
the possibilities of the currently avail able user interface

i npl enent ati ons. For exanple, it is inappropriate to use combpn names
of the form’'surname firstname’ nerely because a user interface
presents results in a nore satisfactory order by so doing. Use the
best structure for human nanes, and fix the user interface!

More details on the use of commpnNanme in section 4.4.1
3.5 Application Entities

The gui delines of X 521 should be followed, in that the application
entity should always be naned relative to an Organi sation or

Organi sational Unit. The application process will often correspond to
a systemor host. In this case, the application entities should be
naned by Common Nanes which identify the service (e.g., "FTAM
Service"). In cases where there is no useful distinction between
application process and application entity, the application process
may be onmitted (This is often done for DSAs in the current pilot).

4. Attribute Val ues
In general the attribute val ues should be used as docunented in the
standards. Sonetines the standard is not very precise about which
attribute to use and how to represent a val ue.

The followi ng sections give reconmendati ons how to use themin X 500
pil ot projects.

4.1 Basic Attribute Syntaxes
Every attribute type has a definition of the attribute syntaxes its

val ues may be use. Mst attribute types nake use the basic attribute
synt axes only.
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4.1.1 Printable String
This nost sinple syntax uses a subset of characters from| SO 646 | RV
AZ a-z 0-9 ( ) +
: - . / : ? space
Tab 1: Characters in PrintableString
4.1.2 I A5 String - T.50

The International Al phabet No. 5 (1 A5) is known fromthe X 400
message handling service. It covers a wi der range of characters than
the printable string. The international reference version of |A5

of fers the sanme set of characters as | SO 646 | RV

4.1.3 Teletex String - T.61

The Tel etex character set is a very unusual one in the conputing
envi ronnent because it uses mixed one and two octet character codes
which are nore difficult to handle than single octet codes. Mst of
the characters can be mapped to the nore often supported 8-bit
character set standard |1SO 8859-1 (I1SO Latin-1).

4.1.4 Case lgnore String

Many attributes use this case insensitive syntax. It allows attribute
val ues to be represented using a m xture of upper and | ower case
letters, as appropriate. Matching of attribute val ues, however, is
perfornmed such that no significance is given to case

4.1.5 Distingui shed Name

A Di stingui shed Nanme should currently never contain a value in T.61
string syntax because npbst users would not be able to view or type it
correctly by lack of appropriate hardware/software configuration
Therefore, only the characters defined in printable string syntax
shoul d be used as part of a RDN. The correct representation of the
nane shoul d be added as additional attribute value to match for
search operations.

4.2 Languages & Transliteration
The standard as avail able has no support at all for the use of
different |anguages in the Directory. It is e.g., not possible to add

a |l anguage qualifier to a description attribute nor is it possible to
use characters beyond the Tel etex character set.
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4. 2.1 Languages ot her than English

Many countries have nore than one national |anguage and a worl d-w de
Directory nust be able to support non-English-speaki ng users.

Until the standard provides a solution for this problemit is
possi ble to nmake use of nulti-valued attributes to specify a val ue
not only in the local |anguages but also in English

In particular the friendl yCountryName, stateO ProvinceNanme and

| ocalityNane attributes should use the nobst often used transl ations
of its original value to increase the chance for successful searches
al so for users with a foreign | anguage. Qther attributes |ike
description, organizati onNane and organi zati onal Unit Name attri butes
shoul d provide nmulti-Ilingual val ues where appropriate.

The drawback of this solution is, that the user interfaces present
much redundant information because they are not able to know the
| anguage of the val ues and nmake an autonmatic sel ection.

Not e: The sequence of multi-valued attribute values in an entry
cannot be defined. It is always up to the DSA to decide on
which order to store themand return themas results, and
to the DUA to decide on which order to display them

4.2.2 Transliteration

What measures can be taken to make sure all users are able to read an
attribute, when a val ue uses one of the special characters fromthe
T.61 character set? An interimsolution is transliteration as used in
earlier days with the typewiters, where e.g., the Gernan "a’ with
umaut is witten as "ae’'. Transliteration is not necessarily unique
since it is dependent on the | anguage, English speakers transliterate
the "a” with umaut just to an "a' . However, it is an inprovenent
over just using the T.61 value since it nmay not be possible to

di splay such a value at all. Wenever an attribute needs a character
not in PrintableString and the attribute syntax allows the use of the
T.61 character set, it is recommended that the attribute should be
supplied as nulti-valued attribute both in T.61 string and in a
transliterated PrintableString notation

4.3 Access contro

An entry’'s object class attribute, and any attribute(s) used for
nami ng an entry are of special significance and may be considered to
be "structural". Any inability to access these attributes will often
mlitate against successful querying of the Directory. For exanpl e,
user interfaces typically Iimt the scope of their searches by
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searching for entries of a particular type, where the type of entry
is indicated by its object class. Thus, unless the intention is to
bar public access to an entry or set of entries, the object class and
nam ng attributes should be publicly readabl e.

4.4 Selected Attributes

The section lists attributes together with a short description what
they shoul d be used for and some exanples. [6] The source of the
attributes is given in brackets.

Note that due to national |egal restrictions on privacy issues it
m ght be forbidden to use certain attributes or that the search on
themis restricted. [7]

4.4.1 Personal Attributes
commonNane [ X. 520]

It is proposed that pilots should ignore the standard’s
recomendati ons on storing personal titles, and letters indicating
academ ¢ and professional qualifications within the comonNane
attribute, as this overl oads the conmonNane attribute. A

personal Title attribute has already been specified in the COSI NE
and I nternet Schenm, and another attribute could be specified for

i nformati on about qualifications.

The choi ce of a name depends on the culture as discussed in
section 3.4. Wien a conmonNane is selected as (part of) a RDN the
nost often used form of the name shoul d be selected. A firstnane
shoul d never be supplied only as an initial (unless, of course,

t he source data does not include forenames). It is very inportant
to have its full value in order to be able to distinguish between
two sinmilar entries. Sets of initials should not be concatenated
into a single "word", but be separated by spaces and/or "."
characters.

For mat : Firstname [Initials] Lastname
Exanpl e: Steve Kille
Stephen E. Kille

S E Kille
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The use of 'Lastnane Firstnane’ is deprecated as explained in
section 3.4.

favouriteDrink [RFC 1274]

The intention of this attribute is that it provides at |east one
beni gn attribute which any user can create or nodify, given a
suitabl e user interface, wthout having the unfortunate inpact on
the directory service that follows fromnodifying an attribute
such as an e-nmmil address or tel ephone nunber.
Exanpl e: Pure Crystal Water

organi zati onal Status [ RFC 1274]
The Organi sational Status attribute type specifies a category by
which a person is often referred to in an organisation. Exanples
of usage in acadenia mght include undergraduate student,
researcher, lecturer, etc.
A Directory adninistrator should consider carefully the
di stinctions between this and the title and description
attributes.
Exanpl e: under graduat e student

personal Title [ RFC 1274]

The usually used titles, especially academ c ones. Excessive use
shoul d be avoi ded.

Exanpl e: Prof. Dr.
roomNunber [ RFC 1274]

The room where the person works, it will nostly be l|ocally defined
how to wite the room nunber, e.g., Building Fl oor Room

Exanpl e: HLW B12

secretary [ RFC 1274]

The secretary of the person. This is the Distinguished Nanme (DN)
of the secretary.

Exanpl e: CN=Beverly Pyke, O=lI SODE Consortium C=GB
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surnane [ X. 520]

Li ke with conmonNanme it is a matter of culture what to use for
surname in case of a noble name, e.g., de Stefani, von Gunten

Exanple: Kille
title [X 520]

Title describing the position, job title or function of an
organi sati onal person

Exanpl e: Manager - International Sales

userld [ RFC 1274]
When an organi sation has centrally managed user ids, it mght nake
sense to include it into the entry. It might also be used to form
a unique RDN for the person
Exanpl e: skille

user Password [ X. 520]
The password of the entry which allows the nodification of the
entry, provided that the access control pernmits it. The password
shoul d not be the sanme as any system password, unless it is sure
that nobody can read it. Wth the current inplenmentations this is
nmostly not guarant eed.
Exanpl e: 8ki u8z7e

4.4.2 Organisational Attributes

associ at edDomai n [ RFC 1274]
The Internet donmain nanme for an organi sation or one of its units.
Exanpl e: i sode. com

busi nessCat egory [ X. 520]
Type of business an organi sation, an organi sational unit or
organi sational person is involved in. The values coul d be chosen

froma thesaurus

Exanpl e: Software Devel opnent
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organi zati onNane [ X. 520]

The name of the organisation. The value for the RDN should be
chosen according to section 3.3. Additional nanes like
abbrevi ati ons should be used for better search results.

Exanpl e: Uni Lausanne
Uni versite de Lausanne
Uni versit\c2e Lausanne (with a T.61 encoded um aut)
Uni versity of Lausanne
uni |

organi zati onal Uni t Name [ X. 520]

The nane of a part of the organisation. The value for the RDN
shoul d be chosen according to section 3.3. Additional nanes like
abbrevi ati ons shoul d be provided for better search results.

Exanpl e: Institut fuer Angewandte Mat hematik
Mat hemat i k
i am
rol eCccupant [ X. 520]

The person(s) in that role. This is the Distingui shed Name of the
entry of the person(s).

Exanpl e: CN=Beverly Pyke, O=lI SODE Consortium C=GB

searchQui de [ X. 520]

The currently avail abl e DUAs nake no use this attribute. It seens
that it is not powerful enough for real usage. Experience is
needed before being able to give recommendati ons on how to
configure it.

4.4,3 Local Attributes
| ocal i tyNanme [ X. 520]

Name of the place, village or town with values in local and other
| anguages as useful.

Exanpl e: Bal e

B\c3ale (with a T.61 encoded accented character) Base
Basi | ea
Basl e
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stateO Provi nceNane [ X. 520]

Name of the canton, county, departnent, province or state with
values in local and other |anguages as useful. If official and
commonl y used abbrevi ati ons exist for the states, they should be
suppl i ed as additional val ues

Exanpl e: Ti ci no
Tessin
T

4.4.4 M scell aneous Attri butes
audi o [ RFC 1274]

The audio attribute uses a u-law encoded sound file as used by the
"play"” utility on a Sun 4. According to RFC 1274 it is an interim
format. It nmay be useful to listen to the pronunciation of a nane
whi ch is otherw se unknown.

description [ X 520]

A short informal explanation of special interests of a person or
organi sation. Overlap wi th businessCategory, organizational Status
and title should be avoi ded.

Exanpl e: Networking, distributed systens, OSI, inplenentation
friendl yCountryName [ RFC 1274]

The friendl yCountryNane attribute type specifies nanmes of
countries in human readable format. Especially the country nane as
used in the major | anguages should be included as additiona

val ues to help foreign users.

j pegPhot o [ RFC 1488] [ 8]

A col our or grayscal e picture encoded according to JPEG File

I nt erchange Format (JFIF). Thanks to conpression the size of the
pictures is noderate. For persons it may show a portrait, for
organi sations the conpany |logo or a map on how to get there.

photo [ RFC 1274]
The photo attribute is a b/w G3 fax encoded picture of an object.
The size of the photo should be in a sensible relation to the

i nformati onal value of it. This attribute will be replaced by
j pegPhot o.
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seeAl so [ X. 520]

Reference to another closely related entry in the DIT, e.g., from
a roomto the person using that room It is the Distinguished Nane
of the entry.

Exanpl e: CN=Beverly Pyke, O=lI SODE Consortium C=GB
4.4.5 VHS Attributes
mhsORAddr esses [ X. 411]

The attribute uses internally an ASN. 1 structure. The string
notation used for display purposes is inplenmentation dependent.
This attribute is especially useful for an integrated X 400 user
agent since it gets the address in a directly usable format.

rfc822mai | box [ RFC 1274]
E-Mai | address in RFC 822 notation
Exanpl e: s.kill e@ sode. com

t ext EncodedORAddr ess [ RFC 1274]

X. 400 e-mail address in string notation. The F.401 notation should
be used. This attribute shall disappear once the majority of the
DUAs support the mhsORAddresses attribute. The advantage of the
latter attribute is, that a configurable DUA coul d adjust the
syntax to the one needed by the local nailer, where

t ext encodedORAddress is just a string which will nostly have a
different syntax than the nmail er expects.

Exanpl e: G=t homas; S=l enggenhager; QUl=gate; O=switch; \
P=swi tch; A=arcom C=ch;

4.4.6 Postal Attributes
post al Address [ X. 520]
The full postal address (but not including the name) in
international notation, with up to 6 lines with 30 characters
each.
Exanpl e: SW TCH

Li mmat quai 13
CH 8001 Zurich
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post al Code [ X. 520]

The postal Code will be the sane as used in the postal Address (in
i nternational notation).

Exanpl e: CH 8001
street Address [ X 520]

It shall be the street where the person has its office. Mstly, it
will be the street part of the postal Address.

Exanpl e: Li nmat quai 138
4.4.7 Tel ecom Attributes
t el ephoneNunber, facsinil eTel ephoneNunber & i SDNAddress [ X. 520]
The phone nunber in the international notation according to CCTT
E. 123. The separator '-' instead of space nay be used according to

the local habit, it should be used consistently within a country.

Format: "+" <country code> <national nunber> ["Xx" <extension>]
Exanpl e: +41 1 268 1540

t el exNunber [ X. 520]
The tel ex number in the international notation
Exanpl e: 817379, ch, ehhg
5. M scell any
This section draws attention to two areas which frequently provoke
gggﬁhi?ns, and where it is felt that a consistent approach will be

5.1 Scherma consi stency of aliases

According to the letter of the standard, an alias may point at any
entry. It is beneficial for aliases to be 'schenma consistent’.

The following two checks shoul d be nade:
1. The Rel ative Distinguished Nane of the alias should use an

attribute type normally used for naming entries of the
object class of the main entry.
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2. If the entry (aliased object) were placed where the alias
is, there should be no schema violation

5.2 Organisational Units

There is a problemthat nmany organi sati ons can be either

organi sations or organisational units, dependent on the location in
the DIT (with aliases giving the alternate nanes). For exanple, an
organi sati on may be an i ndependent national organisation and al so an
organi sational unit of a parent organisation. To achieve this, it is
inmportant to allow an entry to be of both object class organisation
and of object class organisational unit.
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Security issues are not substantially discussed in this neno.
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9. Appendi x - Exanple Entries
9.1 Country
DN: C=CH

obj ectd ass=top & country & donai nRel at edObj ect & friendl yCountry
country=CH

associ at edDomai n=ch

fri endl yCount r yName=CH

fri endl yCount r yName=Conf oederati o Hel vetica

fri endl yCount r yName=Schwei z

friendl yCount r yName=Sui sse

friendl yCount ryNane=Svi zzer a

fri endl yCount ryNane=Swi t zer| and

9.2 Organisation
DN: O=SW TCH, C=CH

obj ectd ass=top & organi zation & nmhsUser & domai nRel at edObj ect
description=Sw ss Academnm ¢ and Research Network
organi zati onNane=SW ss Tel eCommuni cati on system for Hi gher
education\and research
organi zati onNane=Swi ss Acadeni ¢ and Research Network
or gani zat i onNane=SW TCH
| ocal i t yNane=Zueri ch
| ocal i t yName=Zuri ch
| ocal i tyNanme={T. 61} Z\ c8urich
st at eOr Pr ovi nceNane=ZH
st at eOr Provi nceName=Zueri ch
st at eOr Provi nceName=Zuri ch
stat eOr Provi nceName={T. 61} Z\ c8uri ch
post al Addr ess=SW TCH
Li mmat quai 138
CH- 8001 Zurich
post al Code=CH 8001
street Addr ess=Li mrat quai 138
t el ephoneNunber=+41 1 268 1515
facsi m | eTel ephoneNunber=+41 1 268 1568
seeAl so=CN=Post master, O=SW TCH, C=CH
mhsORAddr esses=S=post master, O=switch; P=switch; A=arcom C=ch;
associ at edDomai n=swi t ch. ch
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9.3

9.4

RARE Wor ki ng Group on Network Applications Support (W5 NAP)

Organi sation Unit
DN: OU=SW TCHdi rectory, O=SW TCH, C=CH

obj ect d ass=top & organi zati onal Unit
descri pti on=The SWTCH X. 500 pil ot project
or gani zat i onal Uni t Nane=SW TCHdi r ect ory
| ocal i t yName=Zuri ch
| ocal i t yNane=Zueri ch
| ocal i t yNane={T. 61} Z\ c8urich
stat eO Provi nceNane=Zuri ch
st at eOr Provi nceNanme=Zueri ch
st at eOr Provi nceNane=ZH
stat eOr Provi nceName={T. 61} Z\ c8uri ch
post al Addr ess=SW TCHdi rect ory
SW TCH
Li mmat quai 138
CH- 8001 Zurich
post al Code=CH 8001
street Addr ess=Li mrat quai 138
t el ephoneNunber =+41 1 268 1540
facsi m | eTel ephoneNunber=+41 1 268 1568

Organi zational Rol e
DN: CN=Di rectory Manager, O=SW TCH, C=CH

obj ect O ass=top & organi zati onal Rol e & mhsUser
commonNane=Di r ect ory Manager
descripti on=SW TCH Di rectory Managers
rol eCccupant =CN=Martin Berli, O=SWTCH, C=CH
rol eCccupant =CN=Thonmas Lenggenhager, O=SW TCH, C=CH
| ocal i t yNane=Zueri ch
| ocal i t yName=Zuri ch
| ocal i tyNanme={T. 61} Z\ c8urich
st at eOr Provi nceNanme=Zuri ch
st at eOr Provi nceNanme=Zueri ch
st at eOr Provi nceNane=ZH
stat eOr Provi nceName={T. 61} Z\ c8uri ch
post al Addr ess=SW TCHdi rect ory
SW TCH
Li mmat quai 138
CH 8001 Zurich
post al Code=CH- 8001
street Addr ess=Li mrat quai 138
t el ephoneNunber =+41 1 268 1540
facsi m | eTel ephoneNunber=+41 1 268 1568

May 1994

mhsORAddr esses=S=swi t chi nf o; O=swi tch; P=swi tch; A=arcom C=ch;
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DN: CN=Post master, O=SW TCH, C=CH

obj ect d ass=top & organi zati onal Rol e & mhsUser

comonNanme=Post nast er

commonNane=Hel pdesk

r ol eCccupant =CN=Chri st oph Graf, O=SW TCH, C=CH

rol eCccupant =CN=Fel i x Kugl er, O=SW TCH, C=CH

rol eCccupant =CN=Mar cel Parodi, O=SW TCH, C=CH

rol eCccupant =CN=Mar cel Schnei der, O=SW TCH, C=CH

t el ephoneNunber=+41 1 268 1520

facsi m | eTel ephoneNunber=+41 1 268 1568

mhsORAddr esses=S=post master; O=swi tch; P=switch; A=arcom C=ch;

DN: CN=Secretary, O=SWTCH, C=CH
obj ect O ass=top & organi zati onal Rol e & qui pulbj ect

comonNane=Secretary
r ol eCccupant =CN=Fr anzi ska Renund, O=SW TCH, C=CH
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9.5 Person

DN: CN=Thomas Lenggenhager, O=SW TCH, C=CH

obj ect d ass=top & person & organi zati onal Person & mhsUser &

pi | ot Gbj ect & newPi | ot Per son
commonNane=Thonas Lenggenhager
commonNanme=T. Lenggenhager
sur name=Lenggenhager
descripti on=SW TCHi nfo, Project Leader
| ocal i t yNanme=Zueri ch
| ocal i t yName=Zuri ch
| ocal i tyNane={T. 61} 2\ c8urich
st at eOr Provi nceNane=ZH
st at eOr Provi nceName=Zueri ch
stat eO Provi nceNane=Zuri ch
stat eOr Provi nceNane={T. 61} Z\ c8uri ch
post al Addr ess=SW TCH
Li mmat quai 138
CH 8001 Zurich
post al Code=CH- 8001
street Addr ess=Li mmat quai 138
t el ephoneNunber =+41 1 268 1540
facsi m | eTel ephoneNunber=+41 1 268 1568

May 1994

mhsORAddr esses=S=Il enggenhager; O=swi tch; P=switch; A=arcom C=ch;

user Passwor d=secr et

t ext EncodedORaddr ess={ T. 61} S=l enggenhager; O=swi tch; P=switch; \

A=arcom C=ch;
rf c822mai | box=l enggenhager @wi t ch. ch
secret ar y=CN=Fr anzi ska Renund, O=SW TCH, C=CH
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