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PPP over | SDN

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Poi nt-to-Point Protocol (PPP) [1l] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks.
Thi s docunent describes the use of PPP over Integrated Services
Digital Network (1SDN) switched circuits.

This docunent is the product of the Point-to-Point Protocol Wrking
G oup of the Internet Engineering Task Force (IETF). Conments shoul d
be subnmitted to the ietf-ppp@erit.edu mailing list.

Applicability

This specification is intended for those inplenmentations which desire
to use the PPP encapsul ati on over | SDN point-to-point links. PPPis
not designed for multi-point or nulti-access environnents.

"It is clear that there is never likely to be a single, nonolithic,
worl dwi de ISDN." [3] The goal of this docunent is to describe a few
common i npl enent ati ons, chosen fromthe current w de variety of
alternatives, in an effort to pronote interoperability.
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1. Introduction

PPP was designed as a standard met hod of communi cati ng over point-
to-point links. Initial deploynment has been over short local |ines,
| eased |ines, and plain-ol d-tel ephone-service (POTS) using nodens.
As new packet services and higher speed lines are introduced, PPP is
easily deployed in these environments as well.

This specification is primarily concerned with the use of the PPP
encapsul ati on over ISDN links. Since the | SDN B-channel is by
definition a point-to-point circuit, PPPis well suited to use over
t hese |inks.

The I1SDN Prinmary Rate Interface (PRI) nmay support nany concurrent B-
channel links. The PPP LCP and NCP nechani sns are particularly
useful in this situation in reducing or elimnating hand
configuration, and facilitating ease of comuni cati on between di verse
i npl enent ati ons.

The |1 SDN D-channel can al so be used for sendi ng PPP packets when
suitably framed, but is limted in bandwidth and often restricts
communi cation links to a local switch

The term nol ogy of | SDN can be confusing. Here is a sinple graphica
representation of the points used in subsequent descriptions:

These el enents are frequently conbined into a single device.

2. Physical Layer Requirenents
PPP treats | SDN channels as bit or octet oriented synchronous |inks.
These |inks MJST be full-duplex, but MAY be either dedicated or
circuit-swtched
I nterface Fornat
PPP presents an octet interface to the physical layer. There is

no provision for sub-octets to be supplied or accepted. The octet
streamis applied primarily at the Ror T reference points.
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Transni ssion Rate

PPP does not inpose any restrictions regarding transm ssion rate,
other than that of the particular |ISDN channel interface.

Control Signals

PPP does not require the use of control signals. Wen avail abl e,
usi ng such signals can allow greater functionality and
performance. Inplications are discussed in [2].

Control signals MAY be required by sone of the fram ng techni ques
described, and is outside the scope of this specification.

Encodi ng

The definition of various encodings and scranbling is the
responsibility of the DITE/ DCE equi pnent in use, and is outside the
scope of this specification

Wiile PPP will operate without regard to the underlying
representation of the bit stream |ack of standards for

transm ssion will hinder interoperability as surely as |ack of
data link standards. The D-channel LAPD interface requires NRZ
encoding at the T reference point. Therefore, as a default, it is
reconmended that NRZ be used over the B-channel interface at the T
reference point. This will allow frames to be easily exchanged
between the B and D channel s.

When configuration of the encoding is allowed, NRZI is recomended
as an alternative in order to ensure a nininumones density where
required over the clear B-channel, with caveats regarding FCS [2].

Hi storically, sone inplenentations have used Inverted NRZ (nerely
swi tching the sense of mark and space), in order to ensure a

m ni mum ones density with bit-synchronous HDLC. The use of
Inverted NRZ i s deprecated.

Aut omati c Detection

| mpl enent ati ons which desire to interoperate with nultiple
encodi ngs MAY choose to detect those encodi ngs automatically.
Automati ¢ encodi ng detection is particularly inportant for
Primary Rate Interfaces, to avoid extensive pre-configuration.
Only sinple encodings are currently distingui shed.

The only reliable nmethod of detection available is to switch
nodes between the supported encodi ngs. Transm ssion of the LCP
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3.

Confi gur e- Request SHOULD be tried twice for each node before
switching in rotation. This ensures that sufficient tinme is
avai l able for a response to arrive fromthe peer

Max- Confi gure MJST be set such that the cunul ative attenpts
result in no nore than 59 seconds of tinme before di sconnect.
It is preferable that the usual lint of 30 seconds be
observed.

Pr

or Configuration

By prior configuration, PPP MAY al so be used with other
encodi ngs. Because of difficulty distinguishing them it is
not reconmmended that these encodi ngs be autonatically detected.

Term nal adapters conforming to V.120 [4] can be used as a
sinmple interface to workstations. Asynchronous HDLC fram ng
[2] is accepted at the Rreference point. The term nal adapter
provi des async-sync conversion. Miltiple B-channels can be
used in parallel. Unfortunately, V.120 has a frani ng node of
its own for rate adaptation, which is difficult to distinguish
from Frame Rel ay, and which can confuse in-band frane
detection. V.120 is not interoperable with bit-synchronous
links, since V.120 does not provide octet-stuffing to bit-
stuffing conversion. Therefore, V.120 is deprecated in favor
of nmore nodern standards, such as "PPP in Frane Rel ay".

The "Bandwi dth On Dermand Interoperability G oup" has defined a
proposal called BONDING  Miltiple B-channels can be used in
parallel. BONDI NG has an initialization period of its own,
which mght conflict with the sinple detection technique
descri bed above, and requires extensive individua
configuration in sone current inplenentations when nultiple B-
channel s are involved. It is reconmended that the PPP Multi -
Li nk Procedure be used instead of BONDI NG

Fram ng

For B-channels, in the absence of prior configuration, the

i npl ementati on MUST first use bit-synchronous HDLC [ 2], as opposed to
other framngs, for initial link establishnent. This assunes that
circuit-switched communi cations are generally [host | router] to
[host | router].

By prior configuration, octet-synchronous HDLC [2] is recomrended
where the network term nation equipment interfaces directly to the T
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ref erence point, and octet boundaries are available at the tinme of
fram ng. Such equipnent is likely to be highly integrated, and the
elimnation of bit-synchronous hardware can reduce the part count,
resulting in lower cost interfaces and sinpler configuration

Cct et - synchronous HDLC MUST be used with NRZ bit encoding.

For D-channels, by default no data service is expected. By prior
configuration, "PPP in X 25" or "PPP in Frane Relay" fram ng MAY be
used.

Despite the fact that HDLC, LAPB, LAPD, and LAPF are nominally

di stingui shable, nultiple nmethods of fram ng SHOULD NOT be used
concurrently on the sane | SDN channel. There is no requirenent that
PPP recogni ze alternative fram ng techni ques, or switch between
fram ng techni ques w thout specific configuration

4. Qut-of-Band signaling

Experi ence has shown that the LLC Information Element is not reliably
transmitted end to end. The depl oynent of conpatible switches is too
limted, and the subscription policies of the providers are too

di verse. Therefore, transm ssion of the LLCIE SHOULD NOT be relied
upon for fram ng or encodi ng determ nation

No LLC-I E val ues which pertain to PPP have been assigned. Any other
val ues which are received are not valid for PPP Iinks, and can be
i gnored for PPP service.

As an alternative adninistrative neasure, nultiple directory nunbers
can point to the sane physical access facility, by binding particular
services to each directory nunmber. The called party identifier has
proven to be reliably provided by the local swtch

When a called party identifier is used, or when a future LLC-IE val ue
is assigned to PPP and the PPP value is received, if the LCP has not
had the adninistrative Open event, the call MJST be rejected.

Recei vers MJUST NOT accept an incoming call, only to close the circuit
or ignore packets fromthe circuit.
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5. Configuration Details
The LCP recomended sync configuration options apply to I SDN |i nks.
The standard LCP sync configuration defaults apply to I SDN |inks.

The typical network feeding the link is likely to have a MRU of

ei ther 1500, or 2048 or greater. To avoid fragnentation, the
Maxi mum Transm ssion-Unit (MrU) at the network | ayer SHOULD NOT
exceed 1500, unless a peer MRU of 2048 or greater is specifically
negot i at ed.

I nstead of a constant value for the Restart tinmer, the exponentia
backof f nethod is recommended. The Restart Ti ner SHOULD be 250
mlliseconds for the initial value, and 3 seconds for the fina
val ue.

I mpl enent ations that include persistent dialing features, such as
"demand dialing" or "redialing", SHOULD use nmechanisns to limt their
persi stence. Exanples of such nechani sns include exponenti al

backoff, and di scardi ng packet queues after failure to conplete |ink
establishment. |In sonme inplenmentations, discarding the transmt
gqueue can tenporarily renmove the stimulus to retry the connection

Security Considerations

Security issues are not discussed in this nmeno.
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