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Status of this Meno

This meno provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst ract

This docunent is a report on an Internet architecture workshop,
initiated by the AB and held at USC Informati on Sciences Institute
on February 8-10, 1994. This workshop generally focused on security
issues in the Internet architecture.

Thi s docunent shoul d be regarded as a set of working notes containing
i deas about security that were devel oped by Internet experts in a
broad spectrum of areas, including routing, nobility, realtime
service, and provider requirenents, as well as security. It contains
sonme significant diversity of opinions on some inportant issues.

This meno is offered as one input in the process of devel opi ng viable
security nechani sns and procedures for the Internet.

Braden, Cark, Crocker & Huitenm [ Page 1]



RFC 1636 | AB Wor kshop Report June 1994

Tabl e of Contents

1. INTRODUCTI ON . .ot e e e e e e e s 2
2. OVERVI EW . . 4
2.1 Strategic and Political Issues ......... .. ... ... .. .. ..... 4
2.2 SecUrity ISSUBS . ... i e 4
2.3 DNS Nanes for Certificates ........ ... . . . .. 7
3. FIREVMALL ARCHI TECTURE . .. .. . e e e e e e e 9
3.1 Introduction ...... .. ... 9
3.2 Application-Layer Firewalls ...... ... .. ... .. ... .. . .. ..... 11
3.3 IP-Layer Firewalls .. ... . . . . 12
4. SECURE QOS FORWARDI NG . . . ottt e e 21
4.1 The Requirenent for Setup .......... ... . ... 21
4.2 Securing the Setup ProCcess. .......... ... 22
4.3 Validating an LLID ....... .. 24
4.4 Dynamics of Setup ...... .. 28
4.5 Receiver-lnitiated Setup ....... .. .. . . i 30
4.6 Oher | SSUBS ...t 30
5. AN AUTHENTI CATI ON SERVI CE . . ... e 35
5.1 Nanmes and Credentials .......... ... i 36
5.2 ldentity-Based Authorization ......... ... ... ... ... ....... 37
5.3 Choosing Credentials ........ ... i, 38
6. OTHER | SSUES . .. ... e 39
6.1 Privacy and Authentication of Miulticast Goups ........... 39
6.2 Secure Plug-and-Play a Must ............ ... .. 0. 41
6.3 A Short-Term Confidentiality Mechanism................... 42
7. CONCLUSI ONS . .o e e e 44
7.1 Suggested Short-Term Actions ........... ... ..., 44
7.2 Suggested Medium Term ACtions ....... ... ..., 46
7.3 Suggested Long-Term ACtiONS ......... ... 46
APPENDI X A -- Workshop Organization ............ ... ... ... 48
Security Considerati ONS ... ... 52
Aut hor s’ Addr 8SSEeS . . . i 52

1. 1 NTRODUCTI ON

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the |Internet
architecture. This long-term planning function of the IABis

conpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Group (IESG and area
di rectorates.

An | AB-initiated workshop on the role of security in the Internet

Architecture was held on February 8-10, 1994 at the Information
Sciences Institute of the University of Southern California, in
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Marina del Rey, California. This RFC reports the results of the
wor kshop.

In addition to the | AB nenbers, attendees at this neeting included
the 1ESG Area Directors for the relevant areas (Internet, Transport,
Security, and IPng) and a group of 15 other experts in the foll ow ng
areas: |Png, routing, nobility, realtinme service, and security (see
Appendix for a list of attendees). The IAB explicitly tried to

bal ance the nunber of attendees from each area of expertise.
Logistics limted the attendance to about 30, which unfortunately
meant that many highly qualified experts were omtted fromthe
invitation list.

In summary, the objectives of this workshop were (1) to explore the

i nterconnecti ons between security and the rest of the Internet
architecture, and (2) to devel op recommendati ons for the Internet
community on future directions with respect to security. These

obj ectives arose froma conviction in the | AB that the two nost

i mportant problemareas for the Internet architecture are scaling and
security. \While the scaling problens have led to a flood of
activities on IPng, there has been less effort devoted to security.

Al t hough sone cane to the workshop eager to discuss short-term
security issues in the Internet, the workshop program was designed to
focus nore on long-termissues and broad principles. Thus, the
neeting began with the follow ng ground rule: valid topics of

di scussi on should involve both security and at |east one fromthe
list: (a) routing (unicast and nulticast), (b) mobility, and (c)
realtime service. As a basis for initial discussion, the invitees
met via email to generate a set of scenarios (see Appendi x)
satisfying this ground rule.

The 30 attendees were divided into three "breakout" groups, with each
group including experts in all the areas. The neeting was then
structured as plenary neetings alternating with parallel breakout
group sessions (see the agenda in Appendix). On the third day, the
groups produced text summarizing the results of their discussions.
This neno is conposed of that text, somewhat rearranged and edited
into a single docunent.

The neeting process determ ned the character of this docunment. It
shoul d be regarded as a set of working notes produced by nostly-
aut ononous groups, containing sone diversity of opinions as well as

duplication of ideas. It is not the output of the "security
communi ty", but instead represents ideas about security devel oped by
a broad spectrum of Internet experts. It is offered as a step in a

process of devel opi ng viable security mechani sns and procedures for
the Internet.
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2. OVERVI EW
2.1 Strategic and Political |ssues

Despite the workshop enphasis on architectural issues, there was
consi derabl e di scussion of the real-politik of security.

For a nunber of years, the |ETF, with | AB backi ng, has worked on
devel opi ng PEM whi ch provides email security with a great deal of
functionality. A question was repeatedly raised at the workshop
why has user acceptance of PEM been sl ow? A nunber of answers to
this question were suggest ed.

(a) High-quality inplenentations have been slow in com ng

(b) The use of a patented technol ogy, the RSA algorithm violates
soci al conventions of the Internet.

(c) Export restrictions danpen vendor enthusiasm

(d) PEM currently depends upon a certificate hierarchy for its
nanes, and certificates forma new and conpl ex nane space
There is no organi zational infrastructure in place for creat-
i ng and managi ng thi s nane space.

(e) There is no directory infrastructure available for |ooking up
certificates.

The decision to use X. 500 has been a conplete failure, due to
the sl ow depl oynent of X. 500 in the Internet. Because of UDP
packet size restrictions, it is not currently feasible to
store certificates in the DNS, even if the DNS were expanded
to hold records for individual enmail users.

It seenms probable that nore than one, and possibly all, of these
reasons are at work to di scourage PEM adopti on

The bal eful conment about eating: "Everything | enjoy is either
imoral, illegal, or fattening" seens to apply to the cryptography
technology that is required for Internet security.

2.2 Security |ssues

Al nost everyone agrees that the Internet needs nore and better
security. However, that nay nmean different things to different
people. Four top-level requirenments for Internet security were
identified: end-to-end security, end-system security, secure QCS,
and secure network infrastructure.
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End-to- End Security

One requirenment is to support confidentiality, authentication
and integrity for end-to-end communi cati ons. These security
services are best provided on an end-to-end basis, in order
to mninze the nunber of network conponents that users nust
trust. Here the "end" nmay be the end systemitself, or a
proxy (e.g., a firewall) acting on behalf of an end system

For point-to-point applications, the workshop felt that

exi sting security techniques are well suited to support
confidentiality, authentication and integrity services
efficiently. These existing techniques include symetric
encryption applied on an end-to-end basis, message di gest
functions, and key nanagenment algorithms. Current work in
these areas in the | ETF include the PEM and Common

Aut henti cati on Technol ogi es wor ki ng groups.

The group favored a strategic direction for coping with
export restrictions: separate authentication from privacy
(i.e., confidentiality). This will allowwork to proceed on
aut hentication for the Internet, despite governnent
restrictions on export of privacy technology. Conversely, it
will allow easy depl oynent of privacy w thout authentication
where this is appropriate.

The wor kshop explored the inplications of nmulticasting for
end-to-end security. Some of the unicast security techniques
can be applied directly to nulticast applications, while
others nmust be nodified. Section 6.2 contains the results of
t hese di scussions; in summary, the concl usions were:

a) Exi sting technol ogy is adequate to support
confidentiality, authentication, and integrity at the
I evel of an entire multicast group. Supporting
aut hentication and integrity at the level of an
i ndi vidual nulticast source is performance-linited and
will require technol ogy advances.

b) End-to-end controls should be based on end system or
user identifiers, not low level identifiers or |ocator
information. This requirenment should spawn engi neering
wor k whi ch consists of applying known key distribution
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and cryptographi ¢ techni ques.
End- System Security

Every host has its own security defenses, but the strength of
t hese defenses depends upon the care that is taken in

adm ni stering them Careful host security adm nistration
nmeans plugging security holes in the kernel and applications
as well as enforcing discipline on users to set good (hard to
crack) passwords.

Good security administration is |abor-intensive, and
therefore organi zations often find it difficult to maintain
the security of a large nunmber of internal nachines. To
protect their machi nes from outside subversion, organizations
often erect an outer security wall or "perineter". Machines
inside the perineter conmunicate with the rest of the
Internet only through a snmall set of carefully nanaged

machi nes called "firewalls". Firewalls nay operate at the
application layer, in which case they are application rel ays,
or at the IP layer, in which case they are firewall routers.

The wor kshop spent considerable tinme on the architecture of
firewall routers. The results are contained in Section 3.

Secure QOS

The Internet is being extended to provide quality-of-service
capabilities; this is the topic called "realtine service" in
the workshop. These extensions raise a new set of security
i ssues for the architecture, to assure that users are not
allowed to attach to resources they are not authorized to
use, both to prevent theft of resources and to prevent deni al
of service due to unauthorized traffic. The resources to be
protected include Iink shares, service classes or queues,

mul ticast trees, and so on. These resources are used as
virtual channels within the network, where each virtua
channel is intended to be used by a particular subset or
"class" of packets.

Secure QCS, i.e., protection against inproper virtual channe
usage, is a formof access control nmechanism |In general it
will be based on sone form of state establishnent (setup)
that defines authorized "classes". This setup nmay be done
vi a managenment configuration (typically in advance and for
aggregates of users), or it may be done dynamically via
control information in packets or special nmessages (typically
at the tine of use by the source or receiver(s) of the
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flow data). In addition to state establishnent, sone form of
aut hentication will be needed to assure that successive
packets belong to the established class. The general case to
be solved is the nulticast group, since in general the
mul ti cast problemincludes the two-party case as a subset.
The wor kshop devel oped an approach to the secure QOS problem
whi ch appears in Section 4 bel ow.

D. Secure Network Infrastructure

Net wor k operati on depends upon the managenent and contro
protocols used to configure and operate the network
infrastructure, including routers and DNS servers. An attack
on the network infrastructure nay cause deni al - of -service
fromthe user viewpoint, but fromthe network operators

vi ewpoi nt, security fromattack requires authentication and
integrity for network control and managenent nessages

Securing the routing protocols seens to be a straightforward
engi neering task. The workshop concl uded the follow ng.

a) Al'l routing information exchanges shoul d be
aut henti cat ed between nei ghboring routers.

b) The sources of all route information should be
aut henti cat ed.

c) Al t hough authenticating the authority of an injector of
route information is feasible, authentication of
operations on that routing information (e.g.
aggregation) requires further consideration.

Securing router managenent protocols (e.g., SNWP, Tel net,
TFTP) is urgent, because of the currently active threats.
Fortunately, the design task should be a straightforward
application of existing authentication nechani sns.

Securing DNS is an inportant issue, but it did not receive
nmuch attention at the workshop.

2.3 DNS Nanes for Certificates

As noted in Section 2.1, work on PEM has assuned the use of X 509
di stingui shed nanmes as the basis for issuing certificates, with
public-key encryption. The npbst controversial discussion at the
wor kshop concerned the possibility of using DNS (i.e., domain)
nanes instead of X 509 distinguished names as (at |east) an
interimbasis for Internet security.
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The argunent in favor of DNS nanes is that they are sinple and

wel|l understood in the Internet world. It is easy for a conputer
operating in the Internet to be identified this way, and users who
receive email on such machi nes already have DNS mail box nanmes. In

contrast, introducing X 509 distinguished names for security will
add a new | ayer of nanes. Mdst inportantly, there is an existing
adm ni strative nodel for assigning DNS nanmes. There is no

admini strative infrastructure for assigning X 509 distinguished
nanes, and generating them may be too conplex for early
acceptance. The advocates of DNS nanmes for certificates hope that
usi ng DNS nanes woul d encourage the w despread use of security in
the Internet. It is expected that DNS nanes can be replaced | ater
by a nore capabl e nam ng nechani sm such as X 509- based
certificates.

The basi c argunent agai nst DNS names as a basis for security is
that they are too "weak"”. Their use may lead to confusion in many
i nstances, and this confusion can only grow as nore organi zati ons
and individuals attach to the Internet. Some comercial enuil
systens enpl oy nuneric mail box nanes, and in many organi zations
there are uncertainties such as whet her "bunber @ oo. edu” bel ongs
to Bill Unber or Tom Bunber. Wiile it is feasible to make DNS
nanes nore descriptive, there is a concern that the existing
infrastructure, with mllions of short, non-descriptive nanes,

will be an inpediment to adoption of nore descriptive nanes.

It was noted that the question of what nane space to use for
certificates is independent of the problem of building an
infrastructure for retrieving those nanes. Because of UDP packet
size restrictions, it would not be feasible to store certificates
in the DNS wi thout significant changes, even if the DNS were
expanded to hold records for individual enail users

The group was unable to reach a consensus on the issue of using

DNS names for security; further discussion in the Internet
conmunity is needed.
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3. FI REWALL ARCHI TECTURE
3.1 Introduction

A firewall may be used to isolate a specific connected segnent of
I nternet topology. Wien such a segnment has nmultiple links to the
rest of the Internet, coordinated firewall machines are required

on all the links.

Firewalls may be inplenmented at different layers in the protoco
stack. They are nost comonly inplemented at the application

| ayer by forwardi ng (application) gateways, or at the IP
(Internet) layer by filtering routers. Section 3.2 discusses
application gateways. Section 3.3 concerns |nternet-|ayer
firewalls, which filter IP datagranms entering or |leaving a
security perinmeter.

The general architectural nodel for a firewall should separate

policy, i.e., deternmining whether or not the requester of a
service should be granted access to that service, fromcontrol
i.e., linmMting access to resources to those who have been granted
access.

3.1.1 The Use for Firewalls

Firewalls are a very enotional topic in the Internet community.
Sone conmunity nmenbers feel the firewall concept is very

power ful because firewalls aggregate security functions in a
singl e place, sinplifying managenent, installation and
configuration. Qhers feel that firewalls are damaging for the
sanme reason: they provide "a hard, crunchy outside with a soft
chewy center", i.e., firewalls foster a fal se sense of
security, leading to lax security within the firewal

perinmeter. They observe that nmuch of the "conputer crime" in
corporate environnents is perpetrated by insiders, inmmune to
the perineter defense strategy. Firewall advocates counter
that firewalls are inportant as an additional safeguard; they
shoul d not be regarded as a substitute for careful security
managenment within the perimeter. Firewall detractors are al so
concerned about the difficulty of using firewalls, requiring
mul tiple | ogins and ot her out-of-band nmechani sns, and their
interference with the usability and vitality of the Internet.

However, firewalls are a fact of life in the Internet today.
They have been constructed for pragmatic reasons by

organi zations interested in a higher level of security than may
be possible without them This section will try to outline
sonme of the advantages and di sadvantages of firewalls, and sone
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i nstances where they are useful

Consi der a |l arge organi zation of thousands of hosts. |If every
host is allowed to communicate directly with the outside world,
attackers will attenpt to penetrate the organi zation by finding
t he weakest host in the organization, breaching its defenses,
and then using the resources of that host to extend the
penetration further within the organization. |In sone sense,
firewalls are not so nuch a solution to a security problem as
they are a reaction to a nore basic software

engi neering/ adm ni stration problem configuring a |arge nunber
of host systens for good security. |If this nore basic problem
could be solved, firewalls would generally be unnecessary.

It is interesting to consider the effect that inplenmenting a
firewal | has upon various individuals in the organization
Consider first the effect upon an organi zation’s npbst secure
host. This host basically receives little or no extra
protection, because its own perineter defenses are as strong or
stronger than the firewall. |In addition, the firewall will
probably reduce the connectivity available to this host, as
well as the reliability of the comunications path to the
outside world, resulting in inconvenience to the user(s) of
this host. Fromthis (nost secure) user’s point of view, the
firewall is a |oss.

On the other hand, a host with poor security can "hide" behind
the firewall. |In exchange for a nore limted ability to
communi cate with the outside world, this host can benefit from
the higher |evel of security provided by the firewall, which is
assuned to be based upon the best security available in the
entire organization. |If this host only wants to conmmuni cate
with other hosts inside the organization, the outside

comruni cations linmtations inposed by the firewall nmay not even
be noticed. Fromthis host’s viewpoint, better security has
been gained at little or no cost.

Finally, consider the point of view of the organization as a
whole. A firewall allows the extension of the best security in
t he organi zati on across the whole organization. This is a
benefit (except in the case where all host perineter defenses
in the organization are equal). Centralized access contro

al so becones possible, which may be either a benefit or a cost,
dependi ng upon the organi zation. The "secure" hosts within the
organi zation may perceive a |loss, while the "unsecure" hosts
receive a benefit. The cost/benefit ratio to the organi zation
as a whol e thus depends upon the rel ative nunbers of "secure”
and "unsecure" hosts in the organization
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Consi der sone cases where firewalls do not nake sense. An

i ndi vi dual can be thought of as an organi zati on of one host.
The security of all the host(s) is thus (trivially) identical
and by definition the best available to the organization. 1In
this case the choice of firewall is sinple. Does this

i ndi vidual wish to conmunicate with the outside or not? |If
not, then the "perfect" firewall is inplenented (by conplete
di sconnection). If yes, then the host perineter will be the
sanme as the firewall perineter, so a firewall becones
unnecessary.

Anot her interesting case is an organi zation that consists of
individuals with few shared interests. This nmight be the case
of a service provider that sells public access to the network.
An unrel ated community of subscribers should probably be

consi dered as individuals, rather than an organization
Firewal | s for the whol e organization may make little sense in
t hi s case.

To sunmarize, the benefit of a firewall depends upon the nature
of the organization it protects. A firewall can be used to
extend the best available protection within the organization
across the entire organi zation, and thus be of benefit to |arge
organi zations with | arge nunbers of poorly adm nistered hosts.
A firewall nmay produce little or no perceived benefit, however,
to the individuals within an organi zati on who have strong host
perinmeters al ready.

3.2 Application-Layer Firewalls

An application-layer firewall can be represented by the foll ow ng
di agram

C<--->F <--->8

Here the requesting client C opens its transport connection to the
firewall F rather than directly to the desired server S. One
mechani smfor redirecting Cs request to F's | P address rather
than S's could be based on the DNS. Wien C attenpts to resol ve
S's nane, its DNS | ookup would return a "service redirection”
record (anal ogous to an MX record) for S. The service redirection
record would return the I P address of F.

C enters sonme authentication conversation to identify itself to F,
and specifies its intention to request a specific service fromsS
F then decides if Cis authorized to invoke this service. If Cis
aut horized, F initiates a transport |layer connection to S and
begi ns the operation, passing requests and responses between C and
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S.

A maj or advantage of this scenario over an IP-layer firewall is
that raw | P datagrans are never passed through the firewall
Because the firewall operates at the application layer, it has the
opportunity to handle and verify all data passing through it, and
it may be nore secure against illicit rendezvous attacks (see

bel ow) .

Application layer firewalls al so have inportant di sadvantages.
For full benefit, an application level firewall mnust be coded
specifically for each application. This severely linmts the
depl oynent of new applications. The firewall also represents a
new point of failure; if it ceases to be reachable, the
application fails. Application layer firewalls also may affect
performance nore than | P-layer firewalls, depending on specific
mechani sns i n use

3.3 | P-Layer Firewalls

Qur nodel of an IP-layer firewall is a nulti-ported IP router that
applies a set of rules to each incoming | P datagram to decide
whether it will be forwarded. It is said to "filter" IP

dat agrans, based on infornmation available in the packet headers.

A firewall router generally has a set of filtering rules, each of
whi ch specifies a "packet profile" and an "action". The packet
profile specifies values for particular header fields, e.g.

source and destination |IP address, protocol nunber, and other

sui tabl e source and destination identifying information (for

i nstance, port nunbers). The set of possible information that may
be used to match packets is called an "association". The exact
nature of an association is an open issue.

The hi gh-speed datagram forwarding path in the firewall processes
every arriving packet against all the packet profiles of all
active rules, and when a profile matches, it applies the
correspondi ng action. Typical actions nmay include forwarding,
droppi ng, sending a failure response, or |ogging for exception
tracking. There may be a default rule for use when no other rule
mat ches, whi ch woul d probably specify a drop action

In addition to the packet profile, sone firewalls nmay al so use

some cryptographic information to authenticate the packet, as
descri bed below in section 3.3.2.
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3.3.1 Policy Control Leve

This section presents a nodel for the control of a firewal
router, with sone exanples of specific nmechanisns that mnight be
used.

1. Aclient C attenpts to access a service S. (dient here
can nean either a person or a process - that also is an
i ssue to be resolved.)

2. The initiation of access to that service may result in an
attenpt to cross one or nore boundaries of protection via
firewall router(s).

3. The policy control level sets filters in the firewal
router(s), to permt or deny that attenpt.

The policy control |evel consists of two distinct functions,
aut hentication and authorization. Authentication is the
function of verifying the claimed identity of a user. The

aut henti cation function should be distributed across the
Internet, so that a user in one organization can be

aut henticated to anot her organization. Once a user is
authenticated, it is then the job of the authorization service
Il ocal to the resource being requested to determine if that user
is authorized to access that resource. |f authorization is
granted, the filter in the firewall can be updated to pernit
that access.

As an aid to understanding the issues, we introduce a
particul ar detail ed nechanism W enphasize that this

nmechanismis intended only as an illustrative exanple; actua
engi neering of the mechanismw |l no doubt |ead to many
changes. Qur nechanismis illustrated by the foll owi ng sketch

Here a user wi shes to connect froma conputer C behind firewal
F1, to a server S behind firewall F2. Al is a particular

aut hentication server and Z1 is a particular authorization
server.

C attenpts to initiate its conversation by sending an initia
packet to S. C uses a normal DNS | ookup to resolve S s nane,
and uses nornal | P routing nechanisns. C's packet reaches
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firewall router F1, which rejects the packet because it does
not match any acceptabl e packet profile. F1 returns an

"Aut hentication Required" error indication to C including a
list of authentication/authorization servers that F1 trusts.
This indication mght be a new type of | CMP Destination

Unr eachabl e packet, or sone ot her nechani smfor conmunicating
with C

Wien C receives the error indication, authenticates itself with
Al, one of the authentication servers listed in the error
indication, after validating Al’s identity. C then requests
aut hori zation fromserver Z1 (using a ticket provided by Al),
inforns Z1 of the application it wi shes to perform and
provides a profile for the packets it wi shes to pass through
F1. Z1 then performs an authorization function to decide
whether to allow Cto penetrate F1. If Cis to be allowed, Z1
then infornms the firewall F1 to all ow packets matching the
packet profile to pass through the firewall F1

After C s packets penetrate F1, they nmay again be rejected by a
second firewall F2. C could performthe sane procedures with
aut henti cation server A2 and authorization server Z2, which F2
trusts. This is illustrated by the follow ng schematic di agram
of the sequence of events.

Braden, C ark, Crocker & Huitema [ Page 14]



RFC 1636

Br aden,

| AB Wor kshop Report June 1994
---------- e e e e oo
| C | Al | Z1 | F1 | F2 | S
---------- e e
| Sends pkt| | | |
| t0S ------mee - >| ntercept; | |
| | | | requires | |
| | | | aut henticat’'n |
| S | |
| Aut h’ cate | | | | |
| Cto AL ----> | | | |
| | Provide | | | |
| <------- ticket] | |
| Request | | | | |
| aut hori z’ n| | | |
| > 1s g | |
| | | al | owed?| | |
| | | oK > | |
| Resend | | | Set filter | |
| first pkt] | | | |
| tO S ---cmmemm e >(OK)------ >| nt ercept;
| | | | | requires
| | | | | aut henticat’ n
| S |
| (Repeat | | | | |
| procedure | | | | |
IS N R R R
| Resend | | | |
| first pkt]| | | | |
| >(OK)-------- (OK)------ >
| | | | | |
----------- e

Agai n, we enphasize that this is only intended as a partia

sketch of one possible nmechani sm

It omits sonme significant

i ssues, including the possibility of asymmetric routes (see
3.3.3 below), and the possibility that the profiles may be
different in the two directions between C and S.

We coul d i magi ne generalizing this to an arbitrary sequence of
firewalls. However, security requires that each of the
firewalls be able to verify that data packets actually cone
fromC  This packet authentication problem which is discussed
in the next section, could be extrenely difficult
must traverse nore than one or possibly two firewalls in

sequence.
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A firewall router may require re-authentication because:

* it has been added to the path by a routing change, or
* it has timed out the profile entry, or
* it has been newy re-activated, perhaps after a crash that

lost its list of acceptable profiles.

If C contacts authentication and authorization servers that S
trusts, Crmay utilize tickets given it by these servers when
initiating its use of S, and avoid re-authenticating itself to
S.

Al t hough the authentication server Al and the authorization
server Z1 are conceptually separate, they may run on the sane
computer or router or even be separate aspects of a single
program The protocol that C speaks to an An, the protocol

that C speaks to a Zn, and the protocol that Zn speaks to Fn
are not specified in these notes. The authentication nmechani sm
used with An and the packet profile required by a firewall Fn
are considered matters of policy.

3.3.2 Source Authentication

We next consider how to protect against spoofing the I P source
address, i.e., injecting packets that are all eged from cone
fromC but do not. There are three classes of nechanisnms to
prevent such spoofing of IP-level firewalls. The mechani sns
outlined here are also discussed in Section 4.3 bel ow.

o] Packet Profile Only

The | owest |evel of security consists of allowing the |IP-
layer firewall to filter packets purely on the basis of
the packet profile. This is essentially the approach used
by filtering routers today, with the addition of (1)

aut henti cation and authorization servers to control the
filtering profiles, and (2) the automatic "Authentication
Requi red" notification nechanism This approach provides
al rost no security; it does not prevent other conputers
from spoofing packets that appear to be transnitted by C
or fromtaking over Cs transport |level connection to S

0] Seal ed Packets

In the second | evel of security, each packet is "seal ed”
with a secure hash algorithm An authentication server A
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chooses a secret and shares it with the source host S and
al so with the authorization server Zi, which shares the
secret with the firewall Fi. Every packet that C
transmits contains a hash val ue that depends upon both the
contents of the packet and the secret value. The firewal
Fi can conpute the sane hash function and verify that the
packet was originated by a conputer that knew the shared
secret.

Thi s approach does raise issues of how nmuch C trusts Z
and Fi. Since they know Cs secret, Zi or Fi could spoof
C. If Cdoes not trust all Zs and F's inits path, a
stronger nechani sm (see bel ow) is needed.

A nore difficult problemarises in authenticating C s
packets when nore than one firewall lies in the path.
Carrying a separate seal for each firewall that is
penetrated would be costly in terns of packet size. On
the other hand, in order to use a single seal, all the
firewalls woul d have to cooperate, and this mght require
a much nore conpl ex nmechani smthan the one sketched in the
previ ous section. Morever, it may require nmutual trust
anong all of the authentication servers A and

aut hori zation servers Zi; any of these servers could
undernine all the others. Another possibility to be
investigated is to use hop-by-hop rather than end-to-end
aut hentication of Cs packets. That is, each firewal
woul d substitute into the packet the hash needed by the
next firewall.

Multi-firewall source authentication is a difficult
probl emthat needs nore investigation

Packet Signatures

In the third | evel of security, each packet is "signed"
using a public/private key algorithm C shares its public
key with Zn, which shares it with Fn. In this scenario, C
can safely use one pair of keys for all authorization
servers and firewalls. No authorization server or

firewal | can spoof C because they cannot sign packets
correctly.

Al t hough packet signing gives a nuch higher |evel of
security, it requires public key algorithnms that are
patented and currently very expensive to conpute; their
time nmust be added to that for the hash algorithm Al so,
signing the hash generally makes it |arger
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3.3.3 OGher Firewall |ssues

Br aden,

(o]

Per f or mance

An Internet-layer firewall has the advantage of generality
and flexibility. However, filtering introduces a
potential performance problem Perfornmance nay depend
upon t he nunber and position of the packet fields used for
filtering, and upon the nunber of rules against which a
packet has to be matched.

Deni al of service attacks require that the per-packet rule
mat ching and the drop path be able to keep up with the
i nterface speed.

Mul ticasting

To allow nulticast traffic to penetrate a firewall, the
rule that is needed should be supplied by the receiver
rather than the sender. However, this will not work with
t he chal |l enge nechani smoutlined in Section 3.3.1, since
"Aut hentication Required" notifications would be sent to
the sender, not to the receiver(s).

Mul ti cast conversations nmay use any of the three |evels of
security described in the previous section, but al
firewalls will have to share the sane secret with the
originator of the data stream That secret would have to
be provided to the receivers through other channels and
then passed to the firewalls at the receivers’ initiative
(in nuch the sane way that resources are reserved at
receiver’s initiative in RSVP)

Asynmmretri ¢ Routing

Gven a client conputer C utilizing a service from anot her
conmputer C through a firewall F: if the packets returning
fromSto Ctake a different route than packets fromC to
S, they may encounter another firewall F which has not
been authorized to pass packets fromS to C (unlike F,

whi ch has been). F wll challenge S rather than C, but S
may not have credentials to authenticate itself with a
server trusted by F .

Fortunately, this asymetric routing situation is not a
problem for the conmon case of single homed admi nistrative
domai ns, where any asynmetric routes converge at the
firewall.
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Illicit Rendezvous

None of these mechani snms prevent two users on opposite
sides of a firewall fromrendezvousing with a custom
application witten over a protocol that may have been
aut horized to run through a firewall.

For exanple, if an organization has a policy that certain
information is sensitive and nust not be allowed outside
its premses, a firewall will not be enough to enforce
this policy if users are able to attach sensitive
information to nail and send it outside to arbitrary
parties. Simlarly, a firewall will not prevent all
problens with inconing data. |f users inport prograns and
execute them the programs may have Trojan horses which
di scl ose sensitive information or nodify or delete

i nportant data. Executable code cones in many, nmany
fornms, including PostScript files, scripts for various
interpreters, and even return addresses for sendnail. A
firewall can detect sone of these and scan for sone forns
of potentially hazardous code, but it cannot stop users
fromtransform ng things that | ook Iike "data" into

pr ogr ans.

We consider these problens to be sonewhat outside the
scope of the firewall router nmechanism It is a matter of
the policies inplenmented by the organi zati on owning the
firewalls to address these issues.

Transparency for Security Packets

For the nechani sns descri bed above to operate, the

"Aut henticati on Required" notification and the

aut henti cati on/aut horization protocol that is used between
the client conmputer and the authentication and

aut hori zation servers trusted by a firewall, nust be
passed by all firewalls automatically. This nmight be on
the basis of the packet profiles involved in security.
Alternatively, firewall routers might serve as
application-layer firewalls for these types of

communi cations. They could then validate the data they
pass to avoid spoofing or illicit rendezvous.

3.3.4 Firewal | -Friendly Applications

Br aden,

Firewal | routers have problenms with certain comunication
patterns where requests are initiated by the server, including
cal | backs and nultiple connections (e.g., FTP). It was
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suggested that it would be useful to have guidelines to
application designers to help themto build "firewall-friendly
applications’. The follow ng guidelines were suggest ed:

1) no i nbound calls (the xterm problen,

2) fixed port nunmbers (no portnapper or tcpnux),

3) integral redirection is good (application gateways),

4) no redirection in the protocol

5) 32 bit sequence nunbers that are crypto-strong random #' s,
and

6) fixed I ength and nunber of header fields.

Type fields are good, but they may not be needed if there are
fixed port nunbers.

3.3.5 Concl usi ons

Br aden,

Conmpared to an application-layer firewall, an IP-layer firewal
schene coul d provide a nunber of benefits:

- No extra authentication is required for end hosts.

- A single authentication protocol can be used for al
i nt ended applications.

- An | P-layer firewall causes |ess performance degradation

- An | P-layer firewall nmay be able to crash and recover
state wi thout disturbing open TCP connecti ons.

- Rout es can shift w thout disturbing open TCP connecti ons.
- There is no single point of failure.

- It is independent of application

However, there are substantial difficult design issues to be

solved, particularly in the areas of multiple firewalls,
assynmetric routes, nulticasting, and performance.
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4. SECURE QOS FORWARDI NG

When the Internet supports special qualities-of-service (Q0S) for
particul ar packet flows, there will be a new set of security
problens. There will be a need to authenticate and authorize users
asking for those QOS values that are expensive in network resources
and it will be necessary to prevent theft of these resources and

deni al -of -service attacks by others. This section contains a
conceptual nodel for these problens, which we may call secure QOS
forwarding. The issues here differ fromend-to-end security and
firewalls, because QOS forwarding security may need to be enforced at
every router along a path.

It was noted that this is not a new problen it was stated and sol ved
in a theoretical way in a thesis by Radia Perl man

4.1 The Requirenent for Setup

Setup is an essential part of any QOS nechanism However, it nay
be argued that there are al so good engi neering reasons for setup
in any Internet-layer security nechanism even w thout QOS
support. In the abstract, one could inagine a pure datagram node
in which each | P packet separately carried the necessary

aut horizations for all the stages in the forwarding path.
Realistically, this is not practical, since the security

i nformati on may be both unacceptably |arge and conputationally
demanding for inclusion in every packet. This seens to inply the
need for sonme formof state setup for security.

Thus, we presune a two stage process that noves sonewhat away from
the pure datagramnodel. |In the first stage, the setup stage,
sone state is established in the routers (and ot her network

el ements) that describes how a subsequent stream of packets is to
be treated. 1In the second stage, the classification stage, the
arriving packets are matched with the correct state information
and processed. The term nology in use today calls these different
state descriptions "classes", and the process of sorting
"classification".

Setup can take many forms. It could be dynam c, invoked across
the network by an application as described above. The setup
process could also be the manual configuration of a router by
means of a protocol such as SNVWP or renote login. For exanple, a
network |ink, such as a link across the Atlantic, mght be shared
by a nunber of users who purchase it jointly. They night

i npl enment this sharing by configuring a router with
specifications, or filters, which describe the sorts of packets
that are permtted to use each share. Wiether the setup is
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dynanmi ¢ or manual, short-lived or sem -permanent, it has the sane
effect: it creates packet classes in the router and defines how
packets are to be classified as they arrive.

Much of the current research on extensions to IP for QOS, such as
realtine service, has assuned an explicit setup phase and a
classification stage. The setup stage is acconplished using

protocol s such as RSVP or ST-11, which also specify how the
subsequent classification is to be done. Security at the setup
stage would thus sinply be an extension to such a protocol. It

shoul d be noted that there are alternative proposals for realtine
QCs, based on an inplicit setup process.

4.2 Securing the Setup Process.

To secure the setup process, we require that a setup request be
acconpani ed by user credentials that provide a trustworthy
assurance that the requester is known and is authorized to nake
the request in question. W refer to the credentials used in the
setup phase as the high-level identification (HLID).

A sinmple version of this authorization would be a password on the
managenent interface to a router (the limtations of such a
password schene are well known and not the issue here). 1In the
case of setup requests made by individual applications, sone
user-specific authorizati on nust be assuned.

Whil e there could be any nunber of ways to organize the HLIDs, the
obj ective of scaling suggests that a global framework for user

nam ng and aut hentication would be useful. The choice of naning
framework is discussed further in Section 5. Note that this

di scussi on, which concerns controlling access to network resources
and security devices, is distinct fromend-to-end authentication
and access control; however, the sane authentication
infrastructure could be used for both.

In general, while significant engineering effort will be required
to define a setup architecture for the Internet, there is no need
to devel op new security techniques. However, for the security
aspects of the classification process, there are significant
problens related to performance and cost. W thus focus on that
aspect of the overall framework in nore detail.

Above, we defined the high-level ID (HLID) as that set of

i nformati on presented as part of a setup request. There nay al so
be a "lowlevel ID'" (LLID), sonetines called a "cookie", carried

in each packet to drive classification. In current proposals for
| P extensions for QOS, packets are classified based on existing

Braden, C ark, Crocker & Huitema [ Page 22]



RFC 1636 | AB Wor kshop Report June 1994

packet fields, e.g., source and destination addresses, ports, and
protocol type

It is inmportant to note that the LLIDis distinct fromthe address
of the user, at |least conceptually. By stressing this distinction
we nake the point that the privileges of the user are not
determined by the address in use. |If the user’s address changes,
the privil eges do not.

The LLID in a packet acts as a formof tag that is used by sone or
all routers along a path to make deci sions about the sort of QOS
that shall be granted to this packet. An LLID might refer to a
data stream between a single source-destinati on address pair, or
it might be nore general and enconpass a range of data streans.
There is no requirenent that the LLID enbody a syntax that pernmits
a router to discern the QOS paraneters that it represents, but
there also is no prohibition against inposing such a structure.

We propose that an | P datagram contain one LLID, which can be used
at various stages of the network to map the packet to a class. W
reject the alternative that the packet should have a variable
nunber of LLIDs, each one for a different point in the net.

Again, this is not just a security conment, but it has security

i mplications.

The attributes of the LLID should be picked to match as broad a
range of requirenments as possible.

* Its duration (discussed bel ow) nust match both the needs of
the security protocol, bal ancing robustness and effi ci ency,
and the needs of the application, which will have to dea
with renewal of the setup when the LLID expires. A useful
end-node facility would be a service to renew setup requests
aut omati cal l y.

* The degree of trust nust be high enough to neet the nost
stringent requirenent we can reasonably neet.

* The granularity of the LLID structure nmust pernit packet
classification into classes fine-grained enough for any
resource selection in the network. W should therefore
expect that each separate stream of packets from an
application will have a distinct LLID. There will be little
opportunity for aggregating multiple streams under one LLID
or one authenticator.
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4.3 Validating an LLID

At a minimum it is necessary to validate the use of an LLID in
context, i.e., to ensure that it is being asserted in an

aut hori zed fashion. Unauthorized use of an LLID could result in
theft of service or denial-of-service attacks, where packets not
emtted by an authorized sender are accorded the QOS treatnent
reserved for that sender (or for a group of which the sender is a
menber). Thus, use of an LLID should be authenticated by routers
that make QOS deci sions based on that LLID. (Note that not al
routers may "pay attention" to the LLID.)

In principle, the validity of an LLID assertion needs to be
checked on every packet, though not necessarily at every router;
it my be possible to restrict the checks to security perineters.
At those routers that nust validate LLIDs, there is an obvious
concern over the performance inpact. Therefore, a router may
adopt a less rigorous approach to LLID validation. For exanple, a
router may elect to sanple a data stream and val i date sone, but
not all, packets. It may also elect to forward packets first and
perform sel ective validation as a background activity. In the

| east stringent approach, a router might |og selected packets and
validate themas part of an audit activity much | ater

There are several candidate techniques for validating the use of
LLIDs. W have identified three basic techniques, which differ in
terns of conputational perfornmance, bandw dth overhead, and

ef fecti veness (resistance to various forns of attack).

* Digital Signatures

The first technique entails the use of public key
cryptography and digital signatures. The sender of each
packet signs the packet (header and payl oad) by conputing a
one-way hash over the packet and transform ng the hash val ue
using a private key associated with the LLID. The resulting
aut henticator value is included in the packet header. The
bi ndi ng between the public key and the LLID is established

t hrough a connection setup procedure that m ght nake use of
public keys that enjoy a nuch longer lifetime. Using public
key technol ogy yields the advantage that any router can

val idate a packet, but no router is entrusted with data that
woul d enable it to generate a packet with a valid

aut henticator (i.e., which would be viewed as valid by other
routers.) This characteristic nmakes this technique idea
fromthe standpoint of the "principle of least privilege."
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Public key cryptosystens such as RSA have t he advantage that
validation of a signature is nuch faster than signing, which
reduces the router processing burden. Nonetheless, this
approach is not likely to be feasible for anything other than
sel ective checking by routers, given current public key

al gorithm performance.

Seal i ng

The next technique is based on the use of the sane type of
one-way hash function used for digital signatures, but it
does not require signing the hash value. Here the sender
conputes a one-way hash with a secret quantity (essentially a
"key") appended to the packet. This process is an exanple of
what is sonetines referred to nore generically as
cryptographic "sealing." The inclusion of this key at the
end of the hash conputation results in a hash value that is
not predictable by any entity not possessing the key. The
resulting hash value is the authenticator and is included in
t he packet header. A router validates a packet by
reconputing the hash value over the received packet with the
same secret quantity appended. |If the transmtted hash val ue
mat ches the reconmputed hash val ue, the packet is declared
valid. Unlike the signature technique, sealing inplies that
all routers capable of verifying a seal are al so capabl e of
generating (forging) a seal. Thus, this technique requires
that the sender trust the routers not to m suse the key.

This techni que has been described in terns of a single secret
key shared between the sender and all the routers that need
to validate packets associated with an LLID. A related
alternative strategy uses the same authenticator technique,
but shares the secret key on a pairw se basis, e.g., between
the sender and the first router, between the first router and
the next, etc. This avoids the need to distribute the secret
key anong a large group of routers, but it requires that the
setup nechani sm enabl e Router A to convince his nei ghbor
(Router B) that Router A is authorized to represent traffic
on a specific LLID or set of LLIDs. This might best be done
by encapsul ati ng the packet inside a wapper that both ends
of the Iink can validate. Once this strategy is in place, it
may even be nost efficient for routers to aggregate traffic
bet ween them providing authentication not on a per-LLID
basis, since the router pairs are prepared to "trust" one
another to accurately represent the data stream LLI Ds.

For a unicast data stream the use of pairw se keying between
routers does not represent a real change in the trust
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required of the routers or of the setup nechani sm because of
the synmetric sharing of the secret key. However, for a
mul ti cast connection, this pairw se keying approach is
superior in that it prevents a router at one point in a
multicast tree frombeing able to generate traffic that could
be inserted at another point in the tree. At worst, a router
can generate spurious, but authenticatable, traffic only for
routers "below' it in the nmulticast tree

Note that the use of network nmanagement fault isolation
techni ques, e.g., sanpling router traffic statistics at
different points along a data stream should permt post hoc
detection of packet forgery attacks nounted by rogue routers
along a data streampath. Use of this technique could
provide a deterrent to such activity by routers, further
arguing for the pairw se keying approach.

The sealing technique is faster than the digital signature
techni que, because the increnental hash cal cul ation
(including the appended secret quantity) is nmuch faster than
the cryptographic transformation required to sign a hash

The processing burden is synmetric here, i.e., the sender and
each router devote the sane anmpbunt of processing power to
seal a packet and to verify the seal. Al so, a seal ed hash

may be smaller than a signed hash, even if the sane function
is used in both cases. (This is because the nodul us size of
the public key signature algorithmand any ancillary
paraneters tend to i ncrease the size of the signed hash

val ue.) Moreover, one could use a hash function with a

"wi de" value and truncate that value, if necessary to reduce
overhead; this option is not avail able when the authenticator
is a signed hash val ue.

As a variant on this technique, one could inmgine a

"cl eari nghouse” that would receive, fromthe sender, the
secret key used to generate and validate authenticators. A
router needing to validate a packet would send a copy of the
packet to the clearinghouse, which would check the packet and
indicate to the router whether it was a valid packet
associated with the LLID in question. bviously, this
variant is viable only if the router is performng

i nfrequent, selective packet validation. However, it does
avoid the need to share the authenticator secret anong all
the routers that nust validate packets.

For both of these techniques, there is a residua
vul nerability to denial -of-service attacks based on replay of
valid packets during the lifetine of a data stream Unl ess
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packets carry sequence nunbers and routers track a sequence
nunber wi ndow for each data stream an (external) attacker
can copy valid packets and replay them It may be easiest to
protect against this formof attack by aggregating all
traffic between a pair of routers into a single flow and
providing replay protection for the flow as a whole, rather
than on a per data stream basi s.

Tenpor ary Passwor ds

The final technique explored in the workshop takes a very
different tack to packet validation. The preceding

techni ques conpute a function of the bits in a packet and
transformthat value in a fashion that prevents an intruder
from generating packets with valid authenticators. The
ability to generate packets with valid authenticators for a
given LLID requires access to a secret value that is
available only to the sender, or to the sender and to routers
participating in a given data stream

In contrast, this third technique calls for the authenticator
to be a short term secret quantity that is carried in the

packet header, w thout benefit of further protection. 1In
essence, this technique incorporates a short term "password"
i nto each packet header. This approach, like its

predecessor, requires that all of the routers validating the
LLID be privy to this authenticator. Moreover, the

aut henticator is visible to any other router or other

equi prent al ong the path, and thus this technique is nuch
nore vul nerabl e than the previ ous ones.

Here the sanme authenticator may be applied to all packets
with the same LLID, since the authenticator is not a function
of the packet it authenticates. 1In fact, this suggests that
it is feasible to use the LLID as the authenticator

However, adopting this tack would not be consistent with the
two previous techni ques, each of which requires an explicit,
separate aut henticator, and so we reconmend agai nst this
optinization.

Nonet hel ess, the fact that the authenticator is independent
of the packet context nmakes it trivial to generate (forge)
apparently authentic packets if the authenticator is
intercepted fromany legitinmte packet. Also, if the

aut henti cator can be guessed, an attacker need not even
engage in passive wiretapping to defeat this schene. This

| atter observation suggests that the authenticator nust be of
sufficient size to nmake guessing unlikely, and naking the
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LLID and the authenticator separate further supports this
requirenent.

The maj or advantage of this approach is one of perfornance.
The aut henticator can be validated very quickly through a
sinpl e conparison. Consistent with the need to protect

agai nst guessing attacks, the authenticator need not consumne
a significant anmount of space in the packet header.

The use of a sequence nunber visible to the routers is an
interesting technique to explore to nake these sonewhat

vul nerabl e nethods nore robust. |f each stream (each source
of packets) nunbers its packets, then an intruder attenpting
to use the network resource nust delete the legitimte
packets, which in nmany cases would be difficult. Oherw se,
the router being attacked would notice duplicate sequence
nunbers and simlar anomalies. The exact details of the
nunbering woul d have to be worked out, since for the

| egitimate stream packets night be |lost, which would cause
hol es in the sequence space.

We do not consider here the issues of collusion, in which a user
with a given LLID and aut henticator deliberately shares this with
anot her unaut horized user. This possibility should be expl ored,
to see if there is a practical advantage to this act, and thus a
real threat.

4.4 Dynanics of Setup
o] Duration of LLID s

A key question in the use of LLIDs is how long they remain
valid. At one extrenme, they last only a very short tineg,
per haps seconds. This linmts the danage that can be done if
the authenticator for the LLIDis stolen. At the other
extrene, LLIDs are sem -permanent, |ike credit card nunbers.
The t echni ques proposed above for securing the LLID traded
strength for efficiency, under the assunption that the peri
was linmted by the linmted validity of the LLID

The count erbal anci ng advant age of |ong-termor sem - permanent
LLIDs is that it becones practical to use prinitive setup
techni ques, such as manual configuration of routers to
establish packet classes. This will be inportant in the
short run, since deploynment of security and dynami c resource
al l ocation protocols may not exactly track in tine.
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We conclude that the correct short-termaction is to design
LLI Ds under the assunption that they are fairly short lived,
and to tolerate, in the short run, a |longer period of
validity. This would inply that we will get an acceptable

| ong-term nechani smin place, which operationally will have a
| ower level of security at first. As we get better tools for
autonatic setup, we can shorten the duration of validity on a
i ndi vi dual basis, w thout replacing nechanismin the packet

f orwar di ng pat h.

Setup Latency

The tradition of the Internet is not to inpose any setup
latency in the communication path between end nodes. This
supports the classic datagram nodel for quick transactions,
etc., and it is a feature that should be preserved.

For setup that is done "in advance", either through a
managenent interface or by an end-node in the background, the
i ssue of latency does not arise. The |atency issue occurs
for dynami c reservations nmade in response to a specific
application request.

We observe that while latency is a key issue, it is not
materially influenced by security concerns. The designers of
resource reservation protocols such as RSVP and ST-11 are
debating the latency of these protocols today, absent
security. Adding an authenticator to the request nmessage
will increase the processing needed to validate the request,
and nmight even inply a nessage exchange with an

aut henti cation service, but should not substantially change
the real tine of the setup stage, which night already take
time on the order of a round-trip delay. But the design of
the high I evel authentication and authorization nethods for
the setup protocol should understand that this process, while
not denmandi ng at the | evel of the per-packet processing, is
still somewhat time-critical

One way of dealing with an expensive setup process is to set
up the request provisionally and performthe validation in

t he background. This would Iimt the damage from one bad
setup request to a short period of tinme. Note, however, that
the systemis still vulnerable to an attack that uses a
sequence of setup requests, each of which allows unauthorized
usage for at least a short period of tine.

Note al so that a denial -of-service attack can be nounted by
flooding the setup process with invalid setup requests, al
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of which need to be processed and rejected. This could
prevent a valid user fromsetting up any state. However,

deni al - of - servi ce attacks based upon flooding | eave very
large "finger prints"; they should not normally be an
inmportant threat. |If it is a problem it may be possible to
i ncorporate a nmechanismat the | evel of setup processing that
is equivalent to "fair queueing", to lints the danage froma
flooding attack at the packet |evel

4.5 Receiver-Initiated Setup

Recent work on a QOS extension for the Internet, enbodied in the
RSVP protocol, uses the nodel that the receiver will reserve
resources. This schenme is consistent with the current IP

mul ticast paradigm which requires the receiver to join the

mul ticast group. The receiver reserves the resources to insure
that the nmulticast traffic reaches the receiver with the desired
QS. In this case, it is the credentials (the HLIDs) of the
receivers that will be presented to the setup phase.

Note that receiver initiation requires an explicit setup phase.
Suppose setup were inplicit, driven by pre-existing fields in the
packet. Then there would be no way to associate a packet with a
particul ar receiver, since in nmulticast, the address of the

recei ver never appears in the packet.

Further, it is inpossible in this case to performa setup "in
advance", unless the sender and the receiver are very tightly co-
ordi nated; otherw se, the receiver will not know in advance what
LLIDwi Il be in the packet. It is certainly inpossible, in this
case, for the receiver to set up "sem -permanent" reservations for
multicast traffic coming to it. This, again, is not a security

i ssue; the problemexists w thout addi ng security concerns, but
the security architecture nmust take it into account.

4.6 Oher |ssues
4.6.1 Encrypting Firewalls and Bypass

Qur view of security, both end node and network protection

i ncludes the use of firewalls, which partition the network into
regions of nore or less trust. This idea has sonething in
common with the encrypting-firewall nodel used in the
mlitary/intelligence community: red (trusted) networks
partitioned fromblack (untrusted) networks. The very
significant difference is that, in the nmlitary nodel, the
partition uses an encryption unit that encodes as much as
possi bl e of the packet for its trip across the black network to
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another red network. That is, the purpose of the encryption
unit, anong others, is to provide a very high degree of
protection agai nst disclosure for data housed within the red

networks. In contrast, our version of a firewall is nore to
protect the trusted (red) region of the network from outside
attacks. It is concerned both with what cones in and w th what
goes out. It does permt conmunication between a node on the

trusted and nodes in the untrusted parts of the network.

W would like to be able to adapt our nodel of secure QOS to
the case of mlitary-style encrypting firewalls. However, this
use of encryption raises a problemw th our nodel of secure
resource managenent, di scussed above, which was based on a

t wo- st age process of setup and classification. This nodel is
probl ematic because it requires information to pass fromthe
red region to the black region in the clear. This information
i ncludes both the setup packets thenselves, if setup is done
dynanmically fromthe end node, and the classification fields
(the LLIDs) in the data packets. oviously, this information
cannot be encrypted when | eaving the red regi on of the network,
since it would then be neaningless to the black net, so that
the bl ack network woul d be unable to nake resource all ocation
deci sions based on it.

To nmake this sort of control schene work, it is necessary for
the encryption device to be programed to pernit certain
packets and fields in packets to pass through the encryptor in
the clear. This bypass of the encryption is considered highly
undesirable. In a high security situation, the process
generating the bypassing infornmation mght be corrupted, with
the result that information that should be controlled is
renoved fromthe secure network by hiding it in the bypassed
fields of the packets.

We concl uded, however, that this bypass problemis not

i nsurnountable. The key idea, as in all cases of bypass, is to
limt, rather than wholly outlaw, the information passing in
the clear. To limt the informati on needed for bypass, one can
either performthe setup as a nanagenent function totally
within the black environment, or divide the process into two
stages. The first stage, again totally in the black context,
defines a linmted nunber of setup situations. The second stage
i nvol ves sending fromthe red net a very snmall nessage that

sel ects one request to be instantiated from anong the pre-
defined set.

Perhaps the nore difficult issue is the LLID in the packet
header. |If the LLIDis an explicit field (as we have discussed
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so far, but see below), it represents a new field in each
packet, with perhaps as nmany as 32 bits. Again, the solution
istolimt the way this field can be used. Wen the end-node
performs a setup, it will specify the value of the LLID to be
used. This fact can be observed by the red/black encryption
unit, which can then lint the conponents of this field to the
values currently in use. To further inprove the situation, the
encryption unit mght be able to aggregate a nunber of flows
onto one flow for the purpose of crossing the black net, which
woul d pernmit a further reduction in the nunber of distinct

LLI Ds that must escape the red region

The details of this proposal, including sone inportant issues
such as the tine duration of LLIDs in this case, nust be
considered further. However, the initial conclusion that
bypass can be incorporated into a general resource contro
framework is very encouraging, since it suggests that both
mlitary and commercial fornms of security can be built out of
the sane buil di ng bl ocks.

4.6.2 The Principle of Consistent Privilege

Br aden,

A well understood principle of security is the principle of

| east privilege, which states that a systemis nobst robust when
it is structured to demand the | east privilege fromits
conponent s.

A related rule we observe is the principle of consistent
privilege. This can be illustrated sinply in the case of

deni al of service, where it is particularly relevant. For a
particular route, no assunption of service can be justified

unl ess we trust the routers to deliver the packets. |If a
router is corrupted and will not forward packets, the only
solution is to find another route not involving this router.

We do not concern ourselves here with protocols for finding new
routes in the presence of a corrupted router, since this topic
is properly part of another topic, securing the network
infrastructure. W only observe that either we will get
service fromthe router or we will not. |If the router is
corrupted, it does not matter how it chooses to attack us.

Thus, as long as the router is part of a forwarding path (nost
generally a nulticast forwarding tree), we should not hesitate
to trust it in other ways, such as by giving it shared resource
keys or LLID verifiers.

This illustrates the principle of consistent privilege. This
principle is exploited in the scheme for hop-by-hop or pairw se
use of secrets to validate LLIDs in a nulticast tree. |If a
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single key is issued for the whole tree, then the privilege is
not consistent. W only need to trust a router with respect to
the nodes "below' it in the tree. |If it fails to forward
traffic, it can affect only those nodes. But if we give it the
group key, then it can generate bogus traffic and inject it
into the tree at any point, affecting traffic for other parts
of the tree. |If, on the other hand, we use pairw se keys, then
a corrupt node can only generate bogus traffic with the key for
traffic it would directly receive, which is the part of the
tree it could danage anyway.

Anot her requirenent we nust place on the network concerns
routing. If afirewall is in place, we nust trust the routing
architecture not to bypass that firewall. One way to
acconplish this is to elininate any physical path between the
regi ons other than those that go through the firewall
Operational experience will be required to see if this sinple
physical linmt is an acceptabl e constraint.

6.3 Inplicit LLID s

We stress the inportance of a strong conceptual distinction

bet ween the addresses in a packet and the LLID which is used to
classify the packet. The conceptual distinction is inportant,
but under limted circunstances it may be possible to overl oad
some of the packet fields and create an LLID fromthe current
packet header. For exanple, current packet classifiers for

| Pv4, which are not secure but which seemto work for
classifying the packets into service classes, use a nunber of
the packet fields together as a formof LLID: the source and
destination |IP addresses and ports plus the protocol type.

This sort of "inplicit" LLID nust be short-lived, especially if
the host can change its IP address as it noves. But if the
LLID i s established by sonme sort of dynami c setup protocol, it
shoul d be possible reestablish the LLID as needed.

The current |Pv4 header has no authenticator field to validate
the LLID. An authenticator field could be optionally carried
in an option; adding it gives robustness to network
reservations. Any of the schenes described above for creating
an aut henticator could be used, except that if the sinple
password-styl e authenticator is used, it nust be an explicit
separate field, since the LLID cannot be picked randomy
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4.6.4 Security wi thout Setup

As we describe this architecture, the setup phase is an
essential part of the sequence. This suggests that the current
Internet, which has no setup protocols, cannot be secured

agai nst deni al -of-service attacks. It is inportant to explore
the lints of this point. As we stressed above, setup can
occur in many ways. Routers today offer management options to
classify packets based on protocol types and other fields found
in the header, and to use this classification to create a few
fair queueing classes that can prevent one class from
overloading the net to the exclusion of the others.

There are two problemhere. The first is that for a setup done
usi ng a managenment interface, the secret that is shared anong
the source and the routers to validate the LLID nust remain
valid for a long tine, and it nust be manually configured. The
second problemis that the granularity of the categories nmay be
coarse. However, it has been proposed, in a thesis by Radia
Perl man, that a router might create a separate fair queueing
class inplicitly for each source address. This approach, which
uses the addresses as an inplicit LLID, rnust have sone form of
aut henticator for robustness. But if the LLID can be trusted,
this schenme provides classification of traffic based only on an
inmplicit setup operation. The granularity of classification is
not sufficient to provide any QOS distinction. The only
objective is to prevent the traffic fromone source from
flooding the net to the exclusion of another.

4.6.5 Validating Addresses

W nake a claimhere that if the LLID and the addresses in the
packet are conceptually distinct, and if there is a suitable
nmeans to validate the LLID, then there is no reason to validate
the addresses. For exanple, a packet constructed with a fal se
source address does not seemto represent any security problem
if its LLID can be validated.

An exception to this mght possibly lie in comrunication with
nmobi |l e hosts, but it will require a conplete nodel of threats
and requirenments in the nobile environnent to be sure.

However, we nake the claim as a starting point for discussion
that if LLIDs are distinguished from addresses, nany of the
security concerns with nmobility are mitigated and perhaps
removed. This point should be validated by nore detail ed
consi deration of the nobility problem
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4.6 Concl usions

a) It is inmportant to conceptually separate a LLID (Low Level
IDentifier) carried in a packet from addresses in the packet.

b) There will be a single LLID carried in each packet. Although
this mght inply sone additional state in the routers than if
nmul ti ple LLIDs were used, using only one LLID choice is nore
scal abl e.

c) Hop- by- hop LLI D authenticati on nechani sns ni ght provide a
hi ghly scal abl e approach that linmts the distribution of
secrets. However, the robustness linmitations nust be
i nvestigated thoroughly.

d) Statistical sanpling or after-the-fact detection mechani snms
may be enployed by routers to address performance concerns.

5. AN AUTHENTI CATI ON SERVI CE
The purpose of an authentication service is sinply to verify nanes,
or nore precisely to verify the origin of "nessages". It differs
fromthe authorization service, which determ nes what services are
avail able to an authenticated name. W expect that authentication
will be an Internet-w de service, while authorization will be
specific to the resources to which access is being authorized.

This "identification" function can be used in several contexts, for
exanpl e:

* One-tine passwords: "it is really <huitema@nria.fr> that is
responding to this chall enge"

* Access to a firewall: "it is really <huitema@nria.fr> that is
trying to send data to host-A at port-a"

There are many Internet objects that we nay want to nane, e.g.,
donai n nanes: sophia.inria.fr
machi ne nanes: jupiter.inria.fr

service names: ww. sophia.inria.fr
(in fact, a data base)

users: hui t ema@ophia.inria.fr
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processes: pll12. hui tema@ophia.inria.fr
pl12.sophia.inria.fr

uni versal resource | ocators:
htt p/ / ww. sophi a.inria.fr:222/tnp/foobar

One could be tenpted to believe that the authentication service will
only be concerned with nani ng humans, as only hunans are
"responsi bl e"; a process obtains sone access rights because it is
acting on behalf of a person. However, this is too reductive and
potentially msleading. W nmay have to authenticate "nmachi nes" or
har dwar e conponents. For exanpl e:

* When a nmachine boots it needs to access resources for
configuring itself, but it is not yet "used" by a person; there
i's no user.

* On a "distributed processor", conponent CPUs may need to

aut henti cate each ot her.
Machi nes do differ fromusers; nmachi nes cannot keep their "secrets"”
in the same way that people do. However, there is a big value in
havi ng a sinple and extensi bl e nane space.
5.1 Nanes and Credential s

We nake the hypothesis that the authorization services will

general ly use "access control lists" (ACLs), i.e., some definition
of a set of authorized users. A conpact way to represent such a
set would be to allow "w ldcard" authorizations, e.g., "anybody at
<Bel | core.conk", or "any nachine at <INRI A FR>". The

aut henti cation service should be designed to facilitate the
realization of the authorization service and should support
"wi | dcar ds"

However, wi |l dcards are not general enough. Assum ng that we have
a hierarchical nane space, a wildcarded entry is linited to the
nam ng hi erarchy. For exanple, a nane |ike

<hui tema@ophia.inria.fr> could be matched by the wildcard
<*@ophia.inria.fr>or <*.inria.fr>or <*.fr> This is useful as
I ong as one stays at INRIA but does not solve the generic
problem Suppose that an IETF file server at CNRI is to be
accessible by all 1AB nenbers: its ACL will explicitly list the
menbers by nane.

The cl assic approach to naming, as exenplified in the X 500 nodel

is to consider that people have "distingui shed nanes”. Once one
has di scovered such a nane through sone "white pages" service, can
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use it as an access key in a global directory service.

An individual may acquire authorizations froma variety of

sources. Using a pure, identity-based access control system the
user would have to acquire nmultiple identities (i.e.

di stingui shed nanes), corresponding to the roles in which she is
aut horized to access different services. W discuss this approach
in the next section

An alternative approach is for the user to have a very small

nunber of identities, and to have the grantors of authorizations

i ssue (signed) credentials granting pernissions to the user

linked to her ID. These additional signed credentials are known
as "capabilities". The user can then establish her identity
through a generic identity credential, e.g., an X 509 certificate,
and can establish authorization by presenting capabilities as
required. This is somewhat anal ogous to a person acquiring credit
cards linked to the nane on a driver’'s license, and presenting the
appropriate credit card, plus the license for picture verification
of identity.

5.2 ldentity-Based Authorization

Let’s open the wallet of an average person: we find severa

"credit cards" init. W all have nany "credit cards", e.g.
conpany cards, credit cards, airline frequent flyers nmenberships,
driver licenses. Each of these cards is in fact a token asserting
the existence of a relation: the bank certifies that checks
presented by the bearer will be paid, the traffic authorities
certifies that the bearer has |earned howto drive, etc. This is
an exanple of identity-based authorization, in which an individua
is given different names corresponding to different relations
entered into by that individual

If we imagine that the nanme space is based upon DNS (donai n)
nanes, then for exanple, the person nentioned above could be
aut henticated with the nanes:

cust omer @ry- bi g- bank. com
customer @requent-flyer.airline.com

The nodel we used here is that "the nane is an association". This
is consistent with name verification procedures, in which that one
builds a "chain of trust" between the user and the "resource
agent". By following a particular path in the trust graph, one
can both establish the trust and show that the user belongs to an
"aut hori zed group".
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The existence of "multiple nanes" for a person may or may hot

i mply the existence of an "equival ence" relation. 1t nmay be
useful to know that <huitema@ophia.inria.fr> and

<hui tema@ab. i soc.org> are two nanes for the sanme person, but
there are many cases where the user does not want to nake all his
t okens vi si bl e.

5.3 Choosing Credentials

Let’s consider again the exanple of Christian Huitenma accessing a
file at CNRI. He will have to interact with INRIA s outgoi ng
firewall and with CNRI's incom ng controls. Regardl ess of whether
aut hori zati on depends upon capabilities or upon nultiple

associ ation nanes, a different credential nay be needed in each
firewall on the path. For exanple, assuming nultiple nanes are
used, he will use an I NRI A nanme, <huitema@ophia.inria.fr> to be
aut horized by INRIA to use network resources, and he will use an

| AB name, <huitenma@ab.isoc.org> to access the file server. Thus
comes an obvi ous problem how does he choose the credenti al
appropriate to a particular firewall? More precisely, how does
the conputer programthat manages the connection discover that it
shoul d use one credential in response to INRIA's firewal

chal | enge and another in response to CNRI’'s request?

There are many possi ble answers. The program could sinply pass
all the user’s credentials and I et the renote nachine pick one.
Thi s works, but poses sone efficiency problens: passing al
possi bl e nanmes is bul ky, |ooking through nany names is |ong.
Advertising many nanes is also very undesirable for privacy and
security reasons: one does not want renpte servers to collect
statistics on all the credentials that a particular user nmay have.

Anot her possibility is to let the agent that requests an

aut hori zati on pass the set of credentials that it is willing to
accept, e.g., "I amready to serve CNRI enployees and | AB
menbers". This poses the sane privacy and security problens as
the previous solutions, although to a | esser degree. |In fact, the
probl em of choosing a nane is the sane as the generic "trust path"
nodel . The nanme to choose is nmerely a path in the authentication
graph, and network specialists are expected to know how to find
pat hs in graphs.

In the short term it is probably possible to use a "default nane"
or "principal name", at least for local transactions, and to count
on the user to "guess" the credential that is required by renote
services. To |leave the local environment we need only the loca
credentials; to contact a rempte server we need only the
destination credentials. So we need one or maybe two credentials,
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whi ch nay be derived fromthe destination. It will be very often
the case that the generic credential is enough; then wldcards;
then "FTP provi ded" tokens.

6. OTHER | SSUES
6.1 Privacy and Authentication of Milticast G oups

Mul ticast applications are becoming an increasingly inportant part
of Internet communi cations. Packet voice, video and shared

whi t eboard can be powerful productivity tools for users. For
these applications to have naxi numvalue to their users, a variety
of security services will be required

Exi sting techniques are directly applicable to providing privacy
for a private teleconference. |f each nmenber of the conference
shares a single key for a symmetric encryption algorithm (such as
DES), existing point-to-point security techniques can be extended
to protect comuni cation within the group from outsiders.

However, slight nodifications to existing techniques are required
to accommpdate the nulticast environment. Each packet will

requi re i ndependent cryptographic processing to ensure that
packets fromnultiple sources can be independently decrypted by
the nunerous receivers, particularly in the presence of |ost
packets. N-party authentication and key managenent will be
required to establish the shared key anmong the proper group
menbers. This can be done by extending existing two-party key
managenent techni ques pairwi se. For exanple, the conference
manager may provi de the key to each nenber follow ng individua
aut hentication; for exanple, this could be inplenented trivially
usi ng PEM technol ogy. The overhead experienced by each host
conputer in the conference will be similar to that of existing
poi nt-to-point encryption applications, This overhead is be |ow
enough that, today, software encryption can offer adequate
perfornmance to secure whiteboard and voice traffic, while hardware
encryption is adequate for video.

The nature of nulticast conmuni cation adds an additiona
requirenent. Existing nulticast conferences provide gradua
degradation in quality as the packet loss rate increases. To be
acceptabl e, authentication protocols nust tol erate | ost packets.
Techni ques to acconplish this efficiently need to be devel oped.
One initial sketch is outlined below Engineering work will be
required to validate the practicality of this approach
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The use of symetric encryption provides the nenbers of the
conference with effective protection fromoutsiders. However,
because all nenbers of the conference share a single key, it does
not provide a neans of authenticating individual conference
menbers. In principle, existing techniques, based on one-way hash
functions coupled with digital signatures based on asymetric
encryption algorithnms, can provide individual authentication
One-way hash functions such as MD5 are conparable in cost to
symretric encryption. However, digital signatures are

consi derably nore costly, both in conputation and in comunication
size. The degree of overhead depends on the quality of

aut henti cation required.

In summary, realtine authentication at the granularity of group
menbership is easy and cheap, but individual authentication is
costly in time and space. Over tinme, the costs of both
commmuni cati ons and processing are expected to decline. It is
possible that this will help nmake authentication at the |evel of
i ndi vidual conference participants. There are two conflicting
trends: (1) increasing CPU speeds to provide synmmetric
encryption, and (2) increasing conmunication data rates. |f both
technol ogi es i ncrease proportionally, there will be no net gain,
at least if the grain size is neasured in terns of bits, rather
than as a period in seconds.

The group felt that the correct approach to end-to-end controls is
the use of encryption, as discussed above. The alternative is to
control the ability of a user to join a nulticast group as a
listener, or as a speaker. However, we are not confortable wth
the | evel of assurance that we can offer if we attenpt to ensure
end-to-end senmantics using these neans. Any passive penetration
of the network, i.e., any wire-tap, can conpronise the privacy of
the transnmitted i nformation. We nust acknow edge, however, that
probl enms with depl oynent of encryption code and hardware, and
especially problens of export controls, will create a pressure to
use the tools described in Section 4 to inplenent a form of end-
to-end control. Such a decision would raise no newissues in
security technology. The shared key now used for encrypting the
data could instead be used as the basis for authenticating a

mul ticast group join request. This would require nodification of
the multicast packet format, but nothing nore. Qur concern is not
the technical difficulty of this approach, but the | evel of
assurance we can offer the user
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6.2 Secure Plug-and-Play a Must

Plug-and-play is the ability to plug a new device into a network
and have it obtain the information it needs to conmunicate with
ot her devices, w thout requiring any new configuration
informati on. Secure plug-and-play is an inportant Internet
requirenent, and a central architectural issue is whether it can
be nade to scale well

For pl ug-and-play operation, a new machine that is "plugged" into
t he network needs to:

(1) Obtain an locator so it can comunicate with other devices

(2) Register or obtain a nane to be identified by (e.g., machine
nane)

(3) Discover services available on the network (e.g., printers,
routers, file servers, etc.)

(4) Discover other systens on the network so it can conmunicate
wi th them

In sone environments, no security nechani sns are required because
physical security and | ocal know edge of the users are sufficient
protection. At the other end of the spectrumis a |arge network

with many groups of users, different types of outside connections,

and levels of adm nistrative control. In such environnents,
simlar plug-and-play capabilities are needed, but the new device
nmust be "authenticated" before it can performthese functions. In

each step in the discovery process the new devi ce nust
authenticate itself prior to |earning about services.

The steps m ght be:

- btain a HLID froma smart card, smart disk, or sinmlar
devi ce.

- Aut henticate itself with the first plug-and-play server using
its HLID, to register a nane and to find the |ocation of
ot her services.

- Di scover services available on the network (e.g., printers,
routers, file servers, etc.) based on its HLID

- Di scover other systems on the network so it can conmmuni cate
with them
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The problem of taking a systemout of the box and initially
configuring it is simlar to the problemof a nobile or portable
machi ne that a human wants to connect to a | ocal network
tenporarily in order to receive services on that network. How can
the | ocal network authenticate the hunman (and therefore the
human’ s machi ne) and know which services this visiting nmachine is
pernmitted to use?

The human nust be endowed with a high level identifier (HLID)

whi ch acts as his/her passport and can be verified by the |oca
network. This high level identifier nmust be globally unique and
regi stered/ assi gned by sone recogni zed authority.

When the hunman plugs the machine onto a | ocal net, the machine
identifies itself to the net with the human’s high | eve
identifier. |If local net has a policy of permitting anyone to
plug and play on its network, it will ignore the HLID and assign
an address (locator), pernitting the visitor unrestricted access
and privileges. Mre likely, the local net will authenticate the
HLID prior to granting the visitor an address or any privil eges.

At this point, the HLID has only authenticated the visitor to the
| ocal network; the issue of which services or resources the
visitor is entitled to use has not been addressed. It is
desirable to develop a | ow overhead approach to granting

aut hentications to new users. This will help in the case of
visitors to a site, as well as new users joining a facility.

6.3 A Short-Term Confidentiality Mechani sm

Aut henti cation has custonarily been achi eved using passwords. In
the absence of active attacks, the greatest threat to conputer
system security may be the ease with which passwords can be
"snooped" by the proni scuous nonitoring of shared-nedi a networks.
There are known security techni ques for achieving authentication
wi t hout exposing passwords to interception, for exanple the

techni ques inplenented in the well-known Kerberos system

However, authentication systens such as Kerberos currently operate
only in isolation wthin organizational boundaries. Devel oping
and depl oying a global authentication infrastructure is an

i nportant objective, but it will take sonme years. Another usefu
approach in the short termis the use of a chall enge-response user
aut henti cation schene (e.g., S/ Key).

One of the groups explored another interimapproach to guarding
passwords: introducing a readily-used confidentiality nechanism
based on an encrypted TCP connection. This would operate at the
IP level to encrypt the IP payload, including the TCP header, to
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allow the nature as well of the contents of the comunication to
be kept private. 1t could be inplenented to provide either
"strict" protection (the connection fails if the other side cannot
decrypt your data stream) or "loose" protection (falling back to
non-private TCP if decryption fails).

Loose protection would allow interoperability with older hosts in
a seanl ess (non-user-intrusive) manner.

One-tine keys may be exchanged during the SYN handshake t hat
starts the TCP connection. Using one-tine keys avoids a need for
infrastructure support and does not require trust between the
organi zations on the two ends of the connection. Tieing the key
exchange to the SYN handshake will avoid the possibility of having
the connection fully open wi thout knowi ng the state of encryption
on both ends of the connection. Although it may still be
theoretically possible to intercept the SYN exchange and subvert
the connection by an active "man-in-the-niddle" attack, in
practice such attacks on TCP connections are quite difficult

unl ess the routing protocols have been subvert ed.

The keys coul d be exchanged using a new option that specifies the
key exchange protocol, the data encryption algorithm and the key
to be used to decrypt the connection. It could be possible to
include multiple options in the same SYN segnent, specifying
different encryption nodels; the far end would then need to
acknow edge the option that it is willing to use. In this case,
the I ack of an acknow edgenment would inply disinterest in
decrypting the datastream |If a |oose privacy policy were in
force, the connection could continue even w thout an

acknow edgnment. The policy, "strict" or "loose", would be set by
either the user or the default configuration for the nachine.

One nust however observe that a TCP option can carry only a
limted amount of data. Efficient protection against crypto-

anal ysis of the Diffie-Hellmann scheme may require the use of a
very long nodulus, e.g., 1024 bits, which cannot be carried in the
40 bytes available for TCP options. One would thus have either to
define an "extended option" format or to inplenent encryption in a
separate protocol |ayered between TCP and | P, perhaps using a
version of "IP security". The detailed engineering of such a

sol uti on woul d have to be studied by a working group

A TCP connection encryption nmechani smsuch as that just outlined
requires no application changes, although it does require kerne

changes. It has inportant drawbacks, including failure to provide
privacy for privacy for UDP, and the great likelihood of export
control restrictions. |If Diffie-Hellnman were used, there would
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al so be patent issues.
7. CONCLUSI ONS

As a practical matter, security nust be added to the Internet
increnentally. For exanple, a schene that requires, as a
precondition for any inprovenent, changes to application code, the
DNS, routers and firewalls all at once will be very hard to depl oy.
One of the reasons the workshop expl ored schemes that are local to
the IP layer is that we surnise that they m ght be easier to deploy
in practice.

There are two conpeting observations that nust shape planning for
Internet security. One is the well known expression: "the best is
the eneny of the good." The other is the observation that the
attacks are getting better.

Finally, it should noted that the principle of |east privilege, which
was mentioned above, may be in contradiction to the principle of
| east cost.

7.1 Suggested Short-Term Actions

The general recomendation for short-termlInternet security policy
was that the | ETF should nake a list of desirable short-term
actions and then reach out to work with other organi zations to
carry themout. COher organizations include regionals, which nmay
be in a good position to provide site security counseling services
to their custoners, vendors and other providers, and other
societies. W should also give input to the US governnent to

i nfluence their posture on security in the direction desired by
the conmunity.

A suggested prelimnary list of short-term acti ons was devel oped.
o} Perform external diagnostic security probes

Organi zations shoul d be encouraged to use CRACK and ot her
tools to check the robustness of their own passwords. It
woul d al so be useful to run a variety of security probes from
outside. Since this is a very sensitive issue, sone care
needs to be taken to get the proper auspices for such

pr obi ng.
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Useful probe tools include:
I SS: Klaus (&A)
SATAN. Farner Venema
| CEPI CK: NRL
o} Determ ne Security-Ri sk Publication Channels

What channel s should be used for disseninating information of
security risks?

o} Encour age use of one-tinme passwords.
Avai | abl e packages: S/ Key, SecurlD, Enigma, Digital Pathways.

0 Devel op and publish guidelines for protocol devel opers, for
security-friendliness and firewall-friendliness.

o} Control topology to isolate threats
o] Set privacy policy:

* Al ways

* As much as possible
o] Bring Site Security Handbook up to date
o] Support use of Kerberos
The subject of the "dipper chip" cane up several tinmes, but there
was not sufficient discussion of this very conplex issue for this
grouip to reach a reconmendation. |t has been observed that there
are a nunber of quite differing viewpoints about Cipper.

o} Sonme peopl e accept the governnment’s i pper proposal

i ncludi ng key escrow by the US governnent and the

requi renent that encryption be in hardware

0 Some people don’'t mind key escrow by the government in
principle, but the object to the hardware requirenent.

o} Sonme people don't mind key escrow in principle, but
don’t want the government to hold the keys. They would
be confortable with having the organi zati on whi ch owns
the data hold the keys.

o} Sonme people don't want key escrow at all
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o} Sonme people don't mind the hardware or the key escrow,
but they don’t think this will be acceptable to other
countries and thus will not work internationally.

This report takes no position on any of these viewpoints.
7.2 Suggested Medi um Term Acti ons

These actions require sone protocol design or nodification

however, they use existing security technology and require no

research.

o] Aut henti cati on Protoco
There is a problem of the choice of technology. Public key
technol ogy is generally deened superior, but it is patented
and can al so induce relatively long conputations. Symmetric
key technol ogy (Needham Schroeder algorithm as used in
Ker beros) has sone technical drawbacks but it is not
patented. A system based on synmetric keys and used only for
aut hentication would be freely exportable without being
subject to patents.

o] Push Ker ber os

Engi neering is needed on Kerberos to allowit to interoperate
wi th nmechani snms that use public key cryptography.

o] Push PEM RI PEM PGP. ..

o} Devel op an aut henti cated DNS

o] Devel op a key managenent mechani sm

o] Set up a certificate server infrastructure

Possi bl e server nechani sns i nclude the DNS, Finger, SNW
Emai |, Wb, and FTP.

0 Engi neer aut hentication for the Wb

7.3 Suggested Long- Term Acti ons
In this category, we have situations where a threat has been

identified and sol utions are imagi nabl e, but closure has not been
reached on the principles.
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o} Execut abl e Apps

o} Rout er sabot age count er - neasur es
0 Prevent Byzantine routing.

o} Proxy Conputing

o] Deconposition of conputers

0 Are there "good" viruses?
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APPENDI X A -- Workshop Organi zation

June 1994

The following Iist of attendees indicates also the breakout group to

whi ch they were assigned.
Br eakout Groups

Goup |.1 Leader:
1 Christian Huitema, |INRIA

Steve Bell ovin, AT&T

Bob Braden, 1Sl

John Curran, NEARNET

Phill G oss, ANS

Stev Know es, FTP Software
Barry Leiner, USRA

Paul Mbckapetris, ISl
Yakov Rekhter, |BM

Dave Sincoskie, Bellcore

RPRRRRRRRER

Goup |.2 Leader:
2 Steve Crocker, TIS

2 Jon Crowcroft

2 Steve Deering, PARC
2 Paul Francis, NTT

2 Van Jacobson, LBL

2 Phil Karn, Qual comm
2 Allison Mankin, NRL
2 Radi a Perl man, Novell
2 John Ronkey, ELF

2 M ke StJohns, ARPA

G oup |.3 Leader:
Dave Clark, MT

w

Deborah Estrin, USC
Elise Gerich, Merit

St eve Kent, BBN

Tony Lauck, DEC

Tony Li, ClSCO

Bob Hi nden, Sun

Jun Murai, W DE

Scott Shenker, PARC
Abel Weinrib, Bellcore

WWWWWWwwww

(1 AB)

(1 AB)

(1 ETF/ | AB)
(I'nternet AD)
(1 AB)

(1 AB)

(1 AB)

(Security AD)

(Transport AD, |Png AD)

(1 AB)
(1 AB)

(1 AB)
(1 AB)
(1 AB)

(IESG >I AB liaison, Routing AD)
(1 AB)

The following were able to attend only the third day, due to a
conflicting |1 SOC Board of Trustees neeting:
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Scott Bradner, Harvard (1 Png AD)
Jon Postel, ISl (1 AB)

The wor kshop agenda was as foll ows.

Tues Feb 8
9:00 - 10:30 Plenary
Di scuss facilities, neeting goals, agenda, organization
Establ i sh sone minimal conmon understandings. Assign
scenarios to Breakout | groups.

10: 30 - 13:00 Breakout | neetings
Each breakout group exam ne one or nore scenarios and
fornmulate a list of design questions. Lunch available on
11th fl oor.

13: 00 - 15:00 Plenary
Report, discuss. Collate and shorten list of design
i ssues. Organize Breakout |l groups to work on these
i ssues.

15: 00 - 17:30 Breakout Ila neetings
Wirk on design issues.

Wed Feb 9
9:00 - 10:00 Pl enary
Report, discuss.
10: 00 - 13:30 Breakout Ilb neetings
More work on design questions, develop |ist of
requirenents.

13:30 - 14:30 Plenary
Report, discuss.

15:30 - 17:30 Breakout 111 groups

Thurs Feb 10
9:00 - 9:30 Plenary

9:30 - 11: 00 Breakout G oups (w apup)

11: 00 - 12:00 Pl enary
Di scuss possible short-termsecurity recomendati ons

13: 00 - 14:00 Plenary -- Discuss short-termsecurity issues

14:00 - 14:30 Plenary -- Presentation by Steve Bellovin
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14:30 - 16:00 Plenary -- Long- and Medi umterm
Recommendat i ons

The follow ng scenari os were used as a starting point for

di scussions. It distinguished security-S (security as a service to
the end systens) fromsecurity-M security as a nmechanismto support
other services. The workshop was intended to be prinmarily concerned
with interactions anong the followi ng different *services*:

0 Security-S

o} Rout i ng
o] Mul ti-destination delivery (ntast-S)
0 Real ti me Packet scheduling (realtine)

0 Mobi lity
o] Account i ng
(and maybe | arge-scal e?)
These categories were then applied to the followi ng scenari os:

S1. Support a private tel econference anong nobil e hosts connected to
the Internet. [Security-S, ntast-S, realtine, nobility]

S2. The group in S1 is 1/3 the Internet, i.e., there are VERY severe
scaling problens. [Security-S, ntast-S, realtinme, nobility,
| ar ge-scal €]

S3. Charge for communication to support a video tel econference.
[ Accounting, realtinme, ntast-S]

S4. | amtravelling with ny laptop. | tune in to radio channel |P-
RADI O, pick-up the beacon and start using it. Wo gets the
bill? Wy do they believe this is ne? Is "me" a piece of
hardware (I P address) or a certified user (PEMcertificate)?
[Mobility, accounting (, realtine, ntast-S)]

S5. A Politically Inportant Person will ntast an |nternet
presentation, w thout danger of interruptions fromthe audi ence.

S6. The travel industry wants to use Internet to deliver tickets to

customer prenises directly in a secure way, but the custoner has
only dial-up capability. [Security-S, mobility]
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S7. | amtraveling with ny laptop and this friendly host is running
t he autoconfiguration protocol. | inmmediately get an address as
"macl.friendly. host.cont. (What is the difference between ny

| aptop and a bona fide autoconfigured |ocal station?)
[Security-S, mobility]

S8. Miltiple people are connected to a subnetwork providing nobility
(e.g., cellular, packet radio). The subnetwork is connected to
mul ti ple places in the "fixed" backbone. How can routing be done
efficiently? [Routing, nobility]

The follow ng scenarios that were suggested do not fit into the
primary thrust of the workshop, generally because they are single-

i ssue topics. Mst of themare pure security topics and are
concerned with the security perimeter. The last two do not fit into
our classification systemat all

S9. XYZ corporation has two nmaj or branches on opposite ends of the
worl d, and they want to comuni cate securely over the |nternet,
with each branch having I P-level connectivity to the other (not
t hrough application gateways).

S10. | amvisiting XYZ corporation, with my laptop. | want to
connect it to their LANto read ny email renotely over the
Internet. Even though | aminside their corporate firewall,
they want to be protect their nachines from ne.

S11. XYZ corporation is trying to use the Internet to support both
private and public networking. It wants to provide ful
connectivity internally between all of its resources, and to
provi de public access to certain resources (anal ogous of
anonynous ftp servers)

S12. The travel industry wants to use Internet to deliver tickets to
customer prenises directly in a secure way.

S13. Sone hacker is deliberately subverting routing protocols,
i ncluding nobile and nmulticast routing. Design counter
neasures.

S14. Part of the Internet is running |Pv4 and part is running |IPng
(i.e. the lnternet is in transition). How can we assure
continued secure operation through such a transition?

S15. A corporation uses ATMto connect a nunber of its sites. It also
uses Internet. It wants to nmake use of the ATMas its primary
carrier, but also wants to utilize other networking technol ogi es
as appropriate (e.g., nobile radio). It wants to support all
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medi a (data, voice, video).

Security Considerations
This meno is entirely concerned with security issues.
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