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TN3270 Extensions for LUnanme and Printer Sel ection
Status of this Meno

This neno provides information for the Internet conmmunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimnted.

Abst r act

Thi s docunent describes protocol extensions to TN3270. There are two
extensions outlined in this document. The first defines a way by

whi ch a TN3270 client can request a specific device (LUnane) froma
TN3270 server. The second extension specifies how a TN3270 printer
device can be requested by a TN3270 client and the nmanner in which
the 3270 printer status information can be sent to the TN3270 server
Di scussi ons and suggestions for inprovenents to these enhancenents
shoul d be sent to the TN3270E Working Group mailing |ist
TN3270E@i st. ni h.gov . These extensions will be called TN3287 in this
docunent. This information is being provided to nmenbers of the
Internet conmmunity that want to support the 3287 data streamw thin

t he TELNET pr ot ocol

1. | NTRODUCTI ON

The need to conmunicate with | BM mai nfrane systens has a nunber of
uni que requirements associated with it. This docunent addresses
t hose needs in a TCP/I P conmuni cati ons network.

IBMterminals are generically referred to as 3270’ s which includes a
broad range of terminals and devices,not all of which actually begin
with the nunmbers 327x.

The 3270 famly of termnals and the | BM nai nfranme applications
systens are VERY closely coupled and it is the nature of the way the
3270s and the applications interact which require that this docunent
be available to provide a consistent way for the TCP/I P environment
to interact effectively with the 3270 applications of the |BM

mai nfrane worl d.
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| BM nai nf rame applications systens have existed for al nost two
decades now and are used to serve tens of thousands of users daily.
For this reason it is usually the need of a nminframe environment to
add TCP/I P network support WTHOUT witing new applications to run
with the TCP network. The TN3270 series of docunents addresses how
this can be done and maintain conpatibility with those mai nfrane
application systens.

One of the unique characteristics of the 3270 ternminals is their
ability to comunicate status information in an out-of-band data
flow These status’s are in turn used by the applications systens to
support error recovery, and conflict resolutions, exanples of these
are printer out of paper, and term nal powered up. The ternminals are
al so half duplex and bl ock nbde in their operations, which results in
the need to conmuni cate when bl ocks are being sent, when they end,
and when they cannot be sent. This docunent describes these
characteristics in I BMVTAM SNA terns. Sone VM nai nfranme application
systens do not use VIAM so for those systens these terns don’'t

apply. For any systens which use VTAMthese terns apply and are
dealt with in some way by the TCP/IP to VTAMinterface.

VTAM SNA is a hierarchical network and sone of that hierarchy needs
to be addressed by the TCP network attaching to it if the
applications systens are to continue to provide the sanme applications
support that they have provided to the 3270 term nals.

The 3270 term nal environment consists of a terminal controller wth
termnals attached to that controller. 1In VTAMSNA this controller
is called a PU (Physical Unit) and the termnals called LUs (Logica
Units). The PUis used to conmuni cate nanagenent infornmation to the
VTAM SNA system and the LU is used by the application to comunicate
with the terminal. VTAM SNA identifies each LU and PUin a network
by a uni que name. These nanes are referred to as LUnanes and
PUnanes, and is how the network is managed and the applications
identify what termnals are being conmunicated with in the network
The actual connection between a ternminal and the applications is
referred to as a session, and it is this session which has both in-
band and out-of-band information fl ows sent between the applications
and the termnals.

VTAM SNA 3270 term nal s actually have two sessions when conmuni cati ng
with the applications. One session is directly connected with the
application and the other session is connected directly to VTIAM It
is the session with VTAM also called the SSCP, that is used to
conmuni cate the out-of-band information flows. This session is

call ed the SSCP-LU session, and the session with the application is
called the LU- LU session (in VTAM an applications is just another
Logical Unit).
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One such out-of-band flow is the LUSTAT nessage which tells the
application that the status of the terninal has changed, and is how a
printer or screen tells the application that it is ready, or is not
ready to receive data.

There are also flows which nust be able to flowin the LU LU session
to help control the use of the terminal by applications. The block
of information sent in a session is called an RU (Request Unit) and
it tells what type of data this block contains, howlong it is and if
nmore data (RUs) is comng along. This is a gross over sinplification
of what RUs are and do, but it should help understand their use in
the TN3270 docunents. Sone of the VIAM SNA terns used to describe
what an RU is requesting are: Chains/chaining which tell a session
partner that another RU is being sent or not being sent in this
transm ssion. Brackets which are used to indicate that a unit of
work is conplete, such as when a printout of a file is conplete.

The determ nation of what part of the VTAM SNA protocols such as
brackets and chaining are to be used are nanaged by VTAM tabl es
call ed LOGMODE tabl es. These tables are selected when an LU LU
session is started and set up such things as bracket, and/or chaining
protocols; and the type of term nal data contained in the RUs, such
as printer data without screen formatting data (LU type 1), 3270
screen formatted data (LU type 2) and 3270 screen formatted data for
a printer (LU type 3). The LOGVODE tables also contain the size of
the RUto be sent and received. These tables also conmunicate the
screen size of 3270 terminals such as 24X80 (Mdel 2), 27X132 (Mode
5), etc. Each LU has a LOGMODE table entry hard assigned to it as
part of the VTAM configuration (often called a GEN). The sel ection
of these table entries can't be controlled by the termnal LU or PU
They can only be selected by the user at connection/logon tinme or by
the application when the connection is established. The actua
LOGMODE entries to be used during a session are sent at session |ogon
time, in a special type of RUcalled a BIND. Once the bind has been
sent then the rules for the use of the session have been set, can't
be changed, and nust be fol |l owed.

The purpose of the TN3287 protocol is to provide a general |BM 3270
host printer conmunications facility. Its primary goal is to allow a
met hod of connecting printer devices and printer-oriented processes
to each other. This protocol will allow a TN3270 Client to process
3287 print data streans.

This neno suppl ements and extends the STD 8, RFC 854, TELNET Protocol

Specification. This nmeno al so presents an exanple of the correct
i mpl enent ati on.
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2. GENERAL CONSI DERATI ONS

A TELNET connection is a Transni ssion Control Protocol (TCP)
connection used to transmit data with interspersed TELNET contro
i nformation.

The conpani on docunent, STD 8, RFC 854 -- "TELNET Protocol

Speci fication" should be consulted for further information about the
TELNET conmand, codes and code sequences referenced in this

speci fication.

3. CLI ENT- SERVER NEGOTI ATI ON

The TN3270 Client and Server require a specific negotiation protocol
After the negotiation is conplete, all transmnission between the
Cient and Server is in TELNET Binary format with a TELNET "End- Of -
Record(EOR)" sequence at the end of each data stream

Support for the TN3287 data streamrequires that both sides:
A. Are able to exchange bi nary data.

B. Can establish the agreenent between client and server on the
termnal type that will be used

C. Agree to use the TELNET I AC EOR as a delinmiter for inbound
and out bound TN3287 data streans

This inplenentation requires the options: TERM NAL- TYPE and BI NARY be
successfully negotiated between the Client and Server before
processing of any print data streans.

This inplenmentation supports host applications that can nix LU 1 and
LU 3 type data in the data stream

3.1 TN3287 SERVER

The maxi mum Request Unit (RU) size is server specific, but should not
exceed 4 kil obytes.

The LU type is determned by the bind fromthe mainframe application
The server, when bound, nust renenber LU 1 or LU 3 type

The server will automatically unbind the session upon receipt of a

TELNET CLOSE command. The printer will be reported to VIAM as
powered down until a new TELNET connection is established.
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3.2 TN3287 CLIENT

The TN3287 Client is a TN3270 client created specifically to print
mai nfrane 3270 print data. The client ermulates the | BM device type
that it identifies itself to the TN3270 server as, in this case, an
| BM 3287 nodel 1 type printer. The design of this printer protoco
is aligned with the way printing occurs in the |IBM host and how 3270
printers function. These printer extensions DO NOT support a 3270
printer client that cannot accept both types LU 1 and LU 3 printer
streanms. No IBMprinter operates in this fashion, and as a result,
no TN3270 server could function properly with mainfranme applications
if it didn't allowfor a mxing of LU1 and LU 3 data streans. The
common way in which this can occur is printer sharing between
nmul ti ple | BM host applications, such as CICS and JES. Since there is
no restriction, the JES can be configured to output LU 1 data
streanms, and the CICS can be configured for LU 3 data streans.
Therefore, the server will identify what LU type the current
application connected to the server is using. |If that type is LU 1,
ALL message records sent to the Cient will be preceded by one byte
of binary zeros (0x00). |If the first byte is not zeros, then that
byte will be a valid LU type 3 Wite-Conmand- Code(WCC), which can
NEVER be zeros. Thus, the client can tell the LU type of data as
each record is received

This protocol does allow for the client to shutdown if the client
does not wi sh to support both LU types. This is acconplished by
detecting an invalid data type fromthe received record, and
notifying the user that the nainframe application has sent LU type x
print data and should be configured for LU type y printing.

4., COWVAND STRUCTURE

1. Al TELNET commands consi st of at |east a two-byte sequence:
the "Interpret-as-Command(l AC)" escape character followed by
the code for the conmand

NOTE: Since the TELNET | AC character (255 decinal) is used as a
delimter (together with EOR) in the inbound and out bound data
streanms, a data byte within the data streamitself that has the sane
val ue as the I AC conmand is sent as two bytes (255, 255) and one byte
i s discarded

4.1 TELNET COVWANDS
Conmand nmeaning - WLL and DO comrands are used to obtain and grant

perm ssion for the subsequent subnegotiation. Both sides nust
exchange WLL TERM TYPE and DO TERM TYPE bef ore subnegoti ati on
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4.2

The actual exchange of infornmation is done within the option
subcomand.

<I AC DO TERM NAL- TYPE> Sender requests that the other party begin
term nal -type sub-negotiation.

<IAC WLL TERM NAL-TYPE> Sender is willing to send terminal-type
informati on in a subsequent sub-negoti ati on.

<I AC SB TERM NAL- TYPE SEND | AC SE> Sender requests the receiver to
transmit his termnal -type.

<IAC SB TERM TYPE | S | BM 3287-1 | AC SE> Sender is stating the nane
of his terminal-type. The code for <IS>is 0. Optionally, a
specific Logical Unit (LU) can be requested by using the TERM NAL-
TYPE string bel ow If no LUnane is specified, the first available
3287 LU is sel ected.

| AC SB TERM TYPE IS | BM 3287-1 @ LUNAME | AC SE

<I AC DO BI NARY> Sender requests that sender of the data starts
transmitting or confirms that the sender of data is expected to
transmit characters that are to be interpreted as 8 bits of binary
data by the receiver.

<I AC W LL BI NARY> Sender requests permi ssion to begin transmtting,
or confirns it will now begin transmtting binary data.

An <ECR> is sent at the end of each SNA Request Unit (RU) end of
chain, in either direction. The first byte following the <EOR> is a
Wit e- Command- Code(WCC) for LU 3 data streans.

An <AC> is sent at the end of the SNA RU and end of bracket. This
signifies the end of the print output or file by the |IBM host
application and possibly a change of LU type.

COMVAND VALUES

TELNET COMMVAND CODE
IAC Interpret as Command 255
DO 253
W LL 251
SB SuBnegoti ation option 250
SE Subnegoti ati on End 240
TERM NAL- TYPE 24
SEND 1
IS 0
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EOR End- O - Record 25
Bl NARY 0
AO Abort Cutput 245
IP Interrupt Process 244
AYT Are You There 246
BREAK 243

5.

5.

1

1.

NOTE: The above codes and code sequences have the indicated neaning

only when immedi ately p
TN3270 Printer Status

The status message can

receded by an "Interpret as Comand (1 AC)".
Message

be sent at any tinme. It nust be sent every

time the TN3270 Server sends an End-of - Record(EOR) indicator to the
TN3270 Cient, or when a printing error occurs at the dient. The

Printer Status Message

is only sent by the TN3270 Cient. Once the

End- O - Record 1AC i s processed, the TN3270 Cient sends the status
message to the server when it is ready to receive nore print data.

MESSAGE DESCRI PTI ON:

SCH % R S1 S2 I1AC ECR

SCH = 0X01

% = 0X6C

R = 0OXD9

S1 St at us/ Sense Byte 0

S2 St at us/ Sense Byte 1
| AC = Tel net | AC Character
EOR = Tel net EOR Char act er

St at us/ Sense Byte description
1. S/S Byte O:

H gh Order Low Order

| |

| 0 1 2 3 4 5 6 7 |

| |

Bit Nunber: Bit Definition:
0 Al ways Zero
1 Al ways Zero
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Note 1*:
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Al ways Zero
Al ways Zero
Al ways Zero

Unit Specify - is set due to an error
condition. The reason for the error
condition will be indicated in S/S Byte 1
See Note 1*.

Device End - when this bit sent in response
to a data nessage it indicates the client
has successfully processed the data nessage
fromthe server and notifies the server to
send a new data nmessage to the client when
avai | abl e. See Note 2*.

Al ways Zero

A negative response to the Server’s data nessage woul d be

S/'S Byte 0 Bit 5 "Unit Specify condition”. The possible Unit Specify
conditions are listed below. (See Section 3.2 for bit settings for
the Unit Specify conditions |isted bel ow)

Unit Specify Condition: SNA Sense Code sent to host:
Command Rej ect ed 0X10030000
I ntervention Required 0X08020000
Dat a Check 0X10010000
Oper ation Check 0X10050000
Component Di sconnected (LU) 0X08020000

Not e 2*: Devi ce End -
message woul d be the "Device End" bit (S/S Byte 0 Bit 6) to indicate
a ready to receive data fromthe host condition. This will also be
sent after clearing a previous Unit Specify condition of

"I ntervention Required"

G aves,

Butts & Angel

A positive response to the Server’s data
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5.1.2. S/S Byte 1
Hi gh O der Low Or der
|
0 1 2 3 4 5 6 7 |
|
Bit Number: Bit Definition:
0 Al ways Zero
1 Al ways Zero
2 Command Rejected (CR) -- This bit
i ndicates an invalid 3270 comrand
gener at ed.
3 Intervention Required - Printer Not Ready.
See Note 3*.
4 Conmponent Di sconnected - Printer is powered
of f or printer cable not connected. See
Not e 4*.
5 Data Check - Invalid print data
6 Al ways Zero
7 Operation Check - An illegal buffer address

Note 3*:
message with the "Device End"

or inconplete order sequence

sent to the host is 0X00010000. The |IBM host
"printer now ready"” condition.

Note 4*:

The Intervention Required is cleared by sending an S/'S
bit (Bit 6 of S/S byte 0). The LUSTAT

interprets this as a

The Conponent di sconnected is cleared by sending an S/'S

message with the "Device End" bit (Bit 6 of S/S byte 0). The LUSTAT
sent to the host is 0X082B0000. The | BM host

"printer now ready --

condi ti on.

G aves,

Butts & Angel

interprets this as a

presentation space integrity nmay be lost"
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6. The following is an exanple of the dient-Server negotiation

process.
Server: | AC DO TERM NAL- TYPE
Cient: | AC WLL TERM NAL- TYPE
Server: | AC SB TERM NAL- TYPE SEND | AC SE
dient: | AC SB TERM NAL-TYPE IS | BM 3287-1 | AC SE

Note: To request a specific LU the TERM NAL- TYPE string woul d be:
| AC SB TERM NAL-TYPE | S | BM 3287-1 @ LUNAME | AC SE
(The client has specified its termnal type is an | BM 3287-1)

Server: | AC DO END- OF- RECORD

Client: | AC WLL END OF- RECORD

Server: | AC WLL END OF- RECORD

Client: | AC DO END- OF- RECORD

(The Server and Cient have both agreed to transnit End-COf - Record
(EOR)).

Server: | AC DO TRANSM T- Bl NARY

Client: | AC WLL TRANSM T- Bl NARY

Server: | AC WLL TRANSM T- Bl NARY

Cient: | AC DO TRANSM T- Bl NARY

(The Server and dient have both agreed to use binary
transm ssi on)

Server: 0x00 (3270 PRI NT DATA)
dient: (S/'S with DEV END) | AC ECR
Server: 0x00 (3270 PRI NT DATA) | AC EOR

NOTE: LU 1 type data is prefaced with a 0x00 character. LU 3
type data is not prefaced with a special character. This
character will precede print data in each chain, and should be

di scarded before the print data is processed. An <l AC EOR> nust
be received before changing to LU 1 or LU 3 type data.

Cient: (SYSwith IR IAC EOR (This indicates a paper jam
at printer.)
dient: (S/ISwith DE) | AC EOR (This indicates the clearing

of above condition.)
Server: 0x00 (3270 PRI NT DATA) (This indicates start of LU 1
dat a)

Server: (3270 PRI NT DATA)
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Server: (3270 PRI NT DATA)

Server: (3270 PRI NT DATA) | AC EOR

Cient: (S/Swith DE) | AC EOR

Server: 0x00 (LAST 3270 PRI NT DATA) | AC EOR

dient: (S/ISwith DE) | AC EOR

Server: I AC AO

(The Abort Qutput <AOC> signifies the end-of-bracket -- end of
print job)

7. SECURI TY CONSI DERATI ONS

Thi s docunent does not specify a security nethodology to insure that
the client requesting a printer LU nane is authorized to access that
LU Currently, this is left up to individual server inplenentations.
The design of the protocols described in this docunent allow for the
future incorporation of the RFCs regardi ng encryptions and

aut hentication protocols and services. However, before this may
occur, certain extensions nmay be required to the protocols defined in
this docunent or to the encryptions and authentication services and
pr ot ocol s.

8. ERROR CONDI TI ONS

After a client and server have successfully conpleted negotiation, a
nunber of potential error conditions may be detected by the server
which require notifying the client and aborting the connection

When an error condition is detected by the server, the client nust be
negoti ated back into NVT node by the server sending a "WONT/ DONT

Bl NARY" TELNET sequence and the client responding with the
appropriate "DONT/WONT BI NARY" TELNET sequence.

The server should inmediately send the appropriate error nessage to
the client as an ASCII string and then close the connection. The
error nessage should be prefixed by a nuneric identifier to precisely
notify the client of the specific error condition. The error nessage
sent to the client should be routed to the proper console or log for
corrective action.

Belowis a list of error conditions identified by nuneric val ue,
error text, neaning of the error and recovery procedure.

Message: "01 No LU s of the type configured"

Meani ng: The configuration definition on the server
does not include the LU type requested.
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Recovery: Notify your Systens Admi nistrator as this
is a permanent error condition
Message: "02 Requested LU unavail abl e"

Meani ng: The requested LU is not avail abl e at
this tinme.

Recovery: This may be a tenporary error and may
be retried periodically. |If the condition
persi sts contact your Systens Adm nistrator
Message: "03 Requested LU type is inconsistent with configuration”

Meani ng: The LU requested does not match the termnal
type in the server configuration

Recovery: Notify your Systens Adm nistrator as this
is a permanent error condition

Message: "04 Requested LU is not configured"
Meani ng: The LU is not defined in server configuration.

Recovery: Notify your Systens Administrator as this
is a permanent error condition

When a client receives a nmessage not defined in the above list, the
message shoul d be displayed to a console or log and the connection to
the server should be closed. No other recovery should be attenpted
as this is nost likely a fatal error condition. (Notify your Systens
Adni nistrator.)
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