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This neno provides information for the Internet conmmunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimnted.

I. Introduction

Many organi zati ons concerned with K-12 educational issues and the

pl anni ng for the use of technol ogy recogni ze the val ue of data
communi cati ons throughout the educational system State sponsored
docunents such as the California Departnment of Education’s "Strategic
Plan for Information Technol ogy" reconmmend the planning of voice,

vi deo and data networks to support |earning and educati ona

adm ni stration, but they do not provide specific technical direction

The institutions that built the Internet and connected early in its
devel opnent are early adopters of technology, with technical staff
dedi cated to the planning for and inplenentation of |eading edge
technol ogy. The K-12 community traditionally has not had this |eve
of staffing available for tel ecomunications planning. This docunent
is intended to bridge that gap and provides a recommended technica
direction, an introduction to the role the Internet now plays in K-12
education and technical guidelines for building a canpus data

conmmuni cations infrastructure that provides internetworking services
and connections to the Internet.

For a nmore general introduction to the Internet and its applications
and uses, the reader is referred to any of the references listed in
the foll owi ng RFCs:

1392 "Internet Users’ d ossary" (also FYI 18)

1432 "Recent |nternet Books"

1462 "What is the Internet" (also FYl 20)

1463 "Introducing the Internet - A Short Bibliograpy of

Introductory Internetworking on Readi ngs for the Network
Novi ce" (al so FYI 19)
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Rationale for the Use of Internet Protocols

In 1993, the Bank Street College of Education conducted a survey of
550 educators who are actively involved in using tel ecomunications.
(Honey, Margaret, Henriquez, Andres, "Tel econmunications and K-12
Educators: Findings froma National Survey," Bank Street Coll ege of
Educati on, New York, NY, 1993.) The survey |ooked at a wide variety
of ways tel ecomruni cations technology is used in K-12 education
Their findings on Internet usage are sunmarized bel ow.

"Slightly less than half of these educators have access
to the Internet, which is supplied nost frequently by a
uni versity conputer or educational service."

"Internet services are used al nost twice as often for
prof essional activities as for student | earning
activities."

"Sending e-mail is the nost conmon use of the Internet,
foll owed by accessing news and bulletin boards and gaini ng
access to renote conputers.”

The followi ng chart shows the percentage of respondents that use each
networ k application to support professional and student activities.

Appl i cations Pr of essi onal St udent
Activities Activities

El ectronic mail 91 79

News or bulletin board 63 50

Renote access to ot her 48 32
conputers

Dat abase access 36 31

File transfer 34 19

The value of the Internet and its explosive growh are a direct
result of the conputer comuni cations technol ogy used on the network.
The sane network design principals and conputer conmuni cations
protocols (TCP/IP) used on the Internet can be used within a schoo
district to build canpuswi de networks. This is standard practice
wi t hi n hi gher education, and increasingly in K-12 schools as well.
The benefits of the TCP/IP protocols are |listed bel ow.
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TCP/IP is available on nost, if not all, of the
conmputing platforns likely to be inportant for
instructional or administrative purposes. TCP/IP
is available for the I BM conpatibl e persona
computers (PCs) running DOS or Wndows and all
versions of the Apple Macintosh. TCP/IP is
standard on all UNI X-based systens and

wor kst ati ons and nost mai nfrane conputers

TCP/ 1 P supports many applications including, but

not limted to, electronic mail, file transfer
interactive renote host access, database access, file
sharing and access to networked i nformation
resources. Progranmi ng and devel opnent expertise

is available froma wi de variety of sources

TCP/IP is flexible, and new data transport
requirenents can be incorporated easily. It can
acconmodat e educational and admi nistrative
applications equally well so that one set of network
cabling and one communi cati ons system nay be

used in both the classroomand the office.

TCP/IP is sinple enough to run on | ow end
conmputing platforns such as the Apple Maclntosh
and PCs while still providing efficient support for
| arge mini conputer and nai nframe conputing
platforns. TCP/IP benefits fromover twenty years
of refinenent that has resulted in a |large and
technically sophisticated environnent.

TCP/ I P supports |ocal area network and wi de area
network services within the entire range of network
data rates avail able today, fromdial -up nodem
speeds to gigabit speed experinental networKks.
Conmmmruni cati ons can occur reliably anbng machi nes
across this entire range of speeds.

TCP/ I P can coexist successfully with other
networ ki ng architectures. It is likely that offices
and cl assroons that already have networks may be
usi ng sonet hing other than TCP/IP. Networks of
Appl e Maci ntosh conputers will probably be using
Appl et al k; networks of PCs nmay be using any of the
common networ k operating systens such as Novel

Net war e or LANManager. Mainfrane conputers

may be using IBMs System Network Architecture
(SNA). None of these proprietary protocols provides
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broad connectivity on a global scale. Recognizing
this, network technol ogy vendors now provi de nany
means for building networks in which all of these
protocol s can co-exist.

Mul ti nedi a TCP/ 1 P networks can support voice, graphics and
video as part of teleconferencing and nultinmedi a
applications.

Compatibility Al'l of the major Universities, as well as
t housands of commercial and governnent al
organi zations use TCP/IP for their prinmary
communi cations services. Comercial networks
such as Conpuserve and America Online are al so
connected to the Internet. Many State Departnents
of Education have sponsored statewide initiatives to
connect schools to the Internet and many K-12
school districts have connected based upon |oca
needs.

NREN The Hi gh Performance Conputing Act of 1991 and
the Information Infrastructure and Technol ogy Act
of 1992 provide the foundation for building the
national telecommunications infrastructure in
support of education and research. The Nationa
Research and Education Network (NREN) will be
based upon Internet technol ogy.

The benefits of internetworking technol ogy have been denonstrated

t hrough twenty years of use by thousands of organizations. This sanme
experience also provides tested technical nodels for network design
that can be adapted to K-12 canmpuswi de networking in schools of all
sizes and techni cal devel opnent.

I1l. A Technical Mdel for School Networks

The vision of a nbdern conmuni cations network serving all primary and
secondary school s has been articul ated and di scussed in nmany foruns.
Many schools and a few school districts have inplenmented ad hoc
network systems in response to their own perception of the inportance
of this resource. This section of the Internet School NetworKking
(I'SN) Working Group RFC presents a standard network inplenmentation
nodel to assist county offices of education and school districts in
their planning so that all such inplenentations will be compatible
with each other and with national networking plans intended to enrich
K-12 educati on.
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The future goal of "an integrated voice, data, and vi deo network
extending to every classroon is exciting, but so far from what
exists today that the investnment in tine and dollars required to
realize such a goal will be greater than nost districts can nuster in
the near term W suggest that a great deal can be done inmediately,
with relatively few dollars, to provide nodern comruni cati ons systens
in and between all schools around the nation

Qur present goal is to define a highly functional, honbgeneous, and
wel I supported network systemthat could interconnect all K-12
schools and district, county, and statew de offices and that will
enabl e teachers and adm nistrators to begin to use new conmuni cati ons
t ool s and network-based information resources. It takes considerable
time to adapt curricula and other prograns to take full advantage of
new t echnol ogy. Through the use of standard nodels for

i mpl ement ati on of current network technol ogi es, schools can begin
this process now.

Many states have al ready devel oped conmuni cati ons services for their
schools. A notable exanple is Texas which provides terninal access
to central information resources fromevery classroomover a
statewi de network. Mdem accessible systens are avail able in many
states that serve to encourage teachers to becone famliar with
networ k resources and capabilities. Al though nodem access may be the
only practical option today in sone areas, it always will be limted

in functionality and/or capacity. |In anticipation of energing and
future bandwi dth intensive information resource applications and the
functionality that they will require, we believe it is essential to

provi de direct network access to the National Research and Education
Network (NREN) Internet (The Internet is a "network of networks" that
i nterconnects institutions of higher education, research | abs,
governnent agencies, and a rapidly growi ng nunber of technol ogy and

i nformati on vendors.) fromconputers in every classroom

The Internet comunication protocols, conmonly known as "TCP/IP," are
the "glue" that will allow all conputers to conmunicate. As noted
above, software that inplenents Internet protocols is available for
all nodern conputers. These protocols support a very w de variety of
applications, fromelectronic nessaging to client/server data access.
The use of Internet protocols will ensure that all networked
computers will have direct access to the vast range of existing

i nformation and education resources on the Internet, as well as to
the enmerging National Information Infrastructure.
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Approach

The i npl enentati on we suggest would use current proven and cost

ef fective technol ogy and woul d be expandabl e and upgradabl e to newer
technol ogy with m ni mum additional investment. This approach
requires careful, nodular design to neet the following criteria:

1

2)

3)

Any physical infrastructure devel opment should be general and
flexi bl e enough to be reused as technol ogy inproves. For
exanpl e, a school office nmight have a sinple term nal today
which could be wired to a network adapter serving the schoo
building. Later a Macintosh, DOS, or W ndows-based PC ni ght
replace the termnal, and the type of connection to the network
woul d change accordingly. However, the wiring between the

of fice and the network "hub" site could remain the sane if it
is designed properly to begin with. This is an inportant
consi deration since wiring typically represents 20 to 40% of
the cost of individual network hookups;

Exi sting conputers and termnals in schools and district

of fices should be integrated as nuch as possible into the
communi cati on system This installed base represents a | arge
investnment, albeit in many cases a somewhat dated set of

equi pnent. \Whol esal e repl acenent of that base would be a

| arge additional burden on funding resources.

A consequence of the above is that the user interface and the
services available will vary depending on the type of equi pnent
used to access the network. For exanple, DOS PCs, Macintosh
conputers, or Unix workstations would be connected directly to
Local Area Networks (LANs) and woul d be provided with
communi cati ons software to support a broad set of functions,
many of which will have graphical user interfaces and will nake
use of client/server technology. Apple-Il conputers, "dunb"
termnals, or other such devices could be connected to
intelligent network hubs that would all ow access to network
server conputers or information resources, but alnost certainly
will not support the full range of functionality provided by a
direct network connection. |In the short term this is a
limtation that we nust accept;

Net work servers will be |ocated where they can be nanaged and
supported, and al so provide access paths w th adequate

bandwi dth. A system of hierarchical servers should be created
in larger school districts, with automatic transfer of common
information froma central systemto the secondary systens each
night, or at appropriate intervals. Local servers will allow
each school to provide on-line information particular to its
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prograns and conmunity. This nodel optim zes use of network
bandwi dt h as wel | ;

4) School interconnect topologies (links) nust be both cost
ef fecti ve and manageabl e. Communi cati on between school s,
district offices, county offices of education, and the State
Department of Education nust be reliable and of sufficient
capacity to support the primary applications as well as allow
devel opnent of new applications.

Capacity is neasured both by total data traffic volunme and by
response tine when infornmation is requested over the network.
Reliability is measured by the percentage of tine that the
network is able to transport data. Reliability should be well
over 99.7% Capacity should be such that no nore than 10% of

t he conmuni cati ons bandwi dth is used during a typical work day.
This is intended to | eave adequate capacity for good response
time to short term comunication demands.

Many school s al ready have sonme form of comunications
infrastructure in place. |In sone cases this infrastructure can
be adapted to newer technologies; in other cases it may have to
be replaced over tinme. These issues are explored further
followi ng presentation of the basic nodel that serves as a

gui deline for future conmunicati ons system devel opnent.

| mpl ement ati on Mbdel

There is no one "blueprint” for a network that will drop into every
school. Each school will have particular physical constraints
functional needs, an existing technol ogy base, funding constraints,
and opportunities for collaboration with vendors and support groups
inits area. What is presented here is a set of general guidelines
that can be followed in the planning of a school network

i mpl enent ati on.

The strategic decision to use Internet protocols in devel opi ng schoo
net wor ks provi des the opportunity to avoid the najor expense of
bui | di ng new st atew de backbone infrastructures in the near term

I nterconnection of schools, districts, county offices of education
and the State Departnent of Education can be acconplished by
acquiring Internet connection service fromany of the existing
Internet service providers in the state. ("Connecting to the
Internet", Susan Estrada, O Reilly & Associates, Inc. (ISBN 1-56592-
061-9) lists Internet service providers in California and the
nation.) It is critical that Internet connection service neet
criteria for reliability and capacity but connection to any Internet
service provider will provide comunication capability to all other
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I nternet subscribers within the state, the nation, and the world.

Internet technology is designed to allow very flexible intersite
topol ogi es, but a hierarchical topology is the sinplest to engineer.
Cenerally this will mean hierarchical connection of school facilities
to district offices, in nany cases further aggregated at county
offices, and finally a link to an Internet service provider

Coordi nation of circuit services and a single point of connection to
an Internet service provider serves both to minimnmze overall costs
and increase opportunities to nake use of newer technol ogies.

The basi c school network inplenmentation nodel is quite sinple: create
a local area network (LAN) within each school building or cluster of

bui |l di ngs, provide at |east one network server for that LAN,

i nterconnect that LAN with the local school district offices where a

simlar LAN should be installed and where centrally managed

i nformati on resources should exist, and connect the district offices

to the nearest Internet service provider, possibly through the county
of fice of education

Primary technical support for network nonitoring and problem

resol ution, and for managi ng network resource servers should come
fromthe district or county offices initially to avoid unnecessary
duplication at the local level. As expertise is developed at the
| ocal level, nore of the responsibility for daily operation and
probl emresol ution can be assumed by individual schools.

It is inmpossible to cover all conceivable scenarios for

i npl ementation of this nodel in specific schools. However, it is
possible to state general principles that should be followed in
desi gni ng school network inplenentations. The discussion belowis
organi zed into sections corresponding to the basic nodel sunmmarized
in the previous paragraph. It includes a description of the genera
principles that are inmportant to each | evel of the inplenentation.

Step 1: School Local Area Network |nplenentation

A "school" is used here to nean a building or cluster of buildings
that are managed as a unit and typically are on contiguous, district
owned property. Inplenentation of a LANin this setting will involve

installation of a cabling systemto distribute the network throughout
the structure(s), installation of premise wiring to support
connections of conputers and terminals to the network distribution
system installation of one or nore network server nachines in a
central location (OQher protocols, such as AppleTalk or Novells |PX
may be supported on a school’s local area network (LAN) as needed for
| ocal function such as printer sharing or |ocal resource servers.),
and provision of a network router and tel econmunications circuit or
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radio link to connect that school to the district offices.

The nmost common LAN technol ogies in use today are ethernet and

Local Tal k. (I EEE 802.5 Token Ring is not recommended for new
installations. It is nore expensive and it is not available for as
wi de a range of conputers.) Both are quite inexpensive and easy to
install and maintain. Ethernet is adaptable to nost nodern conputers
and is built-in to high performance workstati ons such as Sun,

Hewl ett - Packard, SA, or Digital Equiprment Corporation conputers.
Local Talk is built-in to all Macintosh conmputers and is adaptable to
DOS PC conputers as well. FEthernet is roughly 20 to 40 times faster
than Local Tal k. Therefore ethernet is recommended for all conputer
connections, when possible, and for the school LAN "backbone" or
networ k di stribution system

1.1 Network Adapters and Software

I ndi vi dual conputers will require network or comruni cati ons adapters
and appropriate software. Table 1 gives basic reconmendations for
the conputers nost commonly found in schools. Basic conmunications
software is available in the public domain for many persona

conmputers at no cost. More sophisticated software is being devel oped
by a nunber of vendors for applications such as electronic mail

di stance | earning, and nultinedi a dat abase access. For exanple, the
California Technol ogy Project is devel oping very easy to use software
for Maci ntosh and DOS or Wndows PC conputers that will enable access
to a wide variety of information resources and services. Schools
shoul d I ook at all the avail abl e software and base choi ces on
required functionality and support costs as well as acquisition
costs.

In locations where conputers will be purchased, the choice of
conmput er type should be driven by the availability of software for
the particular application(s) to be supported. Alnost all nodern
computers can be attached to the type of network described in this
docunent .
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Conmuni cati on
Sof t war e

Sinmple term na

Apple 1'l, Anm ga,
Tandy, Conmodor e,
ol der 1 BM PCs, etc.
Newer | BM PC

A der Apple

Maci nt osh conput ers

Newer Appl e
Maci nt osh conputers

Uni x wor kst ati ons

"Net wor k Access Server"
| ocated centrally.

Serial asynchronous
port that will allow
connection to the
above.

Et hernet adapter car
with "10-base-T" port.
"Thi n-net" port may be
used in lab clusters.

PhoneNet adapter MacTCP
(external) and shared
Local Tal k to ethernet
router, for exanple the
Shi va Fast Pat h.

May use sane as the
above. For higher

per f ormance, use an

et hernet adapter card
with "10-base-T port.
"Thi n-net" port may be
used in lab clusters.

Et her net adapter card,
if not already built in.

Built-in to the
net wor kaccess server

Seri al conmmunications
software that enul ates
a sinple term nal

TCP/ I P "TSR' software
for exanple "FTP
Sof t war e" package

Addi tional software for
speci al appl .

or equi val ent

plus "telnet" and "ftp".
For exanpl e, NCSA

Tel net. Additiona
software for speci al
applications, e.g.
"electronic mail
client."

Sane as the above.

Typically comes with
the basic system
Addi tional software
may be needed

for special
applications.

Tabl e 1:
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1.2 Prenise wiring

A maj or conponent of the inplementation will be installation of
cabling to connect individual conmputers or clusters of conmputers to
the LAN. The recommended topology is a "star" where each conputer is
wired directly to a "hub site" within the building as shown in
Figures 1 & 2. A cluster of conputers, typically found in a teaching
lab or library, may be interconnected within the roomwhere they are
installed, and the cluster connected to the hub site with a single
cable as shown in Figures 3 & 4.

The recomended prenise wiring is "unshielded twisted pair" (UTP)
wire that neets the Electronic Industries Association (EIA) category
5 standards for high speed data comunication service. (See

El A/ TI A-568 "Commerci al Buil di ng Tel ecommuni cations Wring
Standard.") Wile 2 pair cable may be adequate for npst purposes,

i ndustry standards reconmend installation of 4 pair cable. The
difference in cost is mnimal so we reconmend installation of the
latter. One end of each cable term nates in a category 5 RJ-45 jack
(A standard RJ45 jack can be used for ethernet or |ower speeds if
initial cost is amajor factor. Such jacks can be replaced with
category 5 versions later as needed.) located near the conputer. The
other end term nates on a standard "110 distribution block”™ (In ol der
sites, M66 distribution blocks nmay already be installed. These can
be used for the tinme being but will not support newer higher speed
technologies.) at the hub site utility closet. A |abeling schene
nmust be chosen and strictly adhered to so that cables can be
identified at both ends |ater, as needed.

[Figure 1: Individual ethernet connection to the network]
[Figure 2: Local Tal k connection to the networKk]

In nost cases, the hub site utility closet will be shared with

tel ephone services. It is essential that a separate wall area be set
aside within the closet for data service interconnections. Typically
there will be a "field" of interconnect blocks for term nation of all
premi se wires, another field for ternmination of trunk cables (used
for | ow speed data terninals), and a third field for hub equi prent
ports. Interconnections between prenm se wiring blocks and hub or
trunk bl ocks are installed as needed in order to provide the
appropriate service to each | ocation where comuni cation service is
required.

[Figure 3: A cluster of conmputers connected to the networKk]

[Figure 4: A Macintosh cluster connection to the networKk]
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Installation of wiring in a building typically is perforned by a
qualified data wiring contractor. This is a critical aspect of the
program and nust be planned and installed professionally with both
current and future requirenments in mnd. (See "Virtual School house -
A Report to the Legislature on Distribution Infrastructures for
Advanced Technol ogies in the Construction of New Schools, K through
12" (Departnent of General Services, State of California, February,
1993) for exanple conduit and utility closet plans.) To be prepared
for future distribution of video signals, school network planners
shoul d consider installation of RG59 coaxial cable to those

| ocati ons where video may be required at the same tinme that the UTP
premise wiring is being installed. The coaxial cable would terninate
on a wall plate nmounted "F" connector in the classroom and would be
left unternminated in the utility closet. Future technol ogi es may
support video signals over other nedia so the installation of RG59
cable should be linmted to near term potential requirenents.

It will be cost effective to install prem se wiring to as nany

| ocations as might ever serve a conputer. This will include
adm nistrative offices as well as classroons, |aboratories as well as
libraries. In high density locations such as offices, consideration

shoul d be given to installation of two UTP cables to each outl et

|l ocation in order to provide the potential for several conputers or
wor kstations. Term nating both cables on the sane wall plate will
add little to the overall wiring project costs and will add greatly
to the flexibility of the system Premse wiring that is not to be
used initially will not be connected to any electronics in the hub
site.

Hub sites should be utility closets or other protected, non-occupied
areas. Hub sites can be created by construction of small closets or
cabinets in low use areas. A hub site nust be located w thin 300
feet of any connection. Typically, multiple hub sites are required
inlarge or nulti-story buildings.

1.3 Network Distribution System

Al'l hub sites within a school nust be interconnected to conplete the
school LAN. The design of this network distribution systemw ||
depend greatly on the physical |ayout of the school buildings. W
assune that ethernet technology will be used since higher speed
technology is still quite expensive.

[Figure 5: A conplete small school LAN]
If all hub sites are within 300 cable feet of a central |ocation

then 10-base-T wiring can be used froma central hub to connect each
hub site, as shown in Figure 5. |If longer distances are required,
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either thin-net or standard thick ethernet can be used. Fiber optic
cable can be used if distance requires it and funding permts. (If
fiber optic cable is installed, consideration should be given to

i ncluding both nultinode fiber for current and future data

requi renents and single node fiber for video and future very high
speed data systens.) Specific design of the "backbone" network

di stribution systemw ||l depend on the |ayout of the buildings to be
served.

Wth proper design as many as 250 conputers can be connected to a
singl e ethernet segnent. Mdst often the practical nmaxi mnum nunber
will be nuch Iower than this due to the ambunt of data sent onto the
networ k by each conputer. For planning purposes, one can assune
100- 125 conputers per segnent. Beyond that size the network nust be
subdi vi ded usi ng "subnetworks". Design of a such a systemis not
difficult, but is beyond the scope of this docunent.

The network distribution system cabling should include unshi el ded
multi-pair trunk cabling as well as ethernet trunk cabling. The
nmul ti-pair trunk cable will be needed to connect terninals or ol der
conmputers enmulating termnals to a central "network access server"
(NAS). A typical NAS can serve from8 to 128 such connections. It
is nost cost effective to provide one per LAN, if needed. The NAS
connects directly to the ethernet LAN.

1.4 Local Network Server

It is highly recoormended that each school install a "network server"
to support |ocal storage of commonly used information, software,
electronic mail, and other functions that may require hi gh speed
communi cation to the users conputer. Since the connection to the
outside network will be rmuch slower than the school LAN, it will be
nost efficient to access information locally. In particular
software that is to be shared anong the school s conmputers nmust be
stored locally since it would be very tedious to transfer it across
the slower external link. The network server will be connected
directly to the ethernet network.

The | ocation of the server should be chosen carefully to ensure its
protection from abuse and environnental damage. Traditionally the
school library is the focus of information gathering and storage
activities and many school libraries have clusters of conputers or
termnals already installed. The library would be a very | ogica
place to locate the network server conputer. The Network Router (see
bel ow) might also be located there if a suitable utility space is not
avail abl e.
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The network server will be a small but powerful conputer with a large
anount of di sk storage capacity, typically 1-4 gigabytes. It wll
run software capabl e of supporting access by a | arge nunmber of users
simul taneously. It could also support dial-in access fromteachers
or students hones using standard inexpensive nodens. (Access contro
with user authentication is essential if dial-in service is to be
provided.) |If nore than a few nodens are to be installed, a NAS

m ght prove nore cost effective. |If dial-in access is to be provided
to nore than a few school sites within a district, a single centra
nmodem pool nmaintainted at the district offices will be the nost cost
effective.

1.5 External Connection

A single communication circuit will connect the school LAN to the

| ocal school district offices. In the school, there will be a

Net wor k Rout er attached between the LAN and this circuit. On the LAN
side, the connection will be a typical ethernet cable. On the
external side, the connection will depend on the type of

conmmuni cation circuit used, as discussed in step 2 bel ow

Step 2: Interconnection of Schools with District Ofices

Al'l schools within a district should be connected individually to the
network router at the school district offices. This "star topol ogy"
will be nuch easier to manage and the capacity of each schools
connection can be increased appropriately as needs change.

Several standard conmmuni cation circuit services may be used to effect
this connection. The |east expensive for situations where only
limted use is needed will be dial-up using high speed nodens.
However, this type of connection is not reconmended for serious usage
due to its very limted capacity. Al so, since nost schools receive

t el ephone service under business tariffs, usage will be neasured and
the cost will be dependent on how | ong the connection is naintained
This will be true in general for other "sw tched services" as well
such as "switched-56" and | SDN. Dedicated (pernmanently installed)
communi cations circuits are strongly reconmended since they wll

al | ow unattended access to and fromthe school network at all hours.
This will be particularly inportant if information files are to be
down- | oaded during the night to | ocal network servers or teachers and
students are to access the schools information resources from hone.

Tabl e 2 shows the nost common options for dedicated circuit services.
Costs are indicated in relative terns since they vary greatly by

|l ocation and as tariffs are nodified. The exact costs mnust be
determ ned by contacting |ocal conmunications service providers.
Total cost nust take into account the equi pmrent needed at each
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| ocation as well.

Type of Circuit Data Rate Rel ati ve cost

Voi ce grade | eased 20 kil obits per sec nodest *

t el ephone line (Kb/ s)

ADN- 56 56 Kb/s hi gh

| SDN, where 64 or 128 Kb/s nodest **

avai l abl e

Low power radio 64 to 256 Kb/s hi gh startup
cost

Frame Rel ay 56 Kb/s to 1.5 Md/s nodest to high

DS1 1.5 negabits per sec very high

* Measured service charges nust be taken into account.

** At this time, nost ISDN tarriffs include nmessage unit charges
whi ch can nmake theuse of | SDN prohibitively expensive for
full-tinme connectivity.

Tabl e 2: External Connection Communi cations Options

Frame Rel ay communi cation services are becom ng avail able in many
areas. Franme Relay is a shared, packet based data transport service
A school site would contract for Frane Relay service as part of a

| arger service group that includes the school district office and nay
i nclude the Internet service provider. Al nenbers of that group
woul d share the conmuni cations capacity. The advantage of this
service is that only one end of the circuit needs to be ordered (each
menber orders a connection to the conmmon service) and the capacity

of fered to each nmenber can be upgraded i ndependently. Also, in nany
areas the cost of Franme Relay service is not dependent on distance to
the service provider which will make service to rural schools nuch

| ess expensive than equival ent services. Overall systemcosts wll
be minim zed since the central router at the district office wll
need fewer connections.

If Frame Relay is chosen, the overall service group nust be carefully
engi neered. For exanple, since all schools would share the
connection to the district office (and possibly to the Internet
service provider), that nust be a high capacity connection. For the
initial design, the aggregate capacity of all school |inks should not
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exceed the capacity into the district office (or the Internet service
provider) by nore than a factor of 3 or there may be noticeable
congestion and variability in response tinmes across the system

There are many other factors that nust be considered as well, such as
the virtual connection topol ogy and how best to connect to an
Internet service provider. Therefore, it is recomended that an
experi enced network engi neer be utilized to develop an operationa
plan for Franme Relay if it is chosen as the school interconnection
servi ce.

Future options for interconnecting schools and district offices wll

i ncl ude:

o] Community Access Tel evision (CATV) cable systens offering
ei ther shared or dedicated bi-directional data conmunication
servi ces,

o} nmetropolitan area fiber optic communications service
provi ders,

o] Switched Multi-nmegabit Digital Service (SMDS) providing data

transport service at speeds up to 34 negabits per second.

o} Asynchronous Transfer Mdde (ATM connection services
supporting voice, data, and video conmuni cati ons at speeds
into the gigabit per second range.

(Many nore options will becone avail abl e as new technol ogi es cone to
mar ket . )

The costs for the last three options are unknown at this tinme, but
may be generally higher than those indicated in Table 2. The cost
for the CATV option may be negotiable as part of the |ocal CATV
contract with the conmmunity.

As demands for network speed devel op due to heavy use of multinedia
or other bandw dth intensive application, higher speed conmmunications
circuits can replace the initial circuits with nmininml change in the
equi pmrent or LAN. This gives great flexibility in tailoring service
to funding | evels and application needs.

Step 3: School District Ofice LAN and Support Systens

The School District offices should formthe focal point for

i nterconnection of all schools in the district. Wthin the District
of fices, network operations can be nonitored and probl em resol ution
managed. One or nore network servers can provide essential network
support as well as central archiving of comon infornation and
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sof t war e

Acritical role of the district office will be to nanage |nternet
"Domai n Name Systent (DNS) (See STD 13, RFCs 1034, 1035 for the ful
expl anation of DNS, and also, RFC 1480.) service for the districts
schools. DNS is required of all Internet networks. It defines the
basi ¢ network level identity of each conputer, workstation, server
and active network conmponent. This function is described nore fully
bel ow under Network Managenment and Operational Monitoring.

The district offices should be wired in a manner simlar to a typica
school, as shown above. This will allow teachers, superintendents,
and principals to conmuni cate and share information easily. In
addition, an NAS connected to a central pool of nodens could provide
dial-in access to the district network.

Step 4: Interconnection of the School District with the Internet

Connection of the entire school district to the Internet will take
pl ace through the district office interconnect site, as shown in
Figure 6. This hierarchical nodel can be extended another |evel to
i nterconnection of the school district offices through the county
of fice of education facilities. Many adm nistrative information
resources could be located at the county level, and there night be
cost savings if the entire county connects to an Internet service
provi der through a single point. The bandwi dth required for this
singl e connection, however, will be much greater than that required
for each school district since traffic will be aggregated

This hierarchical topology also provides a |ogical nodel for network
support and infornmation resource nanagenent. The school district or
county offices can provide continuous nonitoring of the network and
provide high level technical expertise for problemresolution
relieving the individual schools of this burden. Interactions with
communi cations circuit providers and Internet service providers wll
be nore effective if handl ed through a central "trouble desk"
Simlarly, it is highly desirable that network users have a single,
wel | known point of contact in case of problens or questions.

Internet service should be acquired fromthe nost cost effective,
reliable Internet service provider. Circuit services can be simlar
to those shown in Table 2 above. The higher speed services should be
considered if traffic demands increase and funding permts. GCrcuit
costs usually will be | owest when connecting to the provider with the
nearest "point of presence" (POP), but newer technol ogies such as
Frame Relay and SMDS (At this time, SMDS services are not w dely
avail able.) make circuit costs |ess dependent on distance. The
Internet connection will require a high quality router that can be
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configured to interact correctly with the service providers routers.
In nmost cases, this can be the same router used to support the |oca
school connecti ons.

[Figure 6: Interconnection of schools to the Internet through |oca
School District Ofices]

Integration of Existing School Networks

Many school s have devel oped LAN systens in support of particul ar

cl assroom activities or admnistrative functions. In sone cases the
technol ogi es used are not those recommended for new installations. |f
these ol der LAN systens are capabl e of transporting |nternet
protocols they may be integrated into a new LAN system and repl aced
later as funding pernmits.

For exanple, |EEE 802.5 Token Ring is often used to interconnect DOS
PC-type conputers and | BM m ni conputer servers. Token Ri ng networks
can transport Internet protocols and software is available for DGCS
conputers to support basic Internet functions. Mny Internet routers
support optional Token Ring adapters. This is the recommended way
that existing Token Ring LANs can be integrated into a w der schoo
LAN systemin order to extend Internet information resources to those
PC users.

Anot her exanple is a Novell Network system using ethernet as a LAN.
The ethernet LAN, if inplenented well, is perfectly capable of
transporting Internet protocols as well as Novell protocols,

si mul t aneously. Each PC or Maci ntosh can be given software that wl|l
al | ow both Novell and Internet services to be used as needed. This
coexistence is inportant so that, for exanple, a person using a PC

t hat depends on the Novell server for disk file space can transfer a
large file froma renote Internet server to the PCs pseudo-disk. It
al so pernmits each user to run client software such as Eudora
(electronic mail), CGopher (information services), and Mbsaic (Wrld
Wde Wb infornmation services) which require direct Internet access.
To integrate the Novell ethernet LAN into the w der school LAN system
a sinple ethernet repeater can be used in a manner simlar to Figure
3 above.

An alternative to supporting both protocols that is sonetines
suggested in cases such as the one cited above in which a network
server already exists is to use the server as a "network application
gateway". This approach is strongly discouraged. It is essential
that each computer and workstation support Internet protocol data
communi cation directly so that nodern client/server applications can
be supported where the server or servers may be |ocated anywhere on
the Internet. The "gateway" approach severely restricts the
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wor kst ations potential ability to access nultinedia and ot her
i mportant information resources.

Some t echnol ogi es, such as "arcnet," may not be capabl e of supporting
Internet protocols but may offer "term nal enulation” shared access
to sonmething like a "nodem pool". The nodem adapter night be rew red
to connect to ports on a network access server instead. This would
provide sinple access to information resources for the arcnet users.

In any case, older LAN technol ogi es shoul d not be expanded and shoul d
be phased out as funding permits. It is critical that there be a

rel atively honpbgeneous installed base of technol ogy in order that new
applications of information resources can be provided to the entire
school comunity.

Net wor k Management and Operational Monitoring

Al'l networks require sone | evel of network managenent in order to
ensure reliable service. Monitoring of the health of the network can
help identify problens before they becone detrinental to network
users. It also can help predict trends in traffic patterns and

vol une.

I nternet technol ogy network managenent consists prinmarily of
determining the proper routing paraneters for optimal and reliable
net work operation, assignment of network Internet Protocol (IP)
addresses and nai ntenance of a network-accessi bl e dat abase of node
nanes correspondi ng to each address (See RFC 1480 for a discussion of
I nternet nami ng conventions for school networks.), and nonitoring the
daily operation of the network. These functions typically are
perfornmed by the staff of a Network Operations Center (NOC).

Domai n Name System

The Internet Dormain Name System (DNS) is the nechani smfor
docunenting and distributing information about the nane and address
of each conputer attached to the network (network nodes). The DNS
service is provided by software that runs on the nmain network server
It uses a database that is created and naintai ned by the NOC staff.

An Internet address is the nunerical identifier for a node and it
nmust be uni que anong all nodes associated with the network.
Furthernmore, if the network is to be part of the global Internet, al
addresses nmust be legitimate within the worldw de | nternet system

Associ ated with each nunerical address can be one or nore "node

nanes". Although conputers have no difficulty using nunerica
addresses, it is often easier for conputer users to renenber and use
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the node nanes rather than the nunerical addresses. |In particular

el ectronic mai|l addresses use node names. DNS node nanes are

hi erarchi cal and by appropriately using this hierarchy "subdomains"
can be assigned to each school site or district office. |In this way,
nam ng can be structured to be flexible as well as neaningful in the
context of the whole organization.

A plan for the assignnent of |IP network addresses and node nanes
shoul d be devel oped early in the planning for the network
installation. Initially, the database serving the DNS shoul d reside
on the "district server” so that there is one site at which all
assignnents are officially registered. As the network grows and
expertise is devel oped, secondary DNS service can be run on the
servers at larger school sites

The main DNS server for the district should be |ocated as close to
the Internet connection (topologically) as possible. This proxinmty
is to help ensure that network problens within the district network
will have mininal inpact on access to the server. This designis
illustrated in Figure 1 where the district server is on an ethernet
connected directly to the main distribution router

Associated with the assignment of node names and addresses shoul d be
a dat abase of specific informati on about the conputers connected to
the network. When trying to resolve problens or answer user
questions, it is very inportant to know where the conmputers and ot her
nodes are | ocated, what type of conputer and software are in use, and
what type of network connection is installed. Wth proper software
this database can be used to extract the DNS database di scussed
above.

Net wor k Moni toring
Internet network nonitoring serves three prinmary purposes:

1) Constant observation of the "health" of the network, network
conmponents, and external network connectivity. Standard Sinple
Net wor k Managenent Protocol (SNWP) support is built-in to nost
active conponents today. Even network servers and workstations
can be nonitored in this way. Operations staff can be provided
with network nonitoring stations that will display alerts
i medi ately upon detecting a wide variety of problens or
anonal i es;

2) Collection of statistics on the performance of the network and
patterns of traffic in order to identify needed enhancements or
re-engineering. Using the same SNMP capabilities nentioned
above, data on packet forwarding and total traffic volunme can
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be collected and used to generate periodic reports on network
utilization;

3) More rapid problemresolution. Wen problens do occur, SNWP
tools can help to pinpoint the source of the problem(s). Such
probl ens include transient routing anonalies, DNS query
failures, or even attenpts at breaking into network accessible
host conputers.

Si nce network managenent and nonitoring is a technically
demandi ng task and requires special equi pment and software, it
should be a centralized function in the initial design of schoo
networ k systens, as discussed above.

I'V. Network Support
Summary

The nodel for school network inplenentation described above is based
on broad experience with this technol ogy in higher education and

adm ni strative environnents. Mny schools have already installed
networks very simlar to this nodel. W believe that it is a
practical first step towards bringing a powerful resource to bear for
enriching all of the nations school prograns.

None of the suggestions above preclude or postpone in any way future
devel opnent of an integrated voice, data, and video network for the
nati ons schools. Use of existing Internet carriers does not in any
way preclude future devel opment of a separate "backbone" for the K-12
community if such a "backbone" is deternmined to be cost effective or
required for enhanced functionality. Rather, the infrastructure
reconmended above can be the foundation at the local level in
preparation for future high capacity networks.

The installation of a canpuswi de network or Internet connectivity
will also require a commitnent to ongoi ng network support and its
rel ated resource requirenents. There are two nmjor areas of network
support, network operations and user services. These support
functions are usually performed through the establishnent of a

Net wor k Operations Center (NOC) and Network Information Center (N C
however both functions can be perforned by the sane individual or
groups of individuals.
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Net wor k Operati ons Center (NOC)

The Network Operations Center (NOC) oversees the performance of the
physi cal network and sone of its software support systems. The staff
may install networks, configure network devices and provide
configurations for conputers attached to an organi zati on-w de
network. Real-tine nonitoring of the network can be perforned using
the Sinple Network Managenment Protocol and nany vendors produce

nmoni toring systens that graphically display network performance, |og
events and usage, and produce trouble tickets. The use of this type
of network monitoring allows NOC staff to quickly detect problens and
greatly reduces the personnel required to performthis function
Routine nonitoring of the network can help to anticipate problens
before they devel op and lead to reconfigurations and upgrades as
indicated. |If problenms do arise, NOC personnel may go on-site to
troubl eshoot a problemand repair it. |If the problemis not |ocal
NOC personnel will work with school district, County or regiona
network technical staff to resolve the problem

NOC personnel al so assi gn addresses to network conmputers and devi ces
and mai ntain the Domai n Naneservice (DNS) for their organization
Domai n Nanmeservice is a machine registry service that runs on a
networ k server and enabl es access to machi nes by easy to renenber
nanes, rather than a network nunber. DNS is required for any

organi zation connected to the Internet and critical to the

establi shnent of an electronic nmail system

It is most cost effective to have the Network Operation Center serve
an entire organi zation or region. |In order to ensure tinely service
all the way out to the nost renpte LAN, it is recommended that an
organi zation assign local area network admi nistration duties to on-
site personnel to interact with NOC staff and assist with the

mai nt enance of the network. |In the case of a school district,

adm ni strative support staff, teachers, librarians or school based
techni cal staff can each take responsibility for a LAN or group of
LANs. |If a problemarises, it can be reported to the LAN

adm nistrator. The LAN adninistrator can deternine if the problemis
local or renpte and if NOC staff need to be notified. |If so, the LAN
adm nistrator acts as the single point of contact for the NOC to
provi de a good comuni cati ons channel for information and ensure
efficient coordination of problemresolution. This nmethod of

del egating responsibility provides for a high I evel of service for
each LAN and optinally uses the tine of NOC staff to provide
economni es of scale.
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Net work I nformation Center (N Q)

The Network Information Center (NIC) provides information and support
services to facilitate the use of the network. The N C often

provi des a hel p-desk service to answer questions about use of the
network, references to useful resources and training in new tools or
applications. The NIC may al so provi de services such as an on-line
directory of network users and their electronic mail addresses,

bull etin board services of information and notices about the network
and on-line training materials. These NI C services could be provided

on a school district or County level. Mst of the information would
not be site specific and can be delivered electronically using
electronic mail, electronic conferencing, on-line bulletin boards or

ot her document delivery mechani sms. These types of services may be
well suited for a school or school district librarian

O her types of support services may be perfornmed by N C personnel
such as mmi ntenance of the electronic nmail system or Postnaster
duties, coordination of an on-line bulletin board or canmpusw de

i nformati on system (CWS) and nmanagenent of an on-1ine conferencing
system These duties are nore technical in nature and will require
technical staff to maintain them

Post nast er

Every organi zati on which uses electronic mail should have an

El ectronic Mail Postrmaster and a mmil box, postmaster, for the receipt
of messages regardi ng use of the electronic mail system mail

probl ens and general inquiries about reaching people within the
organi zation. The Postmaster is responsible for readi ng postnaster
mai | and responding to inquiries. These duties can be perfornmed by
non-technical staff with forwardi ng of nessages to the appropriate
techni cal support person as required.

CWS Adm ni strator

Canmpuswi de i nformation systens or bulletin boards are one of the nost
useful applications on the network. These systens allow people to
share tinmely notices, docunents and other resources with |arge groups
of people. These systens typically provide a hierarchical or tree
like structure of nmenus that |lead to on-line docunents or other
services. Common types of information include deadline notices,

grant announcenents, training schedules, lists of available resources
such as videos in a library or reference materials.

[Figure 7: Distributed Network I nformation Servers]
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I nformation need not be stored all in one location. Figure 7 shows a
set of distributed servers. These servers can receive new
informati on automatically froma central server and can also contain
i nformati on generated locally that may pertain only to the | oca
school. Users of the information need not know where the information
is stored: the information access software will present choices on an
i ntegrated nenu

A CWS or bulletin board nmust have an adninistrator or sponsor to
oversee the design and mai ntenance of the systemso that it is easy
to navigate and find information, provides a professiona
presentation of information and ensures that infornation renains
tinely and relevant. This function can be perforned by NIC staff, or
trained librarians or adm nistrative staff as appropriate.

Managenment of On-1ine Conferences

On-line conferences provide a way for groups of people to share

i nformation, discuss ideas and pose questions. Conferences usually
are set up to serve the needs of a group of people sharing a comobn
interest. For exanple, an on-line conference night be established
for teachers to discuss a new science teaching franework or a teacher
may establish a conference for the discussion of the Gvil War as
part of an Anerican History class. Sone conferences are on-going and
may exist for years. Qhers are short termand may exist for only
one senester. Conferences may be created using the electronic mail
systemor a facility called Usenet News.

On-line conferencing systens require a server conputer on the network
that collects nessages posted to a conference and distributes them
when requested. Usually these systens are nanaged by a systens

adm ni strator and soneone nust configure the systemto establish and
del ete groups upon request. O her nmanagenent duties include
scheduling the deletion of old nmessages and archiving especially

val uabl e conversations. Typically these duties are perforned by a
systens administrator or technical staff.

Staffing Considerations

The duties described above do not necessarily require hiring new
staff and they may be shared by people already within an

organi zati on. Smal | schools or districts may rely on County O fice
of Education Information Systens staff to performall functions.
Larger schools or districts may have staff to take on any conbination
of duties and rely on the County O fice of Education for others.
Access to the network and the use of el ectronic conmunications all ows
peopl e throughout the organization to performthese functions
renotely. The assignment of responsibility for any of these duties
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A/

is flexible and shoul d be approached with the goal of providing the
hi ghest quality of service in the nost cost effective and workabl e
nmanner .
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VI, Security Considerations
Security issues are not discussed in this nmeno.
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