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RIP Version 2 Protocol Applicability Statenent
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

As required by Routing Protocol Criteria (RFC 1264), this report
defines the applicability of the RIP-2 protocol within the Internet.
This report is a prerequisite to advancing RIP-2 on the standards
track.

1. Protocol Docunents
The RIP-2 protocol analysis is docunmented in RFC 1721 [1].

The RIP-2 protocol description is defined in RFC 1723 [2]. This nmeno
obsol etes RFC 1388, which specifies an update to the "Routing
I nformation Protocol” RFC 1058 (STD 34).

The RIP-2 MB description is defined in RFC 1724 [3]. This nemo will
obsol ete RFC 1389.

2. Introduction

This report describes how RIP-2 may be useful within the Internet.

In essence, the environments in which RIP-2 is the |G of choice is a
superset of the environments in which RIP-1, as defined in RFC 1058
[1], has traditionally been used. It is inmportant to renmenber that
RIP-2 is an extension to RIP-1; RIP-2 is not a new protocol. Thus,
the operational aspects of distance-vector routing protocols, and
RIP-1 in particular, within an autononous system are well understood.

It should be noted that RIP-2 is not intended to be a substitute for
OSPF in | arge autononpus systens; the restrictions on AS di aneter and
conplexity which applied to RIP-1 also apply to RIP-2. Rather, R P-2
all ows the snaller, sinpler, distance-vector protocol to be used in
envi ronnents which require authentication or the use of variable
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| ength subnet masks, but are not of a size or conplexity which
require the use of the larger, nore conplex, link-state protocol

The remai nder of this report describes how each of the extensions to
RIP-1 may be used to increase the overall usefullness of R P-2.

3. Extension Applicability
3.1 Subnet Masks

The original inpetus behind the creation of RIP-2 was the desire to

i ncl ude subnet nasks in the routing information exchanged by R P
Thi s was needed because subnetting was not defined when RIP was first
created. As long as the subnet mask was fixed for a network, and
well known by all the nodes on that network, a heuristic could be
used to deternmine if a route was a subnet route or a host route.

Wth the advent of variable length subnetting, CH DR and
supernetting, it was no longer possible for a heuristic to reasonably
di stingui sh between network, subnet, and host routes.

By using the 32-bit field imediately following the IP address in a
RIP routing entry, it becane possible to positively identify a
route’s type. In fact, one could go so far as to say that the

i nclusion of the subnet nask effictively creates a 64-bit address
whi ch elimnates the network, subnet, host distinction

Therefore, the inclusion of subnet masks in RIP-2 allows it to be
used in an AS which requires preci se know edge of the subnet mask for
a given route, but does not otherw se require OSPF.

3.2. Next Hop

The purpose of the Next Hop field is to elimnate packets being
routed through extra hops in the system It is particularly usefu
when RIP is not being run on all of the routers on a network.

Consi der the foll ow ng exanpl e topol ogy:

| 1 RL | I R2] | XR1| | XR2

-t - -t - -t - -t -
| | | |

e e e om e B +- -
[-------- RIP-2-------- |

The Internal Routers (IRl and IR2) are only running RIP-2. The
External Routers (XRl1 and XR2) are both running BGP, for exanple;
however, only XRl is running BGP and RIP-2. Since XR2 is not running
RIP-2, the IRs will not know of its existance and will never use it
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as a next hop, even if it is a better next hop than XRlL. OF course,
XR1 knows this and can indicate, via the Next Hop field, that XR2 is
the better next hop for sone routes.

Anot her use for Next Hop has al so been found. Consider the follow ng
exanpl e topol ogy:

The three links between the Central Ofice Router (COR) and the
Renote Office routers (ROL and RQ2) are all Dial-On-Denmand ( DOD)
links. The Iink between RO2 and Ris a fixed link. Once all of the
routers have been initialized, the only routes they know about are
the configured static routes for the DOD Iinks. Assune that
connecti ons between COR and ROL, and COR and RO2 are established and

RIP information is passing between the routers. ROL will ignore
COR s route to RO2 because it already has a better one; however, it
will learn to reach R via COR

If we assune that ROL and RO2 are only capabl e of establishing one
link at a time, then ROL will not be able to reach RO2; however, ROL
will be able to reach R Wbrse still, if we assune that traffic
stops and the DOD links drop due to inactivity, an attenpt by ROL to
reach Rwill trigger the dialing of two links (through COR). O
course, once ROL establishes a link to RO2, the problemcorrects
itself because the newroute to Ris one hop shorter.

To correct this problem the routers nmay use the Next Hop field to

i ndicate their next hop. Consider the followi ng route advertisenents
during the period described above (before the ROL/RQ2 |ink has ever
been established):

Sender Recvr Rout e Next Hop Metric

RO2 COR R 0 1
COR ROL RO2 0 1
R RO2 2
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When RO1 receives the two routes fromCOR, it will ignore the route
for RO2, as mentioned above. However, since Ris not in ROL's
routing table, it will add it using a next hop of RO2 (because RX2 is
directly connected, after a fashion). Note that COR does count
itself in Rs nmetric; this is |less than accurate, but entirely safe
and correctable (when the ROL/R®2 link conmes up). Suppose, now, that
the ROL/R®2 link did not exist. ROL would ignore the specification
of RO2 as the next hop to R and use COR, as it would if no Next Hop
had been specifi ed.

Note that this is not a recursive algorithm it only works to
elimnate a single extra hop fromthe path. There are nethods by

whi ch this nechani sm m ght be extended to include |arger
optinizations, but the potential to create routing | oops has not been
sufficiently analyzed to specify them here.

3.3 Authentication

The need for authentication in a routing protocol is obvious. It is
not usually inportant to conceal the information in the routing
nmessages, but it is essential to prevent the insertion of bogus
routing information into the routers. So, while the authentication
mechani sm specified in RIP-2 is less than ideal, it does prevent
anyone who cannot directly access the network (i.e., someone who
cannot sniff the routing packets to deternine the password) from

i nserting bogus routing information.

However, the specification does allow for additional types of

aut hentication to be incorporated into the protocol. Unfortunately,
because of the original format of RIP packets, the anount of space
avai l abl e for providing authentication information is only 16 octets.

3.4 Multicasting

The RIP-2 protocol provides for the IP nmulticasting of periodic
advertisenments. This feature was added to decrease the |oad on
systens whi ch do not support RIP-2. |t also provides a nechanism
whereby RIP-1 routers will never receive RIP-2 routes. This is a
feature when correct use of an advertised route depends on know ng
the preci se subnet nask, which would be ignored by a RIP-1 router.

4. Concl usion

Because t he basic protocol is unchanged, RIP-2 is as correct a
routing protocol as RIP-1. The enhancenents make RI P-2 useful in
environnents which RIP-1 could not handl e, but which do not
necessitate the use of OSPF by virtue of requirenents which Rl P-2
does not satisfy.
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6. Security Considerations

Security issues are not discussed in this nmeno.
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