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To Be "On" the Internet

Status of this Meno

This meno provides information for the Internet comunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlinted.

Abstract

The Internet permts different |levels of access for consuners and
provi ders of service. The nature of those differences is quite
important in the capabilities They afford. Hence, it is appropriate
to provide terninology that distinguishes anong the range, so that
the Internet comunity can gain sone clarity when distinguishing

whet her a user (or an organization) is "on" the Internet. This
docunent suggests four terns, for distinguishing the major classes of

access.
1. | NTRODUCTI ON
The Internet is many things to many people. 1t began as a technol ogy

and has grown into a global service. Wth the growth has cone

i ncreased conplexity in details of the technol ogy and servi ce,
resulting in confusion when trying to determ ne whether a given user
is "on" the Internet. W is on the Internet? What capabilities do
they have? This note is an attenpt to aid Internet consunmers and
providers in determ ning the basic types of end-user access that

di stinguish critical differences in Internet attachnent.

The Iist was devel oped primarily for the perspective of users, rather
than for the technical conmmunity. The definitions in this Iist take
the perspective that users are primarily interested in application
servi ces. A curious inplication is that sone of the definitions do
not rely on the direct use of the underlying Internet connectivity
protocols, TCP/IP. For many technical discussions, therefore, these
terms will not be appropriate.
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2. LABELS FOR | NTERNET ACCESS

The following definitions nove from"nost" to "least" Internet

access, fromthe perspective of the user (consuner). The first term
is primarily applicable to Internet service providers. The renaining
terns are primarily applicable to consuners of Internet service

FULL ACCESS

This is a permanent (full-tinme) Internet attachment running

TCP/ 1P, primarily appropriate for allowing the Internet conmunity
to access application servers, operated by Internet service
providers. Mchines with Full access are directly visible to
others attached to the Internet, such as through the Internet
Protocol’s I CWP Echo (ping) facility. The core of the Internet
conpri ses those machines with Full access.

CLI ENT ACCESS

The user runs applications that enploy Internet application
protocols directly on their own conputer platform but night not
be running underlying Internet protocols (TCP/IP), night not have
full-time access, such as through dial-up, or mght have
constrai ned access, such as through a firewall. Wen active,
Cient users nmight be visible to the general Internet, but such
visibility cannot be predicted. For exanple, this means that nost
Client access users will not be detected during an enpirica
probi ng of systems "on" the Internet at any given nonment, such as
through the 1CvWP Echo facility.

MEDI ATED ACCESS

The user runs no Internet applications on their own platform An
Internet service provider runs applications that use Internet
protocols on the provider’s platform for the user. User has
sinmplified access to the provider, such as dial-up ternna
connectivity. For Mediated access, the user is on the Internet,
but their conputer platformis not. Instead, it is the conputer
of the nmediating service (provider) which is on the Internet.

MESSAG NG ACCESS

The user has no Internet access, except through el ectronic nail
and through netnews, such as Usenet or a bulletin board service.
Si nce nessagi ng services can be used as a high-latency -- i.e.
slow -- transport service, the use of this |level of access for
mai | - enabl ed services can be quite powerful, though not
interactive.
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3.

SAMPLE USAGE

The test of a nomenclature is, of course, its application to real-
life situations. Two sinple cases involve honme users. |If a user
accesses the Internet by running a termnal programon their PC and
then dials up a public service which provides the Internet
applications, then that user has Mediated Internet access. The
public service has dient or Full access, but the user does not. On
the other hand, users who access via SLIP or PPP are running Internet
applications on their owmn PCs and they have Cient Internet access.

Many corporations now have a full-time link to the Internet. The
link is based on TCP/IP and usually has a nunber of Internet servers
runni ng, for email exchange and for naking public corporate data
available to the rest of the world, such as through the Wrld Wde
Web and Gopher. Cearly, the corporation is "on" the Internet, wth
Ful I Internet access.

What about a user in that corporation? Many corporations today
separate their internal internet fromthe public Internet via a
firewall. |If a user fromthe internal internet has a desktop
conmput er and reaches out to the Internet, through the firewall, by
runni ng any Internet applications, such as a Wb browser, then that
user has Cient Internet access.

Sone corporations will not allowthis, instead requiring all software
whi ch touches the public Internet to be run on specially-adninistered
machi nes which are part of the corporation’s firewall suite of
services. Hence, users nust make a terminal connection to the
speci al machines, fromthere running the Internet applications. Such
users have Medi ated Internet access, the sane as hone users who dia
up a public service.

SECURI TY CONSI DERATI ONS

This specification does NOT, itself, provide or define any security-
rel ated mechani sns. However it does describe scenarios with
different security inplications for users and providers. Readers of
this discussion are cautioned to consider those inplications when
choosi ng a service.
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6. Security Considerations

Security issues are not discussed in this nmeno.
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