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I nt roduci ng Project Long Bud:
Internet Pilot Project for the Deploynent of X 500 Directory
Information in Support of X 400 Routing

Status of this Meno

This neno provides information for the Internet conmmunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimnted.

Abst r act

The Internet X 400 community (i.e., GO MHS) currently lacks a

di stributed mechani sm provi di ng dynam ¢ updati ng and managenent of
nmessage routing information. The |IETF MHS-DS Wirki ng G oup has
speci fied an approach for X 400 Message Handling Systems to perform
message routing using OSI Directory Services. The MHS-DS approach
has been successfully tested in a nunber of |ocal environnents.

This meno describes a proposed Internet Pilot Project that seeks to
prove the MHS-DS approach on a larger scale. The results of this
pilot will then be used to draw up recommendati ons for a gl oba

depl oynent .

1. Background

The 1988 edition of X 400 introduces, anong other extensions or

revi sions, the concept of O R Nanes which assunes the existence of a
wi dely available Directory Service. This Directory Service is needed
to support several WMHS operations (support for nanes to identify
senders and receivers of messages in a user-friendly fashion, support
for distribution lists, authentication of MHS conponents, description
of MHS conponents capabilities...).

The prine advantage of Directory Nanes, as perceived by nany users,

was to release users fromthe renenbering of conplex O R Addresses
for their correspondents.
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In the MHS infrastructure, as conpared to other protocols, a nane by
itself does not contain enough infornation to allow the Message
Transfer Agents (MIAs) to route a nessage to the User Agent (UA)
servicing this nane. The routing process is based on information
provi ded by different MHS Managenent Domai ns, whether they are public
or private.

An MHS conmunity conbi nes several administrative MHS donmai ns anong
whi ch agreenents for cooperative routing exist: the GO MHS comunity
is the set of MIA’s taking care of X 400 nail operations on the
Internet [RFC 1649].

In the absence of a distributed Directory Service, an interim
techni que has been devel oped within the GO MHS community to coll ect
and advertise routing information. This resulted in an experinenta
| ETF protocol [RFC 1465].

2. Rationale

A nunber of routing problens are preventing the present Internet

X. 400 service fromexpanding its nunber of participating nessage
transfer agents to a global scale. The two nost critical problens
are:

* The present nechani smof centrally naintai ned and adverti zed
MTA routing tables has been optinized as far as possible.
I ncreasi ng the nunber of directly connected MIAs increases al so
the workl oad on the MHS nmanagers. The current solution does
not scale. Routing nust be a fully dynam c and distributed
process.

* Manual propagation and installation of routing tables do not
guar ant ee consi stency of routing information (even in a | oose
fashion) when it is accessed by different MIAs scattered across
t he gl obe.

It is conmonly accepted that a distributed nmechani sm providing for
dynanmi ¢ updating and nmanagenent of X 400 routing infornmation is

hi ghly desirable. The focus of the project is to establish X 500-
based support of X. 400 routing, at a very |large scale.

3. Benefits

Using the Directory as a dynanmi c neans of information storage and
advertisenent will guarantee participants in Project Long Bud that
their updated data are globally available to the community. As a

di rect consequence of the above, a participating MHAS manager will be
rel eased fromconfiguring connections to the other participants.
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Directory-capable MIAs will be able to discover nore optinmal and nore
direct routes to X 400 destinations than are practical today. This
will enable faster delivery of nessages.

The infrastructure reliability will be inproved: the information
stored in the Directory will allow autonmatic use of backup
connections in case of renote MIA or network problens. X 400 nmil
managers in the GO-MHS Community should then be rel eased fromthe
need to know the conplexity of the whole mail routing infrastructure.
Providing a dynanmic routing infrastructure will elimnate

i nconsi stenci es i ntroduced by unsynchroni zed static tables and
i mprove quality of service

Furt hernore, besides the robustness and the optinization of the new
routing infrastructure, the Long Bud approach should bring to the
participating organi zations better control over how they establish
and maintain their interconnection with the GO MHS conmmunity.

Participants will share in building an X 400 network which can expand
to a very large scale. They will devel op experience using a gl oba
nmessagi ng architecture which scales well and requires m ninma

adm ni strative overhead. They will be able to discuss experience
with the MHS-DS experts and architects in the ongoing standards
devel opnent cycl e.

4. Definition of project LONG BUD

The Long Bud pilot wishes to denonstrate that the X. 500 Directory is
able to provide a gl obal -scale service to nessagi ng applications.

Al t hough MHS-DS provi des ways to use private routing trees, Long Bud
will focus on the Open Community Routing Tree as used by the GO MHS
conmuni ty.

4.1 Project Goals

Project Long Bud has the follow ng goals:

* CGather pilot experience of the defined framework for X 500
support of MIA routing, as defined by the | ETF MHS-DS Wor ki ng
Goup [Kille 94].

* Actively investigate migration of the existing operationa
X. 400 service froma routing method based upon distribution of

centrally maintained static tables, as specified in [RFC 1465],
to a method based instead upon X 500:
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-- Deploy X 400 MIAs which are directly capable of reading
routing information fromthe X. 500 Directory, in
conpliance with the specifications of the MHS-DS Wr ki ng
Goup. This type of MTAis called a directory-capabl e
MTA.

-- Deploy tools which read routing information fromthe X 500
Directory and use it to generate static routing tables for
MIAs whi ch are not directory-capable.

* specify a set of mininmal operational requirenments needed before
X. 500- based routing of X 400 nmessages can be wi dely depl oyed.

4.2 Phasing

The first phase of Project Long Bud consists in deploying a snall
nunber of directory-capable MIAs operated by menbers of the MHS-DS
Worki ng Goup and GO-VMHS conmunity. These MIAs nust be capabl e of
using information in the X 500 directory to route nessages to al

ot her nenbers of the project as well as to the existing GO MHS
community. As of this witing, an initial set of MIAs is already
oper ati onal

At the end of this phase, the follow ng goals should be achieved:

* The X. 500 DIT nmust be popul ated with enough routing information
to allow the participating MIAs to route reliably nessages to
each other and to the existing GO MHS conmunity.

* The X. 500 DSAs holding the routing information nust operate at
a quality of service that is acceptable for an operationa
X. 400 service

As a prerequisite, a sufficient number of MIA managers mnust be
willing to participate in Project Long Bud for the first set of
results to be significant. Support for a protocol stack conforn ng
to [ RFC 1006] is mandatory. Al MIAs participating in the Long Bud
pilot need to register in the Open Tree and nust be prepared to
accept connections from anyone.

Note that in the first phase, default routes will be established in
the DIT such that nessages addressed to destinations outside of the
Long Bud community will be routed to designated MfAs in the GO MHS

comunity. This will allow for full connectivity between the Long

Bud community and the GO MHS comunity which are rel ated, but

di stinct comunities. Interworking between these two nust be

est abl i shed and coordi nat ed.
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In the second phase of Project Long Bud, a greater nunmber of MIAs
shoul d be added to the experinment. Cooperation with non directory-
capabl e communiti es nust be addressed.

4.3 General Approach

No | arge scal e resources have been conmitted to this project. Yet,
expedi ent deploynment is desirable. Therefore, the pilot project
needs to be focused and relatively short-lived. The general approach
for satisfying these requirenments includes:

* Use as many existing MHS-DS tools as possible. Also, continue
to track the progress of tools being devel oped by project
menbers and facilitate their deploynent as soon as they are
ready.

* Coordinate efforts with existing GO MHS comunity service

* Establish a core infrastructure: 4 DSAs (two in the United
States and two in Europe) are set up to serve MHS-DS
i nformati on.

* Wherever it is technically feasable, DSA managers will
establish bilateral agreenents with one (or nore) of the core
DSAs in order to duplicate their routing information. For
exanpl e, the core DSAs support the replication protoco
specified in [RFC 1275] as a duplication technique.

* the Long Bud pil ot needs to cooperate actively with DANTE
NanmeFl ow (the continuation of the PARADI SE Pilot) and other
directory providers in order to pronote stability and
consi stency of informations.

4.4 Tool s Needed

To facilitate wi despread depl oynent of MHS-DS routing technol ogy and
to foster interworking between directory-capabl e MITAs and MIAs whi ch
are not directory-capable, tools providing the follow ng
functionalities need to be devel oped:

popul ate the Directory with routing information: such a tool nust
accept routing information specified in the standard syntax
used by the GO WVHS community (see [RFC 1465]) as input, and it
will |oad or update entries which convey the same information
in the X. 500 Directory.
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downl oadi ng of routing information fromthe Directory: in order to
provide a nigration path for organi zati ons not using
directory-capable MIAs, a tool is needed which will read X 400
routing information fromthe X 500 Directory and generate
static routing information fromit. The syntax of the static
i nformati on generated will conformto the syntax defined by the
GO VMHS community, so that "classical" MIAs run as they
currently do.

di spl ayi ng route taken by a nessage between two end-points: this
tool should accept two paraneters as input: the X 500
di stingui shed name of an MIA, and an X. 400 OR nanme. It wll
di spl ay the possible routes which nmay be taken in order to
deliver a nmessage fromthe specified MIA to the specified X 400
destination. This tool |ooks very nmuch the sane as the
traceroute facility used at the IP |evel

These tools nust use standard protocols to access the Directory (such
as DAP [CCITT 88] or LDAP [RFC 1487]). Portability is encouraged.

A note on quality

Pilot use of this Directory information depends heavily on data
quality and availability. Al though the adm nistration of DSA
availability and gl obal Directory data accuracy are not in the scope
of Long Bud, care nust be taken that Directory resources used by Long
Bud participants are adm nistrated well.

If they have the technical ability to do so, Long Bud participants
are encouraged to replicate routing information in their Directory to
i nprove data availability.

Directory data used by the pilot nmust be accurate: solutions to this
problemw || be recommanded as the project matures.

5. Participation Guide

The existing operational X 400 service, the GO MHS service, uses the
followi ng nmethod to distribute and nanage X. 400 routing infornmation
A group of MIAs is organized into a routing community. The comunity
keeps its routing information up to date by assigning to each MIA
manager the responsibility of determining the routing information for
hi s/ her MIA, formalizing this routing information in the syntax
defined by the comunity and sending the result to the GO MHS

coordi nation service. Once the information has been vali dated

agai nst the other data provided by all managers in the comunity, the
coordi nation service will advertise it to the whole community. Each
manager will then have to update his/her MIA configuration with the
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verified information.
The purpose of Project Long Bud is to allow a manager to operate an
MIA wi t hout having to perform ANY nanual steps when anot her MIA
manager adds new or changes existing routing information. This will
facilitate efficient, dynam c, and nanageabl e i nterconnection of very
| arge communities of MIAs. It will allow the Internet X 400
comunity to overcone the linitations in scalability which it is
currently encountering.

5.1 Prerequisites for participation
The prerequisites for joining Project Long Bud are:

Step 1: Participants in the pilot nust have a good know edge of
the I ETF MHS-DS Working Group activities and docunents:

1. Participants nust join the MHS-DS distribution list:
RFC-822: nhs-ds@rer cury. udev. cdc. com

X. 400: PN=nmhs-ds; OU=nercury; OU=CSS;
OU=ARH, O=CPG P=CDC; A=ATTMail; C=US

Requests to join the WHS-DS distribution list my be sent
to the follow ng email address:

RFC-822: nhs-ds-request @rer cury. udev. cdc. com
X. 400: PN=nhs-ds-request; OU=nercury; OU=CSS;
OU=ARH, O=CPG P=CDC; A=ATTMail; C=US

2. Participants nust retrieve and becone famliar with all
rel evant tools and docunents stored on the Project Long
Bud anonynous FTP server

Host nanme: ftp.css.cdc.com
Directory: pub/mnhs-ds/| ong-bud

In particular, openly available software related to Long
Bud activities will be kept up-to-date at this |ocation.
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Step 2:

Step 3:

3.

Al vestrand,
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If not already done, participants nust do one of the
fol | owi ng:

* Upgrade their X 400 and X 500 software such that it
supports the MHS-DS specifications as in [Kille 94].

* Use the tools which extract MHS-DS information from
the directory and generate whatever |oca
configuration files are necessary to allow local MIA s
to use the information. This should be done
frequently (at |east once per day).

Participants nust register required entries in the
Directory so that their MIA(s) is (are) known to the
Di rectory.

Arrange with the appropriate DSA Manager (who can be a

| ocal nmanager if the DSAis run by the participating
organi zation, or a manager who is in charge of running the
organi zation’s DSA) to create an entry for the | oca

MIA(s) involved in the pilot. At this stage, only
connection information is required.

Check, test and verify the connection information with at
| east one other participant. The nmhs-ds distribution Iist
shoul d be used for announcing the new registration and
aski ng volunteers for testing.

Partici pants nust establish sensible default X 400 routes
to existing GO MHS destinations for which X 500-based
routing information will not exist initially.

Participants can then enter their routing information in
the Directory.

Before any routing is entered in the DIT, participants
nmust check with the GO MHS Coordi nati on Service that the
routes they want to register can be properly handl ed by
the GO-MHS comunity (contact information is

mai | fl ow@rai | fl ow. dante.net). It is crucial for the Pilot
that any routing information entered in the Directory is
kept carefully accurate if the experinent is to be

meani ngful .  Participants may al so consider the need for
mappi ng rules (see [RFC 1465] for details).

Once the above step is validated by the GO VHS

Coordi nation Service, participants nust record routing
information for their MIA(s) in the Internet X 500

et al I nf or mat i onal [ Page 8]



RFC 1802 I ntroduci ng Project Long Bud June 1995

directory service. This requires that a participant does
the follow ng:

* Arrange with the appropriate DSA Manager (who can be
either a |ocal manager if the DSA is run by the
participating organi zation or a nmanager which is in
charge of running the organization's DSA) to enter
X. 400 routing information in a routing tree held by
the participating organization. This routing tree
shoul d contain all necessary information for the |oca
mai | domai n.

* Check, test and verify the registered routing
information with at | east one other participant. The
mhs-ds distribution Iist should be used for announcing
the new regi stration and aski ng vol unteers for
testi ng.

3. If a participant adds new nonl eaf entries to the Qpen
Community Routing Tree, then s/he nust find at |east one
ot her participant who will maintain a slave copy of the
children of the nonleaf entry. Send email to the mhs-ds
distribution list in order to find a partner who is
willing to do this.

4. |f a participant adds new nonl eaf ADMD or PRVD entries to
the directory, then s/he nust contact the managers of the
Long Bud core DSA's and arrange to provide slave copies of
the children of the ADVD and/or PRMD entries to all of the
core DSA's. Send email to the mhs-ds distribution list in
order to contact the core DSA nanagers.

5. Once the above testing is conpleted, send email to the
nmhs-ds distribution |list announcing the establishnent of
new X. 500- based routes

6. Notes on side effects

The Long Bud Pilot Project, with its specific scope, is investigating
a new direction in X 500 service usage. This should facilitate and
expedite the gl obal depl oynent of X 500 on the Internet.

Once the routing infrastructure illustrated by the Long Bud
experinent is in place, the routing process will be able to take into
account additional information to inprove quality of service
(mnimzing nmessages conversions, enforcing various security policies
est abli shed by MHS donmi ns, taking advantage of recipients’s
capabilities stored in the Directory, ...). Wile the Qpen Tree
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provi des gl obal connectivity, multiple private routing trees all ow
the use of various routing trees.
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8. Security Considerations
Security issues are not discussed in this nmeno.
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