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SMIP Servi ce Extensions
for Transmi ssion of Large
and Binary M ME Messages

Status of this Meno

Thi s neno defines an Experinmental Protocol for the Internet
community. This neno does not specify an Internet standard of any
kind. Discussion and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.

1. Abstract

This neno defines two extensions to the SMIP service. The first
service enables a SMIP client and server to negotiate the use of an
al t ernat e DATA conmand "BDAT" for efficiently sending |arge M Me
messages. The second extension takes advantage of the BDAT conmand
to pernit the negotiated sending of unencoded bi nary dat a.

2. Introduction

The M ME extensions to the Internet nessage protocol provides for the
transm ssion of many kinds of data which were previously unsupported
inlInternet mail. Anticipating the need to nore efficiently
transport the new nmedi a nade possible with M ME, the SMIP protoco

has been extended to provide transport for new nessage types. RFC
1426 defines one such extension for the transm ssion of unencoded 8
bit MM nessages [8BIT]. This service extension permits the
receiver SMIP to declare support for 8 bit body parts and the sender
to request 8 bit transnission of a particular nessage.

One expected result of the use of MME is that the Internet nmnai
systemw || be expected to carry very large nmail messages. |n such
transactions, there is a need to elimnate the requirenment that the
nmessage be scanned for "CR LF . CR LF" sequences upon sendi ng and
receiving to detect the end of nessage.

I ndependent of the need to send | arge nessages, Internet mail is
increasingly multi-nmedia there is a need to avoid the overhead of
base64 and quot ed-printabl e encodi ng of binary objects sent using the
M ME nessage format over SMIP between hosts which support binary
nessage processing.
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This meno uses the nechanismdefined in [ESMIP] to define two
extensions to the SMIP service whereby a client ("sender-SMIP") nay
decl are support for the message chunking transni ssion node using the
BDAT command and support for the sending of Binary nessages.

3. Franework for the Large Message Extensions
The followi ng service extension is hereby defined:

1) The name of the data chunking service extension is
" CHUNKI NG'.

2) The EHLO keyword val ue associated with this extension is
" CHUNKI NG' .

3) A new SMIP verb is defined "BDAT" as an alternative to
the "DATA" command of [RFC821]. The BDAT verb takes two
argunents. The first argunent indicates the length of the
bi nary data packet. The second optional argunent indicates
that the data packet is the |ast.

bdat - cnd ;.= "BDAT" SP chunk-si ze

[ SP end-marker ] CR LF
chunk-size ::= 1*DIA T
end- mar ker = "LAST"

The CHUNKI NG servi ce extension enables the use of the BDAT
alternative to the DATA command. This extension can be used for any
message, whether 7 bit, 8Bl TM ME or BI NARYM ME

Wien a client SMIP wi shes to submit (using the MAIL conmand) a |arge
nmessage using the CHUNKI NG extension, it first issues the EHLO
command to the server SMIP. |f the server SMIP responds with code
250 to the EHLO command, and the response includes the EHLO keyword
val ue CHUNKI NG then the server SMIP is indicating that it supports
t he BDAT command and will accept the sending of nessages in chunks.

After all MAIL FROM and RCPT TO responses are collected and
processed, the nessage is sent using a series of BDAT commands. The
BDAT command takes one argument, the exact |ength of the data segnent
in octets. The nessage data is sent imediately after the BDAT
command. Once the receiver-SMIP receives the specified nunber of
octets, it will return a 250 reply code.

The LAST paraneter on the BDAT command indicates that this is the

| ast chunk of nessage data to be sent. Any BDAT command sent after
the BDAT LAST is illegal and nust be replied to with a 503 "Bad
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sequence of commands" reply code. The state resulting fromthis error
is indeternminate. A RSET conmmand nust be sent to clear the
transacti on before continuing.

A 250 response should be sent to each BDAT data block. I1f a 5XX code
is sent in response to a BDAT chunk the nessage shoul d be consi dered
failed and, the sender SMIP nust not send any additional BDAT
segnents. |f using the ESMIP pi pelining extensions [PIPE], the
sender SMIP nust conplete the sending of the current segnent and not
send any nore BDATs. \Wen stream ng, the receiver SMIP nust accept
and di scard additional BDAT chunks after the failed BDAT. After
receiving a 5XX error in response to a BDAT command, the resulting
state is indeternminate. A RSET conmand nust be issued to clear the
transacti on before additional conmands may be sent.

Note that an error on the receiver SMIP such as disk full or

i mm nent shutdown can only be reported after the BDAT segnent has
been sent. It is therefore inportant to choose a reasonabl e chunk
size given the expected end to end bandw dth.

The RSET conmand when issued during after the first BDAT and before
the BDAT LAST clears all segnments sent during that transaction and
resets the session.

DATA and BDAT commands cannot be used in the sane transaction. |f a
DATA statenent is issued after a BDAT for the current transaction, a
503 "Bad sequence of commands" nust be issued. The state resulting
fromthis error is indetermnate. A RSET command nust be sent to
clear the transaction before continuing. There is no prohibition on
usi ng DATA and BDAT in the same session, so long as they are not

m xed in the sane transaction

The | ocal storage size of a nessage may not accurately reflect the

actual size of the nessage sent due to |ocal storage conventions. In
particul ar, text nessages sent with the BDAT command nust be sent in
the canonical MME format with lines delinited with a <CR><LF>. It

may not be possible to convert the entire nessage to the canonica
format at once. Chunki ng provides a nmechanismto convert the nessage
to canonical form accurately count the bytes, and send the nessage a
single chunk at a tine.

Note that correct byte counting is essential. |If too many bytes
are indicated by the sender SMIP, the receiver SMIP will continue
to wait for the remainder of the data or will read the subsequent
conmand as additional nessage data. In the case where a portion
of the previous command was read as data, the parser will return a
syntax error when the inconplete conmmand is read.
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If too few bytes are indicated by the sender SMIP, the receiver
SMIP will interpret the renmai nder of the nessage data as invalid
commands. Note that the renmai nder of the nessage data nmay be

bi nary and as such | exigraphical parsers nust be prepared to
recei ve, process, and reject lines of arbitrary octets.

4. Franework for the Binary Service Extension
The followi ng service extension is hereby defined:
1) The nanme of the binary service extension is "Bl NARYM ME".

2) The EHLO keyword val ue associated with this extension is
" Bl NARYM ME".

3) The BI NARYM ME service extension can only be used with
t he "CHUNKI NG' service extension.

4) No paraneter is used with the Bl NARYM ME keyword.

5) One additional paraneter to the BODY keyword defined
[8BIT] for the MAIL FROM command i s defined, "Bl NARYM ME".
The val ue "BI NARYM ME" associated with this paraneter
indicates that this nessage is a Binary M ME nessage (in
strict conpliance with [MMg]) with arbitrary octet content
being sent. The revised syntax of the value is as follows,
usi ng the ABNF notation of [RFC822]:

body-value ::="7BIT" / "8BI TM ME" / "BI NARYM ME"
6) No new verbs are defined for the Bl NARYM ME ext ensi on.

A sender SMIP may request that a binary M ME nessage be sent wi thout
transport encodi ng by sendi ng a Bl NARYM ME paraneter with the MAIL
FROM command. \When the receiver SMIP accepts a MAIL FROM conmand
with the BI NARYM ME body type requested, it agrees to preserve all
bits in each octet passed using the BDAT comand.

Bl NARYM ME cannot be used with the DATA conmand. |f a DATA command
is issued after a MAIL FROM comand cont ai ni ng t he body-val ue of

"Bl NARYM ME", a 501 response should be sent. The resulting state
fromthis error condition is indeterm nate and the transacti on should
be reset with the RSET conmand.

It is inmportant to note that when using BINARYM ME, it is
especially inportant to ensure that the MM nessage itself is
properly forned. |In particular, it is essential that text be
canoni cally encoded with each line properly termnated with <CR>
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<LF>. Any transformation of text into non-canonical MM to
observe | ocal storage conventions nust be reversed before sending
as BI NARYM ME. The usual line-oriented shortcuts will break if
used wi th Bl NARYM ME.

The syntax of the extended MAIL command is identical to the MAIL
command in [ RFC821], except that a BODY paranmeter nust appear after
the address. The conplete syntax of this extended conmand is defined
in [ESMIP]. The ESMIP-keyword is BODY and the syntax for ESMIP-val ue
is given by the syntax for body-val ue in [ ESMIP].

If a receiver SMIP does not support the Bl NARYM ME nessage for mat
(either by not responding with code 250 to the EHLO conmand, or by
rejecting the Bl NARYM ME paraneter to the MAIL FROM command, then the
client SMIP nmust not, under any circunstances, send binary data using
t he DATA or BDAT conmands.

If the receiver-SMIP does not support BI NARYM ME and t he nessage
content is a MMe object with a binary encoding, a client SMIP has
two options in this case: first, it may inplenent a gateway
transformation to convert the nessage into valid 7bit encoded M ME,
or second, it may treat this as a permanent error and handle it in
the usual manner for delivery failures. The specifics of the
transformation fromBinary MME to 7hit M ME are not described by
this RFC, the conversion is nevertheless constrained in the follow ng
ways:

o The conversion nust cause no | oss of information; M ME
transport encodi ngs nust be enpl oyed as needed to insure this
is the case.

0 The resulting nessage nust be valid 7bit M ME.
As of present there are no nechanisns for converting a binary MM
object into a 8 bit-MME object. Such a transformation will require

the specification of a new M ME content-transfer-encoding, the
standardi zati on of which is discouraged by [ M ME].
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5. Exanpl es
5.1 Sinple Chunking

August 1995

The following sinple dialogue illustrates the use of the large
message extension to send a short psudo- RFC822 nessage to one

reci pi ent using the CHUNKI NG ext ensi on

<wait for connection on TCP port 25>
<open connection to server>

220 cnri.reston.va.us SMIP service ready
EHLO ymir. cl arenont . edu
250-cnri.reston.va. us says hello

250 CHUNKI NG

MAI L FROM <Sam@Random con®

250 <Sam@Random con®... Sender ok

RCPT TO <Susan@andom con®

250 <Susan@ andom con®... Reci pi ent ok
BDAT 69 LAST

To: Susan@ andom conkCR><LF>

From Sam@ andom conkCR><LF>

250 Message OK, 69 octets received

QIT
221 Goodbye

ANDTNLDDNDNDTNDTNDTINDTNI

5.2 Pipelining Binarym nme

Subject: This is a bodyl ess test nessage<CR><LF>

The followi ng dialogue illustrates the use of the |arge nessage
extension to send a Bl NARYM ME object to two recipients using the

CHUNKI NG and PI PELI NI NG ext ensi ons:

BDAT 100000
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R <wait for connection on TCP port 25>

S: <open connection to server>

R 220 cnri.reston.va.us SMIP service ready

S: EHLO ymir.cl arenont. edu

R 250-cnri.reston.va.us says hello

R: 250- Pl PELI NI NG

R 250- Bl NARYM ME

R 250 CHUNKI NG

S: MAIL FROM <ned@mi r. cl ar enont . edu> BODY=BI NARYM ME
S: RCPT TG <gvaudre@nri.reston. va. us>

S: RCPT TO <jstewart @nri.reston.va. us>

R 250 <ned@nir.clarenont. edu>. .. Sender and Bl NARYM ME ok
R 250 <gvaudre@nri.reston.va.us>. .. Recipient ok

R 250 <jstewart@nri.reston.va.us>. .. Recipient ok
S
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S: (First 10000 octets of canonical M ME nmessage data)
S: BDAT 324 LAST

S: (Renumining 324 octets of canonical M M nmessage data)
R 250 100000 bytes received

R 250 Message OK, 100324 octets received

S QUT

R 221 Goodbye

6. Security Considerations

This RFC does not discuss security issues and is not believed to

rai se any security issues not already endenic in electronic mail and
present in fully conforning inplenentations of [RFC821], or otherw se
made possible by [M M.
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