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Status of this Meno

This meno provides infornmation for the Internet conmunity. It does
not specify an Internet standard. Distribution of this neno is
unlimted.

| ESG Not e:

Note that this menop is an individual effort of the author. This
document reflects a current informal practice in the internet. There
is an effort underway within the | ETF Mbile-1P Wrking Goup to
provi de an appropriate proposed standard to address this issue.

Abstr act
Thi s docunent di scusses inplenentation techniques for using IP

Prot ocol / Payl oad nunber 4 Encapsul ation for tunneling with IP
Security and other protocols.
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1. Introduction

The IP in | P encapsul ati on Protocol /Payl oad nunber 4 [ RFC-1700] has

| ong been used to bridge portions of the Internet which have disjoint
capabilities or policies. This docunent describes inplenentation
techni ques used for nmany years by the Amateur Packet Radi o network
for joining a large nobile network, and also by early inplenentations
of I P Security protocols.

Use of IP in IP encapsulation differs fromlater tunneling techniques
(for example, protocol nunbers 98 [RFC- 1241], 94 [IDwla], 53

[swi Pe], and 47 [RFC-1701]) in that it does not insert its own
speci al glue header between |IP headers. Instead, the origina
unadorned | P Header is retained, and sinply w apped in another
standard | P header.

This information applies principally to encapsulation of IP version
4., Oher IP versions will be described in separate docunents.
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2.

Encapsul ati on

The encapsul ation technique is fairly sinple. An outer |IP header is
added before the original |IP header. Between them are any other
headers for the path, such as security headers specific to the tunne
configuration.

The outer | P header Source and Destination identify the "endpoints"
of the tunnel. The inner |IP header Source and Destination identify
the original sender and recipient of the datagram

Each header chains to the next using IP Protocol values [RFC 1700].

T +
| Quter | P Header |
o m e e e e e e e e meaao - +
| Tunnel Headers |
o + o +
| | P Header | | | nner | P Header
T = +
| | | |
| | P Payl oad | | | P Payl oad
e L .

The format of | P headers is described in [RFC 791].

Type O Service copied fromthe inner |IP header. Optionally,
anot her TOS may be used between cooperating peers.

This is in keeping with the transparency principle
that if the user was expecting a given |evel of
service, then the tunnel should provide the sane
service. However, sone tunnels may be constructed
specifically to provide a different |evel of service
as a matter of policy.

I dentification A new nunber is generated for each outer |P header

The encapsul at ed dat agram may have al ready been
fragment ed, and anot her |evel of fragnentation may
occur due to the tunnel encapsulation. These tunne
fragments will be reassenbl ed by the decapsul ator
rather than the final destination.

Reserved
i gnored (set to zero).

Si mpson I nf or mat i onal [ Page 3]



RFC 1853

Don’ t Fragment

More Fragnents

Time To Live

Pr ot ocol

Sour ce

Desti nati on

Options

Si mpson
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This unofficial flag has seen experinental use, and
while it remains in the inner | P header, does not
af fect the tunnel

copied fromthe inner IP header. This allows the
originator to control the level of perfornance
tradeoffs. See "Tunnel MIU Di scovery".

set as required when fragnenting.

The flag is not copied for the same reason that a
separate ldentification is used.

the default value specified in the nost recent

"Assi gned Nunbers" [RFC-1700]. This ensures that

| ong unantici pated tunnels do not interrupt the fl ow
of dat agrams between endpoints.

The inner TTL is decrenented once before
encapsul ati on, and is not affected by decapsul ati on.

the next header; 4 for the inner |P header, when no
i nterveni ng tunnel headers are in use.

an | P address associated with the interface used to
send the datagram

an | P address of the tunnel decapsul ator.

not copied fromthe inner |IP header. However, new
options particular to the path MAY be added.

Ti mest anp, Loose Source Route, Strict Source Route,
and Record Route are deliberately hidden within the
tunnel. Oten, tunnels are constructed to overcone
t he i nadequaci es of these options.

Any supported flavors of security options of the

i nner | P header MAY affect the choice of security
options for the tunnel. 1t is not expected that
there be a one-to-one mappi ng of such options to the
options or security headers selected for the tunnel
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3.  Tunnel WManagenent

It is possible that one of the routers along the tunnel interior

m ght encounter an error while processing the datagram causing it to
return an | CMP [ RFC-792] error nessage to the encapsulator at the IP
Source of the tunnel. Unfortunately, ICMP only requires IP routers
to return 8 bytes (64 bits) of the datagram beyond the |P header

This is not enough to include the entire encapsul ated header. Thus,
it is not generally possible for an encapsulating router to

i medi ately reflect an | CMP nessage fromthe interior of a tunne

back to the originating host.

However, by carefully nmaintaining "soft state" about its tunnels, the
encapsul ator can return accurate | CMP nessages in nost cases. The
router SHOULD rmaintain at |east the followi ng soft state infornmation
about each tunnel

- Reachability of the end of the tunnel
- Congestion of the tunnel
- MU of the tunnel

The router uses the | CVWP nmessages it receives fromthe interior of a
tunnel to update the soft state information for that tunnel. Wen
subsequent datagrans arrive that would transit the tunnel, the router
checks the soft state for the tunnel. |If the datagram would violate
the state of the tunnel (such as the MIU is greater than the tunne
MIU when Don’t Fragnment is set), the router sends an appropriate |CW
error nessage back to the originator, but also forwards the datagram
into the tunnel. Forwarding the datagram despite returning the error
message ensures that changes in tunnel state will be |earned.

Using this technique, the | CVMP error nmessages from encapsul ating

routers will not always match one-to-one with errors encountered
within the tunnel, but they will accurately reflect the state of the
net wor k.

3.1. Tunnel MU Discovery

When the Don't Fragnent bit is set by the originator and copied into
the outer |IP header, the proper MIU of the tunnel will be |earned
fromICWP (Type 3 Code 4) "Datagram Too Big" errors reported to the
encapsul ator. To support originating hosts which use this
capability, all inplementations MJST support Path MIU Di scovery

[ RFC- 1191, RFC-1435] within their tunnels.
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As a benefit of Tunnel MIU Discovery, any fragnentation which occurs
because of the size of the encapsul ati on header is done only once
after encapsulation. This prevents nore than one fragnentation of a
singl e datagram which inproves processing efficiency of the path
routers and tunnel decapsul ator

3.2. Congestion

Tunnel soft state will collect indications of congestion, such as an
| CVMP (Type 4) Source Quench in datagrans fromthe decapsul at or
(tunnel peer). Wen forwarding anot her datagraminto the tunnel

it is appropriate to send Source Quench nessages to the originator

3.3. Routing Failures

Because the TTL is reset each tinme that a datagramis encapsul at ed,
routing |l oops within a tunnel are particularly dangerous when they
arrive again at the encapsulator. |If the |IP Source matches any of
its interfaces, an inplenentation MJUST NOT further encapsul ate.
Instead, the datagramis forwarded normally.

| CVP (Type 11) Tine Exceeded nessages report routing | oops within the
tunnel itself. |CW (Type 3) Destination Unreachabl e nessages report
delivery failures to the decapsulator. This soft state MJST be
reported to the originator as (Type 3 Code 0) Network Unreachabl e.

3.4. Oher |ICVWP Messages
Most | CMP error nessages are not relevant to the use of the tunnel
In particular, paranmeter problens are likely to be a result of

m sconfi gurati on of the encapsulator, and MJST NOT be reported to the
ori gi nator.
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Security Considerations

Security issues are briefly discussed in this neno. The use of

tunneling may obvi ate sone older |IP security options (labelling),

will better support newer |P Security headers.
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