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Status of this Meno

This meno provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst ract

This docunent is a report on an Internet architecture workshop,
initiated by the AB and held at MCl on Cctober 12-14, 1994. This
wor kshop general ly focused on aspects of the infornation
infrastructure on the |nternet.

1. Introduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the |Internet
architecture. This long-term planning function of the 1AB is

conpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Group (I ESG and area
di rectorates.

An | AB-initiated workshop on the architecture of the "information
infrastructure" of the Internet was held on Cctober 12-14, 1994 at
MCI in Tysons Corner, Virginia.

In addition to the | AB nenbers, attendees at this neeting included

the 1ESG Area Directors for the relevant areas (Applications, User
Services) and a group of other experts in the foll owi ng areas:
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gopher, the Wrld Wde Wb, nam ng, WAI'S, searching, indexing, and
library services. The IAB explicitly tried to balance the nunber of
attendees fromeach area of expertise. Logistics linmted the
attendance to about 35, which unfortunately nmeant that many highly
qualified experts were omitted fromthe invitation |ist.

The objectives of the workshop were to explore the architecture of
"information" applications on the Internet, to provide the IESG with
a solid set of recomendations for further work, and to provide a

pl ace for conmuni cati on between the communities of people associated
with the | ower and upper layers of the Internet protocol suite, as
wel | as allow experience to be exchanged between the conmuniti es.

The 34 attendees divided into three "breakout groups" which nmet for
the second half of the first day and the entire second day. Each
group wote a report of its activities. The reports are contained in
this docunent, in addition to a set of specific recomendations to
the 1ESG and | ETF community.

2. Summary

Al t hough there were sone di sagreenments between the groups on specific
functionalities for architectural conponents, there was broad
agreenent on the general shape of an information architecture and on
general principles for constructing the architecture. The discussions
of the architecture generalized a nunber of concepts that are
currently used in deployed systems such as the Wrld Wde Wb, but
the main thrust was to define general architectural components rather
than focus on current technol ogies.

Research recomendati ons i ncl ude

i ncreased focus on a general caching and replication architecture

a rapid depl oynent of nanme resolution services, and

the articulation of a comon security architecture for information
applications.

Procedural recomendations for forwarding this work in the | ETF
i ncl ude:

- making conmon identifiers such as the | ANA assi gned nunbers
avail able in an on-1line database

- tightening the requirenents on Proposed Standards to insure that
t hey adequately address security
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- articulating the procedures necessary to facilitate joining | ETF
wor ki ng group neetings, and

- reviewing the key distribution infrastructure for use in
i nformati on applications

3. Goup 1 report: The Distributed Database Probl em

Elise Gerich, TimBerners-Lee, Mark McCahill, Dave Sincoskie, M ke
Schwartz, Mtra, Yakov Rekhter, John Kl ensin, Steve Crocker, Ton
Ver schur en

Editors: Mark McCahill, Mke Schwartz, Ton Verschuren
3.1 Probl em and Needs

Because of the increasing popularity of accessing networked
information, current Internet information services are experiencing
performance, reliability, and scaling problens. These are genera
probl ems, given the distributed nature of the Internet. Current and
future applications would benefit from nmuch nore wi despread use of
caching and replication

For instance, popular WMV and Gopher servers experience serious

overl oadi ng, as many thousands of users per day attenpt to access
them si mul taneously. Neither of these systems was designed with
explicit caching or replication support in the core protocol

Mor eover, because the DNS is currently the only w dely depl oyed
distributed and replicated data storage systemin the Internet, it is
often used to hel p support nore scal able operation in this

environnent -- for exanple, storing service-specific pointer
information, or providing a nmeans of rotating service accesses anong
replicated copies of NCSA's extrenely popul ar WAWVserver. In nost

cases, such uses of the DNS senantically overload the system The
DNS may not be able to stand such "semantic extensions" and continue
to performwell. It was not designed to be a general - purpose
replicated distributed database system

There are many exanpl es of systens that need or would benefit from
caching or replication. Exanples include key distribution for

aut henti cation services, DHCP, multicast SD, and Internet white
pages.

To date there have been a nunber of independent attenpts to provide
caching and replication facilities. The question we address here is
whet her it mght be possible to define a general service interface or
protocol, so that caches and replica servers (inplenented in a
variety of ways to support a range of different situations) m ght
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i nteroperate, and so that we might reduce the anmount of wasted re-

i mpl enentation effort currently being expended. Replication and
caching schenes could forma sort of network "niddl eware" to fulfill
a common need of distributed services.

It should be noted that it is an open question whether it would be
feasible to define a unified interface to all caching and replication
problems. For exanple, very different considerations nmust go into
providing a systemto support a nationw de video service for

1, 000, 000 concurrent users than woul d be needed for supporting
wor | dwi de accesses to popul ar WAV pages. W recomend research and
experinentation to address this nore general issue.

3.2 Characteristics of Solutions
Whil e on the surface caching and replication nay appear to occupy two
ends of a spectrum further analysis shows that these are two
di fferent approaches with different characteristics. There are cases
where a conbi nation of the two techniques is the optinal solution,
whi ch further conplicates the situation
We can roughly characterize the two approaches as foll ows:
Cachi ng:
- a cache contains a partial set of data

- a cache is built on demand

- a cache is audience-specific, since the cache is built in
response to demands of a comunity

Repli cati on:

- replicated databases contain the entire data set or a
server-defined subset of a given database

- a replicated database can return an authoritative answer about
exi stence of an item

- data is pushed onto the replicating server rather than pulled on
demand

Wiile there are inportant differences between caches and replicated

dat abases, there are sonme issues common to both, especially when
consi deri ng how updat es and data consi stency can be handl ed.
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A variety of nethods can be used to update caches and replicas:
- master-slave
- peer-to-peer
- flooding techni ques (such as that used by NNTP)

Whi ch strategy one chooses influences inportant characteristics of
the cache or replicated database, such as:

- consi stency of data

- is locking used to achi eve consistency? this influences
perf or mance. . .

- are there a priori guarantees of existence of an itemin the
dat abase (is the answer authoritative, do you detect conflicts
after the fact, or is there no guarantee on authoritativeness of
t he answer ?)

Consi st ency guar antees depend on the granularity of synchronization
(ms, sec, hr, day), and there are cases where it is acceptable to
trade consistency for better perfornance or availability. Since there
is a range of qualities of service with respect to consistency and
performance, we would like to be able to tune these paraneters for a
gi ven application. However, we recognize that this may not be
possible in all cases since it is unlikely one can inplenent a high
performance solution to all of these problens in a single system

Beyond sinply performing replication or caching, there is a need for
managi ng cache and replication servers. There are several nodels for
organi zi ng groups of caches/replication servers that range from
totally adaptive to a rigidly adninistered, centrally controlled
nodel :

- a club nodel. Mninal adnministrative overhead to join the club
Participation is a function of disk space, CPU, available
net wor k bandwi dt h

- centrally coordinated service. Here adm ni strators can take
advant age of their know edge of the systenis topology and the
community they intend to serve. There nay be scaling problens
with this nodel.

- hybrid conbinations of the club and centrally coordinated nodel s
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There are a couple of nodels for how to organi ze the nanagenent of a

group of cooperating servers, but this does not address the question

of what sorts of conmands the nanager (be it a person or a program

i ssues to a cache or replicated server. A manager needs to be able to
address issues on a server such as:

- control of caching algorithns, defining howinformation is aged
out of the cache based on di sk space, usage denands, etc. This is
where you would control time-to-live and expiry settings

- flushing the cache. There are circunstances where the
i nformation source has becone inaccessible and the normal cache
aging strategy is inappropriate since you will not be able to
get the information again for an indeterm nate anount of tine.

- managenent control mght also be a way for information providers
to control how information is pushed on servers for maintaining
data consistency, but this raises tricky problens with trust and
aut henti cati on.

G ven a common set of nanagenent controls needed, a conmon protoco
woul d al low for sinplified managenent of a collection of caching and
replicating servers since you would be able to both control themwth
a single set of commands and query them about their capabilities. A
common | anguage/ protocol would al so allow different inplenentations
to interoperate.

Replicating or caching information i mediately raises issues of
billing, access control and authentication. Ignoring authentication
and access control issues sinplifies the replication and caching
problem a great deal. Exactly who is running the replication or
caching server nmakes a big difference in how you approach this issue.
If the information publisher runs a set of servers, they can easily
handl e billing and authentication. On the other hand, if an

organi zation is running a cache on its firewall (a boundary cache),
and purchasing information froma vendor, there are sticky issues
regarding intellectual property in this scenario.

Sel ecting an appropriate cache or replica of a database is sinple in
the case of a captive user group (for instance a conpany behind a
firewall). In this case, configuring the user’s software to go

t hrough one or nore boundary caches/replication servers directs the
users to the closest server. In the nore general case, there are
several replicated/ cached copies of an object, so you nmay receive
several URLs when you resolve a URN. How do you sel ect the best URL?

Either client devel opers create ad hoc performance netrics or (in an
i deal world) the |lower |evel protocols would give the client
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application sone gui dance about the "closest" copy of the object. In
other words, if better information about network perfornmance was
avail able fromlower levels of the protocol stack, applications would
not have to build ad hoc nodel s of network topol ogy

We did not nodel the functions of a cache/replication server in
detail, but we did an (inconplete) nodel of sone of the functions
(see Figure 1). The idea here was to start work on a general form
whi ch might include features such as a push function for use in both
mai nt ai ni ng consi stency and in prel oading information that the

i nformati on publisher believes will be requested in the near future.

Prel oadi ng i nformation via a push command ni ght be a function of
observed behavi or patterns (when you ask for A you'll probably want B
and C). The decision about what to preload can be nmade either by the
i nformati on publisher or by the cache server. The cache server has
the advantage that it has better know edge of the use patterns of its
community. The distributed nature of links to other servers al so
limt the knowl edge of a single infornmation publisher. In any case,
being able to accurately predict usage patterns can result in
significant performance enhancenents for caches.

Figure 1: a rough cut at functions

requests fromclient (in)

| | ( managenent)
| cache/replicated db | <--- commands from adm ns
| | publ i shers, caches

\ |/
requests sent to information providers (out)

in: (requests froma client)

- give nme neta-info about cached object (how up-to-date,
ttl, expiry, signatures/checksum billing information )

- give nme the object

- go get the object fromthe net
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- cache, what objects should | pre-fetch?
(this assunes that the client software believes that the
cache/replica has sone know edge of use patterns and can
predi ct what the user will do next)

out: (requests sent to an infornmation publisher or a
cache further up the food chain)

- server, do | have latest copy of this object?
- give ne object x and the neta data for object x

- | have a copy of object x (announcing you have a copy
of object x to other caches or URN to URL server)

- info publisher, what objects should | pre-fetch?
(this assunes that the information publisher has sone
know edge of use patterns and can predict what the user
will do next)

managenent : (conmands from adm ni strators, other
cooperating caches, and object publishers)

- turn paraneters (e.g. consistency) on/off

- flush the cache

- there's a new version of object x, take it
3.3 Recommendat i ons

Caching and replication are inportant pieces of Internet m ddl eware,
and sol utions need to be found soon. Caches and replicas have

di fferent performance characteristics, and there are cases where a
conbi nation of the two provides the best solution. There are al so
many strategies for updating and naintaini ng consi stency of caches
and replicated databases, and we do not believe any single

i npl ement ation can suffice for the broad range of needs in the
Internet. One possible solution would be to define a genera
protocol for a replicated distributed database and for caching so
that different information application inplenmentations can

i nteroperate and be nanaged via a conmon nanagenent interface. A
common protocol would provide a franework for future protocols (e.g.
URN2URL, DHCP) or existing protocols (e.g., Gopher or WA t hat
presently lack a consistent solution
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4, Group 2A report: Building an Information Architecture

Karen Sollins, Abel Winrib, Barry Leiner, difford Neunan, Dan
LaLi berte, Erik Huizer, John Curran, John Kl ensin, Lixia Zhang,
M chael Mealling, Mtchell Charity, Mke St. Johns, Paul Mbckapetris

This group took as its central agenda exploring an information
architecture, the services that would instantiate such an
architecture, and the functional interfaces between a realization of
such an architecture and both layers on which it would sit and the

| ayers that would sit onit. |In order to describe an architecture,
one nust describe not only what it includes, but also what it
excl udes.

4.1. The core nodel and service structure

The general architecture has as its centerpiece objects, or as they
are known in the Uni form Resource ldentifier Wrking G oup,
resources. An object in this architecture has severa
characteristics. First, it has an identifier, assigned within the
context of some nanespace. Such an identifier is globally unique and
will not be reassigned to another object. Thus, it can be said to be
globally unique for a long tinme. Because such an identifier nust
remain unique for all tinme, it cannot contain |ocation-rel evant
information ... locations can and will be reused. Al so, since
resources nay appear in zero, one, or nmany |locations simnultaneously,
| ocati on-dependent information can lead to a vast nunber of
identifiers for an object, which will make it difficult to identify
separately retrieved copies of an object as being the sane object.
These |l ocations are defined by the supporting |layers that provide
transport and access. Therefore the definition of |ocations is not
within the architecture, although their existence is accepted.
Second, an object will support one or nore abstract types. Further
determ nati on beyond this statenment was not made. One can concl ude
fromthese two points that an object cannot be part of such an
architected universe without having at |east one such identifier and
wi t hout supporting at |east one type if it has at |east one |ocation.

In addition, the architecture contains several other conponents.

First, there will be a prescribed class of objects called Iinks that
express a rel ationship anong other objects including the nature of
that relationship. It is through links that conposite objects

conposed of related objects can be created and nanaged. Finally,
there is a need for several sorts of neta-information, both in order
to discover identifiers (e.g. for indices and in support of
searching) and to aid in the process of mapping an identifier to one
or nore potential |ocations. Both of these sorts of neta-information
are associated with objects, although they will be used and therefore
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nost |ikely managed differently, to support their distinctive access
and update requirenents.

G ven this architecture of information objects, one can identify
several boundary points. First, sonething that does not have an
identifier or type is outside the architecture. Second, the
architecture does not, at this point, include any statenent about
conput ations, or communi cations paradi gns ot her than second-handedly
by assumi ng that traversal of links will occur. Third, although
pre-fetching, caching, and replication are inportant, such details
may be hi dden from hi gher |evel software conponents, and thus are not
part of the data nodel exposed to the application in the normal case
(though sone applications may want to specify such characteristics).

Now one can ask how such a nodel fits into a | ayered network nodel
how it m ght be nodul arized and realized. W envisioned this
information | ayer as an information "whol esale” layer. It provides
the general, broad nodel and provision of shared, network-based
information. Above this sit the "retailers," the marketers or
providers of information to the narketplace of applications users.
Bel ow t he "whol esalers” lie the providers of "raw materials." Here
will be the provision of supporting mechanisns and architecture from
whi ch i nformati on objects can cone.

The renai nder of this group’s report describes the nodul ar
deconpositi on of the whol esale | ayer, including the interactions
anong those nodul es, separate discussions of the interactions first
between the retail and whol esal e | ayers and then between the

whol esal e and raw material |ayers. The report concludes with
reconmendations for where the nost effective imediate efforts could
be nmade to provide for the whol esal e | ayer and nake it useful

4.2. The Wol esal e Layer

In order to realize the information architecture in the network a
variety of classes of services or functionality nust be provided. In
each case, there will be nany instances of a sort of service,
coordinating to a |lesser or greater degree, but all within the
general Internet nodel of autonony and | oose federation. There also
may be variants of any sort of service, to provide nore specialized
or constrained service. 1In addition, services nmay exist that wll
provide nore than one of these services, where that is deened useful
Each such service will reside in one or nore administrative domains
and nmay be restricted or nanaged based on policies of those donains.
The list of core services is described below. Because there are nmany
i nt erdependenci es, there may often be forward references in
describing a service and its relationships to other services.
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* RESOURCE DI SCOVERY: Much of the activity of resource discovery,

i ndexi ng and searching, will be in the domain of the retailers,

al t hough there are supporting hooks that can be provided by the

whol esal er layer as well. A resource discovery service will hold
mappi ngs from descriptions to identifiers of objects. They will need
to be queried. Thus there is a general functionality for a whol esal e
| ayer service that answers queries fornmulated in certain ways and
responds with identifiers. The business of on what basis indices are
conmput ed or how they are nanaged will be donain specific.

* NAM NG or | DENTI FI CATION: There are two aspects to assigning an
identifier to an object, one in the whol esal e | ayer, and one,
arguably, in the retail layer. |In the wholesale |ayer, one can
generate identifiers that are guaranteed to be unique. In the retai
| ayer one might ask the question about whether two objects are the
same or different by the rules of an identification authority that

t heref ore woul d determ ne whether they should bear the sane or
different identification fromthat authority. It should be noted
that the URI Working G oup has included these two functions in the
requi renents docurment for URNSs.

An identification service will obviously provide functionality to the
uni queness authority. It will also provide identification in the
process of publication of objects, as will be discussed below, in the
managenent of resource discovery information, object |ocation and
storage services, as well as cache and replication nanagenent.

* NAME or | DENTI FI CATI ON RESOLUTI ON: Since identifiers are presuned
to be location independent, there is a need for a resolution service.
Such a service may sonetines return other identifiers at this sane

| evel of abstraction (the equivalent of aliases) or |ocation
information, the information delivered to a transport service to
access or retrieve an object.

* OBJECT RETRIEVAL: nhject retrieval is tightly coupled to

resol ution, because without resolution it cannot proceed. Object
retrieval provides the functionality of causing a representation of
an object to be provided locally to the requester of an object
retrieval. This may involve the functionality of object publication
(see bel ow) and object storage, caching and replication services as
wel |l as the supporting transport facilities.

* OBJECT PUBLI CATI ON: When an object cones into existence in the

uni verse of the information infrastructure, it is said to be
"published.” There will be two conmon scenarios in publication. One
will be the use of tools to directly enter and create the information
that conprises an object in the information infrastructure. Thus
there nay be object creation tools visible to users in applications.
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In contrast there may al so be tools outside the information
infrastructure (for exanple word processing or text editing tools)
that provide for the entry of data separately fromthe operation of
assigning an object an identifier and causing it to support
information infrastructure definitions of objects. Thus, there wll
al so be visible at the interface between the whol esal e and ret ai

|l ayers the ability to cause sonme pre-existing data to becone one or
nore objects. In addition to interacting with the identification
service, publication is likely to cause interaction wth object
storage, and possibly caching and replication.

* DEFINITIONS: |If the information infrastructure is to both survive
and evolve over a long tine period, we nust be prepared for a w de
vari ety and growi ng nunber of different sorts of information with
different functionalities that each supports. For objects available
on the net, the functionality that each provi des nust be exposed or
able to be learned. To do this objects nust be able to indicate by
nane or identifier the types of functionality they are supporting.

G ven such an identifier, an object is only useful to a client, if
the client can discover the definition and perhaps a usefu

i mpl enmentation of the type in question. This will be acquired froma

definitions service, which will be used in conjunction with
applications thenselves directly, object publication, and object
retrieval

* ATTRI BUTE MANAGEMENT: The attributes considered here relate to
policy, although any understanding of that policy will be above the
whol esal e level. There are, for exanple, access managenent and
copyright attributes. There is a question here about whether there
is or should be any access tine enforcenent or only after the fact
enforcenent. The information is likely to be in the form of
attribute-value pairs and nust be able to capture copyright know edge
effectively.

* ACCOUNTI NG An accounting service provides netering of the use of
resources. The resources wholly contained in the whol esale | ayer are
the services discussed here. It will also be inportant to provide
nmetering tools in the whol esale layer to be used by the retail Iayer
to neter usage or content access in that layer. Metering nay be used
for a variety of purposes ranging fromproviding better utilization
or service fromthe resources to pricing and billing. Hence
accounting services will be used by object storage, caching and
replication, |ower |layer networking services, as well as pricing and
billing services. In the formof content metering it will also
interact with attribute managenent.
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* PRI CI NG BILLING and PAYMENT: Pricing and paynment services straddl e
two layers in the information infrastructure. Servers that maintain
account bal ances and with which users interact to retrieve and edit
account information are applications that will be built on top of
whol esal e | ayer services. Pricing will be determned in the
applications environnent for application | evel activities. However,
it nmust be possible for niddle | ayer services to process paynent

i nstrunments anal ogous to cash, credit card slips, and checks, without
an understandi ng of the specific inplenentation of the paynment
mechani sm  Application progranm ng interfaces supporting paynment
shoul d be provided, and a common tagged representati on of paynent
instrunents should allow instrunents froma variety of paynent
systens to be presented within niddle |ayer protocols.

* OBJECT STORAGE, CACHI NG and REPLI CATION: There is a recognition
that caching and replication are inportant, but the discussion of
that was left to another group that had taken that as the focus of
their agenda. bject storage will take an object and put it
somewhere, while naintaining both the identity and nature of the

object. It is tightly coupled to caching and replication, as well as
accounting, often in order to deternine patterns of caching and
replication. It is also tightly coupled to object publication

transl ation, and provides interfaces to both supporting storage
facilities such as local file systens, as well as direct access from
appl i cations, needing access to objects.

* TRANSLATION: A translation service allows an object to behave with
a nature different than that it would otherw se support. Thus, for
exanple, it mght provide a WSIWG interface to an object whose
functionality nmight not otherw se support that, or it mght generate
text on the fly froman audio stream Translation services will be
used by object publication (allowing for identification of an object
including a translation of it) and with object storage, providing an
interface only within the wholesale or to the retail |ayers

* SERVER AND SERVI CE LOCATION. It will be necessary as part of the
infrastructure to be able to find services of the kinds described
here and the servers supporting them This service has direct
contact with the lower layer of raw materials, in that it wll
provide, in the final analysis, the addresses needed to actually

| ocate objects and services using | ower |evel protocols, such as the
exi sting access protocols in use today, for exanple FTP, SMIP, HTTP,
or TCP. This service will provide functionality directly to resource
di scovery as well as renpte object storage services
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* ADAPTIVE GLUE: This is not a single service as nuch as a
recognition that there nust be a path for a flow of information
between the network | ayers and the applications. The application nay
have constraints, based both on its own needs as well as needs of the
objects in the wholesale layer. Only the application can really know
what conproni ses in services provided bel ow are acceptable to it. At
the sane tine, the supporting network | ayers understand what
qualities of service are available at what price. Hence there is the
potential for flow of information both up and down through the

whol esal e | ayer, perhaps nedi ated by the whol esal e | ayer. Hence the
adaptive glue has hooks into all three |evels.

* SECURITY: Security services will be a critical piece of the
infrastructure architecture. For any real business to be conducted,
organi zations nust nmake their information avail abl e over the network,
yet they require the ability to control access to that information on
a per user and per object basis. To account properly for the use of
hi gher | evel services, organization nust be able to identify and
authenticate their users accurately. Finally, paynment services nust
be based on security to prevent fraudul ent charges, or disclosure of
conprom sing information

The two bi ggest problenms in providing security services at the

whol esal e | ayer are poor infrastructure and nultiple security
mechani snms that need to be individually integrated with applications.
The poor state of the infrastructure is the result of a lack of an
accepted certification hierarchy for authentication. A comonly held
position is that there will not be a single hierarchy, but there nust
be established authorities whose assertions are wi dely accepted, who
indirectly certify the identities of individuals with which one has
not had prior contact.

Integration with applications is nmade difficult because, though
security services are thensel ves | ayered upon one another, such
services do not fit into the information architecture at a single
layer. By integrating security services with |ower layers of the
informati on infrastructure, security can be provided to higher

| ayers, but sonme security information, such as client’s identity, may
be needed at higher layers, so such support will not be conpletely
transparent. Further, the security requirements for each niddle

| ayer information service, and of the application itself, mnust be
consi dered and appropriate use nust be nade of the niddle-Iayer
security services applied.

Integration with applications will require user demand for security,
together with common interfaces such as the GSS-API, so that
applications and mddle layer information services can utilize the
security services that are avail able, w thout understanding the
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details of the specific security nechanismthat is enployed

* BOOTSTRAPPING In order for a newy participating nmachine to join
the infrastructure, it nust have sone way of finding out about at

| east one instance of many of the services described here. This can
be done either by providing it with sone form of configuration

provi ded by the human bringing it up or by a bootstrappi ng service.
The bootstrapping service is nore flexible and manageable; it is

i ncluded here in recognition that this information nust be provided
in some formor other. The bootstrapping service will sit directly
on the raw materials layer and will have contact with all the

servi ces described here.

This conpletes the description of the services as identified by this
group in the whol esale layer. Although this section suggests which
services have interfaces to the retail and raw nmaterials |ayers, each
of these topics will need to be described separately as well, to
clarify the functionality expected by each | ayer of the |ayer bel ow.

3. Interface to retail |ayer

The interface to the retail layer is the enbodi ment of the object
nmodel and attendant services. Thus the interface provides the
application environnment with a collection of objects having
identifiers for distinguishing themw thin the wholesale |ayer and
support for a typing or abstract functionality nodel. |t provides
for the ability to create or inport objects into this object world by
the publication paradigm and allows objects to evolve to support new
or evolving functionality through the translation paradigm Access
to the objects is provided by object storage, enhanced with caching
and replication services and nedi ated by the attributes nanaged by
attribute nmanagement and accounting or content nmetering. Discovery
of resources (figuring out which identifier to be chasing) is

provi ded by resource di scovery services. Types are registered and
hence avail able both as definitions and perhaps in the form of

i mpl enentations froma definition service. Lastly, there is a
vertical nodel of providing the two-way services of adaptive glue for
quality of service negotiation and for security constraints and

requi renents, with access and services at all three layers.

4. Interface to the raw materials |ayer
The raw materials layer falls into networking and operating systens.

Hence it provides all those services currently available fromcurrent
net wor ki ng and operating systems. \Whol esal e services such as object

managenent wll be dependent on |ocal operating system support such
as a file system as well as perhaps transport protocols. In fact,
all instances of any of the above services will be dependent on |oca
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storage, process nanagenent, |ocal access control and other security
mechani sms, as well as general transport protocols for conmunications
both often anong services of the same sort and anong services
dependent on each other that may not be collocated. |In addition the
group identified a set of issues that appear inportant for the
net wor ki ng conponents of the raw materials layer to provide to the
whol esal e layer in addition to the basic best effort transm ssion
services that are commonly available. These take the formof a w sh
list with the recognition that they are not all equally easy or
possi bl e.

* Connectivity: It is useful and inportant for the operation of
applications and the whol esal e services to understand what
connectivity is currently available. The group identified four
categories of connectivity that it would be useful to know about
represented by four questions:

1) Is there a wire out of the back of ny nachine?
2) Am | connected to a router?

3) Am | connected to the global internet? (Can | get beyond
my own domai n?)

4) Am | connected to a specific host?
These are probably in increasing difficulty of know ng.

* Connectivity forecast: Although this is recognized as either
extrenely difficult or inpossible to do, sone form of connectivity
forecast would be very useful to the upper |ayers

* Bandwi dth availability and reservation: It is useful for the
application to know both what bandw dth m ght be available to it and,
better yet, for it to be able to nake sone form of reservation

* Latency availability and reservation: It is useful for the
application to know both what |atency the network is experiencing
and, better yet, be able to set linmits on it by nmeans of a
reservation.

* Reliability availability and reservation: Again, reliability
constraints are inportant for nany applications, although they nay
have differing reliability constraints and nay be able to adapt
differently to different circunstances. But, if the application
could make a statement (reservation) about what |evel of
unreliability it can tolerate, it mght be able to nake tradeoffs.
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* Burstiness support: Although it is unlikely that the network can
make predictions about the burstiness of its services, if the
application can predict to the network its burstiness behavior, the
network m ght be able to take advantage of that know edge.

* Service envelope: It is possible that, as an alternative to the
above four issues, the raw materials |ayer could negotiate a whol e
service envelope with the layers it is supporting.

* Security availability: In many cases, it will be inmportant for the
upper layers to be able to know what sorts and | evels of security are
available fromthe raw materials layer. This is true of both any
operating system support as well as transm ssion

* Cost: If there is to be usage charging at other than fixed flat
rates, it will be inportant for applications and users to understand
what those costs or at |east estimates of themw || be.

* Policy routing: If it will be inportant for transport services to
support policy routing, it will be inportant for users of the
transport services to identify into which policy classes they night
fall

4.5. Recommendati ons
This group has two categories of recommendations. One is those
services in the wholesale layer that will both be especially usefu
and readily achi eved because work is soon to be or already underway.
The ot her set of recomendations was a three itemrank ordering of
services that are nost inportant for the lower layer to provide to
t he whol esal e | ayer

Wthin the wholesale layer, the first services that should be
provi ded are:

* (bject retrieval

* Nane resol ution

* Caching and replication
In addition, the group rank ordered three areas in which there would
be quick payoff if the raw materials |layer could provide them They
are:

1. Connectivity

2. Bandwidth, latency, and reliability or service envel ope
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3. Security constraints on comunication and transactions
5. G oup 2B Report: Conponents of an Internet Information Architecture

Cecilia Preston, Chris Wider, Christian Huitema, diff Lynch, John
Ronkey, Joyce Reynolds, Larry Masinter, Mtra, Jill Foster

Group 2B discussed various aspects of problens in the Internet
Information Infrastructure, thinking about recomendations to the

| ESG to focus on particular areas, and al so paying attention to sone
of the phil osophical and econom c backgrounds to sone of the

probl ens. Econonics can dictate sonme points of architecture: one can
see economnically why a publisher mght bear the burden of the costs
of publishing, or a consumer might bear the burden of costs

associ ated with consunption, but not how sone free-floating third
party woul d necessarily bear the costs of providing services (such as
third-party translators).

The group discussed the follow ng topics:

access(URL)

gat eways

URN resol ution

definitions

updat es

service | ocation

cache & replication

security & authentication

paynents, charging

presentation

search & index

net ai nf or mati on

boot service

general conputation
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5.1 URNs

There are several issues in the use of Uniform Resource Nanes and
Uni form Resource Locators. URN resolution is a database | ookup that
returns the URLs associated with a URN. The architecture nust take
into account not only how the | ookup is perforned, but how the

dat abase is naintai ned. Both the | ookup problem and the update
probl em nust be solved at the sane time to allow depl oynent of URNs.

There are at least two problens in human interaction w th unique
nanes. First, the notion of a unique nane is a fallacy. Unique nan ng
cannot be enforced. Nanes nay be forged or nay sinply be duplicated
due to hunman error. The architecture nmust accept this observation and
still operate in the face of it. Designing for global uniqueness, but
not requiring it, was adequate. Errors based on names not being
unique are likely to be insignificant conpared to other errors.

Al so, people frequently nake assertions and assunpti ons about nanes
rat her than the docunents that are bei ng naned. Maki ng assertions
about names is working at the wong | evel of indirection. Mking
assunpti ons about nanes, such as deternining the contents of the
naned object fromthe syntax of the nane, can lead to nasty
surprises.

Having a single, unified nam ng systemis vital. Wiile it is healthy
to have nultiple conpeting forns of other aspects of the information
architecture, the naning systemis what ties it all together. There
must be only one naming system |f there is nore than one, it nay not
be possible to conpare nanes or to | ookup | ocations based on nanes,
and we will continue (to our detrinment) to use locators rather than
names.

5.2 dobal Service Location

The 1 ANA has becone the central switch point for service
identification. and recomended that nunbers that are fornmally
defined and kept in docunents for use in distributed information
systens (for instance, Assigned Nunmbers) should al so be distributed
online in sone kind of database for use by applications. This

di stribution requires both an access method (perhaps nultiple access
nmet hods) and an update net hod.

5.3 Security
| ssues involving security arose over and over again. Security
i ncludes things like validation of authority, confidentiality,

integrity of data, integrity of services, access control. The group
agreed that, although often overl ooked, confidentiality is inportant,
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and, nore strongly: anonynity is inportant. It should be possible to
access docunents or objects without the architecture requiring you to
| eave digital fingerprints all over the place.

Security nust occur on an end-to-end basis. Docunents or objects used
on the Internet may not only traverse the Internet. Relying on
security nechanisns in the underlying protocol suite does not
necessarily provide end-to-end authentication or confidentiality.

Currently lower layer security is ill-defined and widely

uni mpl enent ed. Designers building information applications atop the
Internet currently receive little guidance in how to design security
features into their applications, |eading to weak ad hoc or

nonexi stent security in new applications. Designers are al so uncl ear
as to howto deal with the "security considerations" section that is
mandatory in RFCs, and often fill themw th boilerplate text.

Furthernore, retrofitting security into existing architectures does
not work well. The best systens are built considering security from
the very begi nning. Sone systens are being designed that, for

i nstance, have no place for a digital signature to authenticate the
data they pass. These issues apply to data managenent as well.

The group nmakes the follow ng recomendations to the | ESG regarding
security:

A. Devel op and conmmuni cate a security nodel usable by designers of
i nformati on applications - current nodels are not considered usable.

B. RFC authors shoul d be given advice on what security considerations
need to be outlined and howto wite them The |IESG security area
shoul d prepare guidelines for witing security considerations.

C. Proposed Standards should not be accepted by the | ESG unl ess they
really consider security. This will require that recommendati ons A
and B have been inplenented and that the guidelines have received
enough visibility to reasonably expect authors to know of their

exi st ence.

D. Devel op security nodul es usable by the inplenentors of information
clients and servers - reusable across many different, heterogeneous
applications and pl atforns.

E. Make cl ear what security services you can expect fromthe | ower
| ayers.

F. Make sure that the key distribution infrastructure is reviewed for
usability by infornmation applications.
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5.4 Search and | ndex

Searching is | ooking through directories that point to information
Indexing is scanning information to create directories. A "unified
directory” is the result of conbining several indices.

Indexing is currently done on the Internet via nmany nechanisns. G ven
the current ad hoc nature of the indexing, information is frequently
i ndexed nultiple tines. This is wasteful, but due to the current
economics of the Internet, it tends not to cost nore noney. |If the
Internet (or parts of thereof) transitions to usage based charging,

it may cost the information provider too nuch to allow the
information to be indexed. In general, the provider should have
control over how the information they control is indexed.

Above all, the architecture should not encourage a situation where
information is normally not indexed. It should encourage the
collection of indexing data only a single tinme. Having a | oca
conputation of a summary which is sent to a search/index server is
vastly preferable to having that server "walk the net" to discover
information to index.

I ndexi ng and search techniques are quite varied. It is quite likely
that index and search are too close to general conputation to try to
standardi ze on a single protocol for either. Instead, it is inportant
that the architecture allow multiple search techniques. There are
currently certain types of indices that can only be generated by
humans because of their |level of semantic content. There are |arge
differences in the quality and usability of indices that are
machi ne- generated vs. human gener at ed.

Unified directories tend to conbine indexing results fromquite

di fferent techniques. The architecture should constrain indexing so
that it remains possible to nmerge the results of two searches done by
di fferent protocols or indexing systenms. Returning information in
standard formats such as URNs can help this problem

Vocabul ary issues in search and index are very difficult. The library
and i nformation services comunities do not necessarily use

vocabul ary that is consistent with the | ETF community, which can | ead
to difficult msunderstandi ngs.

"Searching the Internet" is an inappropriate attenpt to categorize
the information you're attenpting to search. Instead, we search
certain public spaces on the Internet. The concept of public space
vsS. private space on the Internet deserves further investigation
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I ndexi ng can run afoul of access control considerations. Access
control nust be done at the object, but access control information
shoul d be propagated through indices as well. The index should be
able to say "you're not allowed to ask that" rather than the user
attenpting to retrieve the object and bei ng deni ed.

An architectural point was raised that an i ndex query should return
the sanme result independent of who is asking. This is an inportant
notion in the Domain Nane System This is inconsistent with sone
real -worl d indexing (for instance, corporate record nmanagenent
systens) which doesn’t want to adnmit that some docunents exist if
you're not allowed to read them

5.5 M scel | aneous

El ectronic mail, netnews, FTP and the web are frequently used to
access information on the net today. Each protocol seens to provide a
consistent view of the information on the Internet. In addition, the
recent popularity of multi-protocol clients such as Mosaic seemto
inmply that the information content of the Internet is uniformy
retrievabl e and manageabl e. This perception is mnisleading because
nost protocols are used for other applications than they were
originally designed for. In addition, Telnet, which has no concept of
information retrieval and nmanagenent, is often used to access
information as well, for exanple in DIALOG and card file accesses.
Since each protocol has different access and managenent capabilities,
the inconsistencies show up in erratic search and retrieval results,
puzzling error nessages, and a basic lack of standard techniques for
dealing with information. A consistent underlying information
architecture will go a long way towards alleviating these probl ens.

As the information architecture devel ops we shoul d reconsider the
electronic mail and netnews architecture in terns of the new
archi tecture

The group noted that there have been difficulties in scheduling joint
wor ki ng group neetings and recomends that there be a clearly defined
process inside the |ETF to facilitate scheduling such neetings.

6. Concl usi ons and Recommendat i ons

The wor kshop provi ded an opportunity for ongoi ng conversations about
the architecture to continue and al so provi ded space for focused
exanmi nation of some issues and for some new voi ces and experience
fromother areas of Internet growth to participate in the
architectural process.
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Part of the conclusion of the workshop is a set of reconmendations to
the | ESG and | ETF comunity.

Recommendat i ons on research/inpl ementation directions:
1. Caching and replication are inportant and overl ooked pi eces of
I nternet niddl eware. W& should do sonething about it as soon as
possi bl e, perhaps by defining an architecture and service nodel for
common i npl enent ati on.
2. Wthin the 'wholesale’ layer, i.e. within the | ayer which provides
a consistent view of the information resources avail able on the
Internet, the first services that should be provided are:

* (bject retrieval,

* Name resol ution

* Caching and replication
3. There woul d be quick payoff if the raw materials layer, i.e. the
I ayer in which information resources are physically transmitted to
comput ers, could provide the follow ng services

* Connectivity

* Bandwi dth, latency, and reliability or a service envel ope

* Security constraints on comunication and transactions
4. Devel op security nodul es usable by the inplenentors of infornation
clients and servers - reusabl e across nany different, heterogeneous
applications and platforns

Recommendations to the | ESG |ETF, and | ANA

1. Nunbers that are fornally defined and kept in docunents in
distributed information systens (for instance, Assigned Numbers)
shoul d be available in some kind of database for use by applications.
2. Devel op and conmunicate a security nodel usable by designers of
i nformati on applications - current nodels are not considered usabl e
or are not widely accepted on the Internet.
3. RFC authors should be given advice on how security considerations

need to be witten. The | ESG security area should prepare guidelines
for witing security considerations.
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4. Proposed Standards should not be accepted by the | ESG unl ess they
really consider security. This will require recommendations 2 and 3
to be inplenented first.

5. Make clear what security services you can expect fromthe | owner
| ayers.

6. Make sure that the key distribution infrastructure is reviewed for
usability by information applications.

7. There needs to be a process inside the | ETF for scheduling a joint

nmeeti ng between two working groups - for exanple, so that the key
di stribution WG can neet jointly with IR
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APPENDI X A - Workshop Organi zation

The wor kshop was held at MCl's facility in Tyson Corners, Virgini
The wor kshop organi zers and attendees wish to thank Ml for the u
of their facilities to host the workshop.

Al'l attendees net in joint session for the first half of October
They then split into three groups. The first group considered the

1995

a.
se

12.

"distributed database" problem which has arisen over and over again

in the design of parts of the Internet. The two other groups net
consider a list of issues pertaining to the information
infrastructure. The groups ran independently until the norning of
Cct ober 14, when they net again in joint session.

The followi ng people attended the workshop:

Abel Weinrib abel @el | core. com

Barry Leiner BLei ner GARPA. M L

Cecilia Preston cpreston@ nf o. berkel ey. edu
Chris Weider cl w@unyi p. com

Christian Huitema Chri stian. Hui t ema@OPHI A. | NRI A. FR
adiff Lynch cal ur @ccnvsa. ucop. edu
Cifford Neuman bcn@ si . edu

Dan LalLi berte l'i berte@ocsa. ui uc. edu

Dave Sincoskie si ncos @HUMPER. BELLCORE. COM
Elise Gerich epg@vERI T. EDU

Eri k Hui zer Eri k. Hui zer @URFnet . nl

Jill Foster Jill.Foster @ewcast! e. ac. uk
John Curran j curran@ear . net

John Kl ensin kl ensi n@nfoods. mt. edu
John Ronkey ronkey@syl um sf. ca. us
Joyce Reynol ds jkrey@si . edu
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Karen Sol l'ins
Larry Masinter

Li xi a Zhang

Mar k McCahi | |

M chael Mealling
Mtchell Charity
M ke Schwart z

M ke St. Johns
Mtra

Paul Mockapetris
St eve Crocker

Ti m Ber ner s- Lee
Ton Verschuren

Yakov Rekht er
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sollins@cs. mt.edu

masi nt er @ar c. xer ox. com
LI XI A@PARC. XEROX. COM
nmpm@oonbox. m cro. unm. edu
M chael . Meal I i ng@i t . gat ech. edu
ncharity@cs. mt. edu
schwartz@s. col or ado. edu
stj ohns @ARPA. M L

m t ra@andor a. sf. ca. us
pvm@ephyr.isi.edu
Crocker @'l S. COM

tbl @nfo.cern. ch

Ton. Ver schuren@ur f net . nl

yakov@\WATSON. | BM COM

1995

This meno di scusses certain aspects of security and the infornation

i nfrastructure.

It contains general

recomendat i ons about security

enhancenents required by information applications on the |nternet.
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