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Form based File Upload in HTM
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. This neno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovement are requested.
Distribution of this neno is unlimted.

1. Abstract

Currently, HTML forns allow the producer of the formto request
information fromthe user reading the form These forms have proven
useful in a wide variety of applications in which input fromthe user
is necessary. However, this capability is limted because HTM. forns
don't provide a way to ask the user to subnmit files of data. Service
provi ders who need to get files fromthe user have had to inpl enent
custom user applications. (Exanples of these custom browsers have
appeared on the wwtalk mailing list.) Since file-upload is a
feature that will benefit many applications, this proposes an
extension to HTM. to allow information providers to express file

upl oad requests uniformly, and a M ME conpati bl e representation for
file upload responses. This also includes a description of a
backward conpatibility strategy that all ows new servers to interact
with the current HTML user agents.

The proposal is independent of which version of HTML it becones a
part.

2. HIM. forns with file subm ssion
The current HTM. specification defines eight possible values for the
attri bute TYPE of an | NPUT el enent: CHECKBOX, HI DDEN, | MAGE
PASSWORD, RADI O, RESET, SUBM T, TEXT.
In addition, it defines the default ENCTYPE attribute of the FORM

el ement using the POST METHOD to have the default val ue
"appl i cation/ x-ww f or m url encoded”
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This proposal nakes two changes to HTM.:

1) Add a FILE option for the TYPE attribute of | NPUT.
2) Al'low an ACCEPT attribute for INPUT tag, which is a list of
medi a types or type patterns allowed for the input.

In addition, it defines a new M ME nedia type, nultipart/formdata,
and specifies the behavior of HTM. user agents when interpreting a
formwith ENCTYPE="nul tipart/formdata" and/or <INPUT type="file">
t ags.

These changes ni ght be considered i ndependently, but are al
necessary for reasonable file upload.

The aut hor of an HTML form who wants to request one or nore files
froma user would wite (for exanple):

<FORM ENCTYPE="nul ti part/formdata" ACTION="_URL_" METHOD=POST>
File to process: <INPUT NAME="userfilel" TYPE="file">

<I NPUT TYPE="submit" VALUE="Send Fil e">

</ FORW>
The change to the HTML DTD is to add one itemto the entity

"I nput Type". In addition, it is proposed that the INPUT tag have an
ACCEPT attribute, which is a list of comma-separated nedia types.

(ot her el enents)

<IENTITY % I nput Type "(TEXT | PASSWORD | CHECKBOX |
RADIO | SUBM T | RESET
IMAGE | HDDEN | FILE )">
<I ELEMENT I NPUT - 0 EMPTY>
<I ATTLI ST | NPUT
TYPE 9% nput Type TEXT

NAMVE CDATA #I MPLIED -- required for all but submit and reset
VALUE CDATA #| MPLI ED

SRC %R #I MPLIED -- for inmage inputs --

CHECKED ( CHECKED) #| MPLI ED

S| ZE CDATA #| MPLIED --1ike NUMBERS

but delimted with conma, not space
MAXLENGTH NUMBER #l1 MPLI ED
ALI GN (top]| m ddl e| bottom #l MPLI ED
ACCEPT CDATA #I MPLIED --1ist of content types
>
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(ot her el enents)
3. Suggested inplenentation

VWil e user agents that interpret HTML have w de | eeway to choose the
nost appropriate nechanismfor their context, this section suggests
how one cl ass of user agent, WWVbrowsers, mght inplenent file

upl oad.

3.1 Display of FILE w dget

When a I NPUT tag of type FILE is encountered, the browser m ght show
a display of (previously selected) file names, and a "Browse" button
or selection nmethod. Selecting the "Browse" button would cause the
browser to enter into a file selection node appropriate for the

pl atform W ndow based browsers might pop up a file selection w ndow,
for example. In such a file selection dialog, the user would have the
option of replacing a current selection, adding a new file selection
etc. Browser inplenmentors might choose let the list of file nanes be
manual Iy edited.

If an ACCEPT attribute is present, the browser night constrain the
file patterns pronpted for to match those with the corresponding
appropriate file extensions for the platform

3.2 Action on submt

When the user conpletes the form and selects the SUBMT el ement, the
browser should send the formdata and the content of the sel ected
files. The encoding type application/x-www-formurlencoded is
inefficient for sending large quantities of binary data or text
contai ni ng non-ASClI | characters. Thus, a new nedia type,
multipart/formdata, is proposed as a way of efficiently sending the
val ues associated with a filled-out formfromclient to server.

3.3 use of multipart/formdata

The definition of nmultipart/formdata is included in section 7. A
boundary is selected that does not occur in any of the data. (This
selection is sonmetines done probabilisticly.) Each field of the form
is sent, in the order in which it occurs in the form as a part of
the multipart stream Each part identifies the INPUT nane within the
original HTML form Each part should be labelled with an appropriate
content-type if the nmedia type is known (e.g., inferred fromthe file
extension or operating systemtyping information) or as
application/octet-stream
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If nultiple files are selected, they should be transferred together
using the nultipart/m xed fornat.

Whil e the HTTP protocol can transport arbitrary Bl NARY data, the
default for mail transport (e.g., if the ACTIONis a "mailto:" URL)
is the 7BIT encoding. The value supplied for a part may need to be
encoded and the "content-transfer-encodi ng" header supplied if the
val ue does not conformto the default encoding. [See section 5 of
RFC 1521 for nore details.]

The original local file name may be supplied as well, either as a
"filenane’ paraneter either of the 'content-disposition: formdata’
header or in the case of nultiple files in a 'content-disposition
file’ header of the subpart. The client application should nmake best
effort to supply the file nanme; if the file nane of the client’'s
operating systemis not in US-ASCII, the file nane m ght be

approxi mated or encoded using the nmethod of RFC 1522. This is a
conveni ence for those cases where, for exanple, the uploaded files

m ght contain references to each other, e.g., a TeX file and its .sty
auxiliary style description.

On the server end, the ACTION night point to a HTTP URL t hat

i npl ements the forns action via Cd. In such a case, the CA program
woul d note that the content-type is nultipart/formdata, parse the
various fields (checking for validity, witing the file data to |oca
files for subsequent processing, etc.).

3.4 Interpretation of other attributes

The VALUE attribute nmight be used with <INPUT TYPE=file> tags for a
default file name. This use is probably platformdependent. It night
be useful, however, in sequences of nore than one transaction, e.g.
to avoid having the user pronpted for the sanme file nanme over and
over again.

The SIZE attribute m ght be specified using Sl ZE=w dt h, hei ght, where
width is sone default for file name width, while height is the
expected size showing the list of selected files. For exanple, this
woul d be useful for forms designers who expect to get several files
and who would like to showa multiline file input field in the
browser (with a "browse" button beside it, hopefully). It would be
useful to show a one Iine text field when no height is specified
(when the forns designer expects one file, only) and to show a
multiline text area with scroll bars when the height is greater than 1
(when the forns designer expects nultiple files).
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4.

Backward conpatibility issues

Wil e not necessary for successful adoption of an enhancenent to the
current WAW form nechanism it is useful to also plan for a migration
strategy: users with older browsers can still participate in file

upl oad di al ogs, using a hel per application. Mst current web browers,
when given <INPUT TYPE=FILE>, will treat it as <INPUT TYPE=TEXT> and
give the user a text box. The user can type in a file nane into this
text box. In addition, current browsers seemto ignore the ENCTYPE
paraneter in the <FORM> el ement, and always transnit the data as

appl i cation/ x- ww«+f orm url encoded.

Thus, the server CAd might be witten in a way that would note that
the formdata returned had content-type application/x-ww-form

url encoded instead of multipart/formdata, and know that the user was
using a browser that didn’t inplenent file upload.

In this case, rather than replying with a "text/htm" response, the
Cd on the server could instead send back a data streamthat a hel per
application night process instead; this would be a data stream of
type "application/x-pl ease-send-fil es", which contains:

* The (fully qualified) URL to which the actual form data should
be posted (terminated with CRLF)

* The list of field names that were supposed to be file contents
(space separated, term nated with CRLF)

* The entire original application/x-ww-formurlencoded form data
as originally sent fromclient to server.

In this case, the browser needs to be configured to process
appl i cation/ x-pl ease-send-files to | aunch a hel per application.

The hel per would read the formdata, note which fields contained
"local file nanmes’ that needed to be replaced with their data
content, mght itself pronpt the user for changing or adding to the
list of files available, and then repackage the data & file contents
in nmultipart/formdata for retransni ssion back to the server

The hel per woul d generate the kind of data that a 'new browser
shoul d actually have sent in the first place, with the intention that
the URL to which it is sent corresponds to the original ACTION URL.
The point of this is that the server can use the *sane* Cd to

i mpl enent the mechanismfor dealing with both old and new browsers

The hel per need not display the formdata, but *shoul d* ensure that
the user actually be pronpted about the suitability of sending the
files requested (this is to avoid a security problemw th malicious
servers that ask for files that weren't actually pronised by the
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user.) It would be useful if the status of the transfer of the files
i nvol ved coul d be di spl ayed.

5. Oher considerations
5.1 Conpression, encryption

This schene doesn’t address the possible conpression of files. After
sonme consideration, it seenmed that the optim zation issues of file
conpression were too conmplex to try to automatically have browsers
decide that files should be conpressed. Many |ink-layer transport
mechani sns (e.g., high-speed nodens) perform data conpressi on over
the Iink, and optim zing for conpression at this layer mght not be
appropriate. It might be possible for browsers to optionally produce
a content-transfer-encodi ng of x-conpress for file data, and for
servers to deconpress the data before processing, if desired; this
was | eft out of the proposal, however.

Simlarly, the proposal does not contain a nechanismfor encryption

of the data; this should be handl ed by whatever other nechanisns are
in place for secure transnission of data, whether via secure HTTP or
mai | .

5.2 Deferred file transm ssion

In sone situations, it mght be advisable to have the server validate
various elenents of the formdata (user nane, account, etc.) before
actually preparing to receive the data. However, after sone
consideration, it seened best to require that servers that wish to do
this should inplement this as a series of forns, where sone of the
data el enents that were previously validated m ght be sent back to
the client as 'hidden’ fields, or by arranging the formso that the
el ements that need validation occur first. This puts the onus of

mai ntai ning the state of a transaction only on those servers that

wi sh to build a conplex application, while allow ng those cases that
have sinple input needs to be built sinply.

The HTTP protocol may require a content-length for the overal

transmi ssion. Even if it were not to do so, HITP clients are
encouraged to supply content-length for overall file input so that a
busy server could detect if the proposed file data is too large to be
processed reasonably and just return an error code and cl ose the
connection without waiting to process all of the incom ng data. Sone
current inplenentations of CA require a content-length in all POST
transacti ons.

If the INPUT tag includes the attribute MAXLENGIH, the user agent
shoul d consider its value to represent the naxi num Content-Length (in
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bytes) which the server will accept for transferred files. 1In this
way, servers can hint to the client how much space they have
available for a file upload, before that upload takes place. It is

i mportant to note, however, that this is only a hint, and the actua
requi renents of the server may change between formcreation and file
submi ssi on.

In any case, a HTTP server may abort a file upload in the niddle of
the transaction if the file being received is too |arge.

5.3 O her choices for return transm ssion of binary data

Vari ous peopl e have suggested using new nine top-level type
"aggregate", e.g., aggregate/m xed or a content-transfer-encodi ng of
"packet" to express indeterm nate-length binary data, rather than
relying on the nultipart-style boundaries. Wile we are not opposed
to doing so, this would require additional design and standardization
work to get acceptance of "aggregate". On the other hand, the

"mul tipart’ nechanisns are well established, sinple to inplenment on
both the sending client and receiving server, and as efficient as
other nethods of dealing with nultiple combinations of binary data.

5.4 Not overl oadi ng <l NPUT>:

Vari ous peopl e have wondered about the advisability of overl oadi ng
"INPUT" for this function, rather than nmerely providing a different
type of FORM el enent. Anpbng ot her considerations, the mgration
strategy which is allowed when using <INPUT> is inmportant. In
addition, the <INPUT> field *is* already overl oaded to contain nost
kinds of data input; rather than creating nultiple kinds of <INPUT>
tags, it seens nost reasonable to enhance <INPUT>. The 'type’ of

I NPUT is not the content-type of what is returned, but rather the
"widget-type’; i.e., it identifies the interaction style with the
user. The description here is carefully witten to allow <l NPUT
TYPE=FI LE> to work for text browsers or audi o-markup

5.5 Default content-type of field data
Many input fields in HTML are to be typed in. There has been sone
anbiguity as to how formdata should be transmtted back to servers
Maki ng the content-type of <INPUT> fields be text/plain clearly
di sanbi guates that the client should properly encode the data before
sending it back to the server with CRLFs.

5.6 Allow form ACTION to be "mailto:"

I ndependent of this proposal, it would be very useful for HTM
interpreting user agents to allow a ACTIONin a formto be a
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"mailto:" URL. This seens |like a good idea, with or without this
proposal. Sinmilarly, the ACTION for a HTM. formwhich is received via
mai | should probably default to the "reply-to:" of the nmessage.

These two proposals would allow HTM. fornms to be served via HITP
servers but sent back via nmail, or, alternatively, allow HTM. forns
to be sent by nmail, filled out by HTM.-aware mail recipients, and the
results mail ed back.

5.7 Renote files with third-party transfer

In sone scenarios, the user operating the client software night want
to specify a URL for renote data rather than a local file. In this
case, is there a way to allow the browser to send to the client a
pointer to the external data rather than the entire contents? This
capability could be inplenmented, for exanple, by having the client
send to the server data of type "nessage/ external -body" with
"access-type" set to, say, "uri", and the URL of the renpte data in
t he body of the nessage.

5.8 File transfer wi th ENCTYPE=x-ww+ f or m ur| encoded

If a formcontains <INPUT TYPE=fil e> el enents but does not contain an
ENCTYPE in the encl osing <FORM>, the behavior is not specified. It
is probably inappropriate to attenpt to URN-encode |arge quantities
of data to servers that don’t expect it.

5.9 CRLF used as |ine separator

As with all MME transm ssions, CRLF is used as the separator for
lines in a POST of the data in nultipart/formdata.

5.10 Rel ationship to multipart/rel ated

The M MESGWL group is proposing a new type called nultipart/rel ated.
VWhile it contains simlar features to nmultipart/formdata, the use
and application of formdata is different enough that formdata is
bei ng descri bed separately.

It nmight be possible at sone point to encode the result of HTM. forns
(including files) in a nultipart/related body part; this is not
i nconpatible with this proposal

5.11 Non-ASCI| field nanes
Note that minme headers are generally required to consist only of 7-
bit data in the US-ASCI| character set. Hence field nanes shoul d be

encoded according to the prescriptions of RFC 1522 if they contain
characters outside of that set. In HTML 2.0, the default character

Nebel & Masinter Experi ment al [ Page 8]



RFC 1867
set i
encod

6. Exanp
Suppo

Formbased File Upload in HTML Novenber 1995

s | SO-8859-1, but non-ASCI| characters in field nanmes should be
ed.
|l es

se the server supplies the followi ng HTM.:

<FORM ACTI ON="htt p://server.doni cgi / handl e"

ENCTYPE="nmul ti part/form data"
METHOD=POST>

VWhat is your nanme? <INPUT TYPE=TEXT NAME=submitter>
What files are you sendi ng? <INPUT TYPE=FI LE NAME=pi cs>

</ FORW>
and the user types "Joe Blow' in the nane field, and selects a text
file "filel.txt" for the answer to 'Wat files are you sendi ng?
The client m ght send back the foll ow ng data:

If th

Content-type: nultipart/formdata, boundary=AaB03x

- - AaB03x
content-disposition: formdata; nanme="fieldl"

Joe Bl ow

- - AaB03x

content-di sposition: formdata; nane="pics"; filenanme="filel.txt"
Content - Type: text/plain

... contents of filel.txt
- - AaB03x- -

e user also indicated an inage file "file2.gif" for the answer

to 'What files are you sending? , the client mght client mght send

back

Nebel &

the foll owi ng data:
Content-type: nultipart/formdata, boundary=AaB03x

- - AaB03x
content-disposition: formdata; nanme="fieldl"

Joe Bl ow

- - AaB03x

content-disposition: formdata; nanme="pics"
Content-type: nultipart/m xed, boundary=BbC04y

- - BobC04y
Content-di sposition: attachnent; filename="filel.txt"
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Content - Type: text/plain

... contents of filel.txt

- - BbC04y

Content-di sposition: attachnent; filename="file2.gif"
Content-type: image/gif

Cont ent - Transf er - Encodi ng: bi nary

...contents of file2.gif...
- - BbQ04y- -
- - AaB03x- -

7. Registration of nmultipart/formdata

The medi a-type multipart/formdata follows the rules of all nultipart
M ME data streanms as outlined in RFC 1521. It is intended for use in
returning the data that comes about fromfilling out a form In a
form (in HTM., although other applications nmay also use forns), there
are a series of fields to be supplied by the user who fills out the
form Each field has a name. Wthin a given form the nanes are

uni que.

mul tipart/formdata contains a series of parts. Each part is expected
to contain a content-disposition header where the value is "form
data" and a nane attribute specifies the field nanme within the form
e.g., 'content-disposition: formdata; name="xxxxx"', where Xxxxxx is
the field name corresponding to that field. Field names originally in
non- ASCI | character sets may be encoded using the nmethod outlined in
RFC 1522.

As with all nultipart M ME types, each part has an optional Content-

Type which defaults to text/plain. |f the contents of a file are
returned via filling out a form then the file input is identified as
application/octet-streamor the appropriate nmedia type, if known. |If

multiple files are to be returned as the result of a single form
entry, they can be returned as nultipart/m xed enbedded within the
mul ti part/formdata.

Each part may be encoded and the "content-transfer-encoding" header
supplied if the value of that part does not conformto the default
encodi ng.

File inputs may also identify the file nanme. The file name nmay be
described using the 'fil enane’ paraneter of the "content-disposition"
header. This is not required, but is strongly recommended in any case
where the original filename is known. This is useful or necessary in
many applications.
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8. Security Considerations

It is inmportant that a user agent not send any file that the user has
not explicitly asked to be sent. Thus, HTM. interpreting agents are
expected to confirmany default file names that m ght be suggested
with <INPUT TYPE=fil e VALUE="yyyy">. Never have any hidden fields be
able to specify any file.

Thi s proposal does not contain a nechanismfor encryption of the
data; this should be handl ed by whatever other nmechanisns are in

pl ace for secure transm ssion of data, whether via secure HTTP, or by
security provided by MOSS (described in RFC 1848).

Once the file is uploaded, it is up to the receiver to process and
store the file appropriately.

9. Concl usion

The suggested inplenentation gives the client a lot of flexibility in
the nunber and types of files it can send to the server, it gives the
server control of the decision to accept the files, and it gives
servers a chance to interact with browsers which do not support | NPUT
TYPE "file".

The change to the HTML DTD is very sinple, but very powerful. It
enabl es a much greater variety of services to be inplenented via the
Wrl d-Wde Wb than is currently possible due to the lack of a file
submission facility. This would be an extrenely val uable addition to
the capabilities of the World-Wde Wb.
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A. Media type registration for nmultipart/formdata

Medi a Type nane:
mul ti part

Medi a subtype nane:
formdata

Requi red paraneters
none

Optional paraneters:
none

Encodi ng consi derati ons:
No additional considerations other than as for other nultipart types.

Publ i shed specification:
RFC 1867

Security Considerations

The multipart/formdata type introduces no new security
consi derati ons beyond what m ght occur with any of the enclosed
parts.
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