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1. Introduction

Thi s docunent provides infornmation about policy statenents subnitted
by the UNINETT Policy Certification Authority (UNI NETT PCA).

It’s purpose is to provide information to nenbers of the Internet
community who wi sh to evaluate the trust they can place in a
certification path that includes a certificate issued by the UNINETT
PCA, or to set up a CAto be certified by the UNI NETT PCA.

2. PCA ldentity
Di stingui shed Nane (DN): C=no, O=uninett, QOU=pca

The UNINETT PCA will be run by:
Nor wegi an Conputi ng Center
Gaust adal | i en 23

P. O.Box 114 Bl i ndern,

N- 0314 Gsl o, Norway

Cont act person:
Ni | s Haral d Berge
Email: Nils.Haral d. Berge@r. no
Tel .: (+47) 22 85 25 00
Fax : (+47) 22 69 76 60
Duration: This policy is valid fromQCct 1, 1995 to Jan 1, 1998
Info about this PCA is available at: http://ww. uninett.no/pca/
3. UNINETT - a brief overview
UNINETT is a Limted Conpany (AS) operating the Norwegi an network for
acadenics and research. It is incorporated under Norwegi an | aw, and
it’'s conpany nunber is 968100211.

More information is available fromthe UNI NETT web server at:
http://ww. uni nett. no/

4. PCA Scope
The scope of the UNINETT PCA is determined by UNINETT Policy. It wll

chiefly certify CAs to run on behalf of legal entities such as
school s and conpani es.
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4.1 The certification tree

The certification tree beneath the UNINETT PCA conprise three
distinct entities: Certification Authorities (CAs), Registration
Authorities (RAs) and users. CAs are described in the PEM docunents
[1,2,3,4]. An explanation of RAs is given bellow

There will be one CA, with possible sublevel CAs, per UN NETT nemnber
organi zation. The CA may be run by the organization itself, or by the
organi zati on running the PCA for organizations who do not want to
take on the responsibility thensel ves.

4.2 Use of Registration Authorities (RAs)

5.

Since the CA nmay be located far away fromthe users, |oca
authorities are needed for physical identification/authentication of
users. For security reasons, and to avoid an unnecessary | arge nunber
of CAs, these authorities are not allowed to issue certificates.

A registration authority (RA) is an ordinary user, appointed by an
organi zation or an organi zational unit and trusted by a CA, serving
as a point of contact for persons who want to register as users, i.e.
to have a certificate issued. In order to avoid faked requests for
certification, users nust send their self-signed certificate to an
appropriate RA, and then physically visit the RA with proof of
identity. The RAwill forward the self-signed certificate to the CA
in a nmessage signed by the RA if the user is properly authenticated.

For bulk certification (see 5.3) the RA nust physically verify the
identity of the user before giving out the password for access to the
users private key.

A CA may appoint as many RAs as it wish. The only difference between
certifying an RA and an ordinary user is that the RA (a person) nust
sign an agreenment with the certifying CA, stating the obligation to
adhere to the agreed procedures.

PCA Security & Privacy

5.1 Security requirenents inposed on the PCA

- The PCA will have its private key stored on a snartcard.

- The PCA will be run on a dedicated workstation with no network
connection. The workstation will be physically secured.

- Exchangi ng data between the PCA workstation and the rest of the
world will be done by using tapes or floppy discs.
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- The PCA RSA key pair will have a length of 1024 bits.

- Backups fromthe PCA workstation nust be stored in at |east one off
site |l ocation. Backups must be physically secured

5.2 Security requirenents inposed on CAs that are to be certified

- A CA nust be run on a dedicated workstation with no network
connection. The workstation nust be physically secured.

- Exchangi ng data between the CA workstation and the rest of the world
nmust be done by using tapes or floppy discs.

- The CA RSA key pair nust have a mininumlength of 1024 bits.

A security requirements docunment concerning CAs will be nmade
avai |l abl e online, and expected to be obeyed.

5.3 Security requirenents inposed on RAs that are to be certified

- RAs nust use a work station, with renpte |ogin disabled. Use of
X-terminal, termnal enulator etc. with processes running on a
renote machine is strictly prohibited.

- The RA RSA key pair nust have a mininumlength of 512 bits.

A security requirenments document concerning RAs will be made
avai |l abl e online, and expected to be obeyed.

5.4 Measures taken to protect the privacy of any information collected
in the course of certifying CAs and (for CAs) users.

CAs will not collect any security relevant information about users.
In those cases when CAs generate keys (and certificates) on behal f of
users, all information pertaining the users private key will be
securely deleted after it has been received by the user. CAs wll

al ways generate their own key pairs, thus no security rel evant
information will be collected by the PCA

Al'l archived material concerning DNs for users will be stored on the

CA wor kstations, which are physically protected and does not have any
networ k connecti ons.
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6. Certification Policy
6.1 Policy and procedures when certifying CAs

In order to be certified, a CA nust sign an agreenent with the
UNI NETT PCA stating the obligation to adhere to the agreed
procedures.

The persons responsible for running the CA will be evaluated by the
UNI NETT PCA, in order to determ ne whether they exhibit the necessary
qualifications and have access to the resources needed in order to
run the CA securely.

The CA nust subnit its self signed certificate to the UNINETT PCA
6.2 Policy and procedures when certifying RAs

The organi zation or organi zational unit is responsible for appointing
RA persons, typically 1-3 persons per organi zation/unit. The person
representing the RA nust sign an agreenent with the certifying CA
stating the obligation to adhere to the agreed procedures in order to
be certified.

The person representing the RA will be evaluated by the certifying
CA, in order to determi ne whether he/she exhibits the necessary
qualifications and has access to the resources needed to run the RA
securely.

The RA nust submit its self signed certificate to the certifying CA
In the absence of RAs, or equivalent, the validity of the
certification request (i.e. the identity of the requestor) nust be
verified by "out of band" neans. These nmeans will vary fromcase to
case, dependi ng on physical distance, prior know edge etc.

6.3 Policy and procedures when certifying users
There are two ways in which a user can be certified:

- individual certification, or
- bulk certification

When appl ying individual certification, a user will generate his own
key pair, and his own self-signed certificate. The certification
procedure foll ows the PEM docunments [1,2,3,4], with the exception
that the certification request will be sent to an RA. The user nust
then visit the RAwith proof of identity
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Bul k certification of users will typically be done when it is
desirable to certify many users belonging to the sane organi zation
An exanpl e could be the certification of students at the begi nning of
a senester, or initial certification of all enployees belonging to a
company. VWen bulk certifying users, the CA will generate the users
key pairs and certificates. A user’'s key pair together with the
certificate will be DES-encrypted and sent electronically to the
user. The pass phrase to generate the DES-key can be collected at
the I ocal RA, given proof of identity. The pass phrase can al so be
sent by certified surface mail

When bul k certifying users the CA or RA shall not access or store any
of the users’ private infornmation.

A person’s identity is verified by:

- driver’s licence
- passport
- bank card (Norwegi an)

CA and RA need not be separate entities. A CA may verify the identity
of users directly, follow ng the procedures described above.

6.4 Validity interval for issued certificates

Validity interval for user and RA certificates is maxi num 2 years
fromdate of issue

There is in principle no special requirenents regarding validity
intervals for CA certificates, though it is recomended not to issue
certificates for nore than a 10 year period

6.5 The CAs right to a DN and procedures to resolve DN conflicts

CAs will preferably use DNs reflecting the organi zati onal scope under
which they certify users (see also "Naming conventions"). The
certifying entity nust ensure, with the aid of X 500 as

di sanbi guation tool, the uniqueness of a DN

6.6 The user’s right to a DN and procedures to resolve DN conflicts
It is the certifying CA who will determine a user’s DN and ensure,
with the aid of X 500 as di sanbi guation tool, the uni queness of a DN

Users will preferably use DNs reflecting the organization to which
they belong, and their full name (see al so "Nami ng conventions").
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7. Certificate nanagenent

UNI NETTs X.500 service will be used when storing certificates

bel onging to users within UNI NETT nmenber organi zati ons. O her users
may al so use the X. 500 service if available. Al certificates issued
will be nmaintained in a | ocal database by the certifying entity in
addition to the X. 500 directory. If a CA does not have access to the
X. 500 service, all issued certificates nmust be mailed to the UNI NETT
PCA who will make the X 500 entries on behalf of the CA

Certificates can be requested in two ways, either directly fromthe
X. 500 directory, or by querying a mail-responder service naintained
by the UNI NETT PCA.

Details on how certificates are mailed, and how to use the mail -
responder service can be found at the foll owing WW Ssite:
htt p://ww. uni nett. no/ pca/

8. CRL Managenent

Certificate Revocation Lists (CRLs) nmust be issued at | east once a
mont h, on a specified date, by CAs. The UNINETT X 500 service will be
used to publish CRLs. If a CA does not have access to the X 500
service the CRL nust be nailed to the UNINETT PCA who will make the
X. 500 entries on behalf of the CA

CRLs can be requested in two ways, either directly fromthe X 500
directory, or by querying a mail-responder service naintained by the
UNI NETT PCA.

Details on how CRLs are nail ed, and how to use the nmil-responder
service can be found at the following WWVsite:

htt p://ww. uni nett. no/ pcal/

The UNINETT PCA will continually update the CRL with revoked CA
certificates.

There is no automatic distribution service of CRLs. Therefore users
will have to pull CRLs fromthe X 500 or the mail-responder. Bl ack
lists are currently not supported. Appropriate news groups and
information services will be used to announce the issuance of new
CRLs.
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9. Nani ng Conventions
Nam ng conventions for CAs:

CAs’ DNs will follow the conventions adopted by their organization
Organi zati ons who do not have any preferences in this matter should
use the foll ow ng schene:

C=<country>, O=<organi zation> [, OU=<organi zational -unit>]

Country is the country code, e.g. all Norwegi an organi zati ons have
C=no. Organization is the organi zation represented by the CA (e.g.
the scope for which the CA certify users). Oganizational-unit is
optional, reflecting a unit within a |arge organi zation for cases in
whi ch the organi zation has nore than one CA. Exanple: the CA
responsible for certifying UNI NETT enpl oyees will be assigned the
following DN: C=no, O=uninett

Nam ng conventions for users:

Users’ DNs will follow the conventions adopted by their organization
Organi zati ons who do not have any preferences in this matter should
use the foll ow ng schene:

C=<country>, O=<organi zation>, [QOU=<organi zational-unit>,]
CN=<per sonal name>

Personal name will be a unique name for the user with respect to the
organi zation to which the user belongs. An organization's CAis
responsi ble for ensuring that all certified users have a distinct
personal nane. Usually personal name will be the user’s full nane.
Use of QU is optional. Exanple if Per AOsen is an enpl oyee of UN NETT
he will be assigned the following DN: C=no, O=uninett, CN=Per O sen

The choice of which users to certify as belonging to the organization
is made by the CA, not by the PCA
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10.

10

10.

10.

11.

11.

12.

Busi ness | ssues

.1 Legal agreenents concerning CAs

If a CAwishes to be certified by the UNINETT PCA, the CA will have
to sign a legal agreenent with the UNINETT PCA. The | egal agreenent
can be obtained by contacting the UNI NETT PCA

2 Legal agreenents concerni ng RAs

If an RA wishes to be certified by a CA, a person representing the RA
will have to sign a legal agreenent with the CA. The | egal agreenent
can be obtained fromthe appropriate CA, or directly fromthe UNI NETT
PCA. Each CAwill locally decide whether the RAis to be certified.

3 Fees

The UNI NETT PCA reserves the right to charge fees. The fee structure
will be determ ned by UNINETT policy.

O her

1 Distribution of software needed by CAs, RAs and users
The software needed is based on the SecuDE-package from GVD
Darnmstadt, and is available without fee for non-commrercial purposes.
Al'l software distributions should include a signature fromthe

UNI NETT PCA to verify its integrity. Users, CAs, and RAs are expected
to verify such signatures imedi ately after installation

Security Considerations

Security issues are discussed throughout this neno.
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