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Speci fication

Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent specifies a set of Internet Control Message Protocol
(1 CVMP) nessages for use with version 6 of the Internet Protocol

(I Pv6). The Internet Group Managenent Protocol (IGW) nessages
specified in STD 5, RFC 1112 have been nerged into I CWvP, for |Pv6,
and are included in this docunent.
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1

I ntroduction

The Internet Protocol, version 6 (IPv6) is a new version of IP. |Pv6
uses the Internet Control Message Protocol (I1CWP) as defined for |Pv4d
[RFC-792], with a nunber of changes. The Internet G oup Menbership
Protocol (I1GW) specified for I Pv4 [RFC-1112] has al so been revised
and has been absorbed into ICW for I Pv6. The resulting protocol is
called I1CWPv6, and has an | Pv6 Next Header val ue of 58.

Thi s docunent describes the format of a set of control messages used
in ICWv6. It does not describe the procedures for using these
messages to achieve functions |ike Path MIU di scovery or nulticast
group nenbershi p nmai ntenance; such procedures are described in other
docunents (e.g., [RFC-1112, RFC-1191]). Oher docunents may al so

i ntroduce additional |CVWPv6 nessage types, such as Nei ghbor Discovery
messages [|1 Pv6-Dl SC], subject to the general rules for | CWv6
messages given in section 2 of this docunent.

Term nol ogy defined in the I Pv6 specification [IPv6] and the |IPv6
Routing and Addressing specification [|IPv6-ADDR] applies to this
docunent as well.

| CMPV6 (I CMP for | Pv6)

| CMPv6 is used by | Pv6 nodes to report errors encountered in
processi ng packets, and to performother internet-layer functions,
such as diagnostics (I CVWPv6 "ping") and nmulticast nmenbership
reporting. ICMPv6 is an integral part of IPv6 and MJST be fully

i mpl enented by every | Pv6 node.

2.1 Message General Fornmat

| CMPv6 nmessages are grouped into two classes: error nessages and
i nformati onal nessages. Error nessages are identified as such by
having a zero in the high-order bit of their nessage Type field
val ues. Thus, error nessages have nessage Types fromO to 127,

i nformati onal nessages have nessage Types from 128 to 255.

Thi s docunent defines the nmessage formats for the followi ng | CMPv6E
nessages:
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| CVMPv6 error nessages

1 Desti nati on Unreachabl e (see section 3.1)
2 Packet Too Big (see section 3.2)
3 Ti me Exceeded (see section 3.3)
4 Par anet er Probl em (see section 3.4)
| CMPv6 i nformati onal nessages:
128 Echo Request (see section 4.1)
129 Echo Reply (see section 4.2)
130 Group Menbership Query (see section 4.3)
131 G oup Menbership Report (see section 4.3)
132 Group Menbership Reduction (see section 4.3)

Every |1 CVWPv6 nessage is preceded by an | Pv6 header and zero or nore
| Pv6 extension headers. The | CMPv6 header is identified by a Next
Header value of 58 in the imedi ately precedi ng header. (NOTE: this
is different than the value used to identify ICWMP for |Pv4.)

The |1 CWPv6 nessages have the followi ng general format:

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S

| Type | Code | Checksum

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| |
+ Message Body +
| |

The type field indicates the type of the nessage. Its val ue
determ nes the format of the remmining data.

The code field depends on the nessage type. It is used to create an
additional |evel of nmessage granularity.

The checksumfield is used to detect data corruption in the | CMPV6
message and parts of the |Pv6 header.

2.2 Message Source Address Determnation
A node that sends an | CMPv6 nessage has to deternine both the Source
and Destination | Pv6 Addresses in the I Pv6 header before cal cul ating

the checksum |If the node has nore than one uni cast address, it nust
choose the Source Address of the nessage as follows:
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(a) If the nessage is a response to a nessage sent to one of the
node’ s uni cast addresses, the Source Address of the reply nust
be that sanme address.

(b) If the nessage is a response to a nessage sent to a nulticast or
anycast group in which the node is a nmenber, the Source Address
of the reply nust be a unicast address belonging to the
interface on which the nulticast or anycast packet was received.

(c) If the nmessage is a response to a nessage sent to an address
that does not belong to the node, the Source Address should be
that uni cast address belonging to the node that will be nobst
hel pful in diagnosing the error. For exanple, if the nessage is
a response to a packet forwarding action that cannot conplete
successfully, the Source Address should be a unicast address
bel onging to the interface on which the packet forwarding
failed.

(d) O herwise, the node’s routing table nust be examined to
determine which interface will be used to transmit the nessage
to its destination, and a uni cast address belonging to that
interface nust be used as the Source Address of the nessage.

2.3 Message Checksum Cal cul ation

The checksumis the 16-bit one’'s conpl ement of the one’s conpl enent
sum of the entire | CVWPv6 nessage starting with the | CMPv6 nmessage
type field, prepended with a "pseudo-header" of |Pv6 header fields,
as specified in [IPv6, section 8.1]. The Next Header value used in
t he pseudo-header is 58. (NOTE: the inclusion of a pseudo-header in
the 1 CGWPv6 checksumis a change from I Pv4;, see [IPv6] for the
rationale for this change.)

For computing the checksum the checksumfield is set to zero

2.4 Message Processing Rul es

| mpl enent ati ons MJUST observe the follow ng rul es when processing
| CMPv6 nmessages (from [ RFC- 1122]):

(a) If an 1CMPv6 error nessage of unknown type is received, it MJST
be passed to the upper |ayer

(b) I'f an 1CWPv6 informati onal nmessage of unknown type is received,
it MIUST be silently discarded.
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(c)

(d)

(e)

(f)
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Every | CVWPv6 error nessage (type < 128) includes as nuch of the
| Pv6 of fendi ng (invoking) packet (the packet that caused the
error) as will fit without nmaking the error nmessage packet
exceed 576 octets.

In those cases where the internet-layer protocol is required to
pass an | CVPv6 error nessage to the upper-layer protocol, the
upper-1layer protocol type is extracted fromthe original packet
(contained in the body of the |CMPv6 error nmessage) and used to
sel ect the appropriate upper-layer protocol entity to handle the
error.

If the original packet had an unusually | arge anount of

ext ensi on headers, it is possible that the upper-1layer protoco
type may not be present in the | CMPv6 nmessage, due to truncation
of the original packet to neet the 576-octet limt. In that
case, the error nessage is silently dropped after any |Pv6-Iayer
processi ng.

An | CVPv6 error nessage MUST NOT be sent as a result of
recei ving:

(e.1) an I CMPv6 error nessage, or

(e.2) a packet destined to an IPv6 nmulticast address (there are
two exceptions to this rule: (1) the Packet Too Big
Message - Section 3.2 - to allow Path MIU di scovery to
work for I1Pv6 multicast, and (2) the Parameter Problem
Message, Code 2 - Section 3.4 - reporting an unrecogni zed
| Pv6 option that has the Option Type hi ghest-order two
bits set to 10), or

(e.3) a packet sent as a link-layer nulticast, (the exception
frome.2 applies to this case too), or

(e.4) a packet sent as a link-layer broadcast, (the exception
frome.2 applies to this case too), or

(e.5) a packet whose source address does not uniquely identify
a single node -- e.g., the IPv6 Unspecified Address, an
I Pv6 nulticast address, or an address known by the | CW
nmessage sender to be an | Pv6 anycast address.

Finally, to each sender of an erroneous data packet, an |Pv6
node MUST Iimt the rate of I CMPv6 error nessages sent, in order
tolimt the bandwi dth and forwarding costs incurred by the
error nessages when a generator of erroneous packets does not
respond to those error nessages by ceasing its transmn ssions.
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There are a variety of ways of inplenenting the rate-limting
function, for exanple:

(f.1) Timer-based - for exanple, limting the rate of
transm ssion of error nessages to a given source, or to
any source, to at nost once every T mlliseconds.

(f.2) Bandwi dth-based - for exanple, linmting the rate at
whi ch error nessages are sent froma particular interface
to some fraction F of the attached Iink’s bandw dth.

The lint paraneters (e.g., T or F in the above exanples) MJST
be configurable for the node, with a conservative default val ue
(e.g., T =1 second, NOT 0 seconds, or F = 2 percent, NOT 100
percent).

The follow ng sections describe the nessage formats for the above
| CMPv6 nessages.
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3. 1CGwv6 Error Messages
3.1 Destination Unreachabl e Message

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

| Type | Code | Checksum

R R R R e e s o S e R S S S S S S e e e e e
| Unused |
B T e o i S I i i S S N iy St S I S S
| As much of invoking packet

+ as will fit without the | CMPv6 packet +
| exceedi ng 576 octets

| Pv6 Fiel ds:
Desti nati on Address

Copi ed fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 1
Code 0 - no route to destination

1 - communication with destination
adm ni stratively prohibited

2 - not a neighbor

3 - address unreachabl e

4 - port unreachable

Unused This field is unused for all code val ues.
It must be initialized to zero by the sender
and ignored by the receiver.

Description

A Destination Unreachabl e message SHOULD be generated by a router, or
by the IPv6 layer in the originating node, in response to a packet
that cannot be delivered to its destination address for reasons other
than congestion. (An |ICWMPv6 nessage MUST NOT be generated if a
packet is dropped due to congestion.)

If the reason for the failure to deliver is lack of a matching entry
in the forwarding node’s routing table, the Code field is set to O
(NOTE: this error can occur only in nodes that do not hold a "default
route"” in their routing tables).
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If the reason for the failure to deliver is admnistrative
prohibition, e.g., a "firewall filter", the Code field is set to 1

If the reason for the failure to deliver is that the next destination
address in the Routing header is not a neighbor of the processing
node but the "strict" bit is set for that address, then the Code
field is set to 2.

If there is any other reason for the failure to deliver, e.g.
inability to resolve the IPv6 destination address into a
correspondi ng |link address, or a link-specific problemof sone sort,
then the Code field is set to 3.

A destination node SHOULD send a Destination Unreachable nmessage with
Code 4 in response to a packet for which the transport protoco

(e.g., UDP) has no listener, if that transport protocol has no
alternative neans to informthe sender

Upper | ayer notification

A node receiving the | CMPv6 Destination Unreachabl e nessage MJST
notify the upper-I|ayer protocol
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3.2 Packet Too Big Message

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Code | Checksum

T e T i i i e ik ik i S S
| MruU |
i T i i o e e e e e e et i S S S R R SR
| As nmuch of invoking packet

+ as will fit without the | CMPv6 packet +
| exceeding 576 octets

| Pv6 Fiel ds:
Desti nati on Address

Copied fromthe Source Address field of the invoking

packet .
| CWPv6 Fi el ds:
Type 2
Code 0
MIuU The Maxi mum Transmi ssion Unit of the next-hop Iink
Descri ption

A Packet Too Big MJST be sent by a router in response to a packet
that it cannot forward because the packet is larger than the MIU of
the outgoing link. The information in this message is used as part
of the Path MIU Di scovery process [RFC 1191].

Sendi ng a Packet Too Big Message nakes an exception to one of the
rul es of when to send an | CMPv6 error nessage, in that unlike other
messages, it is sent in response to a packet received with an | Pv6
mul ti cast destination address, or a link-layer nulticast or I|ink-

| ayer broadcast address.

Upper | ayer notification

An inconmi ng Packet Too Big nessage MJUST be passed to the upper-|ayer
pr ot ocol
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3.3 Tine Exceeded Message

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Code | Checksum

T e T i i i e ik ik i S S
| Unused |
i T i i o e e e e e e et i S S S R R SR
| As nmuch of invoking packet

+ as will fit without the | CMPv6 packet +
| exceeding 576 octets

| Pv6 Fiel ds:

Desti nati on Address
Copi ed fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 3
Code O - hop limt exceeded in transit

1 - fragnment reassenbly tine exceeded

Unused This field is unused for all code val ues.
It must be initialized to zero by the sender
and ignored by the receiver.

Descri ption

If a router receives a packet with a Hop Limt of zero, or a router
decrements a packet’s Hop Limt to zero, it MJST discard the packet
and send an | CMPv6 Tine Exceeded nessage with Code 0 to the source of
the packet. This indicates either a routing |oop or too snall an
initial Hop Limt val ue.

The router sending an | CWPv6 Ti me Exceeded nessage with Code 0 SHOULD
consider the receiving interface of the packet as the interface on
whi ch the packet forwarding failed in following rule (d) for

sel ecting the Source Address of the nessage.

Upper | ayer notification

An incom ng Ti me Exceeded nmessage MJUST be passed to the upper-I|ayer
pr ot ocol
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3.4 Paraneter Problem Message

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Code | Checksum

T e T i i i e ik ik i S S
| Poi nter |
i T i i o e e e e e e et i S S S R R SR
| As nmuch of invoking packet

+ as will fit without the | CMPv6 packet +
| exceeding 576 octets

| Pv6 Fiel ds:
Desti nati on Address

Copied fromthe Source Address field of the invoking

packet .
| CMPv6 Fi el ds:
Type 4
Code 0 - erroneous header field encountered

1 - unrecogni zed Next Header type encountered
2 - unrecogni zed I Pv6 option encountered

Poi nt er Identifies the octet offset within the
i nvoki ng packet where the error was detected.

The pointer will point beyond the end of the | CMPv6
packet if the field in error is beyond what can fit
in the 576-byte linmt of an | CMPv6 error nessage.

Descri ption

If an 1 Pv6 node processing a packet finds a problemwith a field in
the 1 Pv6 header or extension headers such that it cannot conplete
processing the packet, it MJST discard the packet and SHOULD send an
| CMPv6 Paraneter Problem nessage to the packet’'s source, indicating
the type and | ocation of the problem

The pointer identifies the octet of the original packet’s header

where the error was detected. For exanple, an | CMPv6 nmessage with
Type field = 4, Code field = 1, and Pointer field = 40 would indicate
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that the 1 Pv6 extension header follow ng the | Pv6 header of the
original packet holds an unrecogni zed Next Header field val ue.

Upper | ayer notification

A node receiving this I CMPv6 nessage MJST notify the upper-I|ayer
pr ot ocol .
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4. ICWwv6 I nfornational Messages
4.1 Echo Request Message

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| Type | Code | Checksum

T T e i i S e e R e i s i S R TR R R SR
| I dentifier | Sequence Numnber |
B T e o i S I i i S S N iy St S I S S
| Data ..

e

| Pv6 Fiel ds:
Desti nati on Address

Any | egal |Pv6 address.

| CWPv6 Fi el ds:

Type 128

Code 0

I dentifier An identifier to aid in matching Echo Replies

to this Echo Request. May be zero.
Sequence Numnber

A sequence nunber to aid in matching Echo Replies
to this Echo Request. May be zero.

Dat a Zero or nore octets of arbitrary data.

Description

Every node MJST inplenent an | CMPv6 Echo responder function that
recei ves Echo Requests and sends correspondi ng Echo Replies. A node
SHOULD al so i npl enent an application-layer interface for sending Echo
Requests and receiving Echo Replies, for diagnostic purposes.

Upper | ayer notification

A node receiving this I CMPv6 nessage MAY notify the upper-I|ayer
pr ot ocol .
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4.2 Echo Reply Message

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Code | Checksum

B s S S i i i ks a ks st S S S S S S
| I dentifier | Sequence Number |
R R R R e e s o S e R S S S S S S e e e e e
| Data ..

S R o

| Pv6 Fi el ds:
Destinati on Address

Copi ed fromthe Source Address field of the invoking
Echo Request packet.

| CMPv6 Fi el ds:

Type 129

Code 0

I dentifier The identifier fromthe invoking Echo Request nessage.
Sequence The sequence nunber fromthe invoki ng Echo Request
Nunber message.

Dat a The data fromthe invoking Echo Request nessage

Descri ption

Every node MJST i npl enent an | CMPv6 Echo responder function that

recei ves Echo Requests and sends correspondi ng Echo Replies. A node
SHOULD al so i npl enent an application-layer interface for sending Echo
Requests and receiving Echo Replies, for diagnostic purposes.

The source address of an Echo Reply sent in response to a unicast
Echo Request nessage MUST be the same as the destination address of
that Echo Request nessage.

An Echo Reply SHOULD be sent in response to an Echo Request nessage
sent to an IPv6 nulticast address. The source address of the reply
MUST be a uni cast address belonging to the interface on which the
mul ti cast Echo Request nessage was received.
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The data received in the | CVWv6 Echo Request nessage MJST be returned
entirely and unnodified in the | Gwv6 Echo Reply nessage, unless the
Echo Reply woul d exceed the MIU of the path back to the Echo
requester, in which case the data is truncated to fit that path MIU

Upper | ayer notification

Echo Reply nmessages MJUST be passed to the I CMPv6 user interface,
unl ess the correspondi ng Echo Request originated in the IP |ayer
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4.3 Goup Menbership Messages
The 1 CGwWv6 G oup Menbership Messages have the follow ng fornmat:
0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Code | Checksum |
T T e i i S e e R e i s i S R TR R R SR
| Maxi mum Response Del ay | Unused |

B S T S S S e T S i Sy SIS S S S S

| |
+ +
| Mul ti cast |
+ +
| Addr ess |
+ +
| |
B s S S i i i ks a ks st S S S S S S
| Pv6 Fi el ds:
Desti nati on Address
In a G oup Menbership Query nessage, the nulticast
address of the group being queried, or the Link-Local
Al'l - Nodes nul ticast address.
In a G oup Menbership Report or a G oup Menbership
Reducti on nessage, the nulticast address of the
group being reported or term nated.
Hop Limt 1
| CMPv6 Fi el ds:
Type 130 - Group Menbership Query
131 - Group Menbership Report
132 - Goup Menbership Reduction
Code 0

Maxi mum Response Del ay

In Query nessages, the maxi mumtinme that responding
Report messages may be delayed, in mlliseconds.
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In Report and Reduction nessages, this field is
is initialized to zero by the sender and ignored by
receivers
Unused Initialized to zero by the sender; ignored by receivers.
Mul ticast Address

The address of the nulticast group about which the

message i s being sent. In Query nessages, the Milticast
Address field may be zero, inplying a query for al
groups.

Descri ption
The 1 GwWPv6 G oup Menbership nmessages are used to convey information

about nulticast group nenbership fromnodes to their neighboring
routers. The details of their usage is given in [RFC 1112].
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7. Security Considerations

Security issues are not discussed in this neno.
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