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Abst ract

There are many networking glossaries in existence. This glossary
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entries refer to them
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d ossary

10Base?2
A physical |ayer conmunications specification for 10Mops, baseband
data transm ssion over a coaxial cable (Thinnet) with a nmaximum
cabl e segnent |ength of 200 neters.

10Base5
A physical |ayer communications specification for 10Mops, baseband
data transm ssion over a coaxial cable (Thicknet) with a maxi num
cabl e segnent | ength of 500 neters.

10BaseF
A physical layer communications specification for 10Mps, baseband
data transni ssion over a fiber-optic cable.

10BaseT
A physical |ayer conmunications specification for 10Mops, baseband
data transmi ssion over a tw sted-pair copper wre.

802. x
The set of | EEE standards for the definition of LAN protocols.
See al so: | EEE.

822
See: RFC 822

i-) _ _ _
This odd synbol is one of the ways a person can portray "nood" in
the very flat nedium of conputers--by using "smley faces". This

is "metaconmuni cation", and there are literally hundreds of such
synbol s, fromthe obvious to the obscure. This particular exanple
expresses "happiness”. Don't see it? Tilt your head to the |eft
90 degrees. Sniles are also used to denote sarcasm

[ Source: ZEN

abstract syntax
A description of a data structure that is independent of machi ne-
oriented structures and encodi ngs.
[ Source: RFC1208]

Abstract Syntax Notation One (ASN. 1)
The | anguage used by the OSI protocols for describing abstract
syntax. This |language is also used to encode SNWP packets. ASN. 1
is defined in | SO docunments 8824.2 and 8825.2. See also: Basic
Encodi ng Rul es.
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Acceptabl e Use Policy (AUP)
Many transit networks have policies which restrict the use to

whi ch the network may be put. For exanple, some networks may only
be used for non-commercial purposes. Some AUPs linmt the type of

mat eri al which can be made available to the public (e.g.
por nographic material). Enforcenent of AUPs varies with the
network. See al so: netiquette.

Access Control List (ACL)

Most network security systenms operate by allow ng sel ective use of

services. An Access Control List is the usual neans by which

access to, and denial of, services is controlled. It is sinply a

list of the services available, each with a list of the hosts
pernmitted to use the service.

ACK
See: Acknow edgnent

acknow edgnent (ACK)

A type of nessage sent to indicate that a block of data arrived at

its destination without error. See also: Negative
Acknow edgenent .
[ Sour ce: NNSC]

ACL
See: Access Control List

AD
See: Administrative Domain

addr ess
There are four types of addresses in comobn use within the
Internet. They are email address; IP, internet or Internet
address; hardware or MAC address; and URL. See al so: emil
address, | P address, internet address, MAC address, Uniform
Resource Locator.

addr ess nmsk

A bit mask used to identify which bits in an | P address correspond
to the network and subnet portions of the address. This mask is
often referred to as the subnet mask because the network portion
of the address (i.e., the network nmask) can be deternined by the
encodi ng inherent in an | P address. See also: O assless Inter-
domai n Routi ng.
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address resol ution
Conversion of a network-|ayer address (e.g. |IP address) into the
correspondi ng physi cal address (e.g., MAC address). See also: IP
address, MAC address.

Addr ess Resol ution Protocol (ARP)
Used to dynamically discover the |ow | evel physical network
har dwar e address that corresponds to the high level |IP address for
a given host. ARP is limted to physical network systens that
support broadcast packets that can be heard by all hosts on the
network. See al so: proxy ARP, Reverse Address Resol ution
Pr ot ocol

Adnmi ni strative Domain (AD)
A col l ection of hosts and routers, and the interconnecting
networ k(s), managed by a single adnministrative authority.

Advanced Research Projects Agency (ARPA)
An agency of the U S. Departnent of Defense responsible for the
devel opnent of new technology for use by the mlitary. ARPA
(formerly known as DARPA, nee ARPA) was responsible for funding
much of the devel opnent of the Internet we know today, including
the Berkel ey version of Unix and TCP/IP
[ Sour ce: NNSC]

Advanced Research Projects Agency Network (ARPANET)
A pioneering | onghaul network funded by ARPA. Now retired, it
served as the basis for early networking research as well as a
central backbone during the devel opnent of the Internet. The
ARPANET consi sted of individual packet sw tching conputers
i nterconnected by | eased lines. See also: Advanced Research
Proj ects Agency.
[ Source: FYI 4]

agent
In the client-server nodel, the part of the systemthat perforns
i nformati on preparation and exchange on behalf of a client or
server application.
[ Source: RFC1208]

alias
A name, usually short and easy to renmenber, that is translated
into another nane, usually long and difficult to renmenber.

Aneri can National Standards Institute (ANSI)
This organi zation is responsible for approving U S. standards in
many areas, including computers and comuni cations. Standards
approved by this organization are often called ANSI standards

Mal ki n I nf or mat i onal [ Page 4]



RFC 1983 d ossary August 1996

(e.g., ANSI Cis the version of the C |anguage approved by ANSI).
ANS| is a nmenber of SO See also: International O ganization for
St andar di zat i on.

[ Sour ce: NNSC]

Anerican Standard Code for Information |Interchange (ASCII)
A standard character-to-nunber encoding w dely used in the
conmputer industry. See also: EBCDI C

anonynmous FTP
Anonymous FTP allows a user to retrieve docunents, files,
prograns, and other archived data from anywhere in the Internet
wi t hout having to establish a userid and password. By using the
speci al userid of "anonynmous" the network user will bypass |oca
security checks and will have access to publicly accessible files
on the renpte system See also: archive site, File Transfer
Protocol, Wrld Wde Wb.

ANS|

See: Anerican National Standards Institute
API

See: Application ProgramlInterface
Appl et al k

A networ ki ng protocol devel oped by Apple Conputer for

communi cati on between Appl e Conputer products and other conputers
This protocol is independent of the network layer on which it is
run. Current inplenentations exist for Localtal k, a 235Kb/s | oca
area network; and Ethertalk, a 10Mb/s local area network.

[ Source: NNSC]

application
A programthat performs a function directly for a user. FTP, mail
and Telnet clients are exanples of network applications.

application |ayer
The top layer of the network protocol stack. The application
| ayer is concerned with the semantics of work (e.g. formatting
electronic mail messages). How to represent that data and how to
reach the foreign node are issues for |ower |ayers of the network.
[ Source: NMALAMUD

Application ProgramInterface (API)
A set of calling conventions which define how a service is invoked
t hrough a software package
[ Source: RFC1208]
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archie
A systemto automatically gather, index and serve information on
the Internet. The initial inplenmentation of archie provided an
i ndexed directory of filenanmes fromall anonynmous FTP archives on
the Internet. Later versions provide other collections of
information. See also: archive site, Gopher, Prospero, Wde Area
I nformati on Servers.

archive site
A machine that provides access to a collection of files across the
Internet. For exanple, an anonynous FTP archive site provides
access to arcived material via the FTP protocol. WAWVservers can
al so serve as archive sites. See al so: anonynous FTP, archie,
Gopher, Prospero, Wde Area Information Servers, Wrld Wde Wb

ARP
See: Address Resol ution Protoco

ARPA
See: Advanced Research Projects Agency

ARPANET
See: Advanced Research Projects Agency Network

AS
See: Aut ononpus System

ASCI
See: Anerican Standard Code for Information Interchange

ASN. 1
See: Abstract Syntax Notation One

assi gned numbers
The RFC [ STD2] whi ch documents the currently assigned val ues from
several series of nunbers used in network protoco
i mpl ementations. This RFC is updated periodically and, in any
case, current information can be obtained fromthe Internet
Assi gned Numbers Authority (I ANA). If you are devel oping a
protocol or application that will require the use of a link
socket, port, protocol, etc., please contact the IANA to receive a
nunber assignnment. See also: Internet Assigned Nunbers Authority,
STD.
[ Source: STD2]
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Asynchronous Transfer Mde (ATM
A standard whi ch defines high-Ioad, high-speed (1.544Mps through
1. 2Gops), fixed-size packet (cell) switching with dynamc
bandwi dth allocation. ATMis also known as "fast packet."

ATM
See: Asynchronous Transfer Mde

AUP
See: Acceptable Use Policy

aut henti cation
The verification of the identity of a person or process.
[ Source: MALAMUD]

Aut ononobus Syst em ( AS)
A collection of routers under a single admnistrative authority
using a conmon Interior Gateway Protocol for routing packets.

backbone
The top level in a hierarchical network. Stub and transit
net wor ks whi ch connect to the sanme backbone are guaranteed to be
i nterconnected. See also: stub network, transit network.

bandwi dt h
Technically, the difference, in Hertz (Hz), between the highest
and | owest frequencies of a transmission channel. However, as

typically used, the anpbunt of data that can be sent through a
gi ven communi cations circuit.

bang path
A series of machine nanmes used to direct electronic mail from one
user to another, typically by specifying an explicit UUCP path
t hrough which the mail is to be routed. See also: email address,
mai | path, UNI X-to-UN X CoPy.

baseband
A transni ssion nmedi umthrough which digital signals are sent
wi t hout conplicated frequency shifting. 1In general, only one

communi cati on channel is available at any given tinme. FEthernet is
an exanpl e of a baseband network. See al so: broadband, Ethernet.
[ Sour ce: NNSC]
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Basi ¢ Encodi ng Rul es (BER)
Standard rules for encoding data units described in ASN. 1.
Sonetines incorrectly |unped under the term ASN. 1, which properly
refers only to the abstract syntax description | anguage, not the
encodi ng techni que. See also: Abstract Syntax Notation One.
[ Sour ce: NNSC]

BBS
See: Bulletin Board System

BCNU
Be Seein’ You

BCP
The newest subseries of RFCs which are witten to describe Best
Current Practices in the Internet. Rather than specifying a
protocol, these docunents specify the best ways to use the
protocols and the best ways to configure options to ensure
interoperability between various vendors’ products. BCPs carry
t he endorsenent of the |ESG See al so: Request For Comments
I nternet Engineering Steering G oup.

BER
See: Basic Encodi ng Rul es

Berkel ey Internet Nane Daenon (Bl ND)
I mpl enentati on of a DNS server devel oped and distributed by the
University of California at Berkeley. Mny Internet hosts run
BIND, and it is the ancestor of many conmmercial BIND
i npl enentations. See also: Domain Nane System

Ber kel ey Software Distribution (BSD)
| mpl enentation of the UNI X operating systemand its utilities
devel oped and distributed by the University of California at
Berkeley. "BSD' is usually preceded by the version nunber of the
distribution, e.g., "4.3 BSD' is version 4.3 of the Berkeley UN X
di stribution. Many Internet hosts run BSD software, and it is the
ancestor of many commercial UN X i npl enent ati ons.
[ Source: NNSC]

BGP
See: Border Gateway Protoco

bi g- endi an
A format for storage or transmission of binary data in which the
nmost significant bit (or byte) cones first. The termcones from
"Qulliver’s Travel s" by Jonathan Swift. The Lilliputians, being
very snall, had correspondingly small political problens. The
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Bi g- Endi an and Little-Endian parti es debated over whether soft-
boi |l ed eggs shoul d be opened at the big end or the little end.
See also: little-endian

[ Source: RFC1208]

bi nary
11001001

Bl ND
See: Berkel ey Internet Nanme Daenon

Birds O a Feather (BOF)
A Birds O a Feather (flocking together) is an informal discussion
group. It is formed, often ad hoc, to consider a specific issue
and, therefore, has a narrow focus. See also: Wrking G oup.

Bi t net
An academni ¢ conputer network that provides interactive electronic
mail and file transfer services, using a store-and-forward
protocol, based on | BM Network Job Entry protocols. Bitnet-]I
encapsul ates the Bitnet protocol within | P packets and depends on
the Internet to route them

BOF
See: Birds O a Feat her

BOOTP
The Bootstrap Protocol, described in RFC 1542, is used for booting
di skl ess nodes. See al so: Dynam ¢ Host Configuration Protocol
Rever se Address Resol ution Protocol

Border Gateway Protocol (BGP)
The Border Gateway Protocol is an exterior gateway protoco
defined in RFC 1771. It’s design is based on experience gained
with EGP, as defined in RFC 904, and EGP usage in the NSFNET
Backbone, as described in RFCs 1092 and 1093. See also: Exterior
Gat eway Protocol

bounce
The return of a piece of mail because of an error in its delivery.
[ Source: ZEN

bri dge
A device which forwards traffic between network segments based on
datalink layer information. These segnents would have a conmon
network | ayer address. See al so: gateway, router.
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br oadband
A transni ssion nmedi um capabl e of supporting a w de range of
frequencies. It can carry nultiple signals by dividing the tota

capacity of the mediuminto nultiple, independent bandw dth
channel s, where each channel operates only on a specific range of
frequencies. See al so: baseband.

br oadcast
A special type of multicast packet which all nodes on the network
are always willing to receive. See also: multicast, unicast.

broadcast storm
An incorrect packet broadcast onto a network that causes multiple
hosts to respond all at once, typically with equally incorrect
packets which causes the stormto grow exponentially in severity.
See al so: Ethernet neltdown.

brout er
A device which bridges sonme packets (i.e. forwards based on
datalink layer information) and routes other packets (i.e.
forwards based on network layer information). The bridge/route

decision is based on configuration information. See also: bridge,
router.

BSD
See: Berkel ey Software Distribution

BTW
By The Wy

Bul l etin Board System (BBS)
A conmputer, and associ ated software, which typically provides
el ectroni ¢ messagi ng services, archives of files, and any other
services or activities of interest to the bulletin board systenis
operator. Although BBS s have traditionally been the domain of
hobbyi sts, an increasing nunber of BBS s are connected directly to
the Internet, and many BBS' s are currently operated by governnent,
educational, and research institutions. See also: Electronic
Mai |, Internet, Usenet.
[ Source: NWNET]

Canmpus W de Infornmation System (CWS)
A CWS nekes information and services publicly avail abl e on canpus
vi a ki osks, and nakes interactive conputing avail abl e via ki osks,
i nteractive conputing systenms and canpus networks. Services
routinely include directory information, calendars, bulletin
boar ds, dat abases.
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CCl RN
See: Coordinating Conmittee for Intercontinental Research Networks

CaTT
See: Conmite Consultatif International de Tel egraphi que et
Tel ephoni que

CERT
See: Computer Energency Response Team

checksum
A conput ed val ue which is dependent upon the contents of a packet.
This value is sent along with the packet when it is transmitted.
The receiving system conputes a new checksum based upon the
recei ved data and conpares this value with the one sent with the
packet. |If the two values are the same, the receiver has a high
degree of confidence that the data was received correctly. See
al so: Cyclic Redundancy Check
[ Source: NNSC]

Cl DR
See: O assless Inter-domain Routing

circuit switching
A communi cati ons paradigmin which a dedicated comunication path
is established between two hosts, and on which all packets travel
The tel ephone systemis an exanple of a circuit sw tched network.
See al so: connection-oriented, connectionless, packet swtching.

O assl ess Inter-domai n Routing (ClDR)
A proposal, set forth in RFC 1519, to allocate | P addresses so as
to allow the addresses to be aggregated when advertised as routes.
It is based on the elinmination of intrinsic |IP network addresses;
that is, the determi nation of the network address based on the
first few bits of the I P address. See also: |P address, network
addr ess, supernet.

client
A computer system or process that requests a service of another
comput er system or process. A workstation requesting the contents
of afile froma file server is a client of the file server. See
al so: client-server nodel, server
[ Source: NNSC]
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client-server node
A common way to describe the paradi gm of many network protocols.
Exanpl es i ncl ude the name-server/nanme-resolver relationship in DNS
and the file-server/file-client relationship in NFS. See al so:
client, server, Domain Nanme System Network File System

CNl
See: Coalition for Networked | nformation

Coalition for Networked Information (CN)
A consortiumforned by Anerican Research Libraries, CAUSE, and
EDUCOM (no, they are not acronyns) to pronote the creation of, and
access to, information resources in networked environments in
order to enrich scholarship and enhance intellectual productivity.

Comte Consultatif International de Tel egraphi que et Tel ephoni que (
CaTT)
This organization is now part of the Internationa
Tel econmuni cati ons Union and is responsi ble for naking technica
recomendat i ons about tel ephone and data comuni cations systens.
Every four years CCITT holds plenary sessions where they adopt new
standards; the npbst recent was in 1992. Recently, the I TU
reorgani zed and CCI TT was renanmed the I TU-TSS. See also:
I nternational Tel ecomunications Union - Tel ecommuni cations
St andar ds Sect or.

Comput er Emergency Response Team ( CERT)
The CERT was forned by ARPA in Novenber 1988 in response to the
needs exhi bited during the Internet wormincident. The CERT
charter is to work with the Internet community to facilitate its
response to conputer security events involving Internet hosts, to
take proactive steps to raise the community’s awareness of
conmput er security issues, and to conduct research targeted at
i mproving the security of existing systenms. CERT products and
services include 24-hour technical assistance for responding to
conputer security incidents, product vulnerability assistance,
techni cal docunents, and tutorials. In addition, the team
mai ntai ns a nunmber of mailing lists (including one for CERT
Advi sories), and provides an anonynous FTP server, at "cert.org"
where security-related docunments and tools are archived. The CERT
may be reached by enmil at "cert @ert.org" and by tel ephone at
+1-412-268-7090 (24-hour hotline). See also: Advanced Research
Proj ects Agency, worm

congestion

Congestion occurs when the offered | oad exceeds the capacity of a
dat a conmuni cati on pat h.
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connection-oriented
The data conmuni cation nmethod in which comunication proceeds
through three well-defined phases: connection establishment, data
transfer, connection release. TCP is a connection-oriented
protocol. See also: circuit switching, connectionless, packet
swi tching, Transm ssion Control Protocol

connecti onl ess
The data communi cati on nmethod i n whi ch conmuni cation occurs
bet ween hosts with no previous setup. Packets between two hosts
may take different routes, as each is independent of the other
UDP is a connectionless protocol. See also: circuit swtching,
connection-oriented, packet sw tching, User Datagram Protocol

Coordi nating Committee for Intercontinental Research Networks (CCl RN)
A committee that includes the United States FNC and its
counterparts in North America and Europe. Co-chaired by the
executive directors of the FNC and the European Associ ation of
Research Networks (RARE), the CCI RN provides a forum for
cooperative planning anong the principal North Anerican and
Eur opean research networking bodies. See also: Federal Networking
Counci |, RARE.

[ Source: MALAMUD

core gateway
H storically, one of a set of gateways (routers) operated by the
Internet Network Operations Center at Bolt, Beranek and Newran
(BBN). The core gateway systemformed a central part of Internet
routing in that all groups nust advertise paths to their networks
froma core gateway.
[ Source: NMALAMUD

Corporation for Research and Educational Networking (CREN)
This organi zation was formed in Cctober 1989, when Bitnet and
CSNET (Conputer + Science NETwork) were conbi ned under one
adm nistrative authority. CSNET is no |onger operational, but
CREN still runs Bitnet. See also: Bitnet.
[ Source: NNSC]

cracker
A cracker is an individual who attenpts to access conputer systens
wi t hout authorization. These individuals are often nalicious, as
opposed to hackers, and have nmany neans at their disposal for
breaking into a system See al so: hacker, Conputer Emergency
Response Team Trojan Horse, virus, worm

CRC
See: cyclic redundancy check
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CREN
See: Corporation for Research and Educational Networking

CU- SeeMe
Pronnounced "See you, See ne," CU SeeMe is a publicly available
vi deoconf erenci ng program devel oped at Cornell University. It
al | ows anyone with audi o/ vi deo capabilites and an | nternet
connection to videoconference with anyone el se with the sane
capabilities. It also allows nultiple people to tie into the sane
vi deoconf er ence.

CW S
See: Canpus Wde Infornmation system

Cyber space
A termcoined by Wlliam G bson in his fantasy novel Neuronmancer
to describe the "world" of conputers, and the society that gathers
around t hem
[ Source: ZEN

Cycli ¢ Redundancy Check (CRC)
A nunber derived froma set of data that will be transmitted. By
recal cul ating the CRC at the renbte end and conparing it to the
value originally transmtted, the receiving node can detect sone
types of transnission errors. See also: checksum
[ Source: MALAMUD]

DANTE
A non-profit conpany founded in July 1993 to hel p the European
research community enhance their networking facilities. It

focuses on the establishnent of a high-speed conmputer network
i nfrastructure

DARPA
Def ense Advanced Research Projects Agency
See: Advanced Research Projects Agency

Data Encryption Key (DEK)
Used for the encryption of nmessage text and for the conputation of
message integrity checks (signatures). See also: encryption

Data Encryption Standard (DES)
A popul ar, standard encryption schene. See also: encryption,
Pretty Good Privacy, RSA

dat agram

A sel f-contai ned, independent entity of data carrying sufficient
information to be routed fromthe source to the destination
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conmputer without reliance on earlier exchanges between this source
and destination conputer and the transporting network. See al so:
franme, packet.

[ Source: J. Postel]

DCA
See: Defense Information Systens Agency

DCE
Data G rcuit-ternm nating Equi prent

DCE
See: Distributed Conputing Environnent

DDN
See: Defense Data Network

DDN NI C
See: Defense Data Network Network | nformation Center

DECnet
A proprietary network protocol designed by Digital Equi pnent
Corporation. The functionality of each Phase of the
i npl enentati on, such as Phase |V and Phase V, is different.

default route
A routing table entry which is used to direct packets addressed to
networ ks not explicitly listed in the routing table.
[ Source: NMALAMUD|

Def ense Data Network (DDN)
A gl obal communi cati ons network serving the US Departnent of
Def ense conposed of M LNET, other portions of the Internet, and
classified networks which are not part of the Internet. The DDN
is used to connect mlitary installations and i s nanaged by the
Def ense I nformation Systens Agency. See al so: Defense Infornation
Syst ens Agency.

Def ense Data Network Network Information Center (DDN NI C)
Previously called "The NIC', the DDN NIC s primary responsibility
was the assignment of Internet network addresses and Aut ononous
System nunbers, the adm nistration of the root domain, and
providing information and support services to the Internet for the
DDN. Since the creation of the InterNIC, the DDN NI C perforns
these functions only for the DDN. See al so: Autononous System
networ k address, Internet Registry, InterNIC, Network Information
Center, Request For Comments.
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Def ense I nformation Systens Agency (DI SA)
Fornmerly called the Defense Comunications Agency (DCA), this is
t he governnment agency responsi ble for managi ng the DDN portion of
the Internet, including the MLNET. Currently, DI SA adm nisters
the DDN, and supports the user assistance services of the DDN N C
See al so: Defense Data Network.

DEK
See: Data Encryption Key

DES
See: Data Encryption Standard

di al up
A temporary, as opposed to dedicated, connection between machines
est abl i shed over a phone line (analog or I1SDN). See also:
Integrated Services Digital Network.

Directory Access Protoco
X. 500 protocol used for conmunication between a Directory User
Agent and a Directory System Agent.
[ Source: NMALAMUD

Directory System Agent (DSA)
The software that provides the X. 500 Directory Service for a
portion of the directory information base. Generally, each DSA is
responsi ble for the directory information for a single
organi zation or organi zational unit.
[ Source: RFC1208]

Directory User Agent (DUA)
The software that accesses the X. 500 Directory Service on behal f
of the directory user. The directory user may be a person or
anot her software el enent.
[ Source: RFC1208]

DI SA
See: Defense Information Systens Agency

Di stributed Computing Environnent (DCE)
An architecture of standard progranmi ng interfaces, conventions,
and server functionalities (e.g., namng, distributed file system
renote procedure call) for distributing applications transparently
across networ ks of heterogeneous conputers. Pronoted and
controlled by the Open Software Foundation (OSF), a consortiumled
by Digital, IBMand Hew ett Packard.
[ Source: RFC1208]
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di stributed database
A collection of several different data repositories that |ooks
like a single database to the user. A prinme exanple in the
Internet is the Domain Nanme System

DI X Et her net
See: Ethernet

DNS
See: Domai n Nane System
donai n
"Domai n" is a heavily overused termin the Internet. It can be

used in the Administrative Domain context, or the Domain Nane
context. See also: Adnministrative Domain, Domain Name System

Domai n Nanme System ( DNS)
The DNS is a general purpose distributed, replicated, data query
service. The principal use is the | ookup of host |P addresses
based on host nanmes. The style of host nanmes now used in the
Internet is called "domain nane", because they are the style of
nanes used to |l ook up anything in the DNS. Sone inportant domains
are: .COM (comercial), .EDU (educational), .NET (network
operations), .G (U S. governnent), and .ML (US. nilitary).
Most countries also have a donain. The country donain nanes are
based on | SO 3166. For exanple, .US (United States), .UK (United
Ki ngdom), .AU (Australia). See also: Fully Qualified Donmain Nane,
Mai | Exchange Record.

dot address (dotted decimal notation)
Dot address refers to the common notation for | P addresses of the
formA B.C.D, where each letter represents, in decinmal, one byte
of a four byte IP address. See also: |P address.
[ Source: FYIl 4]

DSA
See: Directory System Agent

DTE
Data Terni nal Equi prent

DUA
See: Directory User Agent
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dynani ¢ adaptive routing
Automatic rerouting of traffic based on a sensing and anal ysis of
current actual network conditions. NOTE: this does not include
cases of routing decisions taken on predefined information
[ Source: J. Postel]

El
The basic building block for European nulti-nmegabit data rates,
with a bandwi dth of 2.048Wops. See also: T1.

E3
A European standard for transnmitting data at 57.344Mops. See
al so: T3.

EARN

Eur opean Acadeni ¢ and Research Network. See: Trans- European
Research and Educati on Networ ki ng Associ ation

EBCDI C
See: Extended Binary Coded Deci mal |nterchange Code

Ebone
A pan- Eur opean backbone servi ce.

EFF
See: Electronic Frontier Foundation

EGP
See: Exterior Gateway Protoco

El ectronic Frontier Foundation (EFF)
A foundation established to address social and |egal issues
arising fromthe inpact on society of the increasingly pervasive
use of conmputers as a means of conmunication and infornmation
di stribution.

El ectronic Mail (enuail)
A system whereby a conputer user can exchange nessages wi th ot her
conmput er users (or groups of users) via a communi cations networKk.
El ectronic mail is one of the nost popul ar uses of the Internet.
[ Sour ce: NNSC]

emai |
See: Electronic mail

emai | address

The donai n-based or UUCP address that is used to send el ectronic
mail to a specified destination. For exanple an editor’s address
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is "gmal ki n@yl ogi cs.conf. See also: bang path, nail path, UN X-
t o- UNI X CoPy.
[ Source: ZEN

encapsul ati on
The techni que used by | ayered protocols in which a |ayer adds
header information to the protocol data unit (PDU) fromthe | ayer
above. For exanple, in Internet terni nology, a packet would
contain a header fromthe physical |ayer, followd by a header
fromthe datalink layer (e.g. Ethernet), followed by a header
fromthe network |ayer (IP), followed by a header fromthe
transport layer (e.g. TCP), followed by the application protoco
dat a.
[ Source: RFC1208]

encryption
Encryption is the manipul ati on of a packet’s data in order to
prevent any but the intended recipient fromreadi ng that data.
There are many types of data encryption, and they are the basis of
network security. See also: Data Encryption Standard.

error checki ng
The exam nation of received data for transm ssion errors. See
al so: checksum Cyclic Redundancy Check

Et her net
A 10-Md/s standard for LANs, initially devel oped by Xerox, and
later refined by Digital, Intel and Xerox (DI X). Al hosts are
connected to a coaxial cable where they contend for network access
using a Carrier Sense Miultiple Access with Collision Detection
(CSMA/ CD) paradigm See al so: 802.x, Local Area Network, token
ring.

Et her net nel t down
An event that causes saturation, or near saturation, on an
Ethernet. It usually results fromillegal or msrouted packets
and typically lasts only a short tine. See also: broadcast storm
[ Source: COMER]

Ext ended Bi nary Coded Deci nal | nterchange Code (EBCDIC)
A standard character-to-nunber encoding used primarily by |BM
conputer systens. See also: ASClI.

Exterior Gateway Protocol (EGP)
A protocol which distributes routing information to the routers
whi ch connect aut onomous systens. The term "gateway" is
historical, as "router” is currently the preferred term There is
al so a routing protocol called EGP defined in RFC 904. See al so:
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Aut ononbus System Border Gateway Protocol, Interior Gateway
Pr ot ocol .

eXternal Data Representation (XDR)
A standard for machi ne i ndependent data structures devel oped by
Sun M crosystens and defined in RFCs 1014 and 1832. It is simlar
to ASN. 1. See al so: Abstract Syntax Notation One.
[ Source: RFC1208]

FARNET
A non-profit corporation, established in 1987, whose nmission is to
advance the use of conputer networks to i nprove research and
educati on.

FAQ
Frequently Asked Question

FDDI
See: Fiber Distributed Data Interface

Federal Information Exchange (FlIX)
One of the connection points between the American governnent al
internets and the Internet.
[ Source: SURA]

Federal Networking Council (FNC)
The coordinating group of representatives fromthose federal
agenci es involved in the devel opnment and use of federal
net wor ki ng, especially those networks using TCP/IP and the
Internet. Current nmenbers include representatives from DOD, DOCE,
ARPA, NSF, NASA, and HHS. See al so: Advanced Research Projects
Agency, National Science Foundati on.

Fi ber Distributed Data Interface (FDDI)
A hi gh-speed (100Md/s) LAN standard. The underlying nmediumis
fiber optics, and the topology is a dual -attached, counter-
rotating token ring. See also: Local Area Network, token ring.
[ Source: RFC1208]

file transfer
The copying of a file fromone conputer to another over a conputer
network. See also: File Transfer Protocol, Kernit, Gopher, Wrld
W de Web.
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File Transfer Protocol (FTP)
A protocol which allows a user on one host to access, and transfer
files to and from another host over a network. Also, FTP is
usual ly the name of the programthe user invokes to execute the
protocol. See al so: anonynous FTP.

finger

A protocol, defined in RFC 1288, that allows information about a
system or user on a systemto be retrived. Finger also refers to
the conmonly used program which retrieves this information
Informati on about all |ogged in users, as well is information
about specific users may be retrieved fromlocal or renote
systens. Sone sites consider finger to be a security risk and
have either disabled it, or replaced it with a sinple nessage.

FI X
See: Federal |nformation Exchange

flanme
A strong opinion and/or criticismof sonmething, usually as a frank
inflammatory statement, in an electronic nmail nmessage. It is

comon to precede a flame with an indication of pending fire (i.e.
FLAVE ON'). Flame Wars occur when people start flam ng other
peopl e for flam ng when they shouldn’t have. See also: Electronic
Mai |, Usenet.

FLEA
See: Four Letter Extended Acronym

FNC
See: Federal Networking Council

Four Letter Extended Acronym ( FLEA)
A recognition of the fact that there are far too many TLAs. See
al so: Three Letter Acronym

FQDN
See: Fully Qualified Domain Nane

f ragment
A piece of a packet. Wen a router is forwarding an |IP packet to
a network that has a maxi mumtransm ssion unit snaller than the
packet size, it is forced to break up that packet into nultiple
fragments. These fragnents will be reassenbled by the IP | ayer at
the destination host. See also: Maxi num Transmi ssion Unit.
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fragmentation
The | P process in which a packet is broken into snaller pieces to
fit the requirenments of a physical network over which the packet
must pass. See al so: reassenbly.

frame
A frame is a datalink |ayer "packet" which contains the header and
trailer information required by the physical nedium That is,
networ k | ayer packets are encapsul ated to becone frames. See
al so: datagram encapsul ati on, packet.

freenet
Communi ty-based bulletin board systemw th enmail, information
services, interactive comunications, and conferencing. Freenets
are funded and operated by individuals and volunteers -- in one
sense, like public television. They are part of the Nationa
Public Tel econputing Network (NPTN), an organi zation based in
O evel and, Chi o, devoted to nmaki ng conputer tel ecomunication and
net wor ki ng services as freely available as public libraries.
[ Source: LAQUEY]

FTP
See: File Transfer Protocol

Fully Qualified Domain Nane (FQDN)
The FQDN is the full nanme of a system rather than just its
host nane. For exanple, "venera" is a hostnane and
"venera.isi.edu" is an FQDN. See al so: hostnanme, Domain Name
System

FYI
For Your Information

FYI
A subseries of RFCs that are not technical standards or
descriptions of protocols. FYls convey general information about
topics related to TCP/IP or the Internet. See al so: Request For

Comment s.

gat ed
CGat edaenon. A program which supports nultiple routing protocols
and protocol famlies. It may be used for routing, and nakes an

effective platformfor routing protocol research. The software is
freely avail abl e by anonynmous FTP from "gated. cornell.edu".
Pronounced "gate-dee". See also: Exterior Gateway Protocol, Open
Shortest-Path First, Routing Information Protocol, routed.
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gat eway
The term"router” is now used in place of the original definition
of "gateway". Currently, a gateway is a conmunications

devi ce/ program whi ch passes data between networks having sinilar
functions but dissimlar inplenmentations. This should not be
confused with a protocol converter. By this definition, a router
is a layer 3 (network layer) gateway, and a nail gateway is a

| ayer 7 (application |ayer) gateway. See also: mail gateway,
router, protocol converter

Gopher

A distributed infornmation service, devel oped at the University of
M nnesota, that nakes hierarchical collections of information
avai l abl e across the Internet. Gopher uses a sinple protocol
defined in RFC 1436, that allows a single Gopher client to access
i nformati on fromany accessi bl e Gopher server, providing the user
with a single "Gopher space"” of information. Public domain
versions of the client and server are available. See also:
archie, archive site, Prospero, Wde Area Information Servers.

oSl P
See: Governnent OS|I Profile

Governnent OSI Profile (GOSIP)
A subset of OSI standards specific to U S. Governnent
procurenents, designed to maxim ze interoperability in areas where
pl ain OSI standards are anbi guous or all ow excessive options.

hacker
A person who delights in having an intimte understandi ng of the
i nternal workings of a system conputers and conputer networks in
particular. The termis often nisused in a pejorative context,
where "cracker" would be the correct term See al so: cracker

header
The portion of a packet, preceding the actual data, containing
source and destination information. It nmay al so error checking and
other fields. A header is also the part of an electronic nuail
nmessage which precedes the body of a nmessage and contains, anong
other things, the nmessage originator, date and tinme. See also:
El ectronic Mil, packet, error checking.

het er ogeneous net wor k

A network running nultiple network |layer protocols. See also:
DECnet, IP, |IPX, XNS, honbgeneous networKk.
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hi erarchi cal routing
The conpl ex problem of routing on |arge networks can be sinplified
by reducing the size of the networks. This is acconplished by
breaking a network into a hierarchy of networks, where each | eve
is responsible for its own routing. The Internet has, basically,
three levels: the backbones, the md-levels, and the stub
networks. The backbones know how to route between the nid-Ievels,
the md-1evels know how to route between the sites, and each site
(bei ng an aut ononmous systen) knows how to route internally. See
al so: Autononous System Exterior Gateway Protocol, Interior
Gat eway Protocol, stub network, transit network.

H gh Performance Conputing and Comuni cati ons ( HPCC)
H gh performance conputi ng enconpasses advanced conputi ng,
conmuni cations, and information technol ogies, including scientific
wor kst ati ons, superconputer systems, high speed networks, specia
pur pose and experinmental systens, the new generation of |arge
scal e parallel systens, and application and systens software with
all conponents well integrated and |inked over a high speed
net wor k.
[ Source: HPCC]

H gh Performance Parallel Interface (H PPI)
An energi ng ANSI standard which extends the conputer bus over
fairly short distances at speeds of 800 and 1600 Md/s. H PPl is
often used in a conputer roomto connect a superconputer to
routers, frane buffers, mass-storage peripherals, and other
conmputers. See also: American National Standards Institute
[ Source: MALAMUD

HI PPI
See: High Performance Parallel Interface

HTML
See: Hypertext Markup Language

honbgeneous net wor k
A network running a single network |ayer protocol. See also:
DECnet, 1P, |IPX, XNS, heterogeneous network.

hop

Atermused in routing. A path to a destination on a network is a
series of hops, through routers, away fromthe origin.
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host
A conputer that allows users to conmunicate with other host
conputers on a network. Individual users communicate by using
application programs, such as electronic mail, Telnet and FTP.
[ Sour ce: NNSC]

host address
See: internet address

host nane
The nane given to a nmachine. See also: Fully Qualified Domain
Nane.
[ Source: ZEN

host nunber
See: host address

HPCC
See: High Performance Conputing and Conmuni cati ons

HTTP
See: Hypertext Transfer Protocol

hub
A device connected to several other devices. 1In ARCnet, a hub is
used to connect several conputers together. |In a message handling
service, a hub is used for the transfer of nessages across the
net wor k.

[ Source: MALAMUD

hyper | i nk
A pointer within a hypertext docunent which points (links) to
anot her docunent, which may or may not al so be a hypertext
docunent. See al so: hypertext.

hypert ext
A docunent, witten in HTM., which contains hyperlinks to other
docunents, which nay or may not al so be hypertext docunents.
Hypertext documents are usually retrieved using WW See al so:
hyperlink, Hypertext Markup Language, World W de Wb.

Hypertext Markup Language (HTM.)
The | anguage used to create hypertext docunents. It is a subset
of SGW and i ncludes the nechanisns to establish hyperlinks to
ot her docunents. See also: hypertext, hyperlink, Standardized
CGeneral Markup Language.
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Hypertext Transfer Protocol (HTTP)
The protocol used by WMVto transfer HTM. files. A fornmal
standard is still under development in the | ETF. See al so:
hyperlink, hypertext, Hypertext Markup Language, World W de Wb.

I-D
See: Internet-Draft
| AB
See: Internet Architecture Board
| ANA
See: Internet Assigned Nunbers Authority
| CwP
See: Internet Control Message Protocol
| EEE
Institute of Electrical and El ectronics Engi neers
| EEE 802
See: 802.x
| EN

See: Internet Experinent Note

| EPG
See: Internet Engineering Planning G oup

| ESG
See: Internet Engineering Steering G oup

| ETF
See: Internet Engineering Task Force

I I NREN
See: Interagency Interim National Research and Educati on Network

| GP
See: Interior Gateway Protocol

| VHO
In My Hunbl e Opinion

I MR
See: Internet Mnthly Report
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Integrated Services Digital Network (1 SDN)
An emergi ng technol ogy which is beginning to be offered by the
tel ephone carriers of the world. |SDN conbines voice and digita
network services in a single medium nmeking it possible to offer
custonmers digital data services as well as voice connections
through a single "wire." The standards that define | SDN are
specified by CCITT. See also: CCTT.
[ Source: RFC1208]

Interagency Interim National Research and Educati on Network (11 NREN)
An evol ving operating network system Near term (1992-1996)
research and devel opnent activities will provide for the snooth
evol ution of this networking infrastructure into the future
gi gabit NREN.

[ Source: HPCC]

Interior Gateway Protocol (1GP)
A protocol which distributes routing information to the routers
wi thin an aut ononous system The term"gateway" is historical, as
"router" is currently the preferred term See al so: Autononous
System Exterior Gateway Protocol, Open Shortest-Path First,
Routing I nformation Protocol

Internediate System (19S)
An CSI system which perforns network |ayer forwarding. It is
anal ogous to an | P router. See also: Open Systens
| nt erconnection, router

Internediate SystemlInternedi ate System (1S-195)
The COSI IGP. See also: Open Systens Interconnection, Interior
Gat eway Protocol

I nternational O ganization for Standardization (1SO
A voluntary, nontreaty organi zation founded in 1946 which is
responsi ble for creating international standards in many areas,
i ncludi ng conputers and conmuni cations. |Its nenbers are the
nati onal standards organi zations of the 89 nenber countries,
including ANSI for the U S. See also: American National Standards
Institute, Open Systens |nterconnection
[ Source: TAN]

I nternational Tel ecomuni cations Union (ITU)
An agency of the United Nations which coordinates the various
national teleconmunications standards so that people in one
country can conmuni cate with people in another country.
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I nternational Tel ecomunications Union -
Tel econmuni cati ons Standards Sector (I TU TSS)
The new nanme for CCITT since the I TU reorgani zati on. The function
is the same; only the name has been changed

i nt er net
While an internet is a network, the term"internet" is usually
used to refer to a collection of networks interconnected with
routers. See al so: network.

I nt er net
(note the capital "I") The Internet is the largest internet in the
world. |Is a three level hierarchy conposed of backbone networks

(e.g. Utranet), nid-level networks (e.g., NEARnet) and stub
networks. The Internet is a multiprotocol internet. See also:
backbone, md-1level network, stub network, transit network

I nt ernet Protocol

i nternet address
A I P address that uniquely identifies a node on an internet. An
Internet address (capital "1"), uniquely identifies a node on the
Internet. See also: internet, Internet, |P address.

Internet Architecture Board (1AB)

The |1 AB has been many things over the years. Oiginally the
Internet Activities Board, it was responsi ble for the devel opnent
of the protocols which make up the Internet. It later changed its
nane and charter to becone the group nost responsible for the
architecture of the Internet, |eaving the protocol details to the
IESG I n June of 1992, it was chartered as a conponent of the
Internet Society; this is the charter it holds today. The IAB is
responsi bl e for approving nonminations to the | ESG architectura
oversight for Internet Standard Protocols, |ETF standards process
oversi ght and appeals, 1 ANA and RFC activities, and liaison to
peer standards groups (e.g., 1SO. See also: Internet Engineering
Task Force, Internet Research Task Force, Internet Engi neering
Steering Goup, Internet Assigned Nunmbers Authority, Request for
Comment s.

I nternet Assigned Nunbers Authority (1 ANA)
The central registry for various Internet protocol paraneters,
such as port, protocol and enterprise nunbers, and options, codes
and types. The currently assigned values are listed in the
"Assi gned Nunbers" document [STD2]. To request a numnber
assignnent, contact the I ANA at "iana@si.edu". See also
assi gned nunbers, STD.
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Internet Control Message Protocol (ICWP)
ICMP is an extension to the Internet Protocol. It allows for the
generation of error nessages, test packets and informational
nmessages related to I P.
[ Source: FYIl 4]

Internet-Draft (1-D)
Internet-Drafts are working docunments of the IETF, its Areas, and
its Working G oups. As the nane inplies, Internet-Drafts are
draft documents. They are valid for a maxi num of six nonths and
may be updated, replaced, or obsol eted by other docunents at any
tinme. Very often, |-Ds are precursors to RFCs. See also:
I nternet Engi neering Task Force, Request For Conments.

I nternet Engi neering Planning Goup (IEPG
A group, primarily conposed of Internet service operators, whose
goal is to pronote a globally coordinated |Internet operating
environnent. Menbership is open to all.

I nternet Engineering Steering Goup (IESG
The 1ESG is conposed of the | ETF Area Directors and the | ETF
Chair. It provides the first technical review of I|nternet
standards and is responsi ble for day-to-day "managenent” of the
| ETF. See al so: Internet Engineering Task Force.

I nt ernet Engi neering Task Force (I ETF)
The IETF is a large, open comunity of network designers,
operators, vendors, and researchers whose purpose is to coordinate
the operation, managenent and evolution of the Internet, and to
resol ve short-range and ni d-range protocol and architectura
issues. It is a major source of proposals for protocol standards
which are submitted to the | AB for final approval. The |IETF neets
three tines a year and extensive minutes are included in the | ETF
Proceedi ngs. See also: Internet, Internet Architecture Board.
[ Source: FYI 4]

I nternet Experinent Note (IEN)

A series of reports pertinent to the Internet. [|ENs were
published in parallel to RFCs and were intended to be "working
docunents." They have been replaced by Internet-Drafts and are

currently of historic value only. See also: Internet-Draft,
Request For Conmments.

Internet Monthly Report (I MR
Publ i shed nonthly, the purpose of the Internet Monthly Reports is
to comunicate to the Internet Research Group the acconplishments,
m | est ones reached, or problens discovered by the participating
organi zati ons.
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i nt er net nunber
See: internet address

Internet Protocol (1P, |Pv4)
The Internet Protocol (version 4), defined in RFC 791, is the

network |ayer for the TCP/IP Protocol Suite. It is a
connectionl ess, best-effort packet switching protocol. See also:
packet switching, TCP/IP Protocol Suite, Internet Protocol Version
6.

Internet Protocol Version 6 (1Png, |Pv6)
I Pv6 (version 5 is a stream protocol used for special
applications) is a new version of the Internet Protocol which is
designed to be an evolutionary step fromits predecessor, version
4. There are nmany RFCs defining various portions of the protocol
its auxiliary protocols, and the transition plan fromI|Pv4. The
core RFCs are 1883 through 1886. The nane I Png (1P next
generation) is a nod to STNG (Star Trek Next Generation).

Internet Registry (IR
The |1 ANA has the discretionary authority to del egate portions of
its responsibility and, with respect to network address and
Aut ononobus Systemidentifiers, has lodged this responsibility with
an IR The IR function is perfornmed by the DDN NIC. See al so:
Aut ononbus System network address, Defense Data Network...
I nt ernet Assigned Nunbers Authority.

Internet Relay Chat (1RC
A world-wide "party line" protocol that allows one to converse
with others in real time. |IRCis structured as a network of
servers, each of which accepts connections fromclient prograns,
one per user. See also: talk.
[ Sour ce: HACKER]

Internet Research Steering Goup (I RSG
The "governing body" of the IRTF. See also: Internet Research
Task Force.
[ Source: MALAMUD]

I nternet Research Task Force (I RTF)
The IRTF is chartered by the | AB to consider |ong-termInternet
i ssues froma theoretical point of view It has Research G oups,
simlar to | ETF Worki ng Groups, which are each tasked to di scuss
different research topics. Milti-cast audio/video conferencing
and privacy enhanced mail are sanples of IRTF output. See also:
Internet Architecture Board, Internet Engineering Task Force,
Privacy Enhanced Mail .
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Internet Society (I SQOC)
The Internet Society is a non-profit, professional nmenbership
organi zation which facilitates and supports the technica
evolution of the Internet, stinulates interest in and educates the
scientific and acadenm ¢ comunities, industry and the public about
the technol ogy, uses and applications of the Internet, and
pronotes the devel opnent of new applications for the system The
Soci ety provides a forum for discussion and collaboration in the
operation and use of the global Internet infrastructure. The
Internet Society publishes a quarterly newsletter, the Internet
Soci ety News, and holds an annual conference, |INET. The
devel opnent of Internet technical standards takes place under the
auspices of the Internet Society with substantial support fromthe
Corporation for National Research Initiatives under a cooperative
agreenment with the US Federal Government.
[ Source: V. Cerf]

I nt ernet wor k Packet eXchange (1 PX)
Novel | 's protocol used by Netware. A router with IPX routing can
i nterconnect LANs so that Novell Netware clients and servers can
conmuni cate. See al so: Local Area Network.

InterNI C
A five year project, partially supported by the National Science
Foundation, to provide network information services to the
net wor ki ng community. The InterN C began operations in April of
1993 and is now a col |l aborative project of two organi zations:
AT&T, which provides Directory and Dat abase Services from South
Pl ainsfield, NJ; and Network Sol utions, Inc., which provides
Regi stration Services fromtheir headquarters in Herndon, VA
Services are provided via the Internet, and by tel ephone, FAX, and
har dcopy.

interoperability
The ability of software and hardware on nultiple machines from
nmul ti pl e vendors to comuni cate neani ngfully.

I P (IPv4)
See: | nternet Protoco

I Png (1Pv6)
See: Internet Protocol Version 6

| P addr ess
The 32-bit address defined by the Internet Protocol in RFC 791.
It is usually represented in dotted decimal notation. See also:
dot address, internet address, Internet Protocol, network address,
subnet address, host address.
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| P dat agram
See: datagram

| PX
See: Internetwork Packet eXchange

IR
See: Internet Registry

I RC
See: Internet Relay Chat

| RSG
See: Internet Research Steering G oup

| RTF
See: Internet Research Task Force

IS
See: Internediate System

IS-1S
See: Intermediate System | nternedi ate System

| SDN
See: Integrated Services Digital Network

| SO
See: International Organization for Standardization

| SO Devel opnent Envi ronnment (1 SODE)

August 1996

Software that allows OSI services to use a TCP/IP networKk.

Pronounced eye-so-dee-eee. See al so: Open Systens
I nterconnection, TCP/IP Protocol Suite.

| SOC
See: Internet Society

| SODE
See: | SO Devel oprent Envi ronnent

| TU
See: International Tel ecommuni cations Union -
Tel econmmuni cati ons St andards Sect or

| TU- TSS
See: International Tel ecommuni cati ons Uni on
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JKREY
Joyce K. Reynol ds

KA9Q
A popul ar inplenmentation of TCP/IP and associ ated protocols for
amat eur packet radi o systens. See also: TCP/IP Protocol Suite.
[ Source: RFC1208]

Ker ber os
Kerberos is the security systemof MT s Project Athena. It is
based on symmetric key cryptography. See also: encryption

Kermi t
A popular file transfer protocol devel oped by Col unbia University.
Because Kermit runs in nost operating environments, it provides an
easy nmethod of file transfer. Kernmit is NOT the sane as FTP. See
al so: File Transfer Protocol
[ Source: NMALAMUD

Knowbot
A "Know edge Robot" is a program whi ch seeks out information based
on specified criteria. "Knowbot," as trademarked by CNRI, refers

specifically to the search engine for Knowbot Information
Services. See also: Corporation for National Research
Initiatives, X 500, white pages, whois, netfind.

Knowbot | nformation Services
An experinmental directory service. See also: white pages, whois,
X. 500.

LAN
See: Local Area Network

| ayer
Conmmruni cati on networks for conputers nmay be organi zed as a set of
nore or | ess independent protocols, each in a different |ayer
(also called level). The Iowest |ayer governs direct host-to-host
communi cati on between the hardware at different hosts; the highest
consi sts of user applications. Each |ayer builds on the |ayer
beneath it. For each layer, prograns at different hosts use
protocol s appropriate to the layer to communicate with each other
TCP/ 1P has five layers of protocols; OSI has seven. The
advant ages of different layers of protocols is that the nethods of
passing information fromone |ayer to another are specified
clearly as part of the protocol suite, and changes within a
protocol |ayer are prevented fromaffecting the other |ayers.
This greatly sinplifies the task of designing and nai ntai ni ng
conmuni cati on prograns. See al so: Open Systens Interconnection
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TCP/I P Protocol Suite

LDAP
See: Lightweight Directory Access Protoco

Li ghtwei ght Directory Access Protoco
This protocol provides access for managenent and browser
applications that provide read/wite interactive access to the
X. 500 Directory. See also: X 500.

l'i nk
A pointer which may be used to retreive the file or data to which
t he pointer points.

list server
An automated mailing list distribution system List servers
handl e the adm nistrivia of mailing |ist maintenance, such as the
addi ng and deleting of |ist nmenbers.

little-endian
A format for storage or transmission of binary data in which the
| east significant byte (bit) cones first. See also: big-endian.
[ Source: RFC1208]

LLC
See: Logical Link Control

Local Area Network (LAN)
A data network intended to serve an area of only a few square
kil oneters or less. Because the network is known to cover only a
smal | area, optimzations can be nade in the network signha
protocols that pernit data rates up to 100Md/s. See al so:
Et hernet, Fiber Distributed Data Interface, token ring,
Metropolitan Area Network, Wde Area Network
[ Sour ce: NNSC]

Logi cal Link Control (LLC
The upper portion of the datalink |layer, as defined in | EEE 802. 2.
The LLC subl ayer presents a uniforminterface to the user of the
datal i nk service, usually the network layer. Beneath the LLC
subl ayer is the MAC subl ayer. See also: 802.x, layer, Media
Access Control

Lur ki ng
No active participation on the part of a subscriber to an mailing
list or USENET newsgroup. A person who is lurking is just
listening to the discussion. Lurking is encouraged for beginners
who need to get up to speed on the history of the group. See
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al so: Electronic Mail, mailing list, Usenet.
[ Source: LAQUEY]

Lycos

Lycos, Inc. is a new venture fornmed in |ate June 1995, to devel op
and narket the Lycos technology originally devel oped under the
direction of Dr. Mchael ("Fuzzy") Mauldin at Carnegie Mellon

Uni versity. The part of Lycos you see when you do a search is the
search engine. "Lycos" conmes from Lycosi dae, a cosnopolitan
famly of relatively large active ground spiders (Wl f Spiders)
that catch their prey by pursuit, rather than in a web.

[ Source: Lycos's FAQ

MAC

See: Medi a Access Control

MAC addr ess

mai

5

=]

Mal ki n

The hardware address of a device connected to a shared nedia. See
al so: Media Access Control, Ethernet, token ring.
[ Source: MALAMUD]

| bridge

A mail gateway that forwards el ectronic mail between two or nore
networ ks while ensuring that the nessages it forwards neet certain
adm nistrative criteria. A mail bridge is sinply a specialized
formof mail gateway that enforces an adnministrative policy with
regard to what nmail it forwards. See also: Electronic Mail, mai
gat enay.

[ Sour ce: NNSC]

il Exchange Record (MX Record)

A DNS resource record type indicating which host can handl e mail
for a particular domain. See also: Domain Nane System El ectronic
Mai | .

[ Source: MALAMUD

il expl oder

Part of an electronic mail delivery systemwhich allows a nessage
to be delivered to a list of addresses. Ml exploders are used
to inmplenent mailing lists. Users send nessages to a single
address and the mail expl oder takes care of delivery to the

i ndi vidual mailboxes in the list. See also: Electronic Mil,
emai | address, mailing list.

[ Source: RFC1208]
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nmai

2

3

maj

| gat eway

A machine that connects two or nore electronic mail systens
(including dissimlar mail systens) and transfers nessages between
them Sonetimes the mapping and translation can be quite conpl ex,
and it generally requires a store-and-forward schenme whereby the
nmessage i s received fromone systemconpletely before it is
transmitted to the next system after suitable translations. See
al so: Electronic Mil.

[ Source: RFC1208]

il path

A series of machine nanmes used to direct electronic mail fromone
user to another. This system of emmil addressing has been used
primarily in UUCP networks which are trying to elimnate its use
al together. See also: bang path, email address, UN X-to-UN X

CoPy.

il server

A software programthat distributes files or information in
response to requests sent via enmail. Internet exanples include

Al manac and netlib. Mil servers have al so been used in Bitnet to
provide FTP-like services. See also: Bitnet, Electronic Mil,

FTP.

[ Source: NWNET]

iling list

A list of enmail addresses, used by a nail exploder, to forward
messages to groups of people. Generally, a mailing list is used
to discuss certain set of topics, and different mailing lists

di scuss different topics. A nmmiling list nmay be noderated. This
means that nessages sent to the list are actually sent to a
noder at or who deterni nes whether or not to send the nessages on to
everyone el se. Requests to subscribe to, or leave, a nailing |ist
shoul d ALWAYS be sent to the list’s "-request” address (e.qg.
ietf-request@nri.reston.va.us for the IETF mailing list) or

maj ordono server. See also: Electronic Mail, mail exploder, enai
address, noderator, najordono.

or donmo

A program whi ch handles nmailing |ist naintenance (affectionately
known as administrivia) such as addi ng and renovi ng addresses from
mailing lists. See also: email address, nmailing |ist.

MAN

Mal ki n

See: Metropolitan Area Network
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Managenent | nfornati on Base (M B)
The set of paraneters an SNVP nmanagenent station can query or set
in the SNMP agent of a network device (e.g. router). Standard,
m ni mal M Bs have been defined, and vendors often have Private
enterprise MBs. In theory, any SNVWP nanager can talk to any SNWP
agent with a properly defined MB. See also: client-server nodel,
Si mpl e Net wor k Managenent Protocol .
[ Source: BI G LAN|

Marti an
A hunorous term applied to packets that turn up unexpectedly on
the wrong network because of bogus routing entries. Also used as
a nane for a packet which has an altogether bogus (non-registered
or ill-forned) internet address.
[ Source: RFC1208]

Maxi mum Transm ssion Unit (MIU)
The | argest frane |length which may be sent on a physical nedium
See al so: frane, fragnment, fragnentation.

nbone
The Multicast Backbone is based on IP multicasting using class-D
addresses. The nbone concept was adopted at the March 1992 | ETF
in San Diego, during which it was used to audi ocast to 40 people
t hroughout the world. At the followi ng neeting, in Canbridge, the
nane nbone was adopted. Since then the audi ocast has becone ful
t wo- way audi o/ vi deo conferencing using two video channel s, four
audi o channel s, and invol vi ng hundreds of renmpbte users. See also:
mul ticast, |Internet Engineering Task Force.

MD-2, MD-4, MD-5
See: Message Digest

Medi a Access Control (MAC)
The | ower portion of the datalink layer. The MAC differs for
various physical nedia. See also: MAC Address, Ethernet, Logical
Li nk Control, token ring.

Message Digest (MD>-2, MD-4, M>5)
Message digests are algorithm c operations, generally perforned on
text, which produce a unique signature for that text. M2,
described in RFC 1319; MD- 4, described in RFC 1320; and MD 5,
described in RFC 1321 all produce a 128-bit signature. They
differ in their operating speed and resistance to crypto-analytic
attack. Generally, one nmust be traded off for the other.

message switching
See: packet swi tching
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Met ropol itan Area Network (MAN)
A data network intended to serve an area approximating that of a
large city. Such networks are being inplenmented by innovative
techni ques, such as running fiber cables through subway tunnels.
A popul ar exanple of a MAN is SMDS. See al so: Local Area Network,
Switched Multinegabit Data Service, Wde Area Network.
[ Source: NNSC]

M B
See: Managenent | nformation Base

M crocom Net wor ki ng Protocol (MP)
A series of protocols built into nost nodens which error-check or
conpress data being transnitted over a phone line.

m d-1 evel network
M d-1evel networks (a.k.a. regionals) nmake up the second | evel of
the Internet hierarchy. They are the transit networks which
connect the stub networks to the backbone networks. See al so:
backbone, Internet, stub network, transit network.

M ME
See: Ml tipurpose Internet Ml Extensions

MNP
See: M crocom Networ ki ng Protoco

noder at or
A person, or small group of people, who manage noderated mailing
lists and newsgroups. Mderators are responsible for determ ning
whi ch enmi| subni ssions are passed on to list. See also:
El ectronic Mail, mailing list, Usenet.

MOSPF
Mul ticast Open Shortest-Path First. See: Open Shortest-Path First.

MIU
See: Maxi mum Transm ssion Unit

MUD
See: Milti-User Dungeon

nmul ti cast
A packet with a special destination address which multiple nodes
on the network may be willing to receive. See also: broadcast,
uni cast.
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nmul ti honed host
A host which has npre than one connection to a network. The host
may send and receive data over any of the Iinks but will not route
traffic for other nodes. See al so: host, router.
[ Source: MALAMUD

Mul ti purpose Internet Mail Extensions (M ME)
An extension to Internet email which provides the ability to
transfer non-textual data, such as graphics, audio and fax. See
al so: Electronic Mil

Mul ti-User Dungeon (MJD)
Adventure, role playing ganes, or simulations played on the
Internet. Devotees call them "text-based virtual reality
adventures." The ganes can feature fantasy conbat, booby traps
and magic. Players interact in real time and can change the
"world" in the gane as they play it. Mst MJDs are based on the
Tel net protocol. See also: Tel net.
[ Source: LAQUEY]

MX Record
See: Mail Exchange Record

NAK
See: Negative Acknow edgnent

name resol ution
The process of mapping a nane into its correspondi ng address. See
al so: Dormai n Name System
[ Source: RFC1208]

nanespace
A commonly distributed set of names in which all names are unique.
[ Source: NMALAMUD

National Institute of Standards and Technol ogy (N ST)
United States governmental body that provides assistance in
devel opi ng standards. Fornerly the National Bureau of Standards.
[ Source: MALAMUD]

Nati onal Research and Educati on Networ k (NREN)
The NREN is the realization of an interconnected gigabit conputer
networ k devoted to Hign Performance Conputing and Conmuni cati ons.
See al so: HPPC, || NREN
[ Source: HPCC]
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Nat i onal Sci ence Foundati on (NSF)
A U.S. governnment agency whose purpose is to pronote the
advancenent of science. NSF funds science researchers, scientific
projects, and infrastructure to inprove the quality of scientific
research. The NSFNET, funded by NSF, was once an essential part
of academi c and research communications. It was a hi ghspeed,
hi erarchi cal "network of networks." At the highest level, it had
a backbone network of nodes, interconnected with T3 (45NMops)
facilities which spaned the continental United States. Attached
to that were md-Ievel networks, and attached to the nid-levels
wer e canmpus and | ocal networks. See al so: backbone network, m d-
| evel network.

Negati ve Acknow edgment ( NAK)
Response to the receipt of either a corrupted or unnexpected
packet of information. See also: Acknow edgenent.

net fi nd
A research prototype to provide a sinple Internet "white pages"
user directory. Devel oped at the University of Col orado, Boul der
it tries to locate tel ephone and enail information given a
person’s name and a rough description of where the person works.
See al so: Knowbot, whois, white pages, X 500.
[ Source: Ryan Mbat s]

netiquette
A pun on "etiquette" referring to proper behavior on a network.
RFC 1855 (FYl 28) contains a netiquette guide produced by the User
Services area of the IETF. See al so: Acceptable Use Policy,
I nternet Engi neering Task Force.

Net news
See: Usenet

net wor k
A conputer network is a data comuni cati ons system which
i nterconnects conputer systens at various different sites. A
networ k may be conposed of any conbi nation of LANs, MANs or WANSs.
See al so: Local Area Network, Metropolitan Area Network, Wde Area
Net wor k, internet.

net wor k addr ess
The network portion of an I P address. For a class A network, the
network address is the first byte of the IP address. For a class
B network, the network address is the first two bytes of the IP
address. For a class C network, the network address is the first
three bytes of the IP address. In each case, the remainder is the
host address. In the Internet, assigned network addresses are
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globally unique. See also: Internet, |IP address, subnet address,
host address, Internet Registry.

Network File System (NFS)
A protocol devel oped by Sun M crosystens, and defined in RFC 1094
(RFC 1813 defines Version 3), which allows a conputer systemto
access files over a network as if they were on its |ocal disks.
This protocol has been incorporated in products by nore than two
hundred conpani es, and is now a de facto I nternet standard.
[ Source: NNSC]

Net work I nformation Center (N Q)
A NI C provides information, assistance and services to network
users. See also: Network Operations Center.

Net work I nformation Services (NS)
A set of services, generally provided by a NIC, to assist users in
using the network. See also: Network Information Center.

Net wor k News Transfer Protocol (NNTP)
A protocol, defined in RFC 977, for the distribution, inquiry,
retrieval, and posting of news articles. See also: Usenet.

net wor k mask
See: address nask

net wor k nunber
See: networ k address

Net wor k Operati ons Center (NOC)
A location fromwhich the operation of a network or internet is
nonitored. Additionally, this center usually serves as a
cl eari nghouse for connectivity problens and efforts to resolve
those problenms. See also: Network Information Center.
[ Source: NNSC]

Net work Ti ne Protocol (NTP)
A protocol that assures accurate |local tinekeeping with reference
to radio and atomic clocks |located on the Internet. This protocol
i s capabl e of synchronizing distributed clocks within mlliseconds
over long tine periods. See also: Internet.
[ Source: NNSC]

NFS
See: Network File System

NI C
See: Network Information Center
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NI C. DDN. M L
This is the domain nane of the DDN NIC. See al so: Defense Data
Net wor k, Domai n Nane System Network Information Center.

NI S
See: Network I nformation Services

NI ST
See: National Institute of Standards and Technol ogy

NNTP
See: Network News Transfer Protoco

NOC
See: Network Operations Center

Nodal Switching System (NSS)
Mai n routing nodes in the NSFnet backbone. See al so: backbone,
Nati onal Sci ence Foundati on
[ Source: MALAMUD]

node
An addressabl e device attached to a conmputer network. See al so:
host, router.

NREN
See: National Research and Education Network

NSF
See: National Science Foundation

NSS
See: Nodal Swi tching System

NTP
See: Network Tinme Protoco

OCLC
See: Online Conputer Library Catal og

oct et
An octet is 8 bits. This termis used in networking, rather than
byte, because sone systens have bytes that are not 8 bits |ong.

Online Conputer Library Catal og
OCLC is a nonprofit menbership organi zati on of fering conputer-
based services to libraries, educational organizations, and their
users. The OCLC library information network connects nore than
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10,000 libraries worldw de. Libraries use the OCLC System for
catal oging, interlibrary loan, collection devel opnent,

bi bl i ographi c verification, and reference searching.

[ Source: OCLC]

Open Shortest-Path First (OSPF)
A link state, as opposed to distance vector, routing protocol. It
is an Internet standard | GP defined in RFCs 1583 and 1793. The
mul ticast version, MOSPF, is defined in RFC 1584. See al so:
Interior Gateway Protocol, Routing Information Protocol.

Open Systens | nterconnection (0Sl)
A suite of protocols, designed by ISO conmittees, to be the
i nternational standard conputer network architecture. See also:
I nternational O ganization for Standardization.

03]
See: (Open Systens |nterconnection

CSl Ref erence Model
A seven-| ayer structure designed to describe conmputer network
architectures and the way that data passes through them This
nodel was devel oped by the 1SOin 1978 to clearly define the
interfaces in nmultivendor networks, and to provide users of those
networ ks with conceptual guidelines in the construction of such
networks. See also: International Organization for
St andar di zat i on.
[ Source: NNSC]

OSPF
See: (Open Shortest-Path First

packet
The unit of data sent across a network. "Packet" a generic term
used to describe unit of data at all levels of the protocol stack,

but it is nost correctly used to describe application data units.
See al so: datagram frane.

Packet InterNet G oper (PlING
A programused to test reachability of destinations by sending
them an I CVMP echo request and waiting for a reply. The termis
used as a verb: "Ping host X to see if it is up!" See also:
I nternet Control Message Protocol.
[ Source: RFC1208]
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Packet Switch Node (PSN)
A dedi cat ed conput er whose purpose is to accept, route and forward
packets in a packet sw tched network. See also: packet switching,
router.
[ Sour ce: NNSC]

packet switching
A communi cati ons paradi gmin which packets (nmessages) are
i ndi vidual ly routed between hosts, with no previously established
communi cati on path. See also: circuit sw tching, connection-
ori ented, connectionl ess.

PD
Publ i ¢ Domai n

PDU
See: Protocol Data Unit

PEM
See: Privacy Enhanced Mai

PGP
See: Pretty Good Privacy

PI NG
See: Packet | Nternet G oper

Point O Presence (POP)
A site where there exists a collection of telecomrunications
equi pnent, usually digital |leased lines and nulti-protoco
routers.

Poi nt -t o- Poi nt Protocol (PPP)
The Point-to-Point Protocol, defined in RFC 1661, provides a
met hod for transmtting packets over serial point-to-point |inks.
There are many other RFCs which define extensions to the basic
protocol. See also: Serial Line IP
[ Source: FYI 4]

POP
See: Post O fice Protocol and Point O Presence

port
A port is a transport layer denultiplexing value. Each
application has a unique port number associated with it. See
al so: Transm ssion Control Protocol, User Datagram Protocol
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Post Office Protocol (POP)
A protocol designed to allow single user hosts to read electronic
mail froma server. Version 3, the npst recent and nost widely
used, is defined in RFC 1725. See also: Electronic Mil.

Post al Tel egraph and Tel ephone (PTT)
Qutside the USA, PTT refers to a tel ephone service provider, which
is usually a nmonopoly, in a particular country.

post nmast er
The person responsi ble for taking care of electronic mai
probl ens, answering queries about users, and other related work at
a site. See also: Electronic Mil.
[ Source: ZEN

PPP
See: Poi nt-to-Point Protocol

Pretty Good Privacy (PGP)
A program devel oped by Phil Zi mrerman, which cryptographically
protects files and electronic mail frombeing read by others. It
may al so be used to digitally sign a docunent or nessage, thus
aut henticating the creator. See also: encryption, Data Encryption
St andard, RSA.

Privacy Enhanced Miil (PEM
Internet email which provides confidentiality, authentication and
message integrity using various encryption methods. See also:
El ectronic Mail, encryption

Prospero
A distributed fil esystem which provides the user with the ability
to create nultiple views of a single collection of files
di stributed across the Internet. Prospero provides a file nam ng
system and file access is provided by existing access nethods
(e.g. anonynous FTP and NFS). The Prospero protocol is also used
for conmuni cation between clients and servers in the archie
system See al so: anonynous FTP, archie, archive site, Gopher
Network File System Wde Area Information Servers

pr ot ocol
A formal description of nessage formats and the rules two
conputers nmust follow to exchange those nessages. Protocols can
describe | ow | evel details of nmachine-to-machine interfaces (e.g.
the order in which bits and bytes are sent across a wire) or
hi gh-1 evel exchanges between allocation prograns (e.g., the way in
which two prograns transfer a file across the Internet).
[ Source: NMALAMUD
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protocol converter
A devi ce/ program whi ch transl ates between different protocols
whi ch serve simlar functions (e.g. TCP and TP4).

Protocol Data Unit (PDU)
"PDU' is international standardsconitteespeak for packet. See
al so: packet.

protocol stack
A layered set of protocols which work together to provide a set of
network functions. See also: |ayer, protocol

proxy ARP
The technique in which one machine, usually a router, answers ARP
requests intended for another machine. By "faking" its identity,
the router accepts responsibility for routing packets to the
"real"” destination. Proxy ARP allows a site to use a single IP
address with two physical networks. Subnetting would normally be
a better solution. See also: Address Resol ution Protocol
[ Source: RFC1208]

PSN
See: Packet Swi tch Node.

PTT
See: Postal, Tel egraph and Tel ephone

queue
A backup of packets awaiting processing.

RARE
Reseaux Associes pour |a Recherche Europeenne. See: Trans-
Eur opean Research and Education Networki ng Associ ation

RARP
See: Reverse Address Resol ution Protoco

RBOC
Regi onal Bell Operating Conpany

Read The F*cki ng Manual (RTFM
This acronymis often used when soneone asks a sinple or conmon
questi on.

Read The Source Code (RTSC)

This acronymis often used when a software devel oper asks a
questi on about undocunented code.
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reassenbl y
The I P process in which a previously fragnented packet is
reassenbl ed before being passed to the transport [ayer. See also:
fragment ati on.

recursive
See: recursive

regi ona
See: md-|evel network

renote | ogin
Operating on a renote conputer, using a protocol over a conputer
network, as though locally attached. See also: Tel net.

Renmote Procedure Call (RPC)
An easy and popul ar paradigmfor inplenmenting the client-server
nodel of distributed conputing. |In general, a request is sent to
a renpte systemto execute a designated procedure, using argunents
supplied, and the result returned to the caller. There are nmany
variations and subtleties in various inplenmentations, resulting in
a variety of different (inconpatible) RPC protocols.
[ Source: RFC1208]

r epeat er
A devi ce which propagates electrical signals fromone cable to
another. See also: bridge, gateway, router.

Request For Comments (RFC)
The docunent series, begun in 1969, which describes the Internet
suite of protocols and related experinents. Not all (in fact very
few) RFCs describe Internet standards, but all Internet standards
are witten up as RFCs. The RFC series of documents is unusual in
that the proposed protocols are forwarded by the Internet research
and devel opment community, acting on their own behal f, as opposed
to the formally reviewed and standardi zed protocols that are
pronot ed by organi zati ons such as CCITT and ANSI. See al so: BCP
FYl, STD.

Reseaux | P Europeens (Rl PE)
A col | aborati on between European networ ks which use the TCP/IP
protocol suite.

Reverse Address Resol ution Protocol (RARP)
A protocol, defined in RFC 903, which provides the reverse
function of ARP. RARP maps a hardware (MAC) address to an
internet address. It is used primarily by diskless nodes when
they first initialize to find their internet address. See al so:
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Addr ess Resol ution Protocol, BOOTP, internet address, MAC address.

RFC
See: Request For Comments

RFC 822
The Internet standard format for electronic nmail nessage headers.
Mai |l experts often refer to "822 nessages." The name cones from

RFC 822, which contains the specification. 822 format was
previously known as 733 format. See also: Electronic Mil.
[ Source: COMVER]

R P
See: Routing Information Protoco

Rl PE
See: Reseaux | P Europeenne

Round-Trip Tine (RTT)
A neasure of the current delay on a network.
[ Source: MALAMUD]

route
The path that network traffic takes fromits source to its
destination. Also, a possible path froma given host to another
host or destination.

rout ed
Rout e Daenon. A program whi ch runs under 4.2BSD/ 4. 3BSD UNI X
systens (and derived operating systens) to propagate routes anong
machi nes on a |local area network, using the RI P protocol
Pronounced "route-dee". See also: Routing Information Protocol
gat ed.

router
A device which forwards traffic between networks. The forwarding
decision is based on network layer information and routing tables,
often constructed by routing protocols. See also: bridge,
gateway, Exterior Gateway Protocol, Interior Gateway Protocol

routing
The process of selecting the correct interface and next hop for a
packet being forwarded. See also: hop, router, Exterior Gateway
Protocol, Interior Gateway Protocol

routi ng domain

A set of routers exchanging routing information within an
admi ni strative domain. See al so: Adninistrative Domain, router
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Routing I nformation Protocol (RIP)
A di stance vector, as opposed to link state, routing protocol. It
is an Internet standard |IGP defined in RFC 1058. See al so:
Interior Gateway Protocol, Open Shortest-Path First.

RPC
See: Renpte Procedure Cal

RSA
A public-key cryptographic systemwhich nmay be used for encryption
and authentication. It was invented in 1977 and naned for its

inventors: Ron Rivest, Adi Shamir, and Leonard Adl eman. See al so:
encryption, Data Encryption Standard, Pretty Good Privacy.

RTFM
See: Read The F*cki ng Manual

RTSC
See: Read The Source Code

RTT
See: Round-Trip Tinme

SDH
See: Synchronous Digital Hierarchy

Serial Line IP (SLIP)
A protocol used to run I P over serial lines, such as tel ephone
circuits or RS-232 cables, interconnecting two systems. SLIP is
defined in RFC 1055, but is not an Internet Standard. It is being
repl aced by PPP. See also: Point-to-Point Protocol

server
A provider of resources (e.g. file servers and nane servers). See
al so: client, Dormain Name System Network File System

SGWL
See: Standardi zed Generalized Markup Language

SI G
Speci al Interest G oup

signature
The three or four line nmessage at the bottom of a piece of enmuil
or a Usenet article which identifies the sender. Large signatures
(over five lines) are generally frowned upon. See also:
El ectronic Mail, Usenet.
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Sinmple Mail Transfer Protocol (SMIP)
A protocol used to transfer electronic mail between conputers. |t
is specified in RFC 821, with extensions specified in nany other
RFCs. It is a server to server protocol, so other protocols are
used to access the nessages. See also: Electronic Mil, Post
Ofice Protocol, RFC 822.

Si mpl e Networ k Managenent Protocol (SNWP)
The Internet standard protocol devel oped to manage nodes on an | P
network. The first version is defined in RFC 1157 (STD 15).
SNWPv2 (version 2) is defined in too many RFCs to list. It is
currently possible to nanage wiring hubs, toasters, jukeboxes,
etc. See al so: Managenent |Information Base.

SLI P
See: Serial Line |IP

SMDS
See: Switched Multinegabit Data Service

SM
See: Structure of Managenent |nformation

SMIP
See: Sinple Mil Transfer Protocol

SNA
See: Systems Network Architecture

snai |l nail
A pejorative termreferring to the U S. postal service.

SNMVP
See: Sinple Network Managenent Protocol

SONET
See: Synchronous Optical NETwork

St andardi zed CGeneralized Markup Language (SGW)
An international standard for the definition of system
i ndependent, devi ce-i ndependent nethods of representing text in
electronic form See al so: Hypertext Markup Language.

STD
A subseries of RFCs that specify Internet standards. The official
list of Internet standards is in STD 1. See al so: Request For
Comment s.
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streamorient ed
A type of transport service that allows its client to send data in

a continuous stream The transport service will guarantee that
all data will be delivered to the other end in the same order as
sent and without duplicates. See also: Transm ssion Contro

Pr ot ocol

[ Source: NMALAMUD

Structure of Managenment |nformation (SM)
The rules used to define the objects that can be accessed via a
net wor k managenent protocol. These rules are defined in RFC 1155
(STD 17). The acronymis pronounced "Ess Em Eye." See al so:
Managenment | nfornation Base. .br [Source: RFC1208]

stub network
A stub network only carries packets to and fromlocal hosts. Even
if it has paths to nore than one other network, it does not carry
traffic for other networks. See al so: backbone, transit network.

subnet
A portion of a network, which nmay be a physically independent
networ k segment, which shares a network address with other
portions of the network and is distinguished by a subnet nunber
A subnet is to a network what a network is to an internet. See
al so: internet, network.
[ Source: FYI 4]

subnet address
The subnet portion of an IP address. 1In a subnetted network, the
host portion of an IP address is split into a subnet portion and a
host portion using an address (subnet) nask. See al so: address
mask, | P address, network address, host address.

subnet mask
See: address nmask

subnet nunber
See: subnet address

super net
An aggregation of |IP network addresses advertised as a single
cl assl ess network address. For exanple, given four Class CIP
net works: 192.0.8.0, 192.0.9.0, 192.0.10.0 and 192.0.11.0, each
having the intrinsic network mask of 255.255.255.0; one can
advertise the address 192.0.8.0 with a subnet nask of
255.255.252.0. See also: |P address, network address, network
mask, C assless Inter-domain Routing.
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Swi tched Multinegabit Data Service (SMDS)
An emer gi ng hi gh-speed dat agram based public data network service
devel oped by Bellcore and expected to be wi dely used by tel ephone
conmpani es as the basis for their data networks. See al so:
Met ropol itan Area Network.
[ Source: RFC1208]

Synchronous Digital H erarchy (SDH)
The European standard for high-speed data comuni cations over
fiber-optic media. The transm ssion rates range from 155. 52Mbps
to 2.5CGps.

Synchronous Optical NETwork ( SONET)
SONET is an international standard for high-speed data
communi cati ons over fiber-optic media. The transmi ssion rates
range from 51. 84Mips to 2.5Chps

Systens Network Architecture (SNA)
A proprietary networking architecture used by | BM and | BM
conpati bl e mai nfrane conputers
[ Source: NNSC]

Tl
Atermfor a digital carrier facility used to transmt a DS-1
formatted digital signal at 1.544 negabits per second.

T3
Atermfor a digital carrier facility used to transmt a DS-3
formatted digital signal at 44.746 nmegabits per second.
[ Source: FYIl 4]

TAC
See: Terminal Access Controller (TAC

tal k
A protocol which allows two people on renbte conputers to
comrunicate in a real-tine fashion. See also: Internet Relay
Chat .

TCP
See: Transm ssion Control Protoco

TCP/ I P Protocol Suite
Transm ssion Control Protocol over Internet Protocol. This is a
conmmon shorthand which refers to the suite of transport and
application protocols which runs over IP. See also: IP, |ICW
TCP, UDP, FTP, Tel net, SMIP, SNWP
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TELENET
The original name for what is now SprintNet. It should not be
confused with the Telnet protocol or application program

Tel net
Telnet is the Internet standard protocol for renote term na
connection service. It is defined in RFC 854 and extended with

options by many ot her RFCs.

TERENA
See: Trans- European Research and Educati on Networki ng Associ ation

Term nal Access Controller (TAC
A devi ce which was once used to connect ternminals to the Internet,
usual 'y using dial up nodem connecti ons and the TACACS pr ot ocol
While the device is no longer in use, TACACS+ is a protocol in
current use.

term nal enul at or
A programthat allows a conputer to enulate a ternminal. The
wor kstation thus appears as a terminal to the renote host.
[ Source: NMALAMUD

term nal server
A devi ce which connects nany terninals to a LAN t hrough one
networ k connection. A term nal server can al so connect nany
network users to its asynchronous ports for dial-out capabilities
and printer access. See also: Local Area Network.

Three Letter Acronym (TLA)
Atribute to the use of acronyns in the conputer field. See also:
Ext ended Four Letter Acronym

Time to Live (TTL)
A field in the I P header which indicates how | ong this packet
shoul d be allowed to survive before being discarded. It is
primarily used as a hop count. See also: Internet Protocol
[ Source: MALAMUD]

TLA
See: Three Letter Acronym

TN3270
A variant of the Telnet programthat allows one to attach to | BM
mai nfranes and use the nmainframe as if you had a 3270 or simlar
term nal
[ Source: BI G LAN|
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token ring
A token ring is a type of LANwith nodes wired into a ring. Each
node constantly passes a control nessage (token) on to the next;
whi chever node has the token can send a nessage. Oten, "Token
Ring" is used to refer to the | EEE 802.5 token ring standard,
which is the nost commobn type of token ring. See also: 802.x,
Local Area Network

t opol ogy
A network topol ogy shows the conmputers and the |inks between them
A network |ayer nust stay abreast of the current network topol ogy
to be able to route packets to their final destination
[ Source: NMALAMUD

traceroute
A program avail abl e on many systens which traces the path a packet
takes to a destination. It is nostly used to debug routing
probl ens between hosts. There is also a traceroute protoco
defined in RFC 1393.

Trans- Eur opean Research and Education Networking Associ ati on ( TERENA)
TERENA was forned in October 1994 by the merger of RARE and EARN
to pronote and participate in the devel opnment of a high quality
international information and tel econmuni cations infrastructure
for the benefit of research and education. See al so: Reseaux
Associ es pour | a Recherche Europeenne, European Acadenmi ¢ and
Resear ch Net wor k.

[ Source: TERENA St at ut es]

transcei ver
Transmitter-receiver. The physical device that connects a host
interface to a | ocal area network, such as Ethernet. Ethernet
transceivers contain electronics that apply signals to the cable
and sense col lisions.
[ Source: RFC1208]

transit network
A transit network passes traffic between networks in addition to
carrying traffic for its own hosts. It nust have paths to at
| east two other networks. See al so: backbone, stub network

Transm ssion Control Protocol (TCP)
An Internet Standard transport |ayer protocol defined in RFC 793.
It is connection-oriented and streamoriented, as opposed to UDP
See al so: connection-oriented, streamoriented, User Datagram
Pr ot ocol
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Troj an Hor se
A conmput er program which carries within itself a means to all ow
the creator of the program access to the systemusing it. See
al so: virus, worm

TTEN
Ta- Ta For Now

TTL
See: Tine to Live

tunnel I'i ng
Tunnel ling refers to encapsul ati on of protocol A wthin protoco
B, such that A treats B as though it were a datalink |ayer.
Tunnelling is used to get data between administrative domains
whi ch use a protocol that is not supported by the internet
connecting those domains. See also: Administrative Domain.

twisted pair
A type of cable in which pairs of conductors are tw sted together
to produce certain electrical properties.

ubP
See: User Datagram Protoco

uni cast
An address which only one host will recognize. See also
broadcast, multicast.

Uni form Resource Locators (URL)
A URL is a conpact (nost of the tine) string representation for a
resource available on the Internet. URLs are prinarily used to
retrieve informati on using WMV The syntax and semantics for URLs
are defined in RFC 1738. See al so: Wrld Wde Wb.

Uni versal Tinme Coordi nated (UTC)
This is Greenwich Mean Tine.
[ Source: MALAMUD]

UNI X-t o- UNI X CoPy (UUCP)
This was initially a programrun under the UN X operating system
that allowed one UNI X systemto send files to another UNI X system
via dial-up phone lines. Today, the termis nore comonly used to
describe the large international network which uses the UUCP
protocol to pass news and electronic nmail. See also: Electronic
Mai |, Usenet.
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urban | egend
A story, which may have started with a grain of truth, that has
been enbroidered and retold until it has passed into the real m of
myth. It is an interesting phenonnenon that these stories get
spread so far, so fast and so often. Urban | egends never die,
they just end up on the Internet! Sone |egends that periodically

make their rounds include "The |Infanous Modem Tax," "Craig
Shergol d/ Brain Tumor/ Get Well Cards,"” and "The $250 Cookie
Reci pe. "

[ Source: LAQUEY]

URL
See: Uni form Resource Locators

Usenet
A collection of thousands of topically named newsgroups, the
comput ers which run the protocols, and the people who read and
subnmit Usenet news. Not all Internet hosts subscribe to Usenet
and not all Usenet hosts are on the Internet. See also: Network
News Transfer Protocol, UN X-to-UN X CoPy.
[ Source: NWNET]

User Dat agram Prot ocol (UDP)
An Internet Standard transport |ayer protocol defined in RFC 768.
It is a connectionless protocol which adds a | evel of reliability
and multiplexing to IP. See also: connectionless, Transni ssion
Control Protocol

utrc
See: Universal Tinme Coordinated

UuCcP
See: UNI X-to- UNI X CoPy

uudecode
A program whi ch reverses the effect of uuencode. See al so:
uuencode.

uuencode
A program whi ch reversibly converts a binary file in ASCII. It is
used to send binary files via email, which generally does not

all ow (or garbles) the transm ssion of binary information. The
original binary can be restored with uudecode. The encoding
process generally creates an ASCI| file larger than the origina
bi nary, so conpressing the binary before running uuencode is

hi ghl y recomrended
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Ver oni ca
A Gopher utility which effectively searches CGopher servers based
on a user’'s list of keywords. The name was chosen to be a "nate"
to another utility naned "Archie." It later becane an acronym for
Very Easy Rodent Oriented Netw de Index to Conputer Archives. See
al so: archie, Gopher.

virtual circuit
A network service which provides connection-oriented service
W t hout necessarily doing circuit-switching. See also:
connection-oriented.

virus
A program which replicates itself on conputer systems by
incorporating itself into other progranms which are shared anong
comput er systens. See also: Trojan Horse, worm

\\B
See: Wrld Wde Wb

WAl S
See: Wde Area Informmtion Servers

WAN
See: W de area network

VWebCraw er
A WAW search engine. The aimof the WebCrawl er Project is to
provide a high-quality, fast, and free Internet search service.
The WebCrawl er nmay be reached at "http://webcrawl er.con .
[ Source: WebCrawl er’s "WebCraw er Facts"]

WG
See: Working G oup

whi t e pages
The Internet supports several databases that contain basic
i nformati on about users, such as e-nmil addresses, tel ephone
nunbers, and postal addresses. These databases can be searched to
get information about particular individuals. Because they serve
a function akin to the tel ephone book, these databases are often
referred to as "white pages." See al so: Knowbot, netfind, whois,
X. 500, InterNC

whoi s
An Internet program which allows users to query a database of
peopl e and other Internet entities, such as domains, networks, and
hosts. The prinmary database is kept at the InterNIC. The
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i nformati on stored includes a person’s conpany nane, address,
phone nunmber and enamil address. The |latest version of the
protocol, WHO S++, is defined in RFCs 1834 and 1835. See al so
InterNIC, white pages, Knowbot, netfind, X 500.

Wde Area Information Servers (WAI'S)
A distributed infornation service which offers sinple natural
| anguage input, indexed searching for fast retrieval, and a
"rel evance feedback” mechani smwhich allows the results of initia
searches to influence future searches. Public domain
i npl enent ati ons are available. See also: archie, CGopher
Prospero

W de Area Network (WAN)
A network, usually constructed with serial |ines, which covers a
| arge geographic area. See also: Local Area Network, Metropolitan
Area Networ k.

Worki ng Group (WG
A working group, within the IETF, is a group of people who work
under a charter to achieve a certain goal. That goal nmay be the
creation of an Informational docunent, the creation of a protoco
specification, or the resolution of problens in the Internet.
Most working groups have a finite lifetime. That is, once a
wor ki ng group has achieved its goal, it disbands. There is no
of ficial menbership for a working group. Unofficially, a working
group nenber is sonebody who is on that working group’s mailing
list; however, anyone may attend a working group neeting. See
al so: Internet Engineering Task Force, Birds O a Feather

Wrld Wde Wb (WA WB)
A hypertext-based, distributed informati on system created by
researchers at CERN in Switzerland. Users may create, edit or
browse hypertext documents. The clients and servers are freely
avai | abl e.

Wwor m
A conmput er program which replicates itself and is self-
propagating. Worms, as opposed to viruses, are nmeant to spawn in
networ k environnents. Network wornms were first defined by Shoch &
Hupp of Xerox in ACM Comuni cations (March 1982). The Internet
wor m of Novenber 1988 is perhaps the nost fanous; it successfully
propagated itself on over 6,000 systens across the Internet. See
al so: Trojan Horse, virus.

VRT
Wth Respect To
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VWAV
See: Wrld Wde Wb
WYSI WG
What You See is \What You Get
X
Xis the name for TCP/I P based network-oriented wi ndow systens.
Net wor k wi ndow systens allow a programto use a display on a
di fferent conputer. The nost wi del y-i npl enent ed wi ndow systemi s
X11 - a component of M T s Project Athena.
X. 25
A data conmuni cations interface specification devel oped to
descri be how data passes into and out of public data
communi cati ons networks. The CCITT and | SO approved protocol
suite defines protocol layers 1 through 3.
X. 400
The CC TT and |1 SO standard for electronic mail. It is widely used
i n Europe and Canada.
X. 500
The CCITT and |1 SO standard for electronic directory services. See
al so: white pages, Knowbot, whois.
XDR

See: eXternal Data Representation

Xer ox Network System ( XNS)
A protocol suite devel oped by Xerox Corporation to run on LAN and
WAN net wor ks, where the LANs are typically Ethernet.
| mpl enent ati ons exi st for both Xerox’s workstations and 4. 3BSD,
and 4. 3BSD-derived, systens. XNS denotes not only the protocol
stack, but also an architecture of standard programi ng
i nterfaces, conventions, and service functions for authentication,
directory, filing, enmail, and renote procedure call. XNSis also
the nanme of Xerox's inplenentation. See also: Ethernet, Berkeley
Software Distribution, Local Area Network, Wde Area Network.
[ Source: Jeff Hodges]

XNS
See: Xerox Network System
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Yahoo!

Yel

YP

Yahoo! is a hierarchical subject-oriented guide for the Wrld Wde
Web and Internet. Yahoo! lists sites and categorizes theminto
appropriate subject categories. Yahoo! may be reached at
"http://ww. yahoo. con"

[ Source: Yahoo's "Wat is Yahoo?"]

| ow Pages (YP)

A historic (i.e., no longer in use) service used by UN X
adm nistrators to manage databases distributed across a network.

See: Yel | ow Pages

zone

Mal ki n

A | ogi cal group of network devices.
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Security Considerations

Whil e security is not explicitly discussed in this docunent, sone of
the glossary’s entries are security related. See the entries for
Access Control List (ACL), authentication, Conputer Energency
Response Team (CERT), cracker, Data Encryption Key (DEK), Data
Encryption Standard (DES), encryption, Kerberos, Message Di gest (M
2, MD4, M>5), Pretty Good Privacy (PGP), Privacy Enhanced Mail
(PEM, RSA, Trojan Horse, virus, and worm
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