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The Internet Architecture Board (1 AB) and the Internet Engineering
Steering Goup (I ESG, the bodies which oversee architecture and
standards for the Internet, are concerned by the need for increased
protection of international commercial transactions on the Internet,
and by the need to offer all Internet users an adequate degree of
privacy.

Security nechani sns being devel oped in the Internet Engi neering Task
Force to neet these needs require and depend on the international use
of adequate cryptographic technol ogy. Ready access to such
technology is therefore a key factor in the future growmh of the
Internet as a notor for international commerce and comuni cation

The | AB and | ESG are therefore disturbed to note that various
governnents have actual or proposed policies on access to
cryptographi ¢ technol ogy that either

(a) inpose restrictions by inplenmenting export controls; and/or

(b) restrict commercial and private users to weak and i nadequate
mechani sms such as short cryptographic keys; and/or

(c) mandate that private decryption keys should be in the hands of
the governnment or of sonme other third party; and/or

(d) prohibit the use of cryptology entirely, or permt it only to
special ly aut horized organi zati ons.
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We believe that such policies are against the interests of consuners
and t he business comunity, are largely irrelevant to issues of
mlitary security, and provide only a marginal or illusory benefit to
| aw enf orcenment agencies, as di scussed bel ow.

The 1AB and I ESG woul d like to encourage policies that allow ready
access to uniformstrong cryptographic technology for all |nternet
users in all countries.

The 1 AB and | ESG cl ai m

The Internet is beconing the predom nant vehicle for electronic
comrerce and information exchange. It is essential that the support
structure for these activities can be trusted.

Encryption is not a secret technol ogy nonopolized by any one country,
such that export controls can hope to contain its depl oynent. Any
hobbyi st can programa PC to do powerful encryption. Many al gorithns
are well docunmented, some with source code avail able in textbooks

Export controls on encryption place conpanies in that country at a
conmpetitive di sadvantage. Their conpetitors fromcountries w thout
export restrictions can sell systens whose only design constraint is
bei ng secure, and easy to use.

Usage controls on encryption will also place conpanies in that
country at a conpetitive di sadvant age because t hese conpani es cannot
securely and easily engage in el ectronic conmerce.

Escrow nmechani sns i nevitably weaken the security of the overal
cryptographi c system by creating new points of vulnerability that
can and will be attacked.

Export controls and usage controls are slow ng the depl oynent of
security at the same time as the Internet is exponentially increasing
in size and attackers are increasing in sophistication. This puts
users in a dangerous position as they are forced to rely on insecure
el ectroni ¢ comuni cation

TECHNI CAL ANALYSI S

KEY S| ZE
It is not acceptable to restrict the use or export of cryptosystens
based on their key size. Systens that are breakable by one country
wi |l be breakable by others, possibly unfriendly ones. Large

corporations and even crininal enterprises have the resources to
break many cryptosystens. Furthernore, conversations often need to
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be protected for years to cone; as conputers increase in speed, key
sizes that were once out of reach of cryptanalysis will becone
i nsecure.

PUBLI C KEY | NFRASTRUCTURE

Use of public key cryptography often requires the existence of a
"certification authority". That is, some third party nust sign a
string containing the user's identity and public key. 1In turn, the
third party’s key is often signed by a higher-1level certification
aut hority.

Such a structure is legitinmte and necessary. |ndeed, nany
governnents will and should run their owm CAs, if only to protect
citizens' transactions with their governments. But certification
aut horities should not be confused with escrow centers. Escrow
centers are repositories for private keys, while certification
authorities deal with public keys. Indeed, sound cryptographic
practice dictates that users never reveal their private keys to
anyone, even the certification authority.

KEYS SHOULD NOT BE REVEALABLE

The security of a nodern cryptosystemrests entirely on the secrecy
of the keys. Accordingly, it is a najor principle of system design
that to the extent possible, secret keys should never |eave their
user’s secure environment. Key escrow inplies that keys nust be
disclosed in sone fashion, a flat-out contradiction of this
principle. Any such disclosure weakens the total security of the
system

DATA RECOVERY

Someti mes escrow systens are touted as being good for the customer
because they allow data recovery in the case of |ost keys. However,

it should be up to the custoner to deci de whether they woul d prefer
the nore secure systemin which | ost keys nean | ost data, or one in
whi ch keys are escrowed to be recovered when necessary. Simlarly,
keys used only for conversations (as opposed to file storage) need
never be escrowed. And a systemin which the secret key is stored by
a governnment and not by the data owner is certainly not practical for
data recovery.

S| GNATURE KEYS
Keys used for signatures and authentication nust never be escrowed.

Any third party with access to such keys could inpersonate the
| egitimate owner, creating new opportunities for fraud and deceit.

| AB & | ESG I nf or mat i onal [ Page 3]



RFC 1984 Crypt ographi ¢ Technol ogy August 1996

I ndeed, a user who wi shed to repudiate a transaction could claimthat

his or her escrowed key was used, putting the onus on that party. |If
a government escrowed the keys, a defendant could claimthat the
evi dence had been forged by the governnent, thereby making
prosecution nuch nmore difficult. For electronic comerce, non-
repudi ation is one of the nobst inportant uses for cryptography; and
non-repudi ati on depends on the assunption that only the user has
access to the private key.

PROTECTI ON OF THE EXI STI NG | NFRASTRUCTURE

In sone cases, it is technically feasible to use cryptographic
operations that do not involve secrecy. Wile this may suffice in
sonme cases, nuch of the existing technical and conmerci al

i nfrastructure cannot be protected in this way. For exanple,
conventional passwords, credit card nunbers, and the |ike must be
protected by strong encryption, even though sone day nore

sophi sticated techni ques may replace them Encryption can be added
on quite easily; whol esal e changes to diverse systens cannot.

CONFLI CTI NG | NTERNATI ONAL POLI CI ES

Conflicting restrictions on encryption often force an internationa
conpany to use a weak encryption system in order to satisfy |lega

requirenents in two or nore different countries. lronically, in such
cases either nation nmight consider the other an adversary agai nst
whom commer ci al enterprises should use strong cryptography. Cearly,
key escrow is not a suitable conprom se, since neither country would
want to disclose keys to the other

MJULTI PLE ENCRYPTI ON

Even i f escrowed encryption schenes are used, there is nothing to
prevent soneone from using another encryption schene first.
Certainly, any serious malefactors would do this; the outer
encryption |layer, which would use an escrowed schene, would be used
to divert suspicion.

ESCROW OF PRI VATE KEYS WON' T NECESSARI LY ALLOW DATA DECRYPTI ON

A major threat to users of cryptographic systens is the theft of

| ong-term keys (perhaps by a hacker), either before or after a
sensitive conversation. To counter this threat, schenes with
"perfect forward secrecy" are often enployed. |If PFS is used, the
attacker nmust be in control of the machine during the actua
conversation. But PFS is generally inconpatible with schenes

i nvol ving escrow of private keys. (This is an oversinplification
but a full analysis would be too | engthy for this docunent.)
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CONCLUSI ONS

As nore and nore conpani es connect to the Internet, and as nore and
nmore conmerce takes place there, security is beconing nore and nore
critical. Cryptography is the nost powerful single tool that users
can use to secure the Internet. Know ngly making that tool weaker
threatens their ability to do so, and has no proven benefit.

Security Considerations
Security issues are discussed throughout this neno.
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