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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

1. Abstract

This meno defines a new access-type for nessage/ external -body M Me
parts for Uniform Resource Locators (URLs). URLs provide schenes to
access external objects via a growi ng nunber of protocols, including
HTTP, Gopher, and TELNET. An initial set of URL schenes are defined
in RFC 1738.

2. Introduction

The Mul tipurpose Internet Message Extensions (M ME) define a facility
wher eby an object can contain a reference or pointer to sone form of
data rather than the actual data itself. This facility is enbodied in
t he message/ external -body nedi a type defined in RFC 1521. Use of
this facility is growing as a neans of conservi ng bandw dth when
| arge objects are sent to large nmailing lists.

Each nessage/ external -body reference nust specify a nechani sm whereby
the actual data can be retrieved. These nechanisns are called access
types, and RFC 1521 defines an initial set of access types: "FTP",
"ANON- FTP", "TFTP", "LOCAL-FILE", and "MAIl L- SERVER".
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Uni form Resource Locators, or URLs, also provide a neans by which
renote data can be retrieved automatically. Each URL string begins
with a scheme specification, which in turn specifies how the
remaining string is to be used in conjunction with some protocol to
retrieve the data. However, URL schenes exist for protocol operations
that have no correspondi ng M ME nessage/ ext ernal - body access type.
Regi stering an access type for URLs therefore provides
message/ ext ernal -body with access to the retrieval nmechanisns of URLs
that are not currently available as access types. It also provides
access to any future nmechani sms for which URL schemes are devel oped.

This access type is only intended for use with URLs that actually
retreive sonething. Gther URL nechansisns, e.g. nailto, nmay not be
used in this context.
3. Definition of the URL Access-Type
The URL access-type is defined as foll ows:
(1) The nane of the access-type is URL.
(2) A new nessage/ ext ernal -body content-type paraneter is
used to actually store the URL string. The nane of the
paraneter is also "URL", and this paraneter is
mandatory for this access-type. The syntax and use of
this paraneter is specified in the next section

(3) The phant om body area of the nessage/ external -body is
not used and should be left blank

For exanple, the follow ng nessage illustrates how the URL access-
type i s used:

Content-type: nessage/ external -body; access-type=URL;
URL="http://ww. foo.com file"

Content-type: text/htm
Cont ent - Transf er - Encodi ng: bi nary

THIS IS NOTI' REALLY THE BODY!
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3.1. Syntax and Use of the URL paraneter

Usi ng the ANBF notations and definitions of RFC 822 and RFC 1521, the
syntax of the URL paraneter Is as follows:

URL- paraneter := <"> URL-word *(*LWBP-char URL-word) <">

URL-word : = token
; Must not exceed 40 characters in length

The syntax of an actual URL string is given in RFC 1738. URL strings
can be of any length and can contain arbitrary character content.
This presents problens when URLs are enbedded in M ME body part
headers that are w apped according to RFC 822 rules. For this reason
they are transforned into a URL-paraneter for inclusion in a
nmessage/ ext ernal - body content-type specification as foll ows:

(1) A check is nade to nake sure that all occurrences of
SPACE, CTLs, doubl e quotes, backslashes, and 8-bit
characters in the URL string are already encoded using
the URL encodi ng schene specified in RFC 1738. Any
unencoded occurrences of these characters mnust be
encoded. Note that the result of this operation is
nothing nore than a different representation of the
original URL.

(2) The resulting URL string is broken up into substrings
of 40 characters or |ess.

(3) Each substring is placed in a URL-paraneter string as a
URL-word, separated by one or nore spaces. Note that
the encl osing quotes are always required since all URLs
contain one or nore colons, and colons are tspecia
characters [ RFC 1521].

Extraction of the URL string fromthe URL-paraneter is even sinpler:

The encl osing quotes and any |inear whitespace are renoved and the
remai ning material is the URL string.
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The foll owi ng exanpl e shows how a |l ong URL is handl ed:

Content-type: nessage/ external -body; access-type=URL;
URL="ftp://ftp.deepdirs.org/1/2/3/4/5/6/7/
8/9/10/ 11/ 12/ 13/ 14/ 15/ 16/ 17/ 18/ 20/ 21/
file.htm"

Content-type: text/htm
Cont ent - Transf er - Encodi ng: bi nary

THIS IS NOI' REALLY THE BODY!

Some URLs may provide access to nultiple versions of the sane object
in different formats. The HTTP URL nmechani sm has this capability, for
exanpl e. However, applications may not expect to receive somnething
whose type doesn’t agree with that expressed in the
message/ ext ernal - body, and may in fact have already made irrevocable
choi ces based on this information

Due to these considerations, the following restriction is inposed:
When URLs are used in the context of an access-type only those

versi ons of an object whose content-type agrees with that specified
by the inner nmessage/ external -body header can be retrieved and used.

4. Security Considerations

The security considerations of using URLs in the context of a MM
access-type are no different fromthe concerns that arise fromtheir
use in other contexts. The specific security considerations
associated with each type of URL are discussed in the URL's defining
docunent .

Note that the Content-MD5 field can be used in conjunction with any
message/ ext ernal - body access-type to provide an integrity check. This
insures that the referenced object really is what the nessage
originator intended it to be. This is not a signature service and
shoul d not be confused with one, but nevetheless is quite useful in
many situations.
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