Net wor k Wor ki ng Group S. Bradner
Request for Comments: 2057 Harvard University
Cat egory: | nformational Novenber 1996

Source Directed Access Control on the Internet
Status of this Meno

This meno provides information for the Internet comunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlinted.

1. Abstract

This meno was devel oped froma deposition that | submitted as part of
a challenge to the Communications Decency Act of 1996, part of the
Tel econmuni cati ons Reform Act of 1996. The Tel econmuni cati ons Reform
Act is a U S. federal |aw substantially changing the regul atory
structure in the United States in the tel ecommuni cations arena. The
Conmmruni cati ons Decency Act (CDA) part of this law has as its aimthe
desire to protect mnors fromsone of the material carried over

tel econmuni cati ons networks. In particular the law requires that the
sender of potentially offensive nmaterial take "effective action" to
ensure that it is not presented to minors. A nunber of people have
requested that | publish the deposition as an informational RFC since
some of the information in it may be useful where descriptions of the
way the Internet and its applications work could help clear up
confusion in the technical feasibility of proposed content contro
regul ati ons.

2. Control and oversight over the Internet

No organi zation or entity operates or controls the Internet. The
Internet consists of tens of thousands of |ocal networks |inking
mllions of conputers, owned by governnments, public institutions,
non-profit organi zations, and private conpani es around the world.
These | ocal networks are |inked together by thousands of |nternet
service providers which interconnect at dozens of points throughout
the world. None of these entities, however, controls the Internet;
each entity only controls its own conputers and conputer networks
and the links allowed into those conputers and conputer networks.

Al t hough no organi zations control the Internet, a limted nunber of
organi zations are responsible for the devel opnent of communications
and operational standards and protocols used on the Internet. These
standards and protocols are what allow the nillions of different (and
sonetines inconpatible) conputers worldwi de to conmunicate with each
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other. These standards and protocols are not inposed on any conputer
or conputer network, but any conmputer or conputer network rust follow
at least sonme of the standards and protocols to be able to

communi cate with other conputers over the Internet.

The nost significant of the organi zations involved in defining these
standards include the Internet Society (ISCC), the Internet
Architecture Board (I AB), Internet Engineering Steering Goup (IESG,
and the Internet Engineering Task Force (IETF). The foll owi ng
summary outlines the relationship of these four organizations:

The Internet Society (1SOC) is a professional society that is
concerned with the growth and evol ution of the worldw de Internet,
with the way in which the Internet is and can be used, and with the
social, political, and technical issues which arise as a result. The
| SOC Trustees are responsi bl e for approving appointnments to the | AB
from anong the nom nees subnitted by the | ETF nominating committee
and ratifying the | ETF Standards Process.

The Internet Architecture Board (1 AB) is a technical advisory group
of the 1SOC. It is chartered to provide oversight of the
architecture of the Internet and its protocols, and to serve, in the
context of the Internet standards process, as a body to which the
deci sions of the | ESG nay be appealed. The IAB is responsible for
approvi ng appointnents to the | ESG from anong t he noni nees subnitted
by the | ETF nominations conmmittee and advising the | ESG on the
approval of Wrking Goup charters.

The Internet Engineering Steering Goup (IESG is responsible for
techni cal managenent of | ETF activities and the Internet standards
process. As a part of the ISOC, it adm nisters the process according
to the rules and procedures which have been ratified by the | SCC
Trustees. The IESGis directly responsible for the actions
associated with entry into and novenent along the Internet "standards
track," including final approval of specifications as |nternet

St andar ds.

The Internet Engineering Task Force (I ETF) is a self-organized group
of peopl e who nake technical and other contributions to the

engi neering and evolution of the Internet and its technologies. It
is the principal body engaged in the devel opnent of new I nternet
standard specifications. The IETF is divided into eight functiona
areas. They are: Applications, Internet, |P: Next Generation

Net wor k Managenent, Operational Requirenents, Routing, Security,
Transport and User Services. Each area has one or two area
directors. These area directors, along with the |IETF/ | ESG Chair,
formthe | ESG
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In addition to these organi zations, there are a variety of other
formal and informal groups that devel op standards and agreenments
about specialized or energing areas of the Internet. For exanpl e,
the World Wde Wb Consortium has devel oped agreenents and standards
for the Web.

None of these organi zations controls, governs, runs, or pays for the
Internet. None of these organizations controls the substantive
content available on the Internet. None of these organi zations has
the power or authority to require content providers to alter, screen
or restrict access to content on the Internet other than content that
they thensel ves create.

Beyond the standards setting process, the only Internet functions
that are centralized are the allocation of nuneric addresses to
networ ks and the registration of "domain nanes."” Three entities
around the world share responsibility for ensuring that each network
and conputer on the Internet has a unique 32-bit nuneric "IP" address

(such as 123.32.22.132), and for ensuring that all "domain nanes"
(such as "harvard.edu") are unique. InterNIC allocates |P addresses
for the Anericas, and has counterparts in Europe and Asia. InterNIC

al l ocates large blocks of I P addresses to major Internet providers,
who in turn allocate smaller blocks to smaller Internet providers
(who in turn allocate even snaller blocks to other providers or end

users). InterN C does not, however, reliably receive information on
who receives each numeric | P address, and thus cannot provide any
central database of conputer addresses. In addition, a grow ng
nunber of conputers access the Internet indirectly through address
transl ati ng devi ces such as application "firewalls". Wth these
devices the I P address used by a conputer on the "inside" of the
firewall is translated to another |IP address for transm ssion over

the Internet. The |IP address used over the |Internet can be
dynami cal |y assigned froma pool of available |IP addresses at the
time that a conmunication is initiated. In this case the IP
addresses used inside the firewall is not required to be globally

uni que and the | P addresses used over the Internet do not uniquely
identify a specific conputer. Neither the InterNIC nor its
counterparts in Europe and Asia control the substantive content

avail able on the Internet, nor do they have the power or authority to
require content providers to alter, screen, or restrict access to
content on the Internet.
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3. Characteristics of Internet communications

There are a wide variety of methods of communications over the
Internet, including electronic mail, mail exploders such as listserv,
USENET newsgroups, Internet Relay Chat, gopher, FTP, and the Wrld
Wde Wb. Wth each of these forns of communication, the speaker has
little or no way to control or verify who receives the conmunication

As detailed below, for each of these nethods of conmunications, it is
either inpossible or very difficult for the speaker to restrict
access to his or her comunications "by requiring use of a verified
credit card, debit account, adult access code, or adult persona
identification nunber." Sinmlarly, for each of these nethods of
communi cation, there are no feasible actions that | know of that the
speaker can take that would be reasonably effective to "restrict or
prevent access by nminors" to the speaker’s communi cati ons.

Wth each of these nethods of comunications, it is either

technol ogically inpossible or practically infeasible for the speaker
to ensure that the speech is not "available" to a mnor. For nost of
these nethods--nail exploders such as listserv, USENET newsgroups,
Internet Relay Chat, gopher, FTP, and the Wrld Wde Wb--there are
technol ogi cal obstacles to a speaker know ng about or preventing
access by mnors to a comuni cation. Yet even for the basic point-

t o- poi nt conmmuni cation of electronic mail, there are practical and

i nformati onal obstacles to a speaker ensuring that mnors do not have
access to a conmmuni cation that might be considered "indecent" or
"patently of fensive" in some comunities.

3.1 Point-to-Point Conmmunications
3.1.1 Electronic Mil.

O all of the primary nethods of conmunication on the Internet, there
is the highest |ikelihood that the sender of electronic mail will
personal |y know the intended recipient (and know t he intended
recipient’s true e-nmail address), and thus the sender (i.e., the
speaker or content provider) nmay be able to transmt potentially
"indecent" or "patently offensive" content with relatively little
concern that the speech might be "available" to m nors.

There is significantly greater risk for the e-nmail speaker who does
not know the intended recipient. As a hypothetical exanple, if an
Al DS information organi zation receives froman unknown individual a
request for information via electronic mail, the organization has no
practical or effective way to verify the identity or age of the e-
mai | requester.
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An el ectronic nail address provides no authoritative infornation
about the addressee. Addresses are often chosen by the addressees
t hensel ves, and nmay or may not be based on the addressees’ rea
nanes. For mllions of people with e-mail addresses, no additiona
information is available over the Internet. Were information is
avail able (via, for exanple, inquiry tools such as "finger"), it is
usual |y provided by the addressee, and thus nay not be accurate
(especially in a case of a nminor seeking to obtain information the
governnent has restricted to adults).

There exi sts no universal or even extensive "white pages"” listing of
e-mai | addresses and correspondi ng nanes or tel ephone nunbers. @G ven
the rapidly expandi ng and gl obal nature of the Internet, any attenpt
as such a listing likely will be inconplete (and likely will not
contain information about the age of the e-nail addressee). Nor is
there any systematic, practical, and efficient method to obtain the
identity of an e-mail address holder fromthe organi zation or
institution operating the addressee’s conputer system

Moreover, it is relatively sinple for sonmeone to create an e-nail
"alias" to send and receive mail under a different nane. Thus, a
given e-mail address may not even be the true e-mail address of the
recipient. On sonme systens, for exanple, an individual seeking to
protect his or her anonynity could easily create a tenporary e-nmi
address for the sole purpose of requesting information froman Al DS

i nformati on resource. In addition, there exist "anonynous renailers"
whi ch replace the original e-mail address on nmessages with a randomy
chosen new one. The remmiler keeps a record of the relationship
between the original and the replacenent nane so that return mai

will get forwarded to the right person. These remailers are used
frequently for discussion or support groups on sensitive or
controversial topics such as Al DS

Thus, there is no reasonably effective nethod by which one can obtain
informati on fromexisting online information sources about an e-nmai
address sufficient to ensure that a given address is used by an adult
and not a minor.

Absent the ability to conply with the Conmuni cati ons Decency Act
based on information from existing online information sources, an e-
mai | speaker’s only recourse is to interrogate the intended e-nai
recipient in an attenpt to verify that the intended recipient is an
adult. Such verification inherently and unavoi dably inposes the
burden of an entirely separate exchange of communications prior to
sending the e-mail itself, and is likely to be unreliable if the
reci pient intends to deceive the speaker.
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This separate prelininary comunication is required because with
electronic mail, there is a conplete electronic and tenporal

"di sconnect" between the sender and recipient. Electronic mail can
be routed through nunerous computers between the sender and the

reci pient, and the recipient may not "log in" to retrieve mail unti
days or even weeks after the sender sent the mail. Thus, at no point
intim is there any direct or even indirect electronic |inkage

bet ween sender and recipient that would all ow the sender to
interrogate the recipient prior to sending an e-mail. Thus,

unavoi dably, the Communi cations Decency Act requires that the sender
i ncur the adm nistrative (and in sone cases financial) cost of an
entirely separate exchange of comuni cati ons between sender and

reci pient prior to the sender having sufficient information to ensure
that the recipient is an adult. Even if the sender were to
establish that an e-mail addressee is not a minor, the sender could
not be sure that the addressee was not sharing their conputer account
wi th sonmeone else, as is frequently done, who is a mnor

If an e-nail is part of a comercial transaction of sufficient value
to justify the time and expense of obtaining paynent via credit card
fromthe e-nail addressee, an e-nail sender may be able to utilize
the credit card or debit account options set out in the

Communi cati ons Decency Act. At this tinme, however, one cannot verify
a credit or debit transaction over the Internet, and thus an e-nail
speaker woul d have to incur the expense of verifying the transaction
via tel ephone or separate conputer connection to the correct banking
entity. Because of current concerns about data security on the
Internet, such an e-mail credit card transaction would likely also
require that the intended e-mail recipient transmt the credit card
information to the e-mail sender via tel ephone or the postal service.

Similarly, utilizing the "adult access code" or "adult persona
identification nunber" options set out in the statute would at this
time require the creation and mai ntenance of a database of adult
codes. Wiile such a database would not be an insurnountable
technol ogi cal problem it would require a significant anpbunt of hunan
clerical time to create and maintain the information. As with the
credit or debit transactions, an adult code database woul d al so
likely require that information be transnmitted by tel ephone or posta
mai | .

Mor eover, such an adult access code would likely be very ineffective
at screening access by mnors. For the adult access code concept to
work at all, any such code would have to be transnmitted over the
Internet, and thus would be vulnerable to interception and

di sclosure. Any sort of "information based" code--that is, a code
that consists of letters and nunbers transmitted in a nmessage--could
be duplicated and circulated to other users on the Internet. It is
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highly likely that valid adult access codes woul d thensel ves becone
widely distributed on the Internet, allow ng industrious mnors to
obtain a valid code and thus obtain access the material sought to be
pr ot ect ed.

A somewhat nore effective alternative to this type of "information
based" access code would be to Iink such a code to the unique 32-bit
nuneric "I P" addresses of networks and conputers on the Internet.
Under this approach, "adult" information would only be transnmitted to
the particular computer with the "approved" |IP address. For tens of
mllions of Internet users, however, |P addresses for a given access
session are dynamically assigned at the tinme of the access, and those
users will alnost certainly utilize different |P addresses in
succeedi ng sessions. For exanple, users of the major online services
such as Anerica Online (AOL) are only allocated a tenporary IP
address at the tine they link to the service, and the ACL user will
not retain that 1P address in |later sessions. Also, as discussed
above, the use of "firewalls" can dynanmically alter the apparent |IP
address of conputers accessing the Internet. Thus, any sort of IP
addr ess-based screening system woul d exclude tens of mllions of
potential recipients, and thus would not be a viable screening
option.

At bottom short of incurring the tine and expense of obtaining and
charging the e-mail recipient’s credit card, there are no reasonably
ef fective nmethods by which an e-nmail sender can verify the identity
or age of an intended e-mmil recipient even in a one-to-one

communi cation to a degree of confidence sufficient to ensure
compliance with the Conmuni cati ons Decency Act (and avoid the Act’'s
crimnal sanction).

3.2 Point-to-Miltipoint Conmunications

The difficulties described above for point-to-point communications
are magni fied many tinmes over for point-to-nultipoint conmunications.
In addition, for alnost all major types of point-to-nultipoint
communi cations on the Internet, there is a technol ogi cal obstacle
that makes it inpossible or virtually inpossible for the speaker to
control who receives his or her speech. For these types of
communi cati ons over the Internet, reasonably effective conpliance

wi th the Conmmuni cati ons Decency Act is inpossible.

3.2.1 Mail Expl oders
Essentially an extension of electronic mail allow ng sonmeone to
communi cate with nmany people by sending a single e-mail, "mail

expl oders"” are an inportant nmeans by which the Internet user can
exchange ideas and information on particular topics with others
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interested in the topic. "Ml exploders" is a generic termcovering
prograns such as "listserv" and "Mjordono." These prograns typically
receive electronic mail nessages fromindividual users, and
automatically retransmt the nmessage to all other users who have
asked to receive postings on the particular list. In addition to
|istserv and Maj ordono, nmany e-nail retrieval prograns contain the
option to receive nessages and automatically forward the nmessages to
other recipients on a local mailing list.

Mai | expl oder prograns are relatively sinple to establish. The

| eadi ng prograns such as listserv and Maj ordono are avail able for
free, and once set up can generally run unattended. There is no
practical way to neasure how many nmailing |lists have been established
wor | dwi de, but there are certainly tens of thousands of such nailing
lists on a wide range of topics.

Wth the | eading mail expl oder prograns, users typically can add or
renove their nanes fromthe nmailing list automatically, with no

di rect human involvenent. To subscribe to a mailing list, a user
transmits an e-nmail to the automated |list program For exanple, to
subscribe to the "Cyber-Rights” mailing list (relating to censorship
and other legal issues on the Internet) one sends e-nail addressed to
"listserv@psr.org" and includes as the first Iine of the body of the
message the words "subscri be cyber-rights nane" (inserting a person’s
nane in the appropriate place). In this exanple, the listserv
program operated on the cpsr.org conputer would automatically add the
new subscriber’s e-mail address to the mailing list. The name
inserted is under the control of the person subscribing, and thus may
not be the actual nane of the subscriber

A speaker can post to a nmailing list by transnitting an e-nail
nmessage to a particular address for the mailing list. For exanple,
to post a nessage to the "Cyber-Rights" nmailing Iist, one sends the
message in an e-mail addressed to "cyber-rights@psr.org". Sone
mailing lists are "noderated,” and nessages are forwarded to a human
noderator who, in turn, forwards nessages that noderator approves of
to the whole list. Many mailing |ists, however, are unnoderated and
postings directed to the appropriate nmail exploder prograns are
automatically distributed to all users on the nmailing list. Because
of the tine required to review proposed postings and the | arge nunber
of people posting nmessages, nost mailing lists are not noderated.
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An individual speaker posting to a nmail exploder mailing |list cannot
control who has subscribed to the particular list. |In nmany cases,
the poster cannot even find out the e-mail address of who has
subscribed to the list. A speaker posting a nessage to a list thus
has no way to screen or control who receives the nessage. Even if
the mailing list is "noderated,” an individual posting to the Iist
still cannot control who receives the posting.

Moreover, the difficulty in knowing (and the inpossibility of
controlling) who will receive a posting to a mailing list is
compounded by the fact that it is possible that mail exploder lists
can t hensel ves be entered as a subscriber to a mailing list. Thus,
one of the "subscribers" to a nmailing list nmay in fact be another

mai | expl oder programthat re-expl odes any nmessages transnitted using
the first mailing list. Thus, a nessage sent to the first mailing
list may end up being distributed to many entirely separate mailing
lists as well.

Based on the current operations and standards of the Internet, it
woul d be inpossible for soneone posting to a listserv to screen

reci pients to ensure the recipients were over 17 years of age. Short
of not speaking at all, | know of no actions available to a speaker
today that would be reasonably effective at preventing mnors from
havi ng access to nessages posted to nail expl oder prograns.

Requiring such screening for any nessages that nmight be "indecent" or
"patently offensive" to a minor would have the effect of banning such
nmessages fromthis type of nmailing list program

Even if one could obtain a listing of the e-mail addresses that have
subscribed to a mailing list, one would then be faced with the sanme
obst acl es descri bed above that face a point-to-point e-nail sender
Instead of obtaining a credit card or adult access code froma single
i ntended recipient, however, a posted to a mailing list may have to
obt ain such codes froma thousand potential recipients, including new
mai ling |ist subscribers who may have only subscribed nonents before
the poster wants to post a nessage. As noted above, conplying with

t he Conmuni cati ons Decency Act for a single e-nmail would be very
difficult. Conplying with the Act for a single mailing list posting
with any reasonable | evel of effectiveness is inpossible.

3.2.2 USENET Newsgroups.

One of the nost popular forns of communication on the Internet is the
USENET newsgroup. USENET newsgroups are simlar in objective to nail
exploder mailing lists--to be able to comruni cate easily with others
who share an interest in a particular topic--but nessages are
conveyed across the Internet in a very different manner
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USENET newsgroups are distributed nessage databases that allow

di scussi ons and exchanges on particul ar topics. USENET newsgr oups
are di ssem nated using ad hoc, peer-to-peer connections between

200, 000 or nmore computers (called USENET "servers") around the world.
There are newsgroups on nore than twenty thousand different subjects.
Col l ectively, alnost 100,000 new nessages (or "articles") are posted
to newsgroups each day. Some newsgroups are "noderated" but nost
are open access.

For unnoder at ed newsgroups, when an individual user with access to a
USENET server posts a message to a newsgroup, the nessage is
autonmatically forwarded to adjacent USENET servers that furnish
access to the newsgroup, and it is then propagated to the servers
adj acent to those servers, etc. The nessages are tenporarily stored
on each receiving server, where they are available for review and
response by individual users. The nessages are automatically and
periodically purged fromeach systemafter a configurabl e anount of
tinme to make room for new nessages. Responses to nessages--like the
original nessages--are automatically distributed to all other
conputers receiving the newsgroup. The dissem nation of nessages to
USENET servers around the world is an autonated process that does not
require direct human intervention or review

An i ndividual who posts a nessage to a newsgroup has no ability to
nmoni tor or control who reads the posted nessage. Wen an individua
posts a nmessage, she transmits it to a particular newsgroup | ocated
on her local USENET server. The local service then automatically
routes the nmessage to other servers (or in sonme cases to a
nmoderator), which in turn allow the users of those servers to read
the message. The poster has no control over the handling of her
message by the USENET servers worl dwi de that receive newsgroups
Each individual server is configured by its |ocal manager to

det ermi ne whi ch newsgroups it will accept. There is no mechanismto
permt distribution based on characteristics of the individua
messages within a newsgroup.

The inpossibility of the speaker controlling the nmessage distribution
is made even nore clear by the fact that new conputers and conputer
networks can join the USENET news distribution systemat any tine.

To obtain newsgroups, the operator of a new conmputer or conputer
networ k need only reach agreement with a nei ghboring conmputer that

al ready receives the newsgroups. Speakers around the world do not

| earn that the new conputer had joined the distribution system

Thus, just as a speaker cannot know or control who receives a
nmessage, the speaker does not even know how many or which conputers
m ght receive a given newsgroup.
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For noderated newsgroups, all nessages to the newsgroup are forwarded
to an individual who can screen themfor relevance to the topics
under discussion. The screening process, however, does not increase
the ability of the original speaker to control who receives a given
message. A newsgroup noderator has as little control as the origina
speaker over who receives a nessage posted to the newsgroup

Based on the current operations and standards of the Internet, it
woul d be inpossible for soneone posting to a USENET newsgroup to
screen recipients to ensure that the recipients were over 17 years of
age. Short of not speaking at all, | know of no actions available to
a speaker today that woul d be reasonably effective at preventing

m nors from having access to USENET newsgroup nessages. Requiring
such screening for any nmessages that mght be "indecent" or "patently
of fensive" to a minor would have the effect of banning such nessages
from USENET newsgr oups.

A speaker al so has no neans by which he or she could require
listeners to provide a credit card, debit account, adult access code,
or adult personal identification nunber. Each individual USENET
server controls access to the newsgroups on that server, and a
speaker has no ability to force a server operator to take any
particul ar action. The nessage is out of the speaker’s hands from
the nonent the nessage i s posted.

Moreover, even if one hypothesized a system under which a newsgroup
server would withhold access to a nessage until the speaker received
a credit card, debit account, adult access code, or adult persona
identification nunber fromthe listener, there would be no feasible
way for the speaker to receive such a nunber. Because a |istener may
retrieve a nessage froma newsgroup days after the speaker posted the
message, such a hypothetical systemwould require the speaker either
to remain at his or her conputer 24 hours a day for as many as ten
days after posting the message, or to finance, develop, and maintain
an automated systemto receive and validate access nunbers. Al of
this effort would be required for the speaker to post even a single
potentially "patently offensive" nessage to a single newsgroup

Moreover, even if such a hypothetical systemdid exist and a speaker
were willing to remain avail able 24 hours a day (or operate a costly
aut omated system) in order to receive access nunbers, not all
conputers that recei ve USENET newsgroups coul d reasonably transmit
such access nunbers. Sonme conputers that receive newsgroups do so
only by a once-a-day tel ephone connection to another newsgroup
server. Sone of these conputers do not have any other type of

I nternet connection, and i ndeed sone conputers that receive USENET
newsgroups do not even utilize the TCP/IP conmuni cations protoco
that is required for direct or real time conmunications on the
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Internet. These conputers would have no nmeans by which a prospective
listener’s access code could be conmmuni cated back to a speaker

It is my opinion that if this hypothetical access system ever were
created, it would be so burdensone as to effectively ban from USENET
newsgroups nessages that might be "indecent" or "patently offensive."
Mor eover, the conmunications standards and protocols that would all ow
such a hypot heti cal access system have not as of today been

devel oped, and no Internet standards setting body of which |I am aware
is currently devel opi ng such standards and protocols. Specifically,
such a hypot hetical access systemis not part of the "next

generation" Internet Protocol that | hel ped to devel op

3.2.3 Internet Relay Chat.

Anot her nethod of communication on the Internet is called "Internet
Relay Chat" (or IRC). IRC allows for real time conmunication between
two or nore Internet users. |IRCis analogous to a tel ephone party
line, using a conputer and keyboard rather than a tel ephone. Wth

| RC, however, at anyone tine there are thousands of different party
lines available, in which collectively tens of thousands of users are
engagi ng in di scussi ons, debates, and conversations on a huge range
of subjects. Mreover, an individual can create a new party line to
discuss a different topic at any tine. Wile nmany di scussions on |RC
are little nore than social conversations between the participants,
there are often conversations on inportant issues and topics.

Al t hough | have not personally operated an | RC server in ny career, |
am famliar enough with the operations of IRC servers to be able to
identify the obstacles that a speaker would encounter attenpting to
identify other participants and to verify that those participants
were not mnors.

There exists a network of dozens of IRC servers across the world. To
speak through I RC, a speaker connects to one of these servers and
selects the topic the speaker wishes to "join." Wthin a particul ar
topic (once a speaker joins a topic), all speakers on that topic can
see and read everything that everyone else transnmts. As a practica
matter, there is no way for each person who joins a discussion to
interrogate all other participants (sonetinmes dozens of participants)
as to their identity and age. Because people join or drop out of

di scussions on a rolling basis, the discussion |line would be
overwhel ned with nessages attenpting to verify the identity of the
partici pants.

Al'so as a practical matter, there is no way that an individua

speaker or an individual | RC server operator could enforce an "adults
only" rule for a selection of the discussion topics. Dozens of IRC
servers are interconnected globally so that people across the world
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can talk to each other. Thus, a speaker connected to an | RC server
inthe United States can speak directly to a listener in Asia or
Europe. There is no practical way that a speaker in the United
States can be reasonably certain that a given I RC discussion is in
fact "adults only."

Nor can a speaker, prior to or at the time of joining an IRC

di scussion, ascertain with any confidence the identity of the other
participants in the discussion. |Individual participants in an IRC
conversation are able to participate anonymously by using a
pseudonym A new speaking joining the conversation can see a |ist of
pseudonyns of other participants, but has no possibly way of
deternmining the real identify (or even the real e-nmil address) of

t he i ndividual s behind each pseudonym

Based on the current operations and standards of the Internet, it
woul d be inpossible for soneone participating in a | RC discussion to
screen recipients with a level of certainty needed to ensure the

reci pients were over 17 years of age. Short of not speaking at all

I know of no actions available to a speaker today that would be
reasonably effective at preventing mnors from having access to
speech in an | RC di scussion. Requiring such screening of recipients
by the speakers for any | RC discussions that m ght be "indecent" or
"patently offensive" to a mnor would have the effect of banning such
di scussi ons.

4.0 Information Retrival Systens

Wth FTP (or File Transfer Protocol), gopher, and the Wrld Wde Wb,
the Internet is a vast resource for information made available to
users around the world. Al three nmethods (FTP, gopher, and the Wb)
are specifically geared toward all owi ng thousands or mllions of
users worl dwi de to access content on the Internet, and none are
specifically designed to limt access based on criteria such as the
age of the Internet user. Currently nmuch of this information is
offered for free access.

4.1 Anonynous FTP

"Anonynous FTP" is a basic nethod by which a content provider can
make content available to users on the Internet. FTP is a protoco
that allows the efficient and error free transfer of files from one
conputer to another. To nake content available via FTP, a content
provi der establishes an "Anonynmous FTP server" capabl e of receiving
FTP requests fromrenote users. Thi s approach is called "anonynous"
because when a renpte user connects to an FTP server, the renbpte user
enters the word "anonynous” in response to the server’s request for a
user nane. By convention, the renote user is requested to enter his
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or her e-nail address when pronpted for a "password." The user is
then given access to a restricted portion of the server disk and to
the files in that area. Even though the user may have entered their
e-mai |l address in response to the password pronpt, there is no
effective validation or screening is possible using the FTP server
software that is currently available. Using currently available FTP
software, a content provider has no way to screen access by
"anonynous" users that may be nminors. Even if a content provider
could determne the age of a particular renote user, the currently
avai l abl e FTP software cannot be set to linmt the user’s access to
non-"adult" file areas.

FTP server software can all ow non-"anonynous" users to access the FTP
server, and in that node can require the users to have individua
passwords that are verified against a pre-existing list of passwords.
There are two maj or probl ems, however, that prevent this type of
non-"anonynous" FTP access from being used to allow broad access to

i nformati on over the Internet (as anonynous FTP can allow). First,
with current server software each non-"anonynous" FTP user nust be

gi ven an account on the server conputer, creating a significant

admi ni strative burden and resource drain. |If nore than a linmted
nunber of users want access to the FTP system the requirenent of
separate accounts would qui ckly overwhel mthe capacity of the server
to manage the accounts--the FTP server software was not designed to
manage thousands or mllions of different user/password conbi nations.
Second, under existing FTP server software, each of these naned users
woul d have conpl ete access to the server file system not a
restricted area |ike the anonymous FTP function supports. This would
create a significant security problem For these two reasons, as a
practical nmatter FTP cannot be used to give broad access to content
except via the anonynous FTP option (which, as noted above, does not
all ow for screening or blocking of mnors).

As discussed below with regard to the Wrld Wde Wb, even if soneone
re-designed the currently avail able FTP server software to allow the
screening of minors, the adm nistrative burden of such screening
woul d in nmany cases overwhel mthe resources of the content provider.
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Based on the current operations and standards of the Internet, it is
not possible or practically feasible for sonmeone operating an
anonynmous FTP file server to screen recipients with a | evel of
certainty needed to ensure the recipients were over 17 years of age.
Short of not operating an anonynmous FTP server at all, | know of no
actions available to a content provider today that would be
reasonably effective at preventing mnors fromhaving access to
"adult" files on the FTP server. Requiring such screening by
anonynmous FTP server operators to prevent minors from accessing FTP
files that m ght be "indecent" or "patently offensive" to a m nor
woul d have the effect of banning such anonynous FTP access.

4.2 Copher.

The gopher programis similar to FTP in that it allows for basic
transfer of files fromone conputer to another, but it is also a
precursor to the Wrld Wde Wb in that it allows a user to

seam essly junp fromone gopher file server to another in order to

| ocate the desired information. The devel opnent of gopher and the

i nki ng of gopher servers around the worlds dramatically inproved the
ability of Internet users to |locate informati on across the Internet.

Al t hough in many ways an i nprovenent over FTP, gopher is sinpler than
FTP in that users need not enter any usernane or password to gain
access to files stored on the gopher server. Under currently
avai | abl e gopher server software, a content provider has no built-in
ability to screen users. Thus a content provider could not prevent
mnors fromretrieving "adult" files.

As discussed below with regard to the Wrld Wde Wb, even if the
gopher server software allowed the screening of mnors, the

admi ni strative burden of such screening would in many cases overwhel m
the resources of the content provider

Based on the current operations and standards of the Internet, it is
not possible for soneone operating a gopher file server to screen
recipients with a level of certainty needed to ensure the recipients
were over 17 years of age. Short of not operating a gopher server at
all, I know of no actions available to a content provider today that
woul d be reasonably effective at preventing m nors from havi ng access
to "adult" files on a gopher server. Requiring such screening of
users by gopher server operators to prevent mnors from accessing
files that m ght be "indecent" or "patently offensive" to a m nor
woul d have the effect of banning gopher servers wherever there is any
such materi al
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4.3 World Wde Vb (VWY .

Fast beconing the nost well known nethod of conmmunicating on the
Internet, the "Wrld Wde Web" offers users the easy ability to

| ocate and view a vast array of content on the Internet. The Wb
uses a "hypertext" formatting | anguage call ed hypertext markup

| anguage (HTM.), and Web "browsers" can di splay HTM. docunents

contai ning text, inmages, and sound. Any HTM. docunent can include
links to other types of information or resources anywhere in the
worl d, so that while viewing an HTML docunent that, for exanple,
descri bes resources available on the Internet, an individual can
"click" using a conputer nouse on the description of the resource and
be i medi ately connected to the resource itself. Such "hyperlinks"
allow information to be accessed and organi zed in very flexible ways,
and allow individuals to |locate and efficiently view rel ated
information even if the information is stored on nunerous conputers
all around the world.

Unli ke with USENET newsgroups, nail exploders, FTP, and gopher, an
operator of a Wrld Wde Wb server does have sone ability to
interrogate a user of a Wb site on the server, and thus has sone
ability to screen out users. An HTM. docunent can include a fill-in-
the-blank "fornf to request information froma visitor to a Wb site,
and this information can be transnmitted back to the Wb server. The
i nfornmati on received can then be processed by a conputer program
(usually a "Common Gateway Interface," or "CA," script), and based
on the results of that conputer programthe Web server could grant or
deny access to a particular Wb page. Thus, it is possible for sone
(but not all, as discussed below) Wrld Wde Wb sites to be designed
to "screen" visitors to ensure that they are adults.

The primary barrier to such screening is the adm nistrative burden of
creating and maintai ning the screening system For an individual Wb
site to create a software system capabl e of screening thousands of
visitors a day, determning (to the extent possible) whether a
visitor is an adult or a minor, and nmintaining a database to all ow
subsequent access to the Wb site would require a significant on-
going effort. Moreover, as discussed above with regard to electronic
mail, the task of actually establishing a Web visitor's identity or
"verifying" a credit card would require a significant investnment of
adm nistrative and clerical tine. As there is no effective nethod to
establish identity over the Internet, nor is there currently a nethod
to verify credit card nunbers over the Internet (and given the
current cost of credit card verifications done by other neans), this
type of identification process is only practical for a comercia
entity that is charging for access to the Wb infornmation
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Beyond the nmajor administrative burden that would be required for a
Web site host to conply with the Conmuni cati ons Decency Act, there
are two additional problens presented by the Act. First, many Wb
publ i shers cannot utilize conputer prograns such as CA scripts to
process input froma Wb visitor. For exanmple, | have been i nforned
that the major online services such as Anerica Online and Conpuserve
do not allow their custoners to run CA scripts or other processes
that could be a significant drain on the online services’ conputers
as well as a potential security risk. Thus, for this category of Wb
publ i sher, the Comruni cati ons Decency Act works as a ban on any

arguably "indecent" or "patently offensive" speech. It is inpossible
for this category of Wb publisher to control access to their Wb
si tes.

Moreover, even for Wb publishers who can use CA scripts to screen
access, the existence of Wb page caching on the Internet can nmake
such screening ineffective. "Caching" refers to a nethod to speed up
access to Internet resources. Caching is often used at one or both
ends of, for exanple, a transatlantic or transpacific cable that
carries Internet comuni cations. An exanple of caching m ght occur
when a Internet user in Europe requests access to a Wrld Wde Wb
page located in the United States. The request travels by
transatlantic cable to the United States, and the Wb page is
transmitted back across the ocean to Europe (and ultinmately to the
user who requested access). But, the operator of the transatlantic
cable will place the Wb page in a storage "cache" |ocated on the
Eur opean side of the cable. Then, if a second Internet user in
Europe requests the same Wb page, the operator of the transatlantic
cable will intercept the request and provide the page fromits
"cache" (thereby reducing traffic on the transatlantic cable). This
type of caching typically occurs wthout the awareness of the
requesting user. Moreover, in this scenario, the original content
provider is not even aware that the second user requested the Wb
page--and the original content provider has no opportunity to screen
the access by the second user. Nevertheless, the original content
provider risks prosecution if the content is "adult" content and the
second requester is a mnor. The use of caching web servers is
rapidly increasing within the United States (nostly to help noderate
the all too rapid growth in Internet traffic), and thus can affect
entirely donmestic conmunications. For exanple, a grow ng number of
uni versities use caching web servers to reduce the usage of the |ink
to their Internet service provider. |In light of this type of
caching, efforts to screen access to Wb pages can only at best be
partially effective
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In Iight of the existence of Wb page caching on the Internet, it
woul d be extrenely difficult if not inpossible to for sonmeone
operating a Wrld Wde Wb server to ensure that no minors received
"adult" content.

Moreover, for those Wb page publishers who | ack access to Cd
scripts, there is no possible way for themto screen recipients to
ensure that all recipients are over 17 years of age. For these
content providers, short of not supporting Wrld Wde Wb access to
their materials, | know of no actions available to themthat would be
reasonably effective at preventing minors from having access to
"adult" files on a Wrld Wde Wb server. Requiring such screening
by these Wb publishers to prevent minors fromaccessing files that

m ght be "indecent" or "patently offensive" to a ninor would have the
ef fect of banning their speech on the Wrld Wde Wb.

The Web page cachi ng descri bed above contributes to the difficulty of
determning with specificity the nunber of visitors to a particular
Wb site. Sone Wb servers can count how nmany different Wb clients,
sonme of which could be caching Wb servers, requested access to a Wb
site. Sone Wb servers can al so count how nmany "hits"--or separate
file accesses--were made on a particular Web site (a single access to
a Web page that contains a inmges or graphic icons would |likely be
regi stered as nore than one "hit"). Wth caching, the actual nunber
of users that retrieved information that originated on a particul ar
Web server is likely to be greater than the nunber of "hits" recorded
for the server.

5.0 dient-end Bl ocking

As detail ed above, for many inportant nethods of conmunication on the
Internet, the senders--the content providers--have no ability to
ensure that their nmessages are only available to adults. It is also
not possible for a Internet service provider or large institutiona
provi der of access to the Internet (such as a university) to screen
out all or even nost content that could be deened "indecent" or
"patently offensive" (to the extent those terns can be understood at
all). Alarge institution could at |east theoretically screen a
portion of the communications over the Internet, scanning for exanple
for "indecent" words, but not pictures. Such a screening program
capabl e of screening a high volune of Internet traffic at the point
of its entry into the institution would require an investnent of
conmputing resources of as nmuch as one nillion dollars per nmjor
Internet information conduit. In addition it would be quit difficult
to configure such a systemto only control the content for those
users that are under-age recipients, since in many cases the

i nformati on would be going to a server within the university where
many users, under-age and not, woul d have access to it.

Br adner I nf or mat i onal [ Page 18]



RFC 2057 Source Directed Access Control Novenber 1996

Based on ny experience and know edge of the Internet, | believe that
the nost effective way to nonitor, screen, or control the full range
of information transnmitted over the Internet to bl ock undesired
content is at the client end--that is, by using software installed in
the individual user’s conputer. Such software could block certain
forns of incom ng transm ssions by using content descriptive tags in
t he nmessages, or could use content ratings devel oped by third parties
to select what can and cannot be retrieved for display on a user’s
conput er.

6.0 Tagging Material

I aminforned that the governnent in this action may advocate the use
of special tags or flags in electronic nmail nessages, USENET
newsgroup postings, and Wrld Wde Wb HTM. docunents to indicate
"adult" material. To ny know edge, no Internet access software or
Wrld Wde Wb browsers are currently configurable to block materia
with such tags. Thus, the headers and flags the governnent may
advocate is currently an ineffective nmeans to ensure the bl ocking of
access by minors to "adult" material. Even in a predictable future
where there are defined standards for such tags and there are
readably avail abl e browsers that are configurable to nmake use of
those tags, a content provider--e.g., a listserv or Newsgroup poster
or a Wb page author--will have little power to ensure that the
client software used to receive the postings was in all cases
properly configured to recogni ze these tags and to bl ock access to
the posting when required. Thus | feel that the tagging that may be
proposed by the government would in fact not be "effective" in
ensuring that the poster’s speech would not be "available to a person
under 18 years of age," as the Communi cations Decency Act requires.
Al though | strongly support both voluntary self-rating and third-
party rating (as described in the preceding paragraph), | do not fee
that the use of tags of this type would satisfy the speaker’s
obligation to take effective actions to ensure that "patently

of fensive" material would not be "available" to mnors. Furthernore,
since it is inpossible to enbed such flags or headers in many of the
docunents currently nade avail abl e by anonynous FTP, gopher and the
Wrld Wde Wb without rendering the files usel ess (executable
progranms for exanple), any government proposal to require the use of
tags to indicate "adult" material would not allow the continued use
of those nethods of conmmunication for speech that m ght be deened
"indecent" or "patently offensive."

Wth the exception of electronic nmail and e-mail exploders all of the
nmet hods of Internet communications di scussed above require an
affirmati ve action by the listener before the comruni cation takes
place. A listener nust take specific action to receive
conmuni cati ons from USENET newsgroups, |Internet Relay Chat, gopher
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FTP, and the World Wde Web. |n general this is also true for e-nail
expl oders except in the case where a third party subscribes the user
to the exploder list. These comunications over the Internet do not
"invade" a person’s hone or appear on a person’s conputer screen

unbi dden. Instead, a person nust al nost al ways take specific
affirmative steps to receive infornmation over the Internet.
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8.0 Security Considerations

To be actually able to do the type of content access control that the
CDA envisions would require a secure Internet infrastructure al ong
with secure ways to determne the mnor status of potenti al

reci epiants around the world. Devel oping such a systemis outside of
the scope of this docunent.
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