Net wor k Wor ki ng Group J. Franks

Request for Comments: 2069 Nort hwestern University
Cat egory: Standards Track P. Hal | am Baker
CERN

J. Hostetler

Spygl ass, |nc.

P. Leach

M crosoft Corporation

A. Luotonen

Net scape Conmuni cati ons Corporation

E. Sink
Spygl ass, |nc.
L. Stewart

Open Market, |nc.
January 1997

An Extension to HTTP : Digest Access Authentication
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

The protocol referred to as "HTTP/ 1. 0" includes the specification for
a Basic Access Authentication schene. This schenme is not considered
to be a secure nethod of user authentication, as the user name and
password are passed over the network as clear text. A specification
for a different authentication schene is needed to address this
severe limtation. This docunment provides specification for such a
schene, referred to as "Di gest Access Authentication". Like Basic,

Di gest access authentication verifies that both parties to a

communi cati on know a shared secret (a password); unlike Basic, this
verification can be done w thout sending the password in the clear
which is Basic's biggest weakness. As with nost other authentication
protocols, the greatest sources of risks are usually found not in the
core protocol itself but in policies and procedures surrounding its
use.
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I nt roducti on
1.1 Purpose

The protocol referred to as "HTTP/ 1. 0" includes specification for a
Basi ¢ Access Authentication schene[1l]. This schenme is not considered
to be a secure nethod of user authentication, as the user name and
password are passed over the network in an unencrypted form A
specification for a new authentication schene is needed for future
versions of the HITP protocol. This docunent provides specification
for such a schene, referred to as "Digest Access Authentication"

The Digest Access Authentication schene is not intended to be a

compl ete answer to the need for security in the Wrld Wde Wb. This
schene provides no encryption of object content. The intent is sinply
to create a weak access authentication nmethod which avoi ds the nost
serious flaws of Basic authentication

It is proposed that this access authentication schene be included in
the proposed HTTP/ 1.1 specification
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1.2 Overall Operation

Li ke Basic Access Authentication, the Digest schene is based on a

si mpl e chal | enge-response paradigm The Di gest scheme chal | enges
using a nonce value. A valid response contains a checksum (by
default the MD5 checksum) of the usernane, the password, the given
nonce val ue, the HTTP nethod, and the requested URI. In this way,
the password is never sent in the clear. Just as with the Basic
schene, the username and password rust be prearranged in sone fashion
which is not addressed by this docunent.

1.3 Representation of digest val ues

An optional header allows the server to specify the algorithmused to
create the checksumor digest. By default the MD5 algorithmis used
and that is the only algorithmdescribed in this docunent.

For the purposes of this docunent, an MD5 digest of 128 bits is
represented as 32 ASCI| printable characters. The bits in the 128
bit digest are converted fromnost significant to |l east significant
bit, four bits at a time to their ASCI| presentation as follows.
Each four bits is represented by its fam liar hexadeci mal notation
fromthe characters 0123456789abcdef. That is, binary 0000 gets
represented by the character "0, 0001, by '1', and so on up to the
representation of 1111 as 'f’.

1.4 Limtations

The di gest authentication scheme described in this docunent suffers
frommany known limtations. It is intended as a replacenent for
basi ¢ authentication and nothing nore. |t is a password-based system
and (on the server side) suffers fromall the same problenms of any
password system In particular, no provision is nade in this

protocol for the initial secure arrangenent between user and server
to establish the user’s password.

Users and i npl ementors should be aware that this protocol is not as
secure as kerberos, and not as secure as any client-side private-key
schene. Nevertheless it is better than nothing, better than what is
commonly used with telnet and ftp, and better than Basic
aut henti cati on.

2. Digest Access Authentication Scheme

2.1 Specification of Digest Headers

The Digest Access Authentication schene is conceptually simlar to
the Basic schene. The formats of the nodified WWV Aut henticate
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header |ine and the Authorization header |ine are specified bel ow,
usi ng the extended BNF defined in the HTTP/ 1.1 specification, section
2.1. In addition, a new header, Authentication-info, is specified.

2.1.1 The WAM Aut henti cate Response Header

If a server receives a request for an access-protected object, and an
accept abl e Authorization header is not sent, the server responds wth
a "401 Unaut hori zed" status code, and a WAV Aut henti cat e header,
which is defined as foll ows:

WAV Aut henti cat e = "WNWV Aut henticate" ":" "Digest"
di gest - chal | enge

di gest - chal | enge = 1#( realm| [ domain ] | nonce
[ digest-opaque | |[ stale ] | [ algorithm] )

realm = "realnt "=" real mval ue

real mval ue = quoted-string

donai n = "domai n" "=" <"> 1#URl <">

nonce = "nonce" "=" nonce-val ue

nonce-val ue = quoted-string

opaque = "opaque" "=" quoted-string

stal e = "stale" "=" ( "true" | "false" )

al gorithm = "algorithm "=" ( "MD5" | token )
The meani ngs of the values of the paraneters used above are as
fol | ows:

realm

A string to be displayed to users so they know whi ch usernane and
password to use. This string should contain at |east the nanme of
the host performng the authentication and might additionally

i ndicate the collection of users who m ght have access. An exanple
m ght be "registered_users@otham news.conf. The realmis a
"quoted-string" as specified in section 2.2 of the HITP/ 1.1
specification [2].

domai n

A comma-separated list of URIs, as specified for HITP/1.0. The
intent is that the client could use this information to know t he
set of URI's for which the sanme authentication information should be
sent. The URIs in this list may exist on different servers. |If
this keyword is omtted or enpty, the client should assune that the
domai n consists of all URI's on the respondi ng server
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nonce
A server-specified data string which may be uni quely generated each
time a 401 response is made. It is recommended that this string be

base64 or hexadeci mal data. Specifically, since the string is
passed in the header lines as a quoted string, the doubl e-quote
character is not allowed.

The contents of the nonce are inplenmentation dependent. The
quality of the inplenentation depends on a good choice. A
recommended nonce woul d i ncl ude

Hiclient-1P ":" tine-stanp ":" private-key )

Wiere client-IP is the dotted quad | P address of the client making
the request, tinme-stanp is a server-generated tine value, private-
key is data known only to the server. Wth a nonce of this forma
server would normally recal cul ate the nonce after receiving the
client authentication header and reject the request if it did not
mat ch the nonce fromthat header. In this way the server can linit
the reuse of a nonce to the |P address to which it was issued and
limt the tine of the nonce’'s validity. Further discussion of the
rational e for nonce construction is in section 3.2 bel ow

An i npl enentation m ght choose not to accept a previously used
nonce or a previously used digest to protect against a replay
attack. O, an inplenentation nmight choose to use one-tinme nonces
or digests for POST or PUT requests and a tinme-stanp for CGET
requests. For nore details on the issues involved see section 3.
of this docunent.

The nonce is opaque to the client.

opaque
A string of data, specified by the server, which should be
returned by the client unchanged. It is recommended that this

string be base64 or hexadecimal data. This fieldis a
"quoted-string" as specified in section 2.2 of the HITP/ 1.1
specification [2].

stal e
A flag, indicating that the previous request fromthe client was
rej ected because the nonce value was stale. |If stale is TRUE (in

upper or |lower case), the client nmay wish to sinply retry the
request with a new encrypted response, wthout repronpting the
user for a new username and password. The server should only set
stale to true if it receives a request for which the nonce is
invalid but with a valid digest for that nonce (indicating that
the client knows the correct usernane/password).
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al gorithm

A string indicating a pair of algorithms us
di gest and a checksum |If this not present
"MD5". In this docunent the string obtained
digest algorithmto the data "data" with se
denoted by KD(secret, data), and the string

the checksumalgorithmto the data "data" will

H(dat a) .

For the "MD5" al gorithm

H(data) = MD5(data)
and

KD(secret, data) = H(concat(secret, ":",
i.e., the digest is the MD5 of the secret c

concatenated with the data.

2.1.2 The Authorization Request Header

on January 1997

ed to produce the
it is assuned to be
by appl ying the

cret "secret” will be
obt ai ned by appl yi ng

be denot ed

data))

oncatenated with a col on

The client is expected to retry the request, passing an Authorization
header line, which is defined as foll ows.
Aut hori zati on = "Aut horization" ":" "Di gest" digest-response
di gest -response = 1#( usernane | realm| nonce | digest-uri
response | [ digest ] | [ algorithm] |
opaque )
user nane = "usernanme" "=" username-val ue
user name- val ue = quoted-string
di gest - uri = "uri" "=" digest-uri-value
di gest -uri -val ue = request-uri ; As specified by HITP/ 1.1
response = "response" "=" response-di gest
di gest = "digest" "=" entity-digest

<|| > * LHEX <|| >
<"> *LHEX <">

response-di gest
entity-digest

LHEX ="o" | "1" | "2" | "3" | "4
"8" | "9" | "a" | "b" | "c
The definitions of response-digest and entity

the encoding for their val ues.
val ue i s conput ed:

The foll owi ng
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response- di gest =

<"> < KD ( H(Al), unquoted nonce-value ":" HA2) > <">
Al = unquot ed usernane-value ":" unquoted real mval ue
":" password
password = < user’s password >
A2 = Method ":" digest-uri-value

The "usernane-value" field is a "quoted-string" as specified in
section 2.2 of the HITP/1.1 specification [2]. However, the
surroundi ng quotation marks are renoved in formng the string Al.
Thus if the Authorization header includes the fields

user nane="Muf asa", real m="myhost @estreal m cont

and the user Mufasa has password "CircleOLife" then H(Al) woul d be
H( Muf asa: myhost @estrealmcom CircleOLife) with no quotation marks
in the digested string.

No white space is allowed in any of the strings to which the digest
function H() is applied unless that white space exists in the quoted
strings or entity body whose contents nmake up the string to be

di gested. For exanple, the string AL in the illustrated above nust
be Mufasa: nyhost @estrealmcom CircleOLife with no white space on
either side of the colons. Likew se, the other strings digested by
H() must not have white space on either side of the colons which
delinmt their fields unless that white space was in the quoted
strings or entity body being digested.

"Met hod" is the HTTP request nethod as specified in section 5.1 of
[2]. The "request-uri" value is the Request-URI fromthe request
line as specified in section 5.1 of [2]. This may be "*", an
"absol ut eURL" or an "abs_path" as specified in section 5.1.2 of [2],
but it MJUST agree with the Request-URI. In particular, it MJST be an
"absoluteURL" if the Request-URl is an "absol uteURL".

The aut henticating server nust assure that the docunent designated by
the "uri" paraneter is the sane as the docunent served. The purpose
of duplicating information fromthe request URL in this field is to
deal with the possibility that an intermedi ate proxy may alter the
client’s request. This altered (but presumably semantically
equi val ent) request would not result in the sane digest as that

cal cul ated by the client.

The optional "digest" field contains a digest of the entity body and
some of the associated entity headers. This digest can be useful in
bot h request and response transactions. In a request it can insure
the integrity of POST data or data being PUT to the server. 1In a
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response it insures the integrity of the served docunent. The val ue
of the "digest" field is an <entity-digest> which is defined as

fol | ows.
entity-digest = <"> KD (H(Al), unquoted nonce-value ":" Method ":"
date ":" entity-info ":" H(entity-body)) <">
; format is <"> *LHEX <">
date = = rfcll123-date ; see section 3.3.1 of [2]

entity-info = H
di gest -uri -val ue
medi a-type ":'
*DAT ":"
content-coding ":"
| ast-nodified ":"
expires

)

| ast-nodi fi ed
expires

Content-type, see section 3.7 of [2]
Content length, see 10.12 of [2]
Cont ent - encodi ng, see 3.5 of [2]
| ast nodified date, see 10.25 of [2]
expiration date; see 10.19 of [2]

rfcll23-date ; see section 3.3.1 of [2]
rfcll23-date

The entity-info el enents incorporate the values of the URl used to
request the entity as well as the associated entity headers Content-
type, Content-length, Content-encoding, Last-nodified, and Expires.
These headers are all end-to-end headers (see section 13.5.1 of [2])
whi ch nust not be nodified by proxy caches. The "entity-body" is as
specified by section 10.13 of [2] or RFC 1864.

Note that not all entities will have an associated URI or all of
these headers. For exanple, an entity which is the data of a POST
request will typically not have a digest-uri-value or Last-nodified
or Expires headers. |If an entity does not have a digest-uri-value or
a header corresponding to one of the entity-info fields, then that
field is left enpty in the conputation of entity-info. Al the

col ons specified above are present, however. For exanple the val ue
of the entity-info associated with POST data which has content-type
"text/plain", no content-encoding and a |l ength of 255 bytes would be
H(:text/plain:255:::). Sinmlarly a request nay not have a "Date"
header. In this case the date field of the entity-digest should be

enpty.

In the entity-info and entity-di gest conputations, except for the

bl ank after the comma in "rfcll23-date", there nmust be no white space
bet ween "words" and "tspecial s", and exactly one bl ank between
"words" (see section 2.2 of [2]).
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| mpl enentors should be aware of how authenticated transactions
interact with proxy caches. The HTTP/ 1.1 protocol specifies that
when a shared cache (see section 13.10 of [2]) has received a request
contai ni ng an Authorization header and a response fromrelaying that
request, it MJST NOT return that response as a reply to any other
request, unless one of two Cache-control (see section 14.9 of [2])
directives was present in the response. |If the original response

i ncluded the "nmust-revalidate" Cache-control directive, the cache MAY
use the entity of that response in replying to a subsequent request,
but MUST first revalidate it with the origin server, using the
request headers fromthe new request to allow the origin server to
aut henticate the new request. Alternatively, if the origina
response included the "public" Cache-control directive, the response
entity MAY be returned in reply to any subsequent request.

2.1.3 The Aut henticationlnfo Header

When aut henti cation succeeds, the Server nmay optionally provide a
Aut henti cation-info header indicating that the server wants to
communi cate sone information regarding the successful authentication
(such as an entity digest or a new nonce to be used for the next

transaction). It has two fields, digest and nextnonce. Both are
opti onal
Aut henti cationlnfo = "Authentication-info" ":"

1#( digest | nextnonce )

next nonce = "npextnonce" "=" nonce-val ue
digest = "digest" "=" entity-digest

The optional digest allows the client to verify that the body of the
response has not been changed en-route. The server woul d probably
only send this when it has the docunent and can conpute it. The
server woul d probably not bother generating this header for CG
output. The value of the "digest" is an <entity-digest> which is
conmput ed as descri bed above.

The val ue of the nextnonce paranmeter is the nonce the server w shes
the client to use for the next authentication response. Note that
either field is optional. |In particular the server may send the

Aut hentication-info header with only the nextnonce field as a neans
of inplenenting one-tine nonces. |f the nextnonce field is present
the client is strongly encouraged to use it for the next WWV¥

Aut henti cate header. Failure of the client to do so may result in a
request to re-authenticate fromthe server with the "stal e=sTRUE. "
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2.2 Digest Qperation

Upon receiving the Authorization header, the server may check its
validity by | ooking up its known password which corresponds to the
submitted usernanme. Then, the server nust performthe same MD5
operation performed by the client, and conpare the result to the
gi ven response-di gest.

Note that the HTTP server does not actually need to know the user’s
cl ear text password. As long as H(Al) is available to the server,
the validity of an Authorization header may be verified.

A client may renenber the usernane, password and nonce val ues, so
that future requests within the specified <donmai n> may include the
Aut hori zati on header preenptively. The server may choose to accept
the old Authorization header information, even though the nonce val ue
i ncluded mght not be fresh. Alternatively, the server could return a
401 response with a new nonce value, causing the client to retry the
request. By specifying stale=TRUE with this response, the server
hints to the client that the request should be retried with the new
nonce, wi thout repronpting the user for a new usernane and password.

The opaque data is useful for transporting state information around.
For exanple, a server could be responsible for authenticating content
whi ch actually sits on another server. The first 401 response woul d
i nclude a domain field which includes the URI on the second server
and the opaque field for specifying state information. The client
will retry the request, at which time the server may respond with a
301/ 302 redirection, pointing to the URl on the second server. The
client will follow the redirection, and pass the sane Authorization
header, including the <opaque> data which the second server nay
require

As with the basic schene, proxies nmust be conpletely transparent in
the Digest access authentication schene. That is, they nust forward

t he WAM Aut henti cate, Authentication-info and Authorization headers
untouched. If a proxy wants to authenticate a client before a request
is forwarded to the server, it can be done using the Proxy-

Aut henti cate and Proxy-Aut horizati on headers described in section 2.5
bel ow.

2.3 Security Protocol Negotiation

It is useful for a server to be able to know which security schenmes a
client is capable of handling.

If this proposal is accepted as a required part of the HITP/ 1.1
specification, then a server may assune Di gest support when a client
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identifies itself as HITP/ 1.1 conpliant.

It is possible that a server nay want to require Digest as its

aut henti cation nmethod, even if the server does not know that the
client supports it. A client is encouraged to fail gracefully if the
server specifies any authentication schene it cannot handle.

2.4 Exanpl e

The followi ng exanpl e assumes that an access-protected docunent is
bei ng requested fromthe server. The UR of the docunent is

"http://ww. nowhere.org/dir/index.htm". Both client and server know
that the usernane for this docunment is "Miufasa", and the password is
"CircleOLife".

The first time the client requests the docunent, no Authorization
header is sent, so the server responds wth:

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cat e: Di gest real n="t est r eal m@ost . cont',
nonce="dcd98b7102dd2f 0e8b11d0f 600bf b0c093"
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41"

The client nmay pronpt the user for the usernane and password, after
which it will respond with a new request, including the foll ow ng
Aut hori zat i on header

Aut hori zation: Di gest user nanme=" Muf asa"
real nE"t estreal maost. cont,
nonce="dcd98b7102dd2f 0e8b11d0f 600bf b0c093"
uri="/dir/index.htm",
response="e966c932a9242554e42c8ee200cec7f 6"
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41"

2.5 Proxy-Aut hentication and Proxy-Authorization

The di gest authentication schene may al so be used for authenticating
users to proxies, proxies to proxies, or proxies to end servers by
use of the Proxy-Authenticate and Proxy-Authorization headers. These
headers are instances of the general Proxy-Authenticate and Proxy-
Aut hori zation headers specified in sections 10.30 and 10.31 of the
HTTP/ 1.1 specification [2] and their behavior is subject to
restrictions described there. The transactions for proxy

aut hentication are very sinmlar to those already described. Upon
receiving a request which requires authentication, the proxy/server
must issue the "HTTP/ 1.1 401 Unaut hori zed" header followed by a
"Proxy-Aut henti cate" header of the form
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Pr oxy- Aut henti cati on = "Proxy-Authentication" ":" "Digest"
di gest - chal | enge

where digest-challenge is as defined above in section 2.1. The
client/proxy nmust then re-issue the request with a Proxy-Authenticate
header of the form

Proxy- Aut hori zati on = "Proxy-Aut hori zation" ":"
di gest -response

where di gest-response is as defined above in section 2.1. Wen
aut henti cati on succeeds, the Server nmay optionally provide a Proxy-
Aut henti cation-info header of the form

Proxy- Aut henti cation-info = "Proxy-Aut hentication-info" ":" nextnonce

wher e nextnonce has the same semantics as the nextnonce field in the
Aut henti cati on-i nfo header descri bed above in section 2. 1.

Note that in principle a client could be asked to authenticate itself
to both a proxy and an end-server. It might receive an "HITP/ 1.1 401
Unaut hori zed" header followed by both a WWW¥ Aut henticate and a
Proxy- Aut henti cate header. However, it can never receive nore than
one Proxy-Aut henticate header since such headers are only for

i medi at e connections and nust not be passed on by proxies. |If the
client receives both headers, it nust respond with both the

Aut hori zati on and Proxy-Aut hori zation headers as descri bed above,
which will likely involve different conbinations of usernane,
password, nonce, etc.

3. Security Considerations

Di gest Authentication does not provide a strong authentication
mechanism That is not its intent. It is intended solely to replace
a much weaker and even nore dangerous authenticati on nechanism Basic
Aut hentication. An inportant design constraint is that the new

aut henti cation schene be free of patent and export restrictions.

Most needs for secure HTTP transacti ons cannot be net by Di gest

Aut henti cation. For those needs SSL or SHTTP are nore appropriate
protocols. In particular digest authentication cannot be used for
any transaction requiring encrypted content. Neverthel ess nany
functions remain for which digest authentication is both useful and
appropri ate.
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3.1 Conparison with Basic Authentication

Both Di gest and Basic Authentication are very nmuch on the weak end of
the security strength spectrum But a conparison between the two
points out the utility, even necessity, of replacing Basic by Digest.

The greatest threat to the type of transactions for which these
protocols are used is network snooping. This kind of transaction

nm ght involve, for exanple, online access to a database whose use is
restricted to paying subscribers. Wth Basic authentication an
eavesdropper can obtain the password of the user. This not only
permits himto access anything in the database, but, often worse,
will permt access to anything else the user protects with the sane
password

By contrast, with Di gest Authentication the eavesdropper only gets
access to the transaction in question and not to the user’s password.
The informati on gai ned by the eavesdropper would permt a replay
attack, but only with a request for the same docunment, and even that
m ght be difficult.

3.2 Replay Attacks

A replay attack agai nst digest authentication would usually be
pointless for a sinple GET request since an eavesdropper woul d

al ready have seen the only docunent he could obtain with a replay.
This is because the URI of the requested docunent is digested in the
client response and the server will only deliver that docunment. By
contrast under Basic Authentication once the eavesdropper has the
user’s password, any docunent protected by that password is open to
him A GET request containing formdata could only be "repl ayed"
with the identical data. However, this could be problematic if it
caused a CA script to take sone action on the server

Thus, for some purposes, it is necessary to protect against replay
attacks. A good digest inplenmentation can do this in various ways.
The server created "nonce" value is inplenentation dependent, but if
it contains a digest of the client IP, a time-stanp, and a private
server key (as recomended above) then a replay attack is not sinple.
An attacker must convince the server that the request is conming from
a false I P address and nust cause the server to deliver the docunent
to an I P address different fromthe address to which it believes it
is sending the docunent. An attack can only succeed in the period
before the tinme-stanp expires. Digesting the client IP and tine-
stanmp in the nonce pernmits an inplenentation which does not naintain
state between transactions.
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For applications where no possibility of replay attack can be
tolerated the server can use one-time response digests which will not
be honored for a second use. This requires the overhead of the
server renenbering which digests have been used until the nonce
time-stanp (and hence the digest built with it) has expired, but it
effectively protects against replay attacks. Instead of maintaining a
list of the values of used digests, a server would hash these val ues
and require re-authentication whenever a hash collision occurs.

An inplenentation nust give special attention to the possibility of
replay attacks with POST and PUT requests. A successful replay
attack could result in counterfeit formdata or a counterfeit version
of a PUT file. The use of one-tine digests or one-time nonces is
recomended. It is also recommended that the optional <digest> be

i mpl emented for use with POST or PUT requests to assure the integrity
of the posted data. Alternatively, a server may choose to all ow

di gest authentication only with GET requests. Responsible server

i mpl ementors will docunment the risks described here as they pertain
to a given inplenentation.

3.3 Man in the Mddle

Bot h Basic and Di gest authentication are vulnerable to "man in the
m ddl e" attacks, for exanple, froma hostile or conpronised proxy.

Cearly, this would present all the problenms of eavesdropping. But
it could also offer some additional threats.

A simple but effective attack would be to replace the D gest
chal l enge with a Basic challenge, to spoof the client into revealing
their password. To protect against this attack, clients should
renenber if a site has used Digest authentication in the past, and
warn the user if the site stops using it. It mght also be a good

i dea for the browser to be configured to demand Di gest authentication
in general, or fromspecific sites.

O, a hostile proxy night spoof the client into nmaking a request the
attacker wanted rather than one the client wanted. O course, this
is still much harder than a conparable attack agai nst Basic

Aut henti cati on

There are several attacks on the "digest"” field in the

Aut hentication-info header. A sinple but effective attack is just to
remove the field, so that the client will not be able to use it to
detect nodifications to the response entity. Sensitive applications
may wish to allow configuration to require that the digest field be
present when appropriate. Mre subtly, the attacker can alter any of
the entity-headers not incorporated in the conputation of the digest,
The attacker can alter nost of the request headers in the client’s
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request, and can alter any response header in the origin-server’'s
reply, except those headers whose val ues are incorporated into the
"digest" field.

Alteration of Accept* or User-Agent request headers can only result
in a denial of service attack that returns content in an unacceptabl e
medi a type or |anguage. Alteration of cache control headers al so can
only result in denial of service. Alteration of Host will be
detected, if the full URL is in the response-digest. Ateration of
Referer or Fromis not inportant, as these are only hints.

3.4 Spoofing by Counterfeit Servers

Basi ¢ Authentication is vulnerable to spoofing by counterfeit

servers. If a user can be led to believe that she is connecting to a
host containing information protected by a password she knows, when
in fact she is connecting to a hostile server, then the hostile
server can request a password, store it away for later use, and feign
an error. This type of attack is nore difficult with D gest

Aut hentication -- but the client nust know to denand that Di gest

aut henti cati on be used, perhaps using sone of the techniques

descri bed above to counter "man-in-the-mniddle" attacks.

3.5 Storing passwords

Di gest authentication requires that the authenticating agent (usually
the server) store sonme data derived fromthe user’s nanme and password
in a "password file" associated with a given realm Normally this

m ght contain pairs consisting of usernane and H(Al), where H(Al) is
the di gested value of the usernane, realm and password as descri bed
above.

The security inplications of this are that if this password file is
conprom sed, then an attacker gains i medi ate access to docunments on
the server using this realm Unlike, say a standard UN X password
file, this information need not be decrypted in order to access
docunments in the server real massociated with this file. On the

ot her hand, decryption, or nore likely a brute force attack, would be
necessary to obtain the user’s password. This is the reason that the
realmis part of the digested data stored in the password file. It
means that if one digest authentication password file is conprom sed,
it does not automatically conpronise others with the sane usernane
and password (though it does expose themto brute force attack).

There are two inportant security consequences of this. First the
password file nmust be protected as if it contained unencrypted
passwords, because for the purpose of accessing docunments inits
realm it effectively does.
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A second consequence of this is that the real mstring should be

uni que anmong all realnms which any single user is likely to use. In
particular a real mstring should include the name of the host doing
the authentication. The inability of the client to authenticate the
server is a weakness of Digest Authentication

3.6 Summary

By nodern cryptographi c standards Digest Authentication is weak. But
for a large range of purposes it is valuable as a replacenent for

Basic Authentication. It renedies many, but not all, weaknesses of
Basic Authentication. |Its strength may vary dependi ng on the
i mpl enentation. In particular the structure of the nonce (which is

dependent on the server inplenmentation) may affect the ease of
mounting a replay attack. A range of server options is appropriate
since, for exanple, sone inplenentations may be willing to accept the
server overhead of one-tinme nonces or digests to elimnate the
possibility of replay while others may satisfied with a nonce |ike
the one recommended above restricted to a single | P address and with
alimted lifetine.

The bottomline is that *any* conpliant inplenentation will be
relatively weak by cryptographi c standards, but *any* conpli ant
i npl enentation will be far superior to Basic Authentication
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