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1.

I ntroduction

This meno defines an experinental portion of the Managenent

Informati on Base (M B) for use with network managenent protocols in
the Internet community. |In particular, it describes the algorithns
required to identify different protocol encapsul ati ons nmanaged with
the Renote Network Monitoring MB Version 2 [RMON2]. Al though rel ated
to the original Renbte Network Monitoring MB [ RFCL757], this
docunent refers only to objects found in the RMON2 M B.

The SNWVP Net wor k Managenent Framewor k

The SNWVP Net wor k Managenent Framework presently consists of three
maj or conponents. They are:

the SM, described in RFC 1902 [ RFC1902], - the nmechani sns used for
descri bing and nani ng objects for the purpose of managenent.

the MB-I11, STD 17, RFC 1213 [RFC1213], - the core set of nanaged
objects for the Internet suite of protocols.

the protocol, STD 15, RFC 1157 [RFC1157] and/or RFC 1905 [ RFC1905],
- the protocol for accessing managed information.

Textual conventions are defined in RFC 1903 [ RFC1903], and
conformance statements are defined in RFC 1904 [ RFC1904].

The Framework permits new objects to be defined for the purpose of
experinentation and eval uati on.

.1. Object Definitions

Managed objects are accessed via a virtual information store, terned
the Managenent |Information Base or MB. hjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. In particular, each object type is naned by an
OBJECT | DENTI FI ER, an admini stratively assigned nane. The object
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, termed the descriptor, to refer to the
obj ect type.

Overvi ew
The RMON-2 M B [RMON2] uses hierarchically formatted OCTET STRINGs to

globally identify individual protocol encapsulations in the
prot ocol Di r Tabl e.
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This guide contains algorithns and exanples of protocol identifier
encapsul ations for use as | NDEX val ues in the protocol Di r Tabl e.

This docunent is not intended to be an authoritative reference on the
protocol s described herein. Refer to the Oficial Internet Standards

docunent [ RFC1800], the Assigned Nunbers docunment [RFCL700], or other
appropriate RFCs, | EEE docunents, etc. for conplete and authoritative
protocol information.

3.1. Terns

Several ternms are used throughout this docunent, as well as in the
RVMON-2 M B [ RMON2], that should be introduced:

| ayer-identifier:
An octet string fragnment representing a particular protoco
encapsul ation layer. A string fragnent identifying a particul ar
protocol encapsulation layer. This string is exactly four octets,
(except for the 'vsnap' base-layer identifier, which is exactly
ei ght octets) encoded in network byte order. A particular protoco
encapsul ation can be identified by starting with a base |ayer
encapsul ati on (see the 'Base Protocol Identifiers’ section for nore
detail), and follow ng the encoding rules specified in the CH LDREN
cl ause and assi gnnent section for that |ayer. Then repeat for each
identified layer in the encapsul ation. (See section 4.2.10
"Eval uating a Protocol-ldentifier INDEX for nore detail.)

pr ot ocol
A particul ar protocol layer, as specified by encoding rules in this
docunent. Usually refers to a single layer in a given
encapsul ation. Note that this termis sonetinmes used in the RVON 2
MB [RMON2] to nane a fully-specified protocol -identifier string.
In such a case, the protocol-identifier string is naned for its
upper-nost |ayer. A named protocol may also refer to any
encapsul ati on of that protocol

protocol -identifier string:
An octet string representing a particular protocol encapsul ation
as specified by encoding rules in this docunent. This string is
identified in the RMONN2 MB [RMON2] as the protocol DirlD object. A
protocol -identifier string is conposed of one or nore |ayer-
identifiers.
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protocol -identifier nacro:
A group of fornmatted text describing a particular protocol I|ayer
as used within the RMONN2 MB [RMON2]. The nacro serves several
pur poses:

- Nane the protocol for use within the RMON-2 M B [ RMON2] .
- Describe how the protocol is encoded into an octet string.
- Describe how child protocols are identified (if applicable),
and encoded into an octet string.
- Describe which protocol DirParaneters are allowed for the protocol
- Describe how the associ ated protocol Dir Type object is encoded
for the protocol
- Provide reference(s) to authoritative docunentation for the
pr ot ocol

protocol -variant-identifier nacro:
A group of formatted text describing a particular protocol |ayer
as used within the RMONN2 MB [ RMON2]. This protocol is a variant
of a well known encapsul ation that nay be present in the
protocol DirTable. This nacro is used to docunent the | ANA
assi gned protocols, which are needed to identify protocols which
cannot be practically identified by exami nation of 'appropriate
network traffic’ (e.g. the packets which carry them). Al other
protocol s (which can be identified by exam nation of appropriate
network traffic) should be docunented using the protocol -identifier
macro. A protocol-variant-identifier is documented using the
protocol -variant version of the protocol-identifier macro.

pr ot ocol - par anet er:
A single octet, corresponding to a specific layer-identifier in the
protocol -identifier. This octet is a bit-mask indicating specia
functions or capabilities that this agent is providing for the
correspondi ng protocol

prot ocol - paranmeters string
An octet string, which contains one protocol -paraneter for each
| ayer-identifier in the protocol-identifier. See the section

" Mappi ng of the PARAMETERS C ause’ for nore detail. This string is
identified in the RMONN2 MB [RMON2] as the protocol DirParaneters
obj ect.

prot ocol Di r Tabl e | NDEX
A protocol -identifier and protocol -paraneters octet string pair
t hat have been converted to an | NDEX val ue, according to the
encoding rules in in section 7.7 of RFC 1902 [ RFC1902].
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pseudo- pr ot ocol :
A convention or algorithmused only within this document for the
pur pose of encodi ng protocol-identifier strings.

3.2. Relationship to the Renbte Network Monitoring MB

This docunent is intended to identify possible string values for the
OCTET STRI NG obj ects protocol Dirl D and protocol DirParaneters. Tabl es
in the new Protocol Distribution, Host, and Matrix groups use a | ocal
| NTEGER | NDEX, in order to remain unaffected by changes in this
docunent. Only the protocol DirTabl e uses the strings (protocolDirlD
and protocol DirParaneters) described in this docunent.

This docunent is not intended to limt the protocols that nay be
identified for counting in the RMON-2 M B. Many protocol

encapsul ati ons, not explicitly identified in this docunent, may be
present in an actual inplenmentation of the protocol DirTable. Also,
i mpl enent ati ons of the protocol DirTable may not include all the
protocols identified in the exanple section bel ow.

This docunent is intentionally separated fromthe MB objects to
al l ow frequent updates to this docunent w thout any republication of
M B objects. Protocol Identifier nacros submtted fromthe RMON
wor ki ng group and comunity at large (to the RMONM B WG nmiling |ist
at 'rnonm b@isco.con) will be collected and added to this docunent.

Macr os submissions will be collected in the IANNs MB files under
the directory "ftp://ftp.isi.edu/ mb/rmonm b/rrmon2_pi _macros/" and in
the RMONM B wor ki ng group mailing |list message archive file
"ftp://ftp.cisco.com ftp/rnonm b/rnmonm b".

Thi s docunent does not discuss auto-discovery and auto-popul ation of
the protocol DirTable. This functionality is not explicitly defined by
the RMON standard. An agent should populate the directory with
"interesting’ protocol s--depending on the intended applications.

3.3. Relationship to the O her MBs
The RMON Protocol ldentifiers docunment is intended for use with the

protocol DirTable within the RMON MB. It is not relevant to any other
M B, or intended for use with any other M B.

Bi erman & | ddon St andards Track [ Page 6]



RFC 2074 RMON Protocol ldentifiers January 1997

4.

Protocol ldentifier Encoding

The protocol DirTable is indexed by two OCTET STRI NGs, protocolDirlD
and protocol DirParaneters. To encode the table index, each variable-
length string is converted to an OBJECT | DENTI FI ER fragment,
according to the encoding rules in section 7.7 of RFC 1902 [ RFC1902].
Then the index fragnents are sinply concatenated. (Refer to figures
la - 1d below for nore detail.)

The first OCTET STRING (protocolDirlD) is conposed of one or nore 4-
octet "layer-identifiers". The entire string uniquely identifies a
particul ar protocol encapsulation tree. The second OCTET STRI NG
(protocol Di r Paranet ers) which contains a correspondi ng nunber of 1-
octet protocol-specific paraneters, one for each 4-octet |ayer-
identifier in the first string.

A protocol layer is nornmally identified by a single 32-bit val ue.
Each |l ayer-identifier is encoded in the ProtocolDirl D OCTET STRI NG

| NDEX as four sub-conmponents [ a.b.c.d ], where "a' - 'd represent
each byte of the 32-bit value in network byte order. |[If a particular
protocol |ayer cannot be encoded into 32 bits, (except for the
"vsnap’ base layer) then it nust be defined as a ’ianaAssigned
protocol (see below for details on | ANA assigned protocols).

The following figures show the differences between the OBJECT
| DENTI FI ER and OCTET STRI NG encodi ng of the protocol identifier
string.

Fig. 1la
prot ocol Di r Tabl e | NDEX For nat

e e +
c! c! rotocol Di r
! I prot | Di
| n! protocolDirlD | n! Paraneters
|t ! |t ! |
o o e e e +
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Fig. 1b
protocol Di r Tabl e OCTET STRI NG For mat

| 4 * N octets |

Fig. 1c

protocol Dirl D prot ocol Di r Par anet er s

oo oo - - - [ [ [ B e

| ¢ | proto| proto]| proto| proto | c |par]|par]|par]|par

| n| base | L3 | L4 | L5 | n |ba-| L3| L4| L5

| t | (+flags)] | | | t Ise | | | |

B R [ [ [ -t F---+---+ sybdA D
| 1] 4 or 8 | 4 | 4 | 4 | 2 12/2] 2| 1| 1| count

where N is the nunber of protocol-layer-identifiers required

for the entire encapsul ati on of the nanmed protocol. Note that

the 'vsnap’ base layer identifier is encoded into 8 sub-identifiers,
Al'l other protocol layers are either encoded into 4 sub-identifiers
or encoded as a ’'ianaAssigned protocol.

Bi erman & | ddon St andards Track [ Page 8]



RFC 2074 RMON Protocol ldentifiers January 1997

Fig. 1d
protocol Di r Tabl e OCTET STRI NG For mat Exanpl e

Fom e oo - Fom e oo - Fom e oo - Fom e oo - +

| proto| proto| proto | proto

| base | L3 | L4 | L5

| | | | |
SRR SRR SRR SRR + octet
| 4 or 8 | 4 | 4 | 4 | count

protocol Di r Paraneters
I L

| par | par | par | par

| ba-| L3| L4| L5]

lse | | | |
+---+4---4---4+---+ Octet
[1/2] 2| 12| 1| count

where N is the nunber of protocol -layer-identifiers required
for the entire encapsul ati on of the nanmed protocol. Note that
the "vsnap’ base layer identifier is encoded into 8
protocol Dirl D sub-identifiers and 2 protocol DirParaneters
sub-identifiers.

Al t hough this exanple indicates four encapsul ated protocols, in
practice, any non-zero nunber of |ayer-identifiers may be present,
theoretically Iimted only by OBJECT | DENTIFIER | ength restrictions,
as specified in section 3.5 of RFC 1902 [ RFC1902].

Note that these two strings would not be concatenated together if

ever returned in a GetResponse PDU, since they are different MB

objects. However, protocolDirlD and protocol Di rParanmeters are not
currently readable M B objects.

4.1. Protocol DirTabl e | NDEX Fornmat Exanpl es
-- HTTP; fragnments counted fromI|P and above
ether2.ip.tcp.ww http =
16.0.0.0.1.0.0.8.0.0.0.0.6.0.0.0.80.4.0.1.0.0
-- SNWP over UDP/I|P over SNAP

snap.ip.udp.snnp =
16.0.0.0.3.0.0.8.0.0.0.0.17.0.0.0.161.4.0.0.0.0
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-- SNWP over |PX over SNAP
snap.i px.snnp =
12.0.0.0.3.0.0.129.55.0.0.144.15.3.0.0.0

-- SNWMP over | PX over raw8023
-- 1 anaAssi gned(i pxOver Rawd023(1)).snnmp =
12.0.0.0.5.0.0.0.1.0.0.155.15.3.0.0.0

-- | PX over LLC
Ilc.ipx =
8.0.0.0.2.0.224.224.3.2.0.0

-- SNMP over UDP/IP over any link |ayer
-- wildcard-ether2.ip.udp.snnp
16.1.0.0.1.0.0.8.0.0.0.0.17.0.0.0.161.4.0.0.0.0

-- I P over any link layer; base encoding is |IP over ether2
-- wildcard-ether2.ip
8.1.0.0.1.0.0.8.0.2.0.0

-- Appl eTal k Phase 2 over ether?2
-- ether2.atalk
8.0.0.0.1.0.0.128.155.2.0.0

-- Appl eTal k Phase 2 over vsnap
-- vsnap(apple).atal k
12.0.0.0.4.0.8.0.7.0.0.128.155.3.0.0.0

4. 2. Protocol ldentifier Macro Fornat

The following exanple is neant to introduce the protocol-identifier
macro. (The syntax is not quite ASN.1.) This macro is used to
represent both protocols and protocol -variants.

If the "VariantOfPart’ conponent of the macro is present, then the
macro represents a protocol -variant instead of a protocol. A
protocol - variant-identifier is used only for | ANA assignhed
protocol s, enunerated under the ’ianaAssigned base-I|ayer
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RMON- PROTOCCL- | DENTI FI ER MACRO : : =

BEG N
Pl Macr oNane " PROTOCOL- | DENTI FI ER'
Vari ant O Par t
" PARAMVETERS" Par anPar t
" ATTRI BUTES" AttrPart
" DESCRI PTI ON' Text
Chi | dDescr Par t
Addr Descr Part
DecodeDescr Par t
Ref er Par t
"o =" "{" EncapsPart "}"
Pl MacroNane :: =
identifier
VariantOf Part ::=
"VARI ANT- OF" identifier | enpty
ParanPart ::=
ll{ll Par arﬂ_i St ll}ll
ParamLi st ::=
Parans | enpty
Parans ::=
Param | Paranms "," Param
Param :: =
identifier "(" nonNegativeNunber ")"
AttrPart ::.=
ll{ll AttrLiSt ll}ll
AttrList ::=
Attrs | enpty
Attrs ::.=
Attr | Attrs "," Attr
Attr ::=
identifier "(" nonNegativeNunber ")"
Chi | dDescrPart ::=
"CHI LDREN' Text | enmpty
Addr DescrPart ::=
" ADDRESS- FORMAT" Text | enpty
Bi erman & |ddon St andards Track
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DecodeDescrPart ::=
"DECODI NG' Text | enpty

ReferPart ::=
"REFERENCE" Text | enpty

EncapsPart ::=
"{" Encaps "}"

Encaps ::=

Encap | Encaps "," Encap
Encap :: =

BaseEncap | Normal Encap | VsnapEncap | |anaEncap
BaseEncap :: =

nonNegat i veNunber

Nor mal Encap :: =
i dentifier nonNegativeNunber

VsnapEncap :: =
identifier "(" nonNegativeNunber ")" nonNegativeNunber

| anaEncap :: =
"ianaAssi gned" nonNegati veNumnber
| "ianaAssigned" identifier
| "ianaAssigned" identifier "(" nonNegativeNunber ")"

Text ::=

string
END

4.2.1. Mapping of the Protocol Name

The ' Pl MacroNane’ val ue should be a | ower-case ASCI| string, and
contain the nane or acronymidentifying the protocol. NMS
applications nmay treat protocol nanes as case-insensitive strings,
and agent inplenentations nust nmake sure the protocol Dir Tabl e does
not contain any instances of the protocol DirDescr object which differ
only in the case of one of nore letters (if the identifiers are

i ntended to represent different protocols).

It is possible that different encapsul ati ons of the same protoco

(which are represented by different entries in the protocol DirTabl e)
wi || be assigned the sane protocol nane.
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A protocol nanme should nmatch the "nost well-known" nane or acronym
for the indicated protocol. For exanple, the docunent indicated by
t he URL:

ftp://ftp.isi.edu/in-notes/ianalassignnments/protocol-nunbers

defines | P Protocol field values, so protocol -identifier macros for
children of I P should be given nanmes consistent with the protoco
nanes found in this authoritative docunent.

4.2.2. Mpping of the VARI ANT-CF O ause

This clause is present for | ANA assigned protocols only. It
identifies the protocol-identifier macro that nost closely represents
this particular protocol, and is known as the "reference protocol".
(A protocol -identifier nmacro nmust exist for the reference protocol.)
When this clause is present in a protocol-identifier nacro, the macro
is called a 'protocol -variant-identifier’

Any cl ause (e.g. CH LDREN, ADDRESS-FCORVAT) in the reference protocol -
identifier macro should not be duplicated in the protocol-variant-
identifier macro, if the ’'variant’ protocols’ semantics are identica
for a given clause.

Since the PARAMETERS and ATTRI BUTES cl auses nmust be present in a
protocol -identifier, an enpty 'ParanmPart’ and 'AttrPart’ (i.e.
"PARAMETERS {}") nust be present in a protocol-variant-identifier
macro, and the 'ParanPart’ and 'AttrPart’ found in the reference
protocol - identifier macro exam ned instead.

Note that if a 'ianaAssigned protocol is defined that is not a
variant of any other documented protocol, then the protocol -
identifier macro should be used instead of the protocol-variant-
identifier version of the nacro.

4.2.3. WMapping of the PARAVETERS C ause

The protocol DirParaneters object provides an NMS the ability to turn
on and off expensive probe resources. An agent may support a given
paraneter all the tine, not at all, or subject to current resource

| oad.

The PARAMETERS clause is a list of bit definitions which can be
directly encoded into the associ ated Protocol DirParaneters octet in
network byte order. Zero or nore bit definitions may be present. Only
bits 0-7 are valid encodi ng values. This clause defines the entire
BIT set allowed for a given protocol. A conform ng agent may choose
to inplenent a subset of zero or nore of these PARAMETERS
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1

By convention, the following common bit definitions are used by
different protocols. These bit positions nust not be used for other
paraneters. They shoul d be reserved if not used by a given protocol
Bits are encoded in network-byte order.

Table 3.1 Reserved PARAMETERS Bits

count sFragment s hi gher -1 ayer protocols encapsulated within
this protocol will be counted correctly even
if this protocol fragnments the upper |ayers
into nultiple packets.

tracksSessi ons correctly attributes all packets of a protoco
whi ch starts sessions on well known ports or
sockets and then transfers themto dynamcally
assigned ports or sockets thereafter (e.g. TFTP)

The PARAMETERS cl ause nust be present in all protocol-identifier
macro decl arations, but nmay be equal to zero (enpty). Note that an
NMS nmust determine if a given PARAMETER bit is supported by
attenpting to create the desired protocol DirEntry The associ at ed
ATTRI BUTE bits for ’'countsFragnments’ and ’'tracksSessions’ do not
exi st.

4.2.3.1. Mapping of the 'countsFragments(0)' BIT

This bit indicates whether the probe is correctly attributing al
fragment ed packets of the specified protocol, even if individua
franmes carrying this protocol cannot be identified as such. Note
that the probe is not required to actually present any re-assenbl ed
dat agrans (for address-analysis, filtering, or any other purpose) to
t he NVB

This bit may only be set in a protocol DirParaneters octet which
corresponds to a protocol that supports fragnentati on and reassenbly
in sone form Note that TCP packets are not considered 'fragnmented-
streanms’ and so TCP is not eligible.

This bit may be set in at nost one protocol DirParaneters octet within
a protocol DirTabl e | NDEX.
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4.2.3.2. Mapping of the "tracksSessions(1l)' BIT

The ’'tracksSessions(1)’ bit indicates whether franes which are part
of remapped-sessions (e.g. TFTP downl oad sessions) are correctly
counted by the probe. For such a protocol, the probe nust usually
anal yze all packets received on the indicated interface, and maintain
sonme state information, (e.g. the remapped UDP port nunber for TFTP)

The senmantics of the 'tracksSessions’ paraneter are independent of
the other protocol DirParanmeters definitions, so this paraneter may be
conmbi ned with any other |egal paraneter configurations.

4.2.4. WMapping of the ATTRI BUTES O ause

The protocol Dir Type object provides an NVS with an indication of a
probe’s capabilities for decoding a given protocol, or the genera
attributes of the particul ar protocol

The ATTRIBUTES clause is a list of bit definitions which are encoded
into the associated instance of Protocol DirType. The BIT definitions
are specified in the SYNTAX cl ause of the protocol Dir Type M B object.

Table 3.2 Reserved ATTRIBUTES Bits

0 hasChildren i ndi cates that there may be children of
this protocol defined in the protocol D rTabl e
(by either the agent or the nmanager).
1 addressRecognitionCapabl e
i ndi cates that this protocol can be used
to generate host and matrix table entries.

The ATTRI BUTES cl ause nust be present in all protocol-identifier
macro decl arations, but nmay be enpty.

4.2.5. Mapping of the DESCRI PTI ON O ause
The DESCRI PTI ON cl ause provides a textual description of the protocol
identified by this macro. Notice that it should not contain details
about itens covered by the CH LDREN, ADDRESS- FORVAT, DECODI NG and
REFERENCE cl auses.

The DESCRI PTI ON cl ause nust be present in all protocol-identifier
macr o decl arati ons.
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4.2.6. Mpping of the CH LDREN C ause

The CHI LDREN cl ause provides a description of child protocols for
prot ocol s which support them It has three sub-sections:

- Details on the field(s)/value(s) used to select the child protocol
and how that sel ection process is perforned

- Details on how the value(s) are encoded in the protocol identifier
octet string

- Details on how child protocols are naned with respect to their
parent protocol | abel(s)

The CHI LDREN cl ause nmust be present in all protocol-identifier macro
declarations in which the "hasChildren(0)’ BIT is set in the
ATTRI BUTES cl ause.

4.2.7. WMapping of the ADDRESS- FORMAT O ause

The ADDRESS- FORMAT cl ause provi des a description of the OCTET- STRI NG
format (s) used when encodi ng addresses.

This clause nust be present in all protocol-identifier macro
declarations in which the 'addressRecognitionCapable(1l)’ BIT is set
in the ATTRI BUTES cl ause.

4.2.8. Mpping of the DECODI NG Cl ause

The DECODI NG cl ause provides a description of the decodi ng procedure
for the specified protocol. It contains useful decoding hints for the
i mpl ementor, but should not over-replicate information in docunments
cited in the REFERENCE cl ause. It mght contain a conplete
description of any decodi ng i nformation required.

For 'extensible protocols (' hasChildren(0)’ BIT set) this includes
of fset and type information for the field(s) used for child selection
as well as information on deternmining the start of the child

pr ot ocol

For ' addressRecognitionCapabl e’ protocols this includes offset and
type information for the field(s) used to generate addresses.

The DECODI NG cl ause is optional, and may be onmtted if the REFERENCE

cl ause contains pointers to decoding information for the specified
pr ot ocol
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4.2.9. Mapping of the REFERENCE O ause

If a publicly available reference docunment exists for this protoco
it should be listed here. Typically this will be a URL if possible
if not then it will be the name and address of the controlling body.

The CHI LDREN, ADDRESS- FORVAT, and DECODI NG cl auses should linmit the
amount of information which may currently be obtained from an
"authoritative docunent, such as the Assigned Nunbers docunent

[ RFC1700]. Any duplication or paraphrasing of information should be
brief and consistent with the authoritative docunent.

The REFERENCE cl ause is optional, but should be inplenented if an
authoritative reference exists for the protocol (especially for
standard protocols).

4.2.10. Evaluating a Protocol-ldentifier |NDEX

The followi ng evaluation is done after protocol DirTabl e | NDEX val ue
has been converted into two OCTET STRINGs according to the | NDEX
encoding rules specified in the SM [RFC1902].

Protocol -identifiers are evaluated left to right, starting with the
protocol DirlI D, which I ength should be evenly divisible by four. The
protocol DirParaneters | ength should be exactly one quarter of the
protocol Dirl D string |ength.

Protocol -identifier parsing starts with the base |ayer identifier,
whi ch nmust be present, and continues for one or nore upper |ayer
identifiers, until all OCTETs of the protocol Dirl D have been used.
Layers may not be skipped, so identifiers such as ' SNMP over |P or
"TCP over anylink’ can not exist.

The base-layer-identifier also contains a ’special function
identifier’ which may apply to the rest of the protocol identifier

Wl d-carding at the base |layer within a protocol encapsulation is the
only supported special function at this tine. Refer to the ’'Base
Protocol ldentifiers' section for wldcard encoding rules.

After the protocol-tree identified in protocol Dirl D has been parsed,
each paraneter bit-nmask (one octet for each 4-octet layer-identifier)
is evaluated, and applied to the correspondi ng protocol |ayer

A protocol -identifier abel may nmap to nore than one value. For
instance, 'ip’ maps to 5 distinct values, one for each supported
encapsul ation. (see the "IP section under ’'L3 Protoco
Identifiers’),
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It is inmportant to note that these nmacros are conceptual ly expanded
at inplenentation time, not at run tine.

If all the macros are expanded conpletely by substituting all
possi bl e val ues of each |abel for each child protocol, a list of al
possi bl e protocol -identifiers is produced. So 'ip’ would result in 5
di stinct protocol-identifiers. Likew se each child of "ip’ would nmap
to at least 5 protocol-identifiers, one for each encapsul ation (e.g.
ip over ether2, ip over LLC, etc.).

5. Protocol ldentifier Micros

The foll owi ng PROTOCOL | DENTI FI ER macros can be used to construct
protocol Dirl D and protocol DirParaneters strings.

The sections defining protocol exanples are intended to grow over
subsequent rel eases. Mninmal protocol support is included at this
time. (Refer to section 3.2 for details on the protocol nacro update
procedure.)

An identifier is encoded by constructing the base-identifier, then
addi ng one layer-identifier for each encapsul ated protocol

5.1. Base ldentifier Encoding

The first layer encapsulation is called the base identifier and it
contai ns optional protocol-function information and the base | ayer
(e.g. MAC layer) enuneration value used in this protocol identifier.

The base identifier is encoded as four octets as shown in figure 2.

Fig 2
base-identifier fornat
[ T
| | | | |
I f IoplIopZI mI
+---4---+---+---+ Octet
| 21 2] 12| 1| count

The first octet ('f’) is the special function code, found in table
4.1. The next two octets ('opl and 'op2') are operands for the

i ndi cated function. If not used, an operand nust be set to zero. The
| ast octet, 'mi, is the enunerated value for a particul ar base |ayer
encapsul ation, found in table 4.2. Al four octets are encoded in
net wor k- byt e- or der .
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5.1.1. Protocol Identifier Functions

The base layer identifier contains information about any specia
functions to performduring collections of this protocol, as well as
t he base | ayer encapsul ation identifier

The first three octets of the identifier contain the function code
and two optional operands. The fourth octet contains the particular
base | ayer encapsulation used in this protocol (fig. 2).

Table 4.1 Assigned Protocol Identifier Functions

Functi on ID Par aml Par an
none 0 not used (0) not used (0)
wi | dcard 1 not used (0) not used (0)

5.1.1.1. Function 0: No-op

If the function ID field (1st octet) is equal to zero, the the ’'opl
and 'op2’ fields (2nd and 3rd octets) nust al so be equal to zero.
This special value indicates that no functions are applied to the
protocol identifier encoded in the remmining octets. The identifier
represents a nornmal protocol encapsul ation

5.1.1.2. Function 1: Protocol W/Ildcard Function

The wildcard function (function-ID = 1), is used to aggregate
counters, by using a single protocol value to indicate potentially
many base | ayer encapsul ations of a particular network |ayer
protocol. A protocolDirEntry of this type will match any base-|ayer
encapsul ati on of the same protocol

The 'opl’ field (2nd octet) is not used and nust be set to zero.

The 'op2’ field (3rd octet) is not used and nmust be set to zero.

Each wildcard protocol identifier nust be defined in terns of a ’'base
encapsul ation’. This should be as ’'standard’ as possible for

interoperability purposes. |If an encapsul ation over 'ether2 is
permtted, than this should be used as the base encapsul ation

Bi erman & | ddon St andards Track [ Page 19]



RFC 2074 RMON Protocol ldentifiers January 1997

The agent may al so be requested to count sonme or all of the

i ndi vi dual encapsul ations for the same protocols, in addition to

wi | dcard counting. Note that the RMON-2 M B [ RMON2] does not require
that agents mmintain counters for multiple encapsul ations of the same
protocol. It is an inplenentation-specific matter as to how an agent
det ermi nes whi ch protocol conbinations to allowin the

protocol DirTable at any given tine.

5.2. Base Layer Protocol ldentifiers

The base layer is mandatory, and defines the base encapsul ati on of
t he packet and any special functions for this identifier

There are no suggested protocol DirParaneters bits for the base |ayer

The suggested Protocol DirDescr field for the base |ayer is given by
the corresponding "Nane" field in the table 4.1 bel ow. However,

i npl ementations are only required to use the appropriate integer

i dentifier values.

For nost base | ayer protocols, the protocol DirType field should
contain bits set for the '"hasChildren(0)’ and

" addressRecogni ti onCapabl e(1)’ attributes. However, the special
"ianaAssi gned’ base | ayer should have no paraneter or attribute bits
set.

By design, only 255 different base |ayer encapsul ations are
supported. There are five base encapsul ation values defined at this
time. New base encapsul ations (e.g. for new nedia types) are expected
to be added over tine.

Table 4.2 Base Layer Encodi ng Val ues

Narme ID
et her 2 1
Ilc 2
snap 3
vsnap 4

i anaAssi gned 5
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5.2.1. Ether2 Encapsul ation

et her 2 PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
"Dl X Ethernet, also called Ethernet-11."
CHI LDREN
"The Ethernet-I1 type field is used to select child protocols.

This is a 16-bit field. Child protocols are deened to start at
the first octet after this type field.

Children of this protocol are encoded as [ 0.0.0.1 ], the
protocol identifier for "ether2’ followed by [ 0.0.a.b ] where
"a’ and 'b’ are the network byte order encodings of the MSB and
LSB of the Ethernet-11 type val ue.

For exanple, a protocol DirlD fragment val ue of:
0.0.0.1.0.0.8.0 defines I P encapsulated in ether?2.

Children of are nanmed as 'ether2’ followed by the type field
val ue in hexadecimal. The above exanpl e woul d be declared as:
et her 2 0x0800"
ADDRESS- FORVAT
"Et hernet addresses are 6 octets in network order."

DECODI NG
"Only type values greater than or equal to 1500 decinal indicate
Et hernet-11 franes; |ower values indicate 802.3 encapsul ation
(see below)."

REFERENCE

"A Standard for the Transni ssion of |P Datagrans over Ethernet
Net wor ks; RFC 894 [ RFC894].

The authoritative list of Ether Type values is identified by the
URL:

ftp://ftp.isi.edu/in-notes/ianalassignnents/ethernet-nunbers”

= { 1}
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5.2.2. LLC Encapsul ation

I 1 ¢ PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON

"The LLC (802.2) protocol."
CHI LDREN

"The LLC SSAP and DSAP (Source/ Dest Service Access Points) are

used to select child protocols. Each of these is one octet

al though the least significant bit is a control bit and shoul d be
masked out in nost situations. Typically SSAP and DSAP (once
masked) are the sane for a given protocol - each end inplicitly

knows whether it is the server or client in a client/server

protocol. This is only a convention, however, and it is possible

for themto be different. The SSAP is matched against child
protocols first. |If none is found then the DSAP is matched
instead. The child protocol is deenmed to start at the first
octet after the LLC control field(s).

Children of '"Ilc’ are encoded as [ 0.0.0.2 ], the protoco

identifier conponent for LLC followed by [ 0.0.0.a ] where 'a

the SAP val ue which maps to the child protocol. For exanpl e,
protocol Dirl D-fragnment val ue of:
0.0.0.2.0.0.0.240

def i nes Net Bi os over LLC

Children are named as 'Ilc’ followed by the SAP value in
hexadeci mal. So the above exanple woul d have been naned:
I1c OxfO"

ADDRESS- FORVAT
"The address consists of 6 octets of MAC address in network

order. Source routing bits should be stripped out of the address

if present.”
DECODI NG

"Notice that LLC has a variable length protocol header; there are

al ways three octets (DSAP, SSAP, control). Depending on the

val ue of the control bits in the DSAP, SSAP and control fields

there nay be an additional octet of control information.

LLC can be present on several different nmedia. For 802.3 and

802.5 its presence is nandated (but see ether2 and rawd02.3
encapsul ations). For 802.5 there is no other link |ayer
pr ot ocol

Bi erman & | ddon St andards Track [ Page 22]



RFC 2074 RMON Protocol ldentifiers January 1997

Notice also that the rawB02.3 link | ayer protocol nay take
precedence over this one in a protocol specific manner such that
it may not be possible to utilize all LSAP values if raw802.3 is
al so present.”
REFERENCE

"The authoritative list of LLC LSAP values is controlled by the
| EEE Registration Authority:
| EEE Regi stration Authority

c/o Iris Ringel

| EEE St andar ds Dept

445 Hoes Lane, P.O Box 1331

Pi scat away, NJ 08855-1331

Phone +1 908 562 3813

Fax: +1 908 562 1571"

=4 2}
5.2.3. SNAP over LLC (QUI =000) Encapsul ation

snap PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}

DESCRI PTI ON
"The Sub-Network Access Protocol (SNAP) is layered on top of LLC
protocol, allowing Ethernet-11 protocols to be run over a nedia
restricted to LLC. "

CHI LDREN
"Children of "snap’ are identified by Ethernet-11 type val ues;

the SNAP PID (Protocol ldentifier) field is used to select the
appropriate child. The entire SNAP protocol header is consuned;
the child protocol is assunmed to start at the next octet after
the PID.

Children of 'snap’ are encoded as [ 0.0.0.3 ], the protoco
identifier for "snap’, followed by [ 0.0.a.b ] where "a and 'b’
are the MSB and LSB of the Ethernet-11 type value. For exanple,
a protocol Dirl D-fragnment val ue of:

0.0.0.3.0.0.8.0

defines the | P/ SNAP pr ot ocol
Children of this protocol are naned 'snap’ followed by the
Et hernet-11 type value in hexadecimal. The above exanple would

be naned:

snap 0x0800"
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ADDRESS- FORVAT
"The address format for SNAP is the sane as that for LLC
DECODI NG
"SNAP is only present over LLC. Both SSAP and DSAP wi || be O0xAA
and a single control octet will be present. There are then three
octets of QU and two octets of PID. For this encapsul ation the
QU nust be 0x000000 (see 'vsnap’ below for non-zero QU s)."
REFERENCE
"SNAP | dentifier values are assigned by the | EEE Standards
Ofice. The address is:
| EEE Registration Authority
c/o Iris Ringel
| EEE St andar ds Dept
445 Hoes Lane, P.O Box 1331
Pi scat away, NJ 08855-1331
Phone +1 908 562 3813
Fax: +1 908 562 1571"

=4 3}
5.2.4. SNAP over LLC (QUI != 000) Encapsul ation

vsnap PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
"Thi s pseudo-protocol handles all SNAP packets which do not have
a zero QUI. See ’'snap’ above for details of those that do."

CHI LDREN

"Children of 'vsnap’ are selected by the 3 octet QUI; the PIDis
not parsed; child protocols are deenmed to start with the first
octet of the SNAP PID field, and continue to the end of the
packet .

Children of 'vsnap’' are encoded as [ 0.0.0.4 ], the protoco

identifier for "vsnap’, followed by [ 0.a.b.c.0.0.d.e ] where
a', 'b’ and 'c¢’ are the 3 octets of the QU field in network
byte order. This is in turn followed by the 16-bit EtherType
val ue, where the 'd’ and 'e’ represent the MSB and LSB of the

Et her Type, respectively.
For exanple, a protocol Dirl D fragnment val ue of:

0.0.0.4.0.8.0.7.0.0.128. 155
defines the Appl eTal k Phase 2 protocol over vsnap
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Note that two protocol DirParaneters octets nust be present in
protocol Di r Tabl e | NDEX val ues for 'vsnap’ protocols. The first
protocol Di r Paraneters octet defines the actual paraneters. The
second protocol DirParaneters octet is not used and nust be set to
zero.

Children are nanmed as ’'vsnap(<QUl >) <ethertype>, where the
"<QUI > field is represented as 3 octets in hexadeci nal notation
or the ASCI| string associated with the QU value. The
<ethertype> field is represented by the 2 byte EtherType value in
hexadeci mal notation. So the above exanple woul d be naned:

"vsnap(0x080007) 0x809b’ or 'vsnap(apple) 0x809b" "
ADDRESS- FORMAT

"The LLC address format is inherited by 'vsnap’. See the 'llc¢’
protocol identifier for nore details."

DECODI NG
"Same as for 'snap’ except the QU is non-zero."

REFERENCE

"SNAP | dentifier values are assigned by the | EEE Standards
Ofice. The address is:

| EEE Regi stration Authority

c/o Iris Ringel

| EEE St andar ds Dept

445 Hoes Lane, P.O Box 1331

Pi scat away, NJ 08855-1331

Phone +1 908 562 3813

Fax: +1 908 562 1571"

= { 4}
5.2.5. | ANA Assigned Protocols

i anaAssi gned PROTOCCL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"This branch contains protocols which do not conformeasily to
the hierarchical format utilized in the other Iink |ayer
branches. Usually, such a protocol 'alnost’ conforns to a
particular 'well-known' identifier format, but additiona
criteria are used (e.g. configuration-based), naking protoco
identification difficult or inpossible by exan nation of
appropriate network traffic. preventing the any 'well-known'
protocol -identifier macro from bei ng used.

Bi erman & | ddon St andards Track [ Page 25]



RFC 2074 RMON Protocol ldentifiers January 1997

Sonetines wel | -known protocols are sinply remapped to a different
port nunber by one or nore venders (e.g. SNW). These protocols
can be identified with the 'user-extensibility' feature of the
protocol Dir Tabl e, and do not need special |ANA

assi gnment s.

A centrally located list of these enunerated protocols nust be
mai ntai ned to insure interoperability.

(See section 3.2 for details on the docunent update procedure.)
Support for new link-layers will be added explicitly, and only
prot ocol s whi ch cannot possibly be represented in a better way
wi || be considered as 'ianaEnunerated’ protocols

| ANA assigned protocols are identified by the base-|ayer-sel ector
value [ 0.0.0.5 ], followed by the four octets [ a.b.c.d ] of the
i nteger val ue corresponding to the particular | ANA protocol

Do not create children of this protocol unless you are sure that
t hey cannot be handl ed by the nore conventional |ink |ayers
above."

CHI LDREN
"Children of this protocol are identified by inplenentation-
speci fic neans, described (as best as possible) in the ' DECODI NG
clause within the protocol -variant-identifier nacro for each
enuner at ed protocol

For exanple, a protocol DirlD fragment val ue of:
0.0.0.5.0.0.0.1

defines the I PX protocol encapsulated directly in 802.3

Children are nanmed 'ianaAssigned followed by the name or nuneric
of the particular | ANA assigned protocol. The above
exanpl e woul d be naned

"ianaAssigned 1' or 'ianaAssigned ipxOver Raw8023 "

DECODI NG
"The 'ianaAssigned’ base layer is a pseudo-protocol and is not
decoded. "

REFERENCE
"Refer to individual PROTOCOL-I|DENTIFI ER macros for information
on each child of the | ANA assigned protocol."

o= { 5}
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5.2.5.1. | ANA Assigned Protocol Identifiers

The followi ng protocol -variant-identifier macro declarations are used
to identify the RMONM B | ANA assigned protocols in a proprietary way,
by sinple enuneration. Note that an additional four-octet |ayer
identifier nmay be used for sonme enunerations (as with the 'vsnap
base-layer identifier). Refer to the 'CH LDREN clause in the
protocol -identifier macro for a particular protocol to determ ne the
number of octets in the ’ianaAssigned |ayer-identifier

i pxOver Raw8023 PROTOCOL- | DENTI FI ER
VARI ANT- OF  "i px"
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Thi s pseudo-protocol describes an encapsul ati on of |PX over
802. 3, without a type field.

Refer to the macro for I PX for additional information about this
protocol ."

DECODI NG
"Whenever the 802.3 header indicates LLC a set of protoco
specific tests needs to be applied to deternmi ne whether this is a
"raw8023’ packet or a true 802.2 packet. The nature of these
tests depends on the active child protocols for 'raw8023' and is
beyond the scope of this docunent."

::={ ianaAssigned 1}

5. 3. L3: Children of Base Protocol ldentifiers

Net work | ayer protocol identifier nacros contain additiona
i nformati on about the network layer, and is found i medi ately
following a base layer-identifier in a protocol identifier

The Protocol DirParaneters supported at the network | ayer are
"count sFragnents(0)’, and ’'tracksSessions(1l). An agent nmay choose to
i mpl ement a subset of these paraneters.

The protocol - nane should be used for the Protocol DirDescr field. The
Prot ocol Di r Type ATTRI BUTES used at the network | ayer are

"hasChil dren(0)’ and ' addressRecogniti onCapabl e(1)’. Agents may
choose to inplenment a subset of these attributes for each protocol
and therefore limt which tables the indicated protocol can be
present (e.g. protocol distribution, host, and matrix tables)..

The follow ng protocol-identifier macro decl arations are given for

exanpl e purposes only. They are not intended to constitute an
exhaustive list or an authoritative source for any of the protocol
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i nformati on given. However, any protocol that can encapsul ate ot her
protocol s nust be docunmented here in order to encode the children
identifiers into protocolDirlD strings. Leaf protocols should be
docunented as well, but an inplenentation can identify a |eaf
protocol even if it isn't listed here (as long as the parent is
docunent ed) .

5.3.1. IP

i p PROTOCOL- | DENTI FI ER
PARAMETERS {
count sFragnments(0) -- This paraneter applies to all child
-- protocols.

}
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}

DESCRI PTI ON
"The protocol identifiers for the Internet Protocol (IP). Note
that I P may be encapsulated within itself, so nore than one of
the following identifiers may be present in a particul ar
protocol DirlID string."

CHI LDREN
"Children of '"ip' are selected by the value in the Protocol field
(one octet), as defined in the PROTOCOL NUMBERS table within the
Assi gned Nunbers Docunent.

The value of the Protocol field is encoded in an octet string as
[ 0.0.0.a ], where "a is the protocol field

Children of 'ip' are encoded as [ 0.0.0.a ], and naned as
where "a’ is the protocol field value. For exanple, a
protocol Dirl D-fragnment val ue of:

0.0.0.1.0.0.8.0.0.0.0.1

ipa

defines an encapsul ation of I CVWP (ether2.ip.icnp)”

ADDRESS- FORMAT
"4 octets of the IP address, in network byte order. Each ip
packet contains two addresses, the source address and the
destinati on address.”

DECODI NG
"Note: ether2/ip/ipipd4/udp is a different protocolDirlD than
ether2/ip/udp, as identified in the protocol DirTable. As such
two different |ocal protocol index values will be assigned by the
agent. E.g. (full I NDEX val ues shown):
ether2/ip/ipi p4/udp 16.0.0.0.1.0.0. 8.

0.0.0.0.4.0.0.0.17.4.0.0.0.0
et her 2/i p/ udp 12.0.0.0.1.0.0.8.0.0.0.0.1

7.3.0.0.0 "
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REFERENCE
"RFC 791 [ RFC791] defines the Internet Protocol; The follow ng
URL defines the authoritative repository for the PROTOCOL NUMBERS
Tabl e:

ftp://ftp.isi.edu/in-notes/ianalassignnments/protocol -nunbers”

et her 2 0x0800,
Il c 0x06,
snap 0x0800,
ip 4,
ip 94

}

5.3.2. IPX

i px PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
"Novel I | PX"

CHI LDREN
"Children of IPX are defined by the 16 bit value of the
Destination Socket field. The value is encoded into an octet
string as [ 0.0.a.b ], where "a and 'b’ are the network byte
order encodi ngs of the MSB and LSB of the destination socket
field. "

ADDRESS- FORVAT
"4 bytes of Network nunber followed by the 6 bytes Host address
each in network byte order".

REFERENCE
"The 1 PX protocol is defined by the Novell Corporation
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A conpl ete description of | PX nay be secured at the follow ng
addr ess:

Novel | , Inc.

122 East 1700 South

P. O Box 5900

Provo, Utah 84601 USA

800 526 5463

Novel | Part # 883-000780-001"

et her2 0x8137, -- 0.0.129.55
Ilc 0xe0e003, -- 0.224.224.3
snap 0x8137, -- 0.0.129.55
i anaAssi gned Ox1 -- 0.0.0.1 (1 pxOver Rawd023)
}
5.3.3. ARP

arp PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"An Address Resol ution Protocol nessage (request or response).
This protocol does not include Reverse ARP (RARP) packets, which
are counted separately.”

REFERENCE
"RFC 826 [ RFC826] defines the Address Resol ution Protocol."
et her 2 0x806, -- [ 0.0.8.6 ]
snap 0x806

5.3.4. |DP

i dp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
" Xer ox | DP"

CHI LDREN
"Children of IDP are defined by the 8 bit value of the Packet
type field. The value is encoded into an octet string as [
0.0.0.a ], where '@ is the value of the packet type field in
networ k byte order."
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ADDRESS- FORVAT
"4 bytes of Network nunber followed by the 6 bytes Host address
each in network byte order".
REFERENCE
"Xerox Corporation, Docunment XNSS 028112, 1981"
..: {
ether2 0x600, -- [ 0.0.6.0]
snap 0x600
}

5.3.5. AppleTal k ARP
at al karp PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Appl eTal k Address Resol uti on Protocol."
REFERENCE
"Appl eTal k Phase 2 Protocol Specification, docunent ADPA
#C0144LL/ A"
i= |
ether2 0x80f3, -- [ 0.0.128.243 ]

vsnap(0x080007) 0x80f 3

5.3.6. AppleTal k

at al k PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
"Appl eTal k Protocol."

CHI LDREN
"Children of ATALK are defined by the 8 bit value of the DDP type
field. The value is encoded into an octet string as [ 0.0.0.a ],
where "a’' is the value of the DDP type field in network byte
order."

ADDRESS- FORVAT
"2 bytes of Network nunber followed by 1 byte of node id each in
networ k byte order".
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5.4.

5. 4.

REFERENCE
"Appl eTal k Phase 2 Protocol Specification, docunment ADPA
#C0144LL/ A"

= |
ether2 0x809b, -- [ 0.0.128.155 ]
vsnap(0x080007) 0x809b

}

L4: Children of L3 Protocols

1. 1aw

i cnmp PROTOCOL- | DENTI FI ER

5. 4.

tcp

PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Internet Message Control Protocol."
REFERENCE
"RFC 792 [ RFC792] defines the Internet Control Message Protocol."
o={ip1l}
2. TCP

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Transm ssion Control Protocol."

CHI LDREN
"Children of TCP are identified by the 16 bit Destination Port
val ue as specified in RFC 793. They are encoded as [ 0.0.a.b],
where 'a’ is the MSB and 'b’ is the LSB of the Destination Port
val ue. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnent of:

0.0.0.1.0.0.8.0.0.0.0.6.0.0.0. 23

identifies an encapsul ation of the telnet protoco
(ether2.ip.tcp.telnet)”

REFERENCE
"RFC 793 [ RFC793] defines the Transmi ssion Control Protocol

The following URL defines the authoritative repository for
reserved and regi stered TCP port val ues:

ftp://ftp.isi.edu/in-notes/ianalassignments/port-nunbers”
o= { ip 6}
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5.4.3. UDP

udp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"User Datagram Protocol ."

CHI LDREN
"Children of UDP are identified by the 16 bit Destination Port
val ue as specified in RFC 768. They are encoded as [ 0.0.a.b ],
where 'a’ is the MsB and 'b’ is the LSB of the Destination Port
val ue. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnment of:

0.0.0.1.0.0.8.0.0.0.0.17.0.0.0. 1612

identifies an encapsul ati on of SNWP (ether2.ip.udp.snnp)"”
REFERENCE
"RFC 768 [ RFC768] defines the User Datagram Protocol

The following URL defines the authoritative repository for
reserved and regi stered UDP port val ues:

ftp://ftp.isi.edu/in-notes/ianalassignnments/port-nunbers"”
o={ip 17}

5.5. L5: Application Layer Protocols
5.5.1. FTP
5.5.1.1. FTP-DATA

ft p- data PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The File Transfer Protocol Data Port; the FTP Server process
def aul t data-connection port. "

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol. Refer to
section 3.2 of [RFC959] for details on FTP data connections."

:={ tcp 20 }
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5.5.1.2. FTP Contro

ftp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"The File Transfer Protocol Control Port; An FTP client initiates
an FTP control connection by sending FTP commands from user port
(U to this port."

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol."
o= { tcp 21}

5.5.2. Tel net

t el net PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The Tel net Protocol; The purpose of the TELNET Protocol is to
provide a fairly general, bi-directional, eight-bit byte oriented
communi cations facility. |Its primary goal is to allow a standard
met hod of interfacing term nal devices and term nal -oriented
processes to each other. "

REFERENCE
"RFC 854 [ RFC854] defines the basic Tel net Protocol."
o= { tcp 23}
5.5.3. SMIP

snmt p PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"The Sinple Miil Transfer Protocol; SMIP control and data
nmessages are sent on this port."

REFERENCE
"RFC 821 [ RFC821] defines the basic Sinple Mil Transfer
Prot ocol . "

:={ tcp 25}
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5.5.4. DNS

domai n PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Dormai n Nanme Service Protocol; DNS nay be transported by either
UDP [ RFC768] or TCP [RFC793]. |If the transport is UDP, DNS
requests restricted to 512 bytes in length may be sent to this
port."

REFERENCE
"RFC 1035 [ RFC1035] defines the Bootstrap Protocol."

;.= { udp 53,

tcp 53 }

5.5.5. BOOIP
5.5.5.1. Bootstrap Server Protoco

boot ps PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bootstrap Protocol Server Protocol; BOOTP dients send requests
(usual ly broadcast) to the bootps port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."
::={ udp 67 }

5.5.5.2. Bootstrap Cient Protocol

boot pc PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bootstrap Protocol Client Protocol; BOOIP Server replies are
sent to the BOOTP Client using this destination port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."
::={ udp 68 }
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5.5.6. TFTP
tftp PROTOCOL- | DENTI FI ER
PARAMETERS {
tracksSessi ons(1)

}
ATTRI BUTES { }

DESCRI PTI ON
"Trivial File Transfer Protocol; Only the first packet of each
TFTP transaction will be sent to port 69. If the tracksSessions

attribute is set, then packets for each TFTP transaction wll be
attributed to tftp, instead of the unregi stered port nunbers that
will be encoded in subsequent packets."

REFERENCE
"RFC 1350 [ RFC1350] defines the TFTP Protocol (revision 2); RFC
1782 [RFC1782] defines TFTP Option Extensions; RFC 1783 [ RFC1783]
defines the TFTP Bl ocksi ze Option; RFC 1784 [RFC1784] defi nes
TFTP Tinmeout Interval and Transfer Size Options."

::={ udp 69 }
5.5.7. HITP

www htt p PROTOCCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Hypertext Transfer Protocol
REFERENCE
"RFC 1945 [ RFC1945] defines the Hypertext Transfer Protoco
(HTTP/1.0)."
:={ tcp 80}

5.5.8. POP3

pop3 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Post Ofice Protocol -- Version 3. Cients establish connections
with POP3 servers by using this destination port nunber.”
REFERENCE
"RFC 1725 [ RFC1725] defines Version 3 of the Post Ofice
Prot ocol . "
o= { tcp 110 }
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5.5.9. SUNRPC

sunrpc PROTOCCL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0) -- port mapper function nunbers

}

DESCRI PTI ON
"SUN Renote Procedure Call Protocol. Port mapper function
requests are sent to this destination port."

CHI LDREN
Specific RPC functions are represented as children of the sunrpc
protocol. Each 'RPC function protocol’ is identified by its

function nunmber assignnent. RPC function nunmber assignnents are
defined by different nanming authorities, depending of the
function identifier val ue.

From [ RFC1831] :

Program nunbers are given out in groups of hexadeci nmal 20000000
(deci mal 536870912) according to the follow ng chart:

0 - Afffffff defined by rpc@un. com
20000000 - 3fffffff defined by user
40000000 - Sfffffff t ransi ent
60000000 - 7fffffff reserved
80000000 - Offfffff reserved
a0000000 - bfffffff reserved
c0000000 - dfffffff reserved
e0000000 - ffffffff reserved

Children of ’'sunrpc’ are encoded as [ 0.0.0.111], the protoco
i dentifier conponent for 'sunrpc’, followed by [ a.b.c.d ], where
a.b.c.d is the 32 bit binary RPC program nunber encoded in
network byte order. For exanple, a protocol DirlD-fragnent val ue
of :

0.0.0.111.0.1.134.163

defines the NFS function (and protocol).

Children are nanmed as ’sunrpc’ followed by the RPC function
nunber in base 10 format. For exanple, NFS would be naned:
"sunrpc 100003’
REFERENCE
"RFC 1831 [ RFC1831] defines the Renote Procedure Call Protoco
Version 2. The authoritative Iist of RPC Functions is identified
by the URL:
ftp://ftp.isi.edu/in-notes/ianalassignments/sun-rpc-nunbers”
o= { udp 111 }
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5.5.10. NFS

nfs PROTOCOL- | DENTI FI ER
PARAMETERS {
count sFragnent s(0)

}

ATTRI BUTES { }

DESCRI PTI ON
"Sun Network File System (NFS);"

DECODI NG
"The first packet in an NFS transaction is sent to the port-
mapper, and therefore decoded statically by nonitoring RFC
portmap requests [ RFC1831]. Any subsequent NFS fragnents nust be
decoded and correctly identified by 'renenbering the port
assignnents used in each RPC function call (as identified
according to the procedures in the RPC Specification Version 2
[ RFC1831]).

The ' count sFragnents(0)’ PARAMETER bit is used to indicate
whet her the probe can (and shoul d) nonitor portnmapper activity to
correctly attribute all NFS packets."”

REFERENCE
"The NFS Version 3 Protocol Specification is defined in RFC 1813
[ RFC1813] . "

.:={
sunrpc 100003 -- [0.1.134.163]

}

5.5.11. SNwWP
5.5.11.1. SNWP Request/ Response

snnmp PROTOCOL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Si npl e Network Managenent Protocol. |ncludes SNMPv1l and SNWVPv2
protocol versions. Does not include SNW trap packets."

REFERENCE
"The SNWP SM is defined in RFC 1902 [ RFC1902]. The SNWP
protocol is defined in RFC 1905 [ RFC1905]. Transport mappi ngs
are defined in RFC 1906 [ RFC1906]; RFC 1420 (SNWP over |PX)
[ RFC1420]; RFC 1419 (SNWP over Appl eTal k) [RFC1419]."

udp 161,

i px 0x900f, -- [ 0.0.144.15 ]
atalk 8
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5.5.11.2. SNWP Trap

snnpt rap PROTOCCL- | DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Si npl e Network Managenent Protocol Trap Port."

REFERENCE
"The SNMP SM is defined in RFC 1902 [ RFC1902]. The SNW
protocol is defined in RFC 1905 [ RFC1905]. Transport mappi ngs
are defined in RFC 1906 [ RFC1906]; RFC 1420 (SNWP over |PX)
[ RFC1420]; RFC 1419 (SNWP over AppleTal k) [ RFC1419]."

. : = {

udp 162,

i px 0x9010,
atalk 9

}
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