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M crosoft Poi nt-To- Poi nt Conpression (MPPC) Protoco
Status of this Meno

This meno provides information for the Internet comunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlinted.

Abstract

The Poi nt-to-Point Protocol (PPP) [1l] provides a standard nethod for
transporting multi-protocol datagrans over point-to-point |inks.

The PPP Conpression Control Protocol [2] provides a nmethod to
negotiate and utilize conpression protocols over PPP encapsul ated
l'i nks.

Thi s docunent describes the use of the Mcrosoft Point to Point
Conpression protocol (also referred to as MPPC in this docunent) for
conpressi ng PPP encapsul at ed packets.
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I ntroduction

The M crosoft Point to Point Conpression schene is a neans of
representing arbitrary Point to Point Protocol (PPP) packets in a
conpressed form The MPPC algorithmis designed to optinize processor
utilization and bandwi dth utilization in order to support |arge
nurmber of sinultaneous connections. The MPPC al gorithmis al so
optimized to work efficiently in typical PPP scenarios

(1500 byte MIU, etc.).

The MPPC al gorithmuses an LZ [3] based algorithmw th a sliding
wi ndow hi story buffer

The MPPC al gorithm keeps a continous history so that after 8192 bytes
of data has been transmitted conpressed there is always 8192 bytes of
history to use for conpressing, except when the history is flushed.

Li censi ng

MPPC can only be used in products that inplenent the Point to Point
Protocol AND for the sole purpose of interoperating with other MPPC
and Point to Point Protocol inplenentations.

Source and object licenses are avail able on a non-discrimnatory
basis from Stac El ectronics. Please contact:

Cheryl Pol and

Stac El ectronics

12636 Hi gh Bl uff Drive,
San Dei go, CA 92130
Phone: (619) 794- 4534
Emai |l : cheryl p@tac. com

Speci fication of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification

MUST NOT This phrase neans that the definition is an absolute
prohi bition of the specification
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SHOULD This word, or the adjective "recommended", neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications MJST be
under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl emrent ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenentation which
does include the option.

Configuration Option Fornat
Descri ption
The CCP Configuration Option negotiates the use of MPPC on the

link. By default or ultimte disagreenent, no conpression is
used.

A summary of the CCP Configuration Option format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B o T T S e i i Sl NI S e S et ol mt ST T S i S S

| Type | Length | Supported Bits

B e i s i i I e S e S i T ok ST SR s S R I S S S S
| Supported Bits |

i T R i el i it S SRR R S SR SR S

Type
18
Length
6
Supported Bits
This field is 4 octets, nopst significant octet first. The | east
significant bit in the | east significant octet set to 1 indicates

desire to negotiate MPPC

All other bits MJST be set to O.
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3.

MPPC Packet s

Bef ore any MPPC packets may be communi cated, PPP must reach the
Net wor k- Layer Protocol phase, and the CCP Control Protocol mnust reach
the Opened state.

Exactly one MPPC datagramis encapsulated in the PPP | nformation
field. The PPP Protocol field indicates type hex OOFD for al
conpressed dat agrans.

The maxi num | ength of the MPPC datagramtransmtted over a PPP |ink
is the sane as the maxi numlength of the Information field of a PPP
encapsul at ed packet. Since the history buffer is linmted to 8192
bytes, this length cannot be greater than 8192 bytes.

Only packets with PPP Protocol nunbers in the range hex 0021 to hex
OOFA are conpressed. Oher packets are not passed thru the MPPC
processor and are sent with their original PPP Protocol nunbers.

Paddi ng

It is recommended that paddi ng not be used with MPPC since it
defeats the purpose of conpression. If the sender nust use paddi ng
it MJUST negotiate the Self-Describing-Paddi ng Configuration option
during LCP phase and use sel f-describi ng pads.

Reliability and Sequencing
The MPPC schene does not require a reliable link. Instead, it
relies on a 12 bit coherency count in each packet to keep the
history buffers synchronized. |If the receiver recognizes that the

coherency count received in the packet does not match the count it
is expecting, it sends a CCP Reset-Request packet to resynchronize
its history buffer with the sender’s history buffer.

MPPC expects the packets to be delivered in sequence, otherw se
hi story buffer re-synchronization will not occur

MPPC MAY be used over a reliable Iink, as described in "PPP
Rel i abl e Transm sion" [5], but this typically just adds
unnecessary overhead since only the coherency count is required.

Dat a Expansi on

If conpressing the data results in data expansion, the origina
data is sent as an unconpressed MPPC packet. The sender nust fl ush
the history before conpressing any nore data and set the FLUSHED
bit on the next outgoing packet.
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3.1. Packet Fornmat

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| PPP Pr ot ocol | Al Bl C| D] Coherency Count

B s S S i i i ks a ks st S S S S S S
| Conpr essed Data. ..

R R R R e e s o S e R S S S S S S e e e e e

PPP Pr ot ocol

The PPP Protocol field is described in the Point-to-Point Protoco
Encapsul ation [1].

When t he MPPC conpression protocol is successfully negotiated by
the PPP Conpression Control Protocol, the value is hex OOFD. This
val ue MAY be conpressed when Protocol -Fiel d-Conpression is
negot i at ed.

Bit A

This bit indicates that the history buffer has just been
initialized before this packet was generated. This packet can
ALVWAYS be deconpressed because it is not based on any previous
history. This bit is typically sent to informthe peer that the
sender has initialized its history buffer before conpressing the
packet and that the receiving peer nmust initialize its history
buf f er before deconpressing the packet. This bit is referred to as
FLUSHED bit in this docunent.

| mpl enent ati on Note: Conpression and deconpression histories are
always initialized with all zeroes.

Bit B

This bit indicates that the packet was noved to the front of the

history buffer typically because there was no roomat the end of

the history buffer. This bit is used to tell the deconpressor to
set its history pointer to the beginning of the history buffer.

| mpl enent ati on Not es:

1. It isinplied that this bit nust be set at |east once for every
8192 bytes of data that is sent conpressed.

2. It is also inplied that this bit can be set even if the
sender’s history buffer is not full. Initialized history that
has not been used for conpressing data nmust not be referred to
in the conpressed packets.
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Bit C

This bit (if set) is used to indicate that the packet is
conpr essed

Bit D
This bit nust be set to O.
Coher ency Count

The coherency count is used to assure that the packets are sent in
proper order and that no packet has been dropped. This count
starts at 0 and is always increased by 1 and NEVER decreases or
goes back. When all bits are 1, the count returns to O.

Conpressed Dat a

The conpressed data begins with the protocol field. For exanple,
in case of an | P packet (0021 followed by an I P header), the
conpressor will first try to conpress the 0021 protocol field and
then conpress the | P header.

I f the packet contains header conpression, the MPPC conpressor is
appl i ed AFTER header conpression is prefornmed and MJST be applied
to the conpressed header as well. For exanple, if a packet
cont ai ned the protocol 002d for a conpressed TCP/ | P header, the
conpressor would first attenpt to conpress 002d and then it

woul d attenpt to conpress the conpressed Van-Jacobsen TCP/IP
header .

4. Description of Conpressor and Encodi ng
The conpressor runs through the | ength of the frame producing as
output a Literal (byte to be sent unconpressed) or a <Ofset,
Lengt h- of - Mat ch> Copy tuple, where Offset is the nunber of bytes
before in the history where the match lies and Length-of-Match is the
nunber of bytes to copy fromthe |ocation indicated by Ofset.
For exanpl e, consider the follow ng string:
0 1 2 3 4
012345678901234567890123456789012345678901234567890
for whomthe bell tolls, the bell tolls for thee.
The conpressor woul d produce

for whomthe bell tolls, <16, 15> <40, 4><19, 3>e.
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The Literal and Copy tuple tokens are then encoded according to the
MPPC encodi ng schene.

4.1 Literal Encoding
Literals are bytes sent unconpressed. If the value of the Literal is
bel ow hex 80, it is encoded with its value itself. If the Literal has
val ue greater than hex 7F it is sent as bits 10 foll owed by the | ower

7 bits of the Literal

Exanpl e: Literal hex 56 is transmtted as 01010110
Literal hex E7 is transnmitted as 101100111

4.2 Copy Tupl e Encodi ng
Copy tuples represent conpressed data. A tuple has two el enents: the
O fset and Length-of-Match. The Offset is encoded before the Length-
of - Mat ch.

4.2.1 Ofset Encoding

O fset values |less than 64 are encoded as bits 1111 foll owed by the
lower 6 bits of the val ue.

O fset val ues between 64 and 320 are encoded as bits 1110 fol |l owed by
the lower 8 bits of the conputation (value - 64).

O fset val ues between 320 and 8191 are encoded as bits 110 fol |l owed
by the lower 13 bits of the conputation (value - 320).

Exanpl es: O fset value of 3 is encoded as: 1111 000011
O fset value of 128 is encoded as: 1110 01000000
O fset value of 1024 is encoded as: 110 0001011000000
4.2.2 Length-of - Match Encodi ng
Length of 3 is encoded with bit O.

Length values from4 to 7 are encoded as 10 followed by lower 2 bits
of the val ue.

Length values from8 to 15 are encoded as 110 foll owed by | ower 3
bits of the val ue.

Length values from 16 to 31 are encoded as 1110 foll owed by | ower 4
bits of the val ue.
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Length values from 32 to 63 are encoded as 11110 foll owed by | ower 5
bits of the val ue.

Length values from64 to 127 are encoded as 111110 fol |l owed by | ower
6 bits of the value.

Length values from 128 to 255 are encoded as 1111110 fol |l oned by
lower 7 bits of the val ue.

Length values from 256 to 511 are encoded as 11111110 fol |l owed by
lower 8 bits of the val ue.

Length values from 512 to 1023 are encoded as 111111110 fol |l owed by
lower 9 bits of the val ue.

Length values from 1024 to 2047 are encoded as 1111111110 fol | owed by
| ower 10 bits of the val ue.

Length values from 2048 to 4095 are encoded as 11111111110 fol |l owed
by lower 11 bits of the val ue.

Length values from 4096 to 8191 are encoded as 111111111110 fol | owed
by lower 12 bits of the val ue.

Exanpl es: Length of 15 is encoded as: 110 111
Length of 120 is encoded as: 111110 111000
Length of 4097 is encoded as:111111111110 000000000001

The | argest Length value that can be encoded is 8191

4.3 Synchronization

Packets nmay be lost during transfer. If the deconpressor naintained
coherency count does not match the coherency count received in the
conmpressed packet, the deconpressor drops the packet and sends a CCP
Reset - Request packet. The conpressor on receiving this packet flushes
the history buffer and sets the FLUSHED bit in the next packet it
sends. The deconpressor on receiving a packet with its FLUSHED bit
set flushes its history buffer and sets its coherency count to the
one transmtted by the conpressor in that packet. Thus

synchroni zation is achi eved wi thout a CCP Reset-Ack packet.

Security Considerations

Security issues are not discussed in this nmeno.
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