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Managi ng the X 500 Root Nani ng Cont ext
Status of this Menp

This meno defines an Experinental Protocol for the Internet
community. This neno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovement are requested.

Di stribution of this meno is unlimnted.

Abstract

The X. 500 Standard [ X. 500 93] has the concept of first |evel DSAs,
whose admi nistrators nust collectively manage the root nam ng context
through bi-lateral agreements or other private nmeans which are

out side the scope of the X 500 Standard.

The NaneFLOW Par adi se X. 500 service has an established procedure for
managi ng the root nam ng context, which currently uses Quipu
proprietary replication nmechanisnms and a root DSA. The benefits that
derive fromthis are twofold:

- firstly it is nmuch easier to co-ordi nate the nmanagenent of the
root context information, when there is a central point of
admi ni stration,

- secondly the performance of one-level Search operations is
greatly inproved because the Quipu distribution and replication
mechani sm does not have a restriction that exists in the 1988 and
1993 X. 500 Standard.

The NaneFLOW Par adi se project is noving towards 1993 | SO X. 500
Standard replication protocols and wants to standardi se the protoco
and procedure for managi ng the root naning context which will be
based on 1993 X 500 Standard protocols. Such a protocol and procedure
will be useful to private X 500 donains as well as to the Internet

X. 500 public domain. It is inperative that overall system perfornance
is not degraded by this transition

Thi s docunent describes the use of 1993 |1 SO X 500 Standard protocols
for managi ng the root context. Whilst the ASN.1 is conpatible with
that of the X 500 Standard, the actual settings of the paraneters are
suppl enentary to that of the X 500 Standard.
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1 I nt roducti on

The NaneFLOW Par adi se service has a proprietary way of nmanagi ng the
set of first level DSAs and the root naming context. There is a
single root DSA (G ant Tortoise) which holds all of the country
entries, and the country entries are then replicated to every country
(first level) DSA and other DSAs by Quipu replication [RFC 1276] from
the root DSA. In June 1996 there were 770 DSAs replicating this
information over the Internet. The root DSA is not a feature of the
X. 500 Standard [ X.500 93]. It was introduced because of the non-
standard nature of the original Quipu know edge nodel (also described
in RFC 1276). However, it does have significant advantages both in
managi ng the root nam ng context and in the performance of one-Ieve
Searches of the root. Performance is increased because each country
DSA holds all the entry information of every country.

By conparison, the 1988 X 500 Standard root context which is
replicated to all the country DSAs, only hol ds know edge i nfornation
and a boolean (to say if the entry is an alias or not) for each
country entry. This is sufficient to performan insecure List
operation, but not a one-level Search operation. Wen access controls
were added to the 1993 X. 500 Standard, the root context information
was increased (erroneously as it happens - this is the subject of
defect report 140 - see Annex 1) to hold the access controls for each
country entry, but a note in the X 500 Standard restricted its use to
the List operation, in order to remain conpatible with the 1988
edition of the X 500 Standard.
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2 M gration Plan

The NaneFLOW Paradi se service is now mgrating to X 500 Standard

[ X. 500 93] conform ng products, and it is essential to replace the
Qui pu replication protocol with the 1993 shadowi ng and operationa
bi ndi ng protocols, but w thout |osing the performance inprovenent

that has been gained for one-|evel Searches.

It is still the intention of the NameFLOW Par adi se service to have
one nmaster root DSA. This root DSA will not support user Directory
operations via the LDAP, the DAP or the DSP, but each country (first
level) DSA will be able to shadow the root context fromthis root
DSA, using the DI SP. Each first | evel DSA then only needs to have one
bi -l ateral agreenent, between itself and the root DSA. This agreenent
will ensure that the first |evel DSA keeps the root DSA up to date
with its country level information, and in turn, that the root DSA
keeps the first level DSA up to date with the conplete root nani ng
context. Wien a new first |level DSA cones on line, it only needs to
establish a bi-lateral agreement with the root DSA, in order to
obtain the conplete root context.

This is a nmuch easier configuration to manage than sinply a set of
first level DSAs without a root DSA, as suggested in the |SO X 500
Standard. In the X 500 Standard case each first |evel DSA nust have
bi-lateral agreenments with all of the other first |evel DSAs. Wen a
new first level DSA comes on line, it nust establish agreenments with
all the existing first level DSAs. As the nunber of first |evel DSAs
grows, the process becomes unmanageabl e.

However, it is also inportant to increase the anpunt of information
that is held about every country entry, so that a one-level Search
operation can be performed in each first | evel DSA wthout it
needing to chain or refer the operation to all the other first |eve
DSAs (as is currently the case with a X. 500 Standard conforn ng
system)

3 Techni cal Sol uti ons

3.1 The solution at first appears to be relatively straight forward,
and involves two steps. Firstly, create a root DSA, and establish

hi erarchi cal operational bindings using the DOP, between it and each
master first |evel DSA Secondly, each nmaster first |evel DSA enters
into a shadowi ng agreenment with the root DSA, to shadow the enl arged
root context information. In this way each first |level DSA is then
capabl e of independently performing List and one-1evel Search
operations, and nanme resolving to all other first |evel DSAs.
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3.2 Unfortunately there are a nunber of conplications that inhibit a
qui ck inplementation of this solution. Firstly, few DSA suppliers
have inplemented the DOP. Secondly there are several defects in the
X. 500 Standard that currently stop the above sol ution from working.

3.3 At a neeting chaired by DANTE in the UK on 18 June 1996[ M ns], at
whi ch several DSA suppliers were present, the follow ng pragmatic
techni cal solution was proposed. This conprises a fast track partia
solution and a slower track fuller solution. Both the fast and sl ower
tracks use the shadow ng protocol (DI SP) for both steps of the
solution, and do not rely on the DOP to establish HOBs. The fast
track solution, described in section 4, will support know edge

di stribution of the root context, and the (insecure) List operation
of the root’s subordinates. The List operation will be insecure
because access control information will not be present in the shadow
DSEs. (However, since it is generally thought that first |eve
entries, in particular country entries, are publicly accessible, this
is not considered to be a serious problem) Suppliers expect to have
the fast track solution avail able before the end of 1996. The sl ower
track solution, described in section 5, will in addition support
fully secure one | evel Search and List operations of the root
(without the need to chain to the master DSAs). Suppliers at the
DANTE neeting did not realistically expect this to be in their
products much sooner than md 1998.

3.4 The long termsolution, which relies on the DOP to establish
HOBs, is described in section 6 of this docunent.

(Note. It is strongly recommended that non-specific subordinate

ref erences should not be allowed in the root context for efficiency
reasons. This is directed by the European functional X 500 Standard
[ ENV 41215] and the NADF standi ng docunent [NADF 7]. It is also
preferred by the International X 500 Standardized Profile [ISP
10615-6].)

4 The Fast Track Sol ution

4.1 The fast track solution provides root know edge collection and

i nsecure List operations for first level DSAs, and will be of use to
systens whi ch do not yet support the DOP for managi ng hierarchica
operational bindings. The fast track solution relies upon the DI SP
with very few changes to the 1993 edition of the X 500 Standard.
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4.2 Each master first level DSA adninistrator will make available to
the adninistrator of the root DSA, sufficient information to all ow
the root DSA to configure a subordinate reference to their DSA. In
the sinplest case, this can be via a tel ephone call, and the

i nformati on conprises the access point of their DSA and the RDNs of
the first level entries that they naster

4.3 Each master first level DSA enters into a shadow ng agreenent
with the root DSA, for the purpose of shadow ng the root nami ng
cont ext .

The 1993 edition of the X 500 Standard explicitly recogni ses that
there can be nmaster and shadow first |evel DSAs (X 501 Section 18.5).
(The 1988 edition of the X 500 Standard does not explicitly recognise
this, since it does not recogni se shadowi ng.) A shadow first |eve
DSA hol ds a copy of the root context, provided by a naster first
level DSA. In addition it holds shadow copies of the (one or nore)
country entries that the naster first |evel DSA holds. There is
currently an outstanding defect report [UK 142] on the 1993 X 500
Standard to clarify how a shadowi ng agreenment is established between
first level DSAs. Once this has been ratified, the only additiona
text needed in order to establish a shadow ng agreenment between the
root DSA and a master first level DSAis as follows:

"When clause 9.2 of |ISOIEC 9594-9:1993 is applied to the
shadowi ng of the root context by a first level DSA fromthe root
DSA of a dommin, then UnitOfReplication shall be set as foll ows:
context Prefix of AreaSpecification shall be null,

replicati onArea of AreaSpecification shall be set to

SEQUENCE {
speci ficExclusions [1] SET OF {
chopBef ore [0] FirstLevel Entry},
maxi mum [3] 1}

where FirstLevel Entry is the RDN of a first level entry (e.g.
country, locality or international organisation) held by the
master first |evel DSA. specificExclusions shall contain one
FirstLevel Entry for each first level entry nmastered by this DSA
attributes of Unitof Replication shall be an enpty SET OF SEQUENCE

know edge of UnitofReplication shall be set to both (shadow and
master).
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In other words, the information that will be replicated will be an
enpty root entry plus all the attributes of the conplete set of
subordi nate DSEs of the root that are held in the root DSA excluding
the DSEs that the first |evel DSA already nmasters, plus a conplete
set of subordinate reference.”

Not e that the maxi mum conponent of replicationArea, although not
strictly necessary, is there for pragmatic reasons, for exanple,
where a community of users wish to use the root DSA to hold somne
country specific entries.

5 The Sl ower Track Sol ution

5.1 The slower track solution provides support for fully secure one

| evel Search and List operations of the root in first |evel DSAs, and
conprises of two steps for HOB establishnent between the root DSA and
master first |evel DSAs, using the DI SP instead of the DOP. Step one,
described in 5.3, allows the root DSA to shadow first |evel entries
froma nmaster first level DSA. Step two, described in 5.4, requires
either the root DSA admi nistrator or the root DSA inplenentation to
massage the shadow first level entries so that they appear to have
been created by a HOB. Managi ng the root context then continues as
in 4.3 above.

5.2 This solution requires two significant defects in the | SO X 500
Standard to be corrected. Firstly, access control information needs
to be added to subordinate references in the DISP to allow the List
operation to work securely in a shadowed DSA. (The ACI are held in
both the subr DSE and in its subentry.) This requires a defect report
on the 93 X. 500 Standard to be subnmitted. The text of this defect
report (that has been subnmitted to SO is given in Annex 2.

Secondly, a new type of shadowi ng agreenment will need to be

est abl i shed between the supplier and consumer DSAs, to copy

subordi nate entries rather than sinply subordi nate references, so
that one | evel Search operations can work in the shadowi ng DSA. This
procedure should have been part of the 1997 edition of the X 500
Standard, but due to an onission is not. Consequently a defect
report on the 1997 X 500 Standard has been submitted. The text of
this defect report is given in Annex 3.
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5.3 The hierarchical operational binding between the root DSA and a
master first |level DSA can be replaced by a set of "spot" shadow ng
agreenments, in which the first Ievel DSA acts as the supplier, and
the root DSA as the consunmer. Each "spot" shadow ng agreenent
replicates a first level entry which is mastered by the first |evel
DSA. The Unit O Replication shall be set as foll ows:

context Prefix of AreaSpecification shall be FirstlLevel Entry,

replicati onArea of AreaSpecification shall be set to
SEQUENCE {
specificExclusions [1] SET OF {
chopAfter [1] {null} } }

where FirstLevel Entry is the Distinguished Nanme of a first |eve
entry (e.g. country, locality or international organisation) held by
the master first |evel DSA

attributes of Unitof Replication shall be an enpty SET OF SEQUENCE
know edge of UnitofReplication shall be absent.

5.4 The root DSA adm nistrator, or the root DSA inplenentation
(suitably tailored) nust then administratively update each shadowed
first level entry, so that they appear to have been created by a HOB
i.e. it is necessary to add a subordinate reference to each one of
them The subordinate reference will point to the respective naster
first level DSA, and will conprise of a specific know edge attri bute,
and the DSE bit of type subr being set. The contents of the specific
know edge attribute can be created fromthe contents of the supplier
know edge attribute already present in the first level entry and
created by the "spot" shadow ng agreenent.

6 The Long Term Sol uti on

6.1 Each naster first level DSA will have a hierarchical operationa
binding with the root DSA of the domain. Each master first |evel DSA
will master one or nore first level entries. The hierarchica
operational binding will keep the appropriate subordinate
reference(s) (of category shadow and master) up to date, as well as
the other entry information that is needed for one-level Search
operations (such as access controls, and attributes used in
filtering).
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Whi | st hierarchical agreenments are standardised, this particular

novel use of a HOB is not specifically recognised in the X 500
Standard. Although the ASN.1 will support it, there is no supporting
text in the X 500 Standard. The follow ng text supplenents that in
the X 500 Standard, and describes how a first | evel DSA may have a

hi erarchi cal operational binding with the root DSA of its donain.

"Clause 24 of |SQOIEC 9594-4:1993 shall also apply when a first |eve
DSA is a subordinate DSA, and the root DSA of the domain is the
superi or DSA. The nami ng context held by the superior (root) DSA is
the root nam ng context (or root context - the terns are synonynous)
of the domain. The root context consists of the root entry of the DIT
(which is enpty) plus a conplete set of subordinate DSEs (i.e. first

| evel DSEs), one for each first level nanming context in the domain,
and their corresponding subentries. The first level DSEs and their
subentries will contain, in addition to specific know edge attribute
val ues of category nmaster and shadow, sufficient attributes and
collective attributes, including access control information, to allow
Li st and one-|evel Search operations to be perforned on them

In clause 24.1.2, the Distingui shedNane of the inmredi at eSuperi or
component of Hierarchical Agreenent shall be null."

6.2 The ASN. 1 of hierarchical operational bindings already allows any
attributes to be passed fromthe subordinate DSA to the superior DSA
(Subor di nat eToSuperi or paraneter in clause 24.1.4.2 of X 518).
However, a note in the 1993 edition of the X. 500 Standard linmits this
to those which are required to performa List operation. In the 1997
edition of the X 500 Standard [ DAM User] this restriction has been
renoved, so that the attributes nmay al so be used for a one-I|eve
Search operation.

1993 inpl ementati ons of X 500 conforming to this RFC, shall also
renove this restriction.

7 Security Considerations
Security considerations are discussed in this neno in relation to
Li st and one-1|evel Search operations. Each DSE has access contro

informati on associated wwth it, and these nust be adhered to when the
operations are perforned.
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Annex 1 Solution Text of Defect Reports submitted to ISOITU T by
the WK
Def ect Report 140
Nat ure of Defect
In section 24.1.4.2 it is defined that the Subordi nateToSuperi or
paraneter of a HOB can pass an entrylnfo paraneter. This should
contain entryACl which may be used in the resolution of the List

operati on.

This is not correct as the prescriptive ACl fromthe rel evant
subentries is also required in the superior DSA

Sol uti on Proposed by Source

It is proposed that the following is added to the
Subor di nat eToSuperi or SEQUENCE of section 24.1.4.2 of X 518:

subentries [2] SET OF Subentryl nfo OPTI ONAL

This is used to pass the relevant subentries fromthe subordinate to

the superior. This is simlar to the way subentry information is

passed in the SuperiorToSubordi nate paraneter defined in 24.1.4.1
Def ect Report 142

Nat ure of Defect

The text which describes AreaSpecification in clause 9.2 of X. 525 is

conpl etely general. However, for the special case of replicating

first Ievel know edge references between first |evel DSAs, a

clarifying sentence shoul d be added.

Sol uti on Proposed by Source

In Section 9.2, under the ASN. 1, after the description of area, and
before the description of SubtreeSpecification, add the sentence:

"For the case where a DSA is shadowi ng first |evel know edge from
a first level DSA, the contextPrefix conponent is enpty."
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Annex 2 Defect Report on 1993 X 500 Standard for Adding full ACls to
DI SP for Subordi nate References, so that Secure List Qperation can
be performed in Shadow DSAs

Nat ure of Defect:

The List operation nay be carried out in a superior DSA using
subordinate reference information, providing that the fronEntry fl ag
is set to false in the response. However, in order to do this
securely, conplete access control information is needed for the RDN
of the subordinate entry. The existing text assunes that this is held
inentry ACl (e.g. see 9.2.4.1 c) or in prescriptive ACI held in
subentries above the DSE (e.g. see 9.2.4.1 b). In the case of a
subordi nate reference, the prescriptive ACl may be hel d bel ow t he
DSE, if the subordinate reference points to a new adm nistrative

poi nt. The shadowi ng docunent needs to make it clear that this can be
the case, and needs to allow for this additional access contro

i nformation to be shadowed.

A related defect report (140) has al ready suggested that this same
om ssion should be added to operational bindings.

Sol uti on Proposed by the Source:
Al'l the followi ng changes are to X 525|1S0O 9594-9.

I) Insert the following text into 7.2.2.3, at the end of both the
second paragraph and the first sentence of the third paragraph (after
"appropriate know edge"): "and access control information."

Il) Insert a newthird paragraph into 7.2.2.3: "If subordinate
know edge is supplied, and the supplying DSE (of type subr) is also
of type admPoint, then the SDSE shall additionally be of type
adnmPoi nt and the admi nistrativeRole attribute shall be supplied. |If
such a DSE has any i mmedi ately subordi nate subentries contai ni ng
PrescriptiveACl relating to the adm nistrative point, then they shal
al so be supplied as SDSEs in the shadowed i nformation.

Note. A DSE can be of type subr and adnmPoint in a superior DSA, when
the nanming context in the subordinate DSA is the start of a new
adm nistrative area.”

I1l) Update figure 3 to show a subentry i medi ately bel ow a

subordi nate reference. The subentry contains prescriptiveACl and is
part of the shadowed i nformation.
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Shadowed | nf or mati on
ADDI TIONS TO FI GURE 3, SECTION 7.2, X 525

I'V) Add supporting text to section 7.2 in the paragraph after Figure
3. Insert after the sentence "Subordi nate know edge nay al so be
replicated" the follow ng sentences "Inplicit in the Add supporting
text to section 7.2 in the paragraph after Figure 3. |Insert after

t he sentence subordinate know edge is the access control information
whi ch governs access to the RDN of the subordinate know edge. When
the subordinate entry is an adm nistrative point in another DSA, then
part of this access control information may be held in
prescriptiveACl subentries beneath the subordi nate know edge."

v) Add a new point d) to 9.2.4.1: "if subordi nate know edge (not

ext ended know edge) is shadowed then any prescriptiveAC in
subordi nate subentries shall also be copied."
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Annex 3 Defect Report on 1997 X 500 Standard Proposing an Enhancenent to
t he Shadowi ng Agreenent in order to support 1 Level Searches in Shadow
DSAs.

Nat ure of Defect:

The 1997 edition of the X 500 Standard has all owed, for reasons of
operational efficiency, one | evel Searches to be carried out in the
superior DSA, when the actual entries are context prefixes in
subordi nate DSAs. The HOBs have been extended to allow this entry
information to be carried up to the superior DSA. Unfortunately, we
forgot to add the corresponding text to Part 9, so that shadow DSAs
are able to copy this additional information fromthe supplier DSA.
This defect report proposes the additional text for Part 9.

Sol uti on Proposed by the Source:
Al the followi ng changes are to X 525|1 SO 9594-9.

I) Section 9.2, add a new subordi nates paranmeter to
Uni t Of Replication, viz:

Uni t Of Replication 11 = SEQUENCH{

area AreaSpeci fication
attributes AttributeSel ecti on,
know edge Know edge OPTI ONAL,
subor di nat es BOOLEAN DEFAULT FALSE }

subordinates is used to indicate that subordinate entries, rather
than sinply subordinate references, are to be copied to the
consuner DSA. subordinates may only be TRUE if know edge is
requested and ext endedKnow edge i s FALSE

Il1) Insert a new fourth paragraph (assum ng previous defect for
Li st was accepted) into 7.2.2.3:

"If subordinates is specified, then the supplier shall send
subordinate entries rather than subordinate references, and the
SDSEs wi |l be of type subr, entry and cp. The subordinate entries
will contain attributes according to the attribute sel ection

In addition, if the supplying DSE is of type adnPoint, then the
SDSE shall additionally be of type adnPoint and the

adm nistrativeRole attribute shall be supplied. Al appropriate
subentries bel ow the adnPoint DSE shall al so be supplied as SDSEs
in the shadowed i nformation."
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