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Status of the Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

This docunent is a revision to STD35, RFCL006 witten by Marshall T.
Rose and Dwi ght E. Cass. Since the release of RFCL006 in My 1987,
much experience has been gained in using | SO transport services on
top of TCP. This docunent refines the protocol and will eventually
super sede RFC1006.

Thi s docunent describes the mechanismto allow | SO Transport Services
to run over TCP over IPv4 or IPv6. It also defines a nunber of new
features, which are not provided i n RFCL1006.

The goal of this version is to mnimse the nunber of changes to
RFC1006 and | SO 8073 transport protocol definitions, while maxin sing
performance, extending its applicability and protecting the installed
base of RFCL006 users.
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1. Introduction, Mbdtivation

There are two basi c approaches whi ch can be taken when "porting" | SO
applications to TCP/IP ([ RFC793],[ RFC791]) and | Pv6 [ PV6]
environnents. One approach is to port each individual application
separately, developing |ocal protocols on top of TCP. A second
approach is based on the notion of layering the | SO Transport Service
over TCP/IP. This approach solves the problemfor all applications
whi ch use the |1 SO Transport Service. This docunent describes the
second appr oach.

The protocol described in this meno is based on the observation that
both the Internet Protocol Suite and the | SO Protocol Suite are

| ayered systens. A key aspect of the layering principle is that of
| ayer-i ndependence. The concept of |ayer-independence neans that if
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one preserves the services offered by a particular |ayer (the
Service-Provider) then the Service-User at that |ayer is conpletely
unaf fected by changes in the underlying layers or by the protoco
used within the | ayer.

Thi s docunent defines a Transport Service which appears to be
identical to the Services and Interfaces offered by the | SO Transport
Service Definition [1S08072], but which will in fact inplenent the

| SO Transport Protocol [1S08073] on top of TCP/IP (IPv4 or |Pv6),
rather than the 1 SO Network Service [|S08348].

The basis of this docunent is STD35, RFCL006 [ RFC1006] witten by
Marshall T. Rose and Dwight E. Cass and it defines two transport

cl asses of service. Transport Class 0 refines and supersedes the
RFC1006 protocol and is ained at preserving the RFC1006 installed
base. Transport Cass 2 defines a nunber of new features which are
not provided in RFC1006, such as independence of Normal and Expedited
Data channels and Explicit Transport Disconnection. These new
features are largely based on RFC1859 [ RFC1859] and extend the
applicability of RFCL006 to new groups of applications.

Thi s docunent specifies changes to the standards nentioned above and
must be read in the context of the above nentioned standards. It wll
not be neani ngful on its own.

The *well known’ TCP port 102 is reserved for hosts which inplenent
the Protocol described in this docunent. Note that the Protocol does
not mandate the use of TCP port 102 for all connections.

2. The Mode

This section describes the differences between the nodel used by the
| SO Transport and that described in this docunent.

2.1 1SO Transport Mode

The 1 SO 8072 standard describes the | SO Transport Service Definition
(TS). The |1SO Transport Service Definition describes the services
offered by the Transport Service Provider and the interfaces used to
access these services.

The 1 SO 8073 standard describes the | SO Transport Protoco
Specification (TP). The 1SO Transport Protocol specifies comon
encodi ng rul es and a nunmber of classes of transport protoco
procedure which can be used with different network Quality of
Servi ce.
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The | SO 8348 standard describes the | SO Network Service Definition
(NS). The |1SO Network Service Definition describes the services

of fered by the network service Provider and the interfaces used to
access these services.

The 1 SO Network Service specifies two type of service:

- Connection Oiented Network Service (CONS)

- ConnectionLess Network Service (CLNS)

The 1 SO Transport Protocol specifies five classes of procedures when

operating over CONS and one class of procedure when operating over
CLNS.

The rel ationship of these | SO standards is illustrated bel ow
Transport Service User

|
| -1 SO Transport Service Definition [|1S08072]

| Transport Service Provider |
| SO Transport Protocol Specification [1S08073] |

|
| -1 SO Network Service Definition [|IS08348]
|

2.2 1SO Transport over TCP (1 TOT) Model

Thi s docunent defines a nodel which provides | SO Transport Service,
wi th m nor extensions, running over TCP.

The 1 SO 8072 Transport Service is supported with mnor nodifications.
See section 3.1.

The | SO 8073 Transport Protocol with some nodifications is used to
provide the nodified Transport Service.

The Transmi ssion Control Protocol is used in place of the | SO 8348 to
provide a CONS |ike service. See section 4.

Thi s docunent specifies a sinple encapsul ati on mechani sm between the
nmodi fied | SO 8073 Transport Protocol and the TCP.
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| SO 8073 Transport Protocol specifies five classes when operating
over | SO 8348 CONS. This docunent specifies howto operate class 0
and 2 over TCP. This docunent does not prevent use of other classes
from operating over TCP, but their specification is beyond the scope
of this docunent.

The rel ationship of these standards is illustrated bel ow
Transport Service User
| -1 SO Transport Service (nodified)

| Transport Service Provider |
| SO Transport Protocol (nodified) Specification |

| -TCP as a Connection Oiented Network Service

2.3 Overview of Protocol and Service

Thi s docunent defines use of the |1SO Transport Protocol (with some
ext ensi ons) running over TCP. Two variants of the protocol are
defined, "Cass 0 over TCP" and "Cl ass 2 over TCP", which are based
closely on the 1SO Transport Cass 0 and 2 Protocol.

Section 3 defines the Service offered to the Transport User by this
protocol, and shows the differences fromthe | SO Transport Service.
The mappi ng between the Service prinitives in the | SO Network Service
and TCP are defined. Section 4 defines the Transport Protocol.

3 Service Definition
This section describes the Transport Service offered to the Transport
User. It also defines the mapping between the Network Service
Definition and the TCP Service Definition.

3.1 Transport Service Definition

| SO 8072 Transport Service is supported with the follow ng
ext ensi ons:

- Use of Quality of Service paraneter is not defined

- Access to Non-disruptive Transport Di sconnection
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3.1.1 Transport Service Definition Primtives

Information is transferred to and fromthe TS-User in the Transport
Service primtives |listed bel ow

Acti ons

T- CONNECT. REQUEST
- a TS-User indicates that it wants to establish transport
connecti on

T- CONNECT. RESPONSE
- a TS-User indicates that it will honour the request

T- DI SCONNECT. REQUEST
- a TS-User indicates that the transport connection is to
be cl osed

T- DATA. REQUEST
- a TS-User sends data

T- EXPEDI TED DATA. REQUEST
- a TS-User sends "expedited" data

Event s

T- CONNECT. | NDI CATI ON
- a TS-User is notified that a transport connection
establishnent is in progress

T- CONNECT. CONFI RVATI ON
- a TS-User is notified that the transport connection has been
est abl i shed

T- DI SCONNECT. | NDI CATI ON
- a TS-User is notified that the transport connection is closed

T- DATA. | NDI CATI ON
- a TS-User is notified that data can be read fromthe transport
connecti on

T- EXPEDI TED_DATA. | NDI CATI ON

- a TS-User is notified that expedited data can be read from
the transport connection
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3.2 Network Service Definition
This section describes how TCP is used to provide | SO 8348 CONS
3.2.1 1S0O 8348 CONS prinitives

Information is transferred to and fromthe NS-provider in the Network
Service Primtives |listed bel ow

Actions

N- CONNECT. REQUEST
- a NS-user indicates that it wants to establish a network
connecti on

N- CONNECT. RESPONSE
- a NS-user indicates that it will honour the request

N- DI SCONNECT. REQUEST
- a NS-user indicates that the network connection is to be
cl osed

N- DATA. REQUEST
- a NS-user sends data

N EXPEDI TED_DATA. REQUEST
- a NS-user sends "expedited" data

Event s

N- CONNECT. | NDI CATI ON
- a NS-user is notified that a network connection establishnment
is in progress

N- CONNECT. CONFI RVATI ON
- a NS-user is notified that the network connecti on has been
est abl i shed

N- DI SCONNECT. | NDI CATI ON
- a NS-user is notified that the network connection is cl osed

N- DATA. | NDI CATI ON
- a NS-user is notified that data can be read fromthe network
connecti on

N- EXPEDI TED_DATA. | NDI CATI ON

- a NS-user is notified that expedited data can be read from
t he connection
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3.2.2 TCP Service primtives

The mappi ng between, | SO 8348 CONS prinitives and TCP Service
primtives, defined in this docunment assunes that the TCP offers the
followi ng service primtives

Actions

TCP- LI STEN_PORT
- PASSI VE open on given port

TCP- OPEN_PORT
- ACTI VE open to the given port

TCP- READ_DATA
- data is read fromthe connection

TCP- SEND_DATA
- data is sent on the connection

TCP- CLOSE
- the connection is closed (pending data is sent)

Event s

TCP- CONNECTED
- open succeeded (either ACTIVE or PASSI VE)

TCP- CONNECT_FAI L
- ACTI VE open failed

TCP- DATA_READY
- Data can be read fromthe connection

TCP- ERRORED
- the connection has errored and i s now cl osed

TCP- CLOSED
- an orderly disconnection has started

3.2.3 Mapping TCP as a Network Service Provider

3.2.3.1 Network Connection Establishnent
In order to performa N CONNECT. REQUEST action, the TS-Provider
performs a TCP- OPEN_PORT to the desired | Pv4 or |Pv6 address using

the selected TCP port. Wien the TCP signals either success or
failure, this results in an N CONNECT. | NDI CATI ON acti on.
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In order to await a N- CONNECT. | NDI CATI ON event, a server perforns a
TCP- LI STEN PORT to the selected TCP port. Wen a client successfully
connects to this port, the TCP- CONNECTED event occurs and an inplicit
N- CONNECT. RESPONSE action is perfornmed.

Mappi ng paraneters between the TCP service and the | SO 8348 CONS
service is done as follow

Net wor k Ser vi ce TCP

CONNECTI ON ESTABLI SHVENT

Cal | ed address server’'s | Pv4 or | Pv6 address
and TCP port nunber.

Cal l'i ng address client’s IPv4 or | Pv6 address

all others paraneters i gnor ed

Pl ease also refer to 'Notes to Inplenentors’ section 6. 1.

TCP port 102 is reserved for inplenentations conformng to this
specification. Use of any TCP port is conformant to this
speci fication.

3.2.3.2 Network Data Transfer

In order performa N DATA REQUEST action, the TS-provider constructs
the desired transport protocol data unit (TPDU), encapsul ates the
TPDU in a discrete unit called TPKT and uses the TCP- SEND DATA
primtive. Please also refer to 'Notes to Inplenentors’ section 6.2.

In order to trigger a N DATA. | NDI CATI ON action, the TCP indicates
that data is ready through TCP- DATA READY event and a TPKT is read
usi ng the TCP- READ DATA primtive.

Mappi ng paraneters between the TCP service and the | SO 8348 CONS
service is done as follow

Net wor k Ser vi ce TCP

DATA TRANSFER

NS User Data (NSDU) DATA
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3.2.3.3 Network Connection Rel ease

In order to performan N DI SCONNECT. REQUEST action, the TS-provider
simply closes the TCP connection through TCP-CLOSE primtive.

In order to trigger a N- DI SCONNECT. | NDI CATI ON, the TCP indicates that
t he connection has been cl osed through TCP-CLCSE event. |f the TCP
connection has failed the TCP indicates that the connection has been
cl osed t hrough TCP- ERRORED event, this trigger a N

DI SCONNECT. | NDI CATI ON.

Mappi ng paraneters between the TCP service and the | SO 8348 CONS
service is done as follow

Net wor k Ser vi ce TCP

CONNECTI ON RELEASE
all paraneters i gnor ed
4. Transport Protocol Specification

| SO 8073 Transport Protocol Classes 0 and 2 are supported with
extensions as defined in each subsections bel ow

A Transport Protocol class is selected for a particular transport
connection based on the requirements of the TS-User.

| SO 8073 Transport Protocol exchanges information between peers in
di screte units of information called transport protocol data units
(TPDU). The protocol defined in this docunent encapsul ates these
TPDUs in discrete units termed Packets (TPKT).

Thi s docunent nmandates the inplenentation of |1SO 8073 Transport
Prot ocol options negotiation (which includes class negotiation).

Pl ease refer to 'Notes to Inplenentors’ section 6.3 with respect to
Cl ass negotiation and to the 'Rationale’ section 7. with respect to
Interoperability with RFCL006.

4.1 Class 0 over TCP

C ass 0 provides the functions needed for connection establishnent
with negotiation, data transfer with segnentation, and protocol error
reporting. It provides Transport Connection with flow control based
on that of the NS-provider (TCP). It provides Transport

Di sconnecti on based on the NS-provider D sconnection.
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Class 0 is suitable for data transfer with no Explicit Transport
Di sconnecti on

4.1.1 Connection Establishnment

The principles used in connection establishnent are based upon those
described in |1 SO 8073, with the foll ow ng extensions:

- Connect Data may be exchanged using the user data fields
of Connect Request (CR) and Connect Confirm (CC) TPDUs

- Use of "Expedited Data Transfer Service" may be negoti ated
usi ng the negotiation mechani smspecified in | SO 8073. The
default is to not use "Expedited Data Transfer Service"

- Non-standard TPDU size nay be negotiated using the negotiation
mechani sm specified in |1 SO 8073. The maxi num TPDU si ze i s 65531
octets. The Default maxi mum TPDU size is 65531 octets.

Pl ease refer to 'Notes to Inplenentors’ section 6.4.

4.1.2 Data Transfer

The el ements of procedure used during transfer are based upon those
presented in |1SO 8073, with the follow ng extension

- Expedited Data nay be supported (if negotiated during connection
establi shment) by sending the defined Expedited Data (ED) TPDU

The ED TPDU i s sent inband on the same TCP connection as all of the
ot her TPDUs.

To support Expedited Data a non-standard TPDU i s defined. The format
used for the ED TPDU is nearly identical to the format for the Norna
Data (DT) TPDU. The only difference between ED TPDU and DT TPDU is
that the value used for the TPDU code is ED and not DI. The size of a
Expedited Data user data field is 1 to 16 octets.

For TPDU bit encoding please refer to '"Notes to |Inplenentors’ section
6. 5.

4.1.3 Connection Rel ease

The el enents of procedure used during a connection rel ease are
identical to those presented in | SO 8073.

Transport Di sconnection is based on the NS-provider (TCP)
Di sconnection and is therefore disruptive.
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4.2 Class 2 over TCP

C ass 2 provides the functions needed for connection establishnent

wi th negotiation, data transfer with segnmentation, and protocol error
reporting. It provides Transport Connection with flow control based
on that of the NS-provider (TCP). It provides Explicit Transport

Di sconnecti on

Cass 2 is suitable when independence of Normal and Expedited Data
channel s are required or when Explicit Transport Disconnection is
needed.

4.2.1 Connection Establishnent

The principles used in connection establishment are based upon those
described in |1 SO 8073, with the foll ow ng extensions:

- Connection Request and Connection Confirnation TPDUs nay
negoti ate use of "Transport Expedited Data Transfer" service.
"Transport Expedited Data Transfer" service is selected
by setting bit 1 of the "Additional Option" paraneter
and is negotiated using the nmechani smspecified in | SO 8073.

The default is to not use "Transport Expedited Data Transfer
Servi ce".

- Connection Request and Connection Confirmati on TPDUs may
negoti ate use of "Expedited Data Acknow edgenent".
"Expedited Data Acknow edgenent” is selected by setting
bit 6 of the "Additional Option" parameter, and is
negoti ated using the nmechani sm specified in | SO 8073.

The default is to not use "Expedited Data Acknow edgenent"
for Expedited Data transfer.

- Connection Request and Connection Confirnation TPDUs nay
negoti ate use of the "Non-bl ocki ng Expedited Data" service.
"Non- bl ocki ng Expedited Data" is selected by setting
bit 7 of the "Additional Option" parameter, and is
negoti ated using the mechani sm specified in | SO 8073.

The default is to not use the "Non-bl ocki ng Expedited
Dat a" service

- Connection Request and Connection Confirmati on TPDUs may
negoti ate use of either "Forward Connection (Splitting
and Reconbi ning)" or "Reverse Connection" procedure for
Expedited Data transfer.
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Use of "Forward Connection" or use of "Reverse Connection"
procedure is selected by setting bit 4 of the "Additional
Option" paraneter, and is negotiated using the mechani sm
specified in | SO 8073.

The default is to use "Forward Connection" procedure for
Expedited Data transfer.

- Connection Request and Connection Confirmati on TPDUs nust not
negotiate the use of "Explicit Flow Control".

- Non-standard TPDU size nay be negotiated using the negotiation
mechani sm specified in |1 SO 8073. The nmaxi num TPDU si ze is 65531
octets. The default maxi mum TPDU size is 65531 octets.

Pl ease refer to 'Notes to Inplenentors’ section 6.4.

In the absence of a Flow Control policy, the use of |SO 8073

Mul ti pl exi ng procedure |lead to degradation of the quality of service.
The Protocol defined in this docunent does not supported

Mul ti pl exi ng.

For the values of the "Additional Option" paraneter please refer to
"Notes to I nplenentors’ section 6.6.

For Class 2 options Profile please also refer to "Notes to
| mpl enentors’ section 6.6.

4.2.2 Data Transfer

The el enents of procedure used during transfer are based upon those
presented in |1 SO 8073, with the foll ow ng extensions:

- Expedited Data nay be supported (if negotiated during connection
est abli shnent) by sendi ng Expedited Data (ED) TPDU.

- "Expedi ted Data Acknow edgenent" may be supported (if negotiated
during connection establishnent) by sendi ng Expedited Data
Acknowl edgenent (EA) TPDU.

When usi ng "Expedited Data Acknow edgenment”, ED TPDUs require
acknow edgenent, and once an ED TPDU is transmitted no further
DT/ ED TPDUs nmay be sent until the outstanding ED TPDU has been
acknow edged.

When non-use of "Expedited Data Acknow edgenment” has been

negoti ated, ED TPDUs require no acknow edgenment, and further DIT/ED
TPDUs may be sent inmediatly.
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Pl ease refer to 'Notes to Inplenentors’ section 6.7 and section
6. 8.

- "Non- bl ocki ng Expedited Data" service may be supported (if
negoti ated during connection establishment).

When usi ng "Non-bl ocki ng Expedi ted Data" service, the sender of an
ED TPDU shall send the ED TPDU on both the Norrmal Data and
Expedited Data TCP connections. Transnission of subsequent DT TPDU
will not be interrupted. The receiver of ED TPDU counts how many
ED TPDU it has seen on each TCP connection, and will only deliver
to the TS-User the ED TPDU fromthe TCP connection with the higher
count .

When non-use of "Non-bl ocki ng Expedited Data" has been negoti at ed,
ED TPDUs wi Il not be duplicated.

Pl ease refer to '"Notes to Inplenentors’ section 6.7 and section
6. 8.

- For Expedited Data transfer, there are two possible
procedures for the establishnent and assignment of the Expedited
Data TCP connection. \Wich one is used is negotiated during
connection establishment.

Both the "Forward Connection" procedure and "Reverse Connection"
procedure guarantee i ndependence of the Normal Data TCP connection
fromthe Expedited Data TCP connection. They al so ensure that a
busy Normal Data TCP connection cannot bl ock an Expedited Data TCP
connecti on.

The Expedited Data TCP connection created by either procedure nust
be between the sane pair of hosts as the Nornal Data TCP
connection, nust not be shared anong Transport Connections, and
must remain established until the Transport Connection is

term nated, at which tinme it nust be cl osed.

TCP connections created for Expedited Data transfer should al so use
the TCP prinitives defined in this docunent.

The Forward Connection (Splitting and Reconbi ni ng) procedure is
defined in | SO 8073. This procedure allows a transport connection
to nmake use of multiple TCP connections. Please refer to "Notes to
| mpl enentors’ section 6.9.

The Reverse Connection procedure is not defined in |ISO 8073. Wen

usi ng the Reverse Connection procedure the initiator of a Transport
Connection creates a Normal Data TCP connection using an
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arbitrarily-chosen local TCP port 'x' and a known renote TCP port
(either the ITOT well-known port, or sone other). The initiator
listens for an inconm ng TCP connection on the TCP port 'x'. The
responder of the Transport Connection nust create a second TCP
connection (to be used for Expedited Data) using an arbitrarily-
chosen local TCP port 'y’ and the renote TCP port 'x' , before it
can issue a CC TPDU on the Nornmal Data TCP connection. The
initiator need not listen for further TCP connections on port 'Xx’
after the Expedited Data TCP connection is established.

4.2.3 Connection Rel ease

The el enents of procedure used during a connection rel ease are based
upon t hose described in | SO 8073. A connection can be terninated by
the TS-user in one of two ways:

- Disruptive Di sconnect
- Non-Di sruptive Di sconnect

Di sconnect Request (DR) and Di sconnect Confirm (DC) TPDUs are
exchanged in both cases. The DR TPDU carries a Reason code indicating
the reason for the D sconnection

Di sruptive Disconnect specifies that all TPDUs still at the source
are not required to be sent to the destination before the connection
i s disconnected. The DR Reason code is normal (80 hex).

Non- Di sruptive Di sconnect specifies that all TPDUs al ready given to
the | ocal TS-provider nust be delivered to the renote TS-user, before
the connection is disconnected. The DR Reason code is normal (80 hex)
with Additional Information paraneter value set to 80 hex.

4.3 TPKT Packet For mat

A fundanental difference between the TCP and the | SO Network Service
expected by 1SO Transport is that the TCP nmanages a continuous stream
of octets, with no explicit boundaries.

| SO Transport expects information to be sent and delivered in

di screte objects termed Network Service Data Units (NSDU). Although
| SO Transport allows conbination of nore than one TPDU inside a
single NSDU for the purposes of discussion an NSDU is identical to a
TPDU. Pl ease refer to 1SO 8073 for the valid set of concatenated
TPDUs.
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The protocol described by this meno uses a sinple packetization
scheme in order to delinit TPDU.  Each packet (TPKT), is viewed as an
obj ect of variable |length conmposed of an integral nunber of octets.

A TPKT consists of two part:

- a Packet Header

- a TPDU.

The format of the Packet Header is constant regardl ess of the type of
TPDU. The format of the Packet Header is as follows:

E R E R o e oo R Sy +
| version |reserved| packet length | TPDU
i R R +
<8 bhits> <8 bits> < 16 bits > < variable length >
wher e:

- Protocol Version Nunber
length: 8 bits
Val ue: 3

- Reserved
length: 8 bits
Value: O - (See 'Notes to Inplenentors’ section 6.10)

- Packet Length
Il ength: 16 bits
Val ue: Length of the entire TPKT in octets, including Packet

Header

- TPDU
| SO Transport TPDU as defined in | SO 8073 and as defined in this
docunent .

5. Address representations

It is desirable to be able to represent | TOT access point addresses
as:

- Printable strings

- OSl Network Addresses (often known as NSAP addresses
or sinply NSAPAs)

This section defines the formats whi ch MIUST be used in each case.
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5.1 String representation of | TOT access point addresses

RFC1278 [ RFC1278] defines a general string representation for OS
Present ati on Addresses, including specific reference to RFC1006
addresses which encapsul ate |1 Pv4 addresses. RFC1278 is al so
applicable to | TOT addresses whi ch encapsul ate | Pv4 addresses.

This RFC is currently being updated to define a string representation
for I TOT addresses which encapsul ate | Pv6 addresses.

| TOT access point address string representation specify an | P address
(IPv4 or IPv6) and an optional TCP port nunber.

5.2 OSI Network Address encoding

6.

RFC1277 [ RFC1277] defines a general nechanismto encode addressing
information within OSI Network Addresses (NSAPA), including specific
reference to RFC1006 using | Pv4. RFCL1277 is also applicable to | TOT
addresses using | Pv4.

The RFC "1 Pv6 addresses inside an NSAPA" [IPv6] defines genera
mechani sms for the support of NSAP addressing in an |IPv6 network. It
al so defines how to enbed an | Pv6 address inside a OSI NSAP address.

This RFC is applicable to | TOT addresses using | Pv6. For |TOT
addresses, the default selector of the NSAPA is defined to have the
val ue ' 10000000’ B

It should be noted that given that an | Pv6 addresses can encode | Pv4
addresses, this format can al so encode | TOT addresses using | Pv4.

Notes to | nplenmentors

6.1 TCP Connecti on Establi shnment

| mpl enentors should be aware that | SO transport protocols assune that
they will be told by the network service provider (in this case
TCP/ 1 P) when the network connection being used to transmit their
TPDUs is unexpectedly terminated. It is therefore strongly suggested
that the TCP keep alive nechani sm be selected, as this ensures
reporting of network connection |oss.

6.2 TCP Data transfer

For performance reason it is suggested that the Nagle algorithm[RFC
896] be disabled (using the TCP_NODELAY socket option). This feature
all ows TPKT data to be sent without delay.
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6.3 Class negotiation

The principle used in Class negotiation is identical to those
described in |1 SO 8073. C ass and options are negotiated during
Connection establishnment. The choice made by the Transport will
depend upon the TS-User requirenents as expressed via T- CONNECT
service primtives

The initiator of the Transport Connection proposes a preferred class
and may propose an alternative class.

The responder sel ects one class defined in the table bel ow
If the preferred class is not selected then on receipt of the connect

confirm TPDU the initiator adjusts its operation according to the
cl ass sel ect ed.

o e m e e e e e e e e e e e e e e e e e e e e oo e e e e a - +
| Proposed in CR TPDU | CC TPDU

| | |
| Preferred cl ass | Al ternative cl ass | Response

o m e e e e e oo o e e e e e e e e m o o e e e e e e oo +
| | | |
|class O | none | class 0

| | | |
| class 2 | class 0 | class 2 or O

| | | |
| class 2 | none | class 2

| | | |
o e m e e e e e e e e e e e e e e e e e e e e oo e e e e a - +

6.4 Default maxi num TPDU si ze

The default maxi num TPDU si ze val ue specified in this docunent breaks
| SO Transport negotiation rule which states that the maxi mum TPDU
size specified or defaulted by the CC TPDU cannot be greater than the
maxi mum TPDU si ze proposed by the CR TPDU

To avoid the consequences of this, it is strongly recommended that
the CC TPDU al ways specifies the maxi num TPDU si ze val ue.

6.5 Class 0 TPDU bit encodi ng
This protocol no longer allows credit and TPDU-NR (bits O to 6)
fields to be ignored on input, which is inline with | SO 8073

encodi ng rul es. RFCL1006 TPDU encodi ng defined inconsi stent encodi ng
rul es.
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6.6 Class 2 Options

Class 2 Additional Option paraneter val ue

o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ———— = =
| BIT | OPTI ON
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —m e — ==
| | ,
| 8 | Not applicable
| |
| 7 | =1 Use of Non-bl ocki ng Expedited Data
| | = 0 Non-use of Non-bl ocking Expedited Data (default)
| |
| (*) 6 | =1 Use of Expedited Data Acknow edgenent
| | = 0 non-use of Expedited Data Acknow edgenent (default)
| |
| 5 | Not applicable
| |
| (*) 4 | =1 Use of Reverse Connection procedure
| | = 0 Use of Forward Connection procedure (default)
| |
| 3 | Not applicable
| |
| 2 | Not applicable
| |
| 1 | = 1 Use of Transport Expedited Data Service
| | = 0 Non-use of Transport Expedited Data Service (default)
| |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ———— = =
(*) In 1SO 8073, bit 4 is defined as use of "Network Expedited" and
bit 6 is defined as "Request Acknow edgement".
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Cass 2 Options Profile

Dat a Acknow edgenent and use of Non-bl ocki ng|

e e e e e e e e e e e e e e e e e e e e e e ee e e e e e e e e e e e e e e m . — - =
| Bits Service sel ected |
| 1467 |
e
| 0 x x X Non-use of Transport Expedited Data Service |
e e REEEEEEREEE |
| Bits 4 6 7 are not applicable (%) |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm— = =
| 1 x x X Use of Transport Expedited Data Service |
| oo |
| 10 x x Use of Expedited Data Service with Forward Connecti on|
e |
| 1010 Forward Connection with Expedited Data |
| Acknow edgenent |
| 1011 Forward Connection with Expedited Data |
| Acknowl edgenent and use of Non-bl ocki ng |
| Expedited Data (**) |
Ot |
| 1000 Forward Connection with non-use of Expedited|
| Dat a Acknow edgenent (***)

| 1001 Forward Connection with non-use of Expedited|
| Dat a Acknow edgenent and use of Non-bl ocki ng|
| Expedi ted Data |
e At |
| 11 x x Use of Expedited Data Service with Reverse Connecti on|
| i |
| 1110 Reverse Connection with Expedited Data |
| Acknowl edgenent |
| 1111 Reverse Connection with Expedited Data |
| Acknowl edgenent and use of Non-bl ocki ng |
| Expedited Data (**) |
| e eiiieoiiiiiiiiioioes |
| 1100 Rever se Connection with non-use of Expedited|
| Dat a Acknowl edgenent (***)

| 1101 Reverse Connection with non-use of Expedited|
|

|

Expedi t ed Data |

(*) Note the default (0000) provides an RFC1006-1i ke service with
Explicit Transport D sconnection.

(**) Note in this case use of Expedited Data Acknow edgenment with use
of Non-bl ocking Expedited Data is a wasted effort (See section 6.5)
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(***) Note in this case Nornmal and Expedited Data TPDU are not
synchroni sed. (See section 6.6)

6.7 Class 2 Expedited Data Acknow edgenent

The Protocol specified in this docunent does not define any
rel ati onshi p between use of "Expedited Data Acknow edgenent" option
and use of "Non-bl ocking Expedited Data" service.

However please note that when using "Non-bl ocki ng Expedited Data"
service it is a wasted effort to use "Expedited Data

Acknowl edgenent"”, since ED TPDUs are duplicated and sent on both the
Nor mal Data and Expedited Data TCP connecti ons.

6.8 Class 2 Normal Data and Expedited Data handling

There exi st two separate application requirenments for using Expedited
Dat a:

1- Synchronisation of the order of delivery between Nornal
and Expedited Data TPDU

2- I ndependence of Nornmal and Expedited data channels. A busy
Nor mal Data channel should not bl ock an Expedited Data channel

The protocol described in this document can accommopdate both
requi renents, separately or in conbination

Synchr oni sati on:
I f synchroni sed order of delivery between Nornmal and Expedited
Data TPDU is required then use of either "Expedited Data
Acknow edgenent"” TPDU or use of the "Non-bl ocki ng Expedited Data"
service nmust be negotiated during connection establishnent.

I f synchroni sed order of delivery between Normal and Expedited
Data TPDU i s not required then non-use of "Expedited Data
Acknowl edgenent"” need not be negotiated during connection
establ i shrment .

| ndependence:
I f I ndependence of Normal and Expedited data channels is required
then Forward or Reverse connection nust be negotiated during

connection establishnent. Expedited data TPDU nust be sent on the
Expedi ted data channel
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I f I ndependence of Nornmal and Expedited data channels is not
requi red then Forward connection shoul d be negotiated during
connection establishnment and the Expedited data channel s shoul d
never be established. Expedited data TPDU is then sent inband on
the Normal data channel

Finally please note that independence of Nornmal and Expedited data
channel s without synchronisation rel axes the Transport Service
definition of Expedited data and is not consistent with | SO 8072.

6.9 Cass 2 Forward Connection procedure

As defined in |1 SO 8073, when "Forward Connection" (Splitting and
Reconbi ni ng) procedure is used for Expedited Data transm ssion, ED
TPDU rmust only be sent over an outgoing NS-provider TCP connection

As defined in 1SO 8073, this docunment does not nmandates use of the
Splitting procedure for Expedited Data transni ssion. The

Reconbi nati on procedure, which associates Data (nornmal and expedited)
TPDUs arriving for a transport connection over two TCP connecti ons
nmust be handl ed.

It is legal to send Expedited Data TPDU i nband on the Normal Data TCP

connecti on.

Pl ease note that the protocol specified in this docunent does not
defi ne when an Expedited Data TCP connection should be established.
This is an inplenentation choice.

When usi ng "Non-bl ocki ng Expedited Data" service it is reconmended to

not del ay establishing Expedited Data TCP connection
6.10 TPKT
Thi s docunent specifies the value of the TPKT reserved field.

| mpl enent ati on should not interpret and act upon any value in a
reserved field. To avoid Interoperability issues with RFCL006, this
field should be ignored on input.

7. Rationale - Interoperability with RFCL006

We have chosen to maintain the sanme TPKT protocol version in ITOT as
i n RFC1006 (version 3). The reason for this decision is that the
changes in this docunment do not conflict with RFCL006. If we were to
change the protocol version we would prevent existing RFCL006
i npl enent ati ons whi ch mandate version 3 frominteroperating with the
protocol defined in this docunent.
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One consequence of this decision relates to class negotiation. The
protocol described in this docunent introduces Cass 2 over TCP, and
it therefore introduces the need to be able to performclass

negoti ati on between Cass 2 and Class 0. Wile all Transport

i npl enent ati ons should be able to handl e C ass negotiation, we
recogni se that sone RFCL006 inpl enentations cannot. Therefore

| mpl enentors should be aware that C ass 2 Connect Request (with no
Al ternative class) could be accepted with a Oass 0 Connect Confirm
at whi ch point the Connect Confirmshould be rejected as specified in
| SO 8073.

8. Security Considerations

Security issues are not specifically addressed in this docunent.
OQperation of this protocol is no nore and no | ess secure than
operation of TCP and | SO 8073 protocols. The reader is directed there
for further reading.
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