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1. Abstract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a basic set of managed objects for fault,
configuration and performance nanagenent of applications froma
systens perspective. Mre specifically, the managed objects are
restricted to information that can be deternmined fromthe system
itself and whi ch does not require special instrumentation within the
applications to make the information avail abl e.

This meno does not specify a standard for the Internet comunity.
2. The SNMPv2 Networ k Managerent Framewor k

The SNWVPv2 Networ k Managenment Framework consists of the foll ow ng
maj or conponents:

o} RFC 1902 Structure of Managenment |Infornmation for Version
2 of the Sinple Network Managenent Protocol (SNWPv2) [2]

0 RFC 1903 Textual Conventions for Version 2 of the Sinple
Net wor k Management Protocol (SNWPv2) [ 3]

o] RFC 1904 Confornmance Statenents for Version 2 of the
Si npl e Network Management Protocol (SNWPv2) [4]

0 RFC 1905 Protocol Operations for Version 2 of the Sinple
Net wor k Management Protocol (SNWPv2) [ 5]

o} RFC 1906 Transport Mappings for Version 2 of the Sinple
Net wor k Managenent Protocol (SNWPv2) [ 6]

0 RFC 1907 Managenent |nformation Base for Version 2 of the
Si mpl e Networ k Managenent Protocol (SNWPv2) [7]

o] RFC 1908 Coexi st ence between Version 1 and Version 2 of
the Internet-standard Network Managenent Franmework [ 8]

The Framework permits new objects to be defined for the purpose of
experinentation and eval uati on.

2.1. (Object Definitions
Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. (bjects in the MB are

defined using the subset of Abstract Syntax Notation One (ASN. 1) [1],
defined in the Structure of Managenent Information (SM) (See RFC
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1902 [2]). In particular, each object type is naned by an OBJECT

| DENTI FI ER, an adninistratively assi gned nane. The object type
together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we often
use a textual string, terned the object descriptor, to refer to the
obj ect type.

3. Overview

The primary purpose of computing technol ogies is the execution of
application software. These applications, typically specialized

col l ections of executables, files, and interprocess conmunications,
exi st to solve business, scientific or other "problens". The
configuration, fault detection, perfornance nonitoring and control of
application software across its life on a host conputer is of great
econom ¢ inmportance. For the purposes of our work, we define
applications as one or nore units of executable code and ot her
resources, installed on a single host systemthat a nanager may think
of as a single object for nmanagement purposes.

The informati on described by the objects in the System Application

M B support configuration, fault, and perfornmance managenent; they
represent sone of the basic attributes of application software froma
systens (non-application specific) perspective. The information

all ows for the description of applications as collections of
executables and files installed and executing on a host conputer.

This meno is concerned primarily with, and defines a nodel for,
application information resident on a host conputer which can be
determ ned fromthe systemitself, and not fromthe individua
applications. This systemlevel view of applications is designed to
provi de i nformati on about software applications installed and running
on the host systemwi thout requiring nodifications and code additions
to the applications thensel ves. This approach was taken to insure
ease and speed of inplementation, while allow ng roomfor future

gr owt h.

4. Architecture for Application Managenent

In the area of application managenment it is fully acknow edged and
even expected that additional MB nodules will be defined over time
to provide an even greater |evel of detail regarding applications.
This M B nodul e presents the nbst general case: a set of nanagenent
obj ects for providing generic information about applications and
whose obj ect val ues can be deternmined fromthe conputer systemitself
wi thout requiring instrunmentation within the application
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A finer-grained | evel of detail is planned for the future "appl M B"
which will be a comobn set of managenent objects relating to generic
applications, but which require sonme type of instrunentation in the
application in order to be determined. Since the applnib M B nodul e
will provide a finer level of detail, any connection to the sysAppl
M B shoul d be nmade by having references fromthe nore detail ed appl
M B back to the nore generic sysAppl MB. Likew se, as application-
specific M B nodul es such as the WW M B, etc., are devel oped over
time, these nore specific MBs should reference back to the nore
generic M Bs.

While this MB nodul e does not attenpt to provide every detail ed

pi ece of information for nmanagi ng applications, it does provide a
basi ¢ systens-1level view of the applications and their conponents on
a single host system

5. The Structure of the MB

The System Application M B structure nodels application packages as a
whol e, and al so nodels the individual elenments (files and

execut abl es) which collectively forman application. The MB is
structured to nodel information regarding installed application
packages and the el enents which nmake up each application package. The
M B al so nodels activity infornmation on applications (and in turn,
their conponents) that are running or have previously run on the host
system In nodeling applications and their elenents, this MB nodul e
provi des the necessary link for associating executing processes with
the applications of which they are a part.

The objects are arranged into the follow ng groups:

System Application Installed Goup
- sysAppl I nstal |l PkgTabl e
- sysAppl Install El nt Tabl e

- System Application Run Group
- sysAppl RunTabl e
- sysAppl Past RunTabl e
- sysAppl El mt RunTabl e
- sysAppl El mt Past RunTabl e
- (scalars for restricting table sizes)

- System Application Map G oup
- sysAppl MapTabl e
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As can be seen by the arrangenent above, for each category, the MB
first treats an application package as a whole, and then breaks down
t he package to provide information about each of the elenments
(execut abl e and non-executable files) of the package.

5.1. System Application Installed G oup

The System Application Installed group consists of two tables.
Through these two tables, administrators will be able to deternine
whi ch applications have been installed on a system and what their
constituent conponents are. The first table, the
sysAppl I nstal | PkgTabl e, lists the application packages installed on a
particul ar host. The second, the sysAppllnstall El nt Tabl e, provides

i nformation regardi ng the executabl es and non-executable files, or

el ements, which collectively conpose an application

NOTE: This MB is intended to work with applications that have been
installed on a particular host, where "installed" neans that the

exi stence of the application and the associ ati on between an
application and its conponent files can be di scovered w thout

requi ring additional instrunentation of the application itself. This
may require that certain conventions be used, such as using a centra
software installation nechanismor registry, when installing
application packages. For exanple, many UNl X systens utilize a
"pkgadd" utility to track installed application packages, while nany
PC systens utilize a global registry.

5.2. System Application Run G oup

This group nodels activity infornmation for applications that have
been invoked and are either currently running, or have previously
run, on the host system Likew se, the individual elenents of an

i nvoked application are al so nodel ed to show currently running
processes, and processes that have run in the past. This information
is nodel ed using two pairs of tables: a pair of tables for currently
runni ng applications and past run applications, and a pair of tables
for the currently running elenents and the past run el enents. Seven
scalars are also defined to control the size of the past run tables.

5.2.1. sysAppl RunTabl e and sysAppl Past RunTabl e

The sysAppl RunTabl e and the sysAppl Past RunTabl e nake up the first
pair of tables. The sysAppl RunTabl e contains the application

i nstances which are currently running on the host. Each tine an
application is invoked, a newentry is created in the sysAppl RunTabl e
to provide information about that particular invocation of the
application. An entry will remain in this table until the
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application instance term nates, at which tinme the entry will be
del eted fromthe sysAppl RunTabl e and placed in the
sysAppl Past RunTabl e.

The sysAppl Past RunTabl e mai ntains a history of instances of
appl i cations which have previously executed on the host. Entries to
this table are nade when an i nvoked application fromthe

sysAppl RunTabl e term nates; the table entry which represents the
application instance is renoved fromthe SysAppl RunTabl e and a
corresponding entry is added to the sysAppl Past RunTabl e.

Because t he sysAppl Past RunTable wi Il conti nuously grow as
applications are executed and terninate, two scalars are defined to
control the aging-out of table entries. The val ue of
sysAppl Past RunMaxRows specifies the maxi num nunber of entries the
tabl e may contain, while the sysAppl Past RunTbl TineLinmit specifies the
maxi mum age of the table entries. ddest entries are renoved first.

It is inportant to note that the sysAppl RunTabl e and
sysAppl Past RunTabl e contain entries for each | NVOCATI ON of an
application. A single application package might be invoked nultiple
times; each invocation is properly recorded by a separate entry in
t he sysAppl RunTabl e.

In order to inplenent this group, the agent nust be able to recognize
that an application has been invoked, and be able to determ ne when
that invocation termi nates. This poses a conpl ex problemsince a
single application invocation may involve numerous processes, sone of
whi ch may be required to remain running throughout the duration of
the application, others which m ght come and go. The
sysAppl I nstal | El mt Rol e col umar object in the sysApplInstall El ntTabl e
is neant to assist in this task by indicating which elenent is the
application’s prinmary executable, which el enents nust be running in
order for the application to be running, which el ements are dependent
on required elements, etc. See the description of

sysAppl InstallEImRole for nore details.

5.2.2. sysAppl El mt RunTabl e and sysAppl El nt Past RunTabl e

Wil e the sysAppl RunTabl e and sysAppl Past RunTabl e focus on
applications as a whole, the sysAppl El nt RunTabl e and
sysAppl El nt Past RunTabl e provide i nformati on regardi ng an
application’s executable el ements, (processes), which are either
currently executing or have executed in the past.

The sysAppl El mt RunTabl e contains an entry for every process currently

running on the host. An entry is created in this table for each
process at the tine it is started, and will remain in the table unti
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the process ternminates. Note that in order to provide conplete
information on the load on the system this table |ists EVERY running
process, not just those processes that are running as part of an
identified application. However, when processes terninate, only
information fromentries corresponding to elenments of an identified
application are noved to the sysAppl El nt Past RunTabl e.

The sysAppl El mt Past RunTabl e nai ntains a history of processes which
have previously executed on the host as part of an application. Wen
a process fromthe sysAppl El nt RunTabl e terminates, the entry’s
information is noved to this sysAppl El nt Past RunTabl e provi ded t hat
the process was part of an identified application. |f the process
cannot be associated with any ’'parent’ application, then it is sinply
removed fromthe sysAppl El mt RunTable. This allows for processes |ike
"ps’ or 'grep’ to show up in the sysAppl El nt RunTabl e, (where they are
consum ng resources and are thus "interesting"), but not in the
sysAppl El nt Past RunTabl e.

Because t he sysAppl El nt Past RunTable will continuously grow as
processes are executed and termnate, two scalars are defined to
control the aging-out of table entries. The value of
sysAppl El nt Past RunMaxRows specifies the nmaxi mum nunber of entries the
table may contain, while the sysAppl El nt Past RunTbl Ti meLimt specifies
the maxi num age of the table entries. Odest entries are renoved
first.

5.3. System Application Map G oup

The System Application Map group contains a single table, the

sysAppl MapTabl e, whose sol e purpose is to provide a backwards mappi ng
for determ ning the invoked application, installed elenent, and
installed application package gi ven a known process identification
numrber .

6. Definitions
SYSAPPL-M B DEFI NI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE

Unsi gned32, Ti meTi cks, Counter32, Gauge32
FROM SNWPv2- SM

Dat eAndTi ne, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC

MODULE- COMPLI ANCE, OBJECT- GROUP
FROM SNWPv 2- CONF

m b-2 FROM SNWPv2- SM ;

Krupczak & Saperia St andards Track [ Page 7]



RFC 2287 M B for Applications February 1998

-- System Application MB

sysAppl M B MODULE- | DENTI TY
LAST- UPDATED "9710200000Z"
ORGANI ZATI ON "I ETF Applications MB Wrking G oup”
CONTACT- | NFO
"Cheryl Krupczak (Editor, WG Advisor)
Postal : Enpire Technol ogi es, Inc.
541 Tenth Street NW
Suite 169
Atlanta, GA 30318
USA
Phone: (770) 384-0184
Emai | : cheryl @npiretech.com

Jon Saperia (W5 Chair)
Postal : BGS Systens, Inc.
One First Avenue

Val t ham MA 02254-9111

USA

Phone: (617) 891-0000

Emai | : saperi a@et wor ks. bgs. cont
DESCRI PTI ON

"The M B nodul e defi nes managenent objects that nodel
applications as collections of executables and files
installed and executing on a host system The MB

presents a systemlevel view of applications; i.e.,

objects inthis MB are linmted to those attributes

that can typically be obtained fromthe systemitself

wi t hout addi ng special instrunentation to the applications.”

={ nb-254 }

sysAppl OBJ OBJECT IDENTIFIER ::= { sysAppIMB 1 }
sysAppl I nstall ed OBJECT IDENTIFIER ::= { sysApplOBJ 1}
sysAppl Run OBJECT IDENTIFIER ::= { sysApplOBJ 2 }
sysAppl Map OBJECT I DENTI FIER ::= { sysAppl CBJ 31}
sysAppl Noti fications OBJECT IDENTIFIER ::= { sysAppIMB 2}
sysAppl Conf or mance OBJECT IDENTIFIER ::= { sysAppIMB 3}

-- Textual Conventions

RunSt at e :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes the current execution state of
a running application or process. The possible
val ues are:
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runni ng(1),

runnabl e(2), - waiting for a resource (CPU, etc.)

wai ting(3), - waiting for an event

exiting(4),

ot her (5) - other invalid state"

SYNTAX | NTEGER {
running (1),
runnable (2), -- waiting for resource (CPU, etc.)
waiting (3), -- waiting for event
exiting (4),
ot her (5) -- other invalid state
}
LongUt f8String ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1024a"
STATUS current
DESCRI PTI ON
"To facilitate internationalization, this TC
represents information taken fromthe ISOIEC IS
10646-1 character set, encoded as an octet string
usi ng the UTF-8 character encoding schene descri bed
in RFC 2044 [10]. For strings in 7-bit US-ASCII,
there is no inpact since the UTF-8 representation
is identical to the US-ASCI| encoding."
SYNTAX OCTET STRING (SIZE (0..1024))

Utf8String ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON
"To facilitate internationalization, this TC
represents information taken fromthe ISOIEC IS
10646-1 character set, encoded as an octet string
usi ng the UTF-8 character encodi ng schene descri bed
in RFC 2044 [10]. For strings in 7-bit US-ASCII
there is no inpact since the UTF-8 representation
is identical to the US-ASCI| encoding."
SYNTAX OCTET STRING (SI ZE (0. .255))

-- sysApplInstalled G oup

-- This group provides informati on about application packages

-- that have been installed on the host conputer. The group

-- contains two tables. The first, the sysApplInstall PkgTabl e,
-- describes the application packages, the second, the

-- sysApplInstall El mt Tabl e, describes the constituent el ements
-- (files and executabl es) which conpose an application package.
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-- In order to appear in this group, an application and its

-- conponent files nust be discoverable by the systemitself,

-- possibly through sone type of software installation mechani sm
-- or registry.

-- sysAppl I nstal | PkgTabl e

-- The systeminstalled application packages table provides

-- information on the software packages installed on a system
-- These packages may consist of many different files including
-- executabl e and non-executable files.

sysAppl I nstal | PkgTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysAppl I nstall PkgEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the software application packages
installed on a host conputer. In order to appear in
this table, it nmay be necessary for the application

to be installed using sone type of software
installation mechani smor global registry so that its
exi stence can be detected by the agent inplenentation.”

::={ sysApplinstalled 1}

sysAppl I nstal | PkgEnt ry OBJECT- TYPE

SYNTAX SysAppl I nstal | PkgEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The | ogical row describing an installed application
package. "

| NDEX { sysAppl I nstall Pkgl ndex }

::={ sysApplinstall PkgTable 1 }

SysAppl I nstal | PkgEntry ::= SEQUENCE {
sysAppl I nst al | Pkgl ndex Unsi gned32,
sysAppl I nst al | PkgManuf act ur er Ut f8String,
sysAppl I nst al | PkgPr oduct Name Ut f8String,
sysAppl I nst al | PkgVer si on Ut f8String,
sysAppl I nst al | PkgSeri al Nunber Ut f8String,
sysAppl I nst al | PkgDat e Dat eAndTi ne,
sysAppl I nst al | PkgLocati on LongUt f8String

}

sysAppl I nst al | Pkgl ndex OBJECT- TYPE
SYNTAX Unsigned32 (1..' ffffffff’h)
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MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An integer used only for indexing purposes.
Ceneral ly nmonotonically increasing from1l as new
applications are installed.

The val ue for each installed application nust

remai n constant at least fromone re-initialization of
t he networ k managenment entity which inplenments this

M B nodule to the next re-initialization.

The specific value is nmeaningful only within a gi ven SNWP
entity. A sysAppllInstall Pkglndex val ue nust not be re-used
until the next agent entity restart in the event the
installed application entry is deleted."

{ sysApplInstall PkgEntry 1 }

sysAppl | nst al | PkgManuf act urer OBJECT- TYPE

SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Manufacturer of the software application package."
{ sysAppl Install PkgEntry 2 }

sysAppl I nst al | PkgPr oduct Name OBJECT- TYPE

SYNTAX U f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nane assigned to the software application package
by the Manufacturer."
{ sysApplInstall PkgEntry 3 }

sysAppl I nstal | PkgVer si on OBJECT- TYPE

SYNTAX U f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The version nunber assigned to the application package
by the manufacturer of the software.”
{ sysAppl Install PkgEntry 4 }

sysAppl I nst al | PkgSeri al Nunber OBJECT- TYPE

SYNTAX Uf8String
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The serial nunber of the software assigned by the
manuf acturer."”

::={ sysApplinstall PkgEntry 5 }

sysAppl I nst al | PkgDat e OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme this software application was installed
on the host."
;.= { sysApplinstall PkgEntry 6 }

sysAppl I nst al | PkgLocati on OBJECT- TYPE

SYNTAX LongUt f8Stri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The conpl ete path nanme where the application package
is installed. For exanple, the value would be
"/opt/Myappl Dir’ if the application package was installed
in the /opt/ Myappl Dir directory.”

;.= { sysApplinstall PkgEntry 7 }

-- sysAppl Install El mt Tabl e
-- The tabl e describing the individual application package
-- elenents (files and executables) installed on the host conputer

sysAppl I nstal | El mt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysApplInstall ElnmtEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table details the individual application package
el ements (files and executabl es) which conprise the
applications defined in the sysApplInstall Pkg Tabl e.
Each entry in this table has an index to the

sysAppl Install Pkg table to identify the application
package of which it is a part. As a result, there may
be many entries in this table for each instance in the
sysAppl I nstal | Pkg Tabl e.

Tabl e entries are indexed by sysAppl I nstall Pkgl ndex,
sysAppl InstallElmtlndex to facilitate retrieval of
all elements associated with a particular installed
application package."
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::={ sysApplinstalled 2 }

sysAppl I nstal |l El mt Entry OBJECT- TYPE

SYNTAX SysAppl Instal |l Elm Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The | ogi cal row describing an el enent of an installed
application. The elenment may be an executable or
non- executable file."

| NDEX {sysAppl I nst al | Pkgl ndex, sysAppl InstallEl ntlndex}

::={ sysApplinstall EIntTable 1 }

SysAppl Instal lElmEntry ::= SEQUENCE {
sysAppl I nstal | El nt | ndex Unsi gned32,
sysAppl I nstal | El mt Name Ut f8String,
sysAppl I nstal | El mt Type | NTEGER,
sysAppl I nstal | El mt Dat e Dat eAndTi ne,
sysAppl I nstal | El mt Pat h LongUt f8Stri ng,
sysAppl I nstal | El nt Si zeHi gh Unsi gned32,
sysAppl I nstal | El nt Si zeLow Unsi gned32,
sysAppl I nstal |l El m Rol e BI TS,
sysAppl I nst al | El nt Modi fyDat e Dat eAndTi ne,
sysAppl I nstal | El mt Cur Si zeHi gh Unsi gned32,
sysAppl I nstal | El mt Cur Si zeLow Unsi gned32

}

sysAppl I nstal | El mt |1 ndex OBJECT- TYPE
SYNTAX Unsigned32 (1..' ffffffff’h)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used for indexing. The value

of this index is unique anong all rows in this table

that exist or have existed since the |ast agent restart.”
::={ sysApplinstallElntEntry 1 }

sysAppl I nst al | El mt Nane OBJECT- TYPE

SYNTAX U f8String

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nanme of this elenment which is contained in the
application.”

::={ sysApplinstallElntEntry 2 }
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sysAppl I nstal | El nt Type OBJECT- TYPE

SYNTAX | NTEGER {
unknown( 1),
nonexecut abl e(2),
operatingSysten(3), -- executable
devi ceDriver (4), -- executable
application(b) -- executable

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The type of elenent that is part of the installed
application."

c:={ sysApplinstallElntEntry 3}

sysAppl I nstal | El nt Dat e OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and time that this conmponent was installed on
the system"
::={ sysApplinstallElntEntry 4 }

sysAppl I nstal | El nt Pat h OBJECT- TYPE

SYNTAX LongUtf8String
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The full directory path where this elenent is installed.
For exanple, the value would be '/opt/EMPuna/bin for an
elenment installed in the directory ’/opt/EMPuma/ bi n’
Most application packages include information about the
el ements contained in the package. In addition, elenents
are typically installed in sub-directories under the
package installation directory. In cases where the
el ement path names are not included in the package
information itself, the path can usually be deterni ned
by a sinple search of the sub-directories. |If the
element is not installed in that location and there is
no other information available to the agent inplenentation
then the path is unknown and null is returned.”

;.= { sysApplinstall El ntEntry 5}

sysAppl I nstal | El mt Si zeH gh OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The installed file size in 2732 byte blocks. This is
the size of the file on disk imediately after installation

For exanple, for a file with a total size of 4,294,967, 296
bytes, this variable would have a value of 1; for a file
with a total size of 4,294,967,295 bytes this variable
woul d be 0."

c:={ sysApplinstallElIntEntry 6 }

sysAppl I nstal | El mt Si zeLow OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The installed file size nmodul o 27232 bytes. This is
the size of the file on disk imediately after installation

For exanple, for a file with a total size of 4,294,967, 296
bytes this variable would have a value of 0; for a file with
a total size of 4,294,967,295 bytes this variable would be
4,294,967, 295. "

::={ sysApplinstallElntEntry 7 }

sysAppl I nstal | El m Rol e OBJECT- TYPE
SYNTAX BITS {

execut abl e(0),
-- An application may have one or
-- nore executable elenents. The rest of the
-- bits have no neaning if the elenent is not
-- execut abl e.

excl usive(1),
-- Only one copy of an exclusive el enent nmay be
-- running per invocation of the running
-- application.

primary(2),
-- The primary executable. An application can
-- have one, and only one elenent that is designated
-- as the primary executable. The execution of
-- this elenment constitutes an invocation of
-- the application. This is used by the agent
-- inplenentation to deternine the initiation of
-- an application. The primary executabl e nust
-- remain running |ong enough for the agent
-- inmplementation to detect its presence.

required(3),
-- An application may have zero or nore required
-- elenents. Al required el enments nust be running
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-- in order for the application to be judged to be

-- running and heal t hy.
dependent (4),

-- An application may have zero or nore

-- dependent el enents. Dependent el enments may

-- not be running unless required el enents are.
unknown( 5)

-- Default value for the case when an operator

-- has not yet assigned one of the other val ues.

-- When set, bits 1, 2, 3, and 4 have no neani ng.

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An operator assigned value used in the determination of
application status. This value is used by the agent to
determ ne both the mapping of started processes to the
initiation of an application, as well as to allow for a
determ nati on of application health. The default val ue,
unknown(5), is used when an operator has not yet assigned
one of the other values. |f unknown(5) is set, bits
1 - 4 have no neaning. The possible values are:

execut abl e(0),
An application may have one or
nore executable elenents. The rest of the
bits have no neaning if the elenent is not
execut abl e.

excl usi ve(1),
Only one copy of an exclusive el enent nay be
runni ng per invocation of the running
appl i cation.

primry(2),
The primary executable. An application can
have one, and only one elenent that is designated
as the primary executable. The execution of
this element constitutes an invocation of
the application. This is used by the agent
i mpl ementation to deternine the initiation of
an application. The primary executabl e nust
remai n runni ng | ong enough for the agent
i npl enentation to detect its presence

required(3),
An application may have zero or nore required
elements. Al required elenents nust be running
in order for the application to be judged to be
runni ng and healt hy.

dependent (4),
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An application may have zero or nore

dependent el ements. Dependent el enents may

not be running unless required el enents are.
unknown( 5)

Default value for the case when an operator

has not yet assigned one of the other val ues.

When set, bits 1, 2, 3, and 4 have no neani ng.

sysAppl InstallEImRole is used by the agent inplenentation
in determining the initiation of an application, the
current state of a running application (see

sysAppl RunCurrent State), when an application invocation is
no |l onger running, and the exit status of a term nated
application invocation (see sysAppl Past RunExitState)."

DEFVAL { { unknown } }
::={ sysApplinstallElntEntry 8 }

sysAppl I nstal | El mt Modi f yDat e OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme that this element was |ast nodified.

Modi fication of the sysAppllnstall El mt Rol e col umar

obj ect does NOT constitute a nodification of the el ement

itself and should not affect the value of this object."
::={ sysApplinstallElntEntry 9 }

sysAppl I nstal | El nt Cur Si zeH gh OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current file size in 2732 byte bl ocks.
For exanple, for a file with a total size of 4,294,967, 296
bytes, this variable would have a value of 1; for a file
with a total size of 4,294,967,295 bytes this variable
woul d be 0."

::={ sysApplinstall ElntEntry 10 }

sysAppl I nstal | El nt Cur Si zeLow OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current file size nodul o 2232 bytes.
For exanple, for a file with a total size of 4,294,967, 296
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bytes this variable would have a value of 0; for a file with
a total size of 4,294,967,295 bytes this variable would be
4,294,967, 295. "

::={ sysApplinstallElntEntry 11 }

-- sysAppl Run G oup

-- This group nodels activity information for applications
-- that have been invoked and are either currently running,
-- or have previously run on the host system Likew se,

-- the individual elenents of an invoked application are
-- also nodeled to show currently running processes, and
-- processes that have run in the past.

-- sysAppl RunTabl e

-- The sysAppl RunTabl e contai ns the application instances

-- which are currently running on the host. Since a single

-- application mght be invoked nultiple tines, an entry is

-- added to this table for each | NVOCATI ON of an application

-- The table is indexed by sysApplInstallPkgl ndex, sysAppl Runl ndex
-- to enable nmanagers to easily locate all invocations of

-- a particular application package.

sysAppl RunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysAppl RunEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e describes the applications which are executing

on the host. Each tine an application is invoked,

an entry is created in this table. Wen an application ends,

the entry is renmoved fromthis table and a correspondi ng
entry is created in the SysAppl Past RunTabl e.

A new entry is created in this table whenever the agent

i mpl enentati on detects a new running process that is an
installed application el enent whose sysAppl I nstall El nt Rol e
designates it as being the application’s primary executable
(sysApplinstallElmRole = primary(2) ).

The table is indexed by sysAppl | nstall Pkgl ndex,
sysAppl Runl ndex to enabl e nanagers to easily |ocate al
i nvocations of a particular application package."

c:={ sysApplRun 1}

sysAppl RunEnt ry OBJECT- TYPE
SYNTAX SysAppl RunEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ogical row describing an application which is
currently running on this host."
| NDEX { sysAppl I nstal |l Pkgl ndex, sysAppl Runl ndex }
;.= { sysAppl RunTabl e 1}

SysAppl RunEntry ::= SEQUENCE {
sysAppl Runl ndex Unsi gned32,
sysAppl RunSt art ed Dat eAndTi ne,
sysAppl RunCurrent St at e RunSt at e

sysAppl Runl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1.. ' ffffffff’h)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Part of the index for this table. An arbitrary

i nteger used only for indexing purposes. Cenerally
nmonotonically increasing from1 as new applications are
started on the host, it uniquely identifies application
i nvocati ons.

The nunbering for this index increases by 1 for each
| NVOCATI ON of an application, regardl ess of which
installed application package this entry represents a
runni ng i nstance of.

An exanpl e of the indexing for a couple of entries is
shown bel ow.

sysAppl RunSt art ed. 17. 14
sysAppl RunSt arted. 17. 63
sysAppl RunSt art ed. 18. 13

In this exanple, the agent has observed 12 application

i nvocati ons when the application represented by entry 18
in the sysAppllInstall PkgTable is invoked. The next

i nvocation detected by the agent is an invocation of
installed application package 17. Some time |ater
installed application 17 is invoked a second tine.

NOTE: this index is not intended to reflect a real-tine
(wall clock tinme) ordering of application invocations;
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it is nmerely intended to uniquely identify running

i nstances of applications. Although the

sysAppl I nstal | Pkgl ndex is included in the | NDEX cl ause

for this table, it serves only to ease searching of

this table by installed application and does not

contribute to uniquely identifying table entries.”
::={ sysAppl RunEntry 1 }

sysAppl RunSt art ed OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme that the application was started."
::= { sysAppl RunEntry 2}

sysAppl RunCurrent St at e OBJECT- TYPE

SYNTAX RunSt at e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current state of the running application instance.
The possi bl e values are running(1l), runnable(2) but waiting
for a resource such as CPU, waiting(3) for an event,
exiting(4), or other(5). This value is based on an eval uation
of the running elenments of this application instance (see
sysAppl El nRunState) and their Roles as defined by
sysAppl Install El mt Role. An agent inplenmentation may
detect that an application instance is in the process of
exiting if one or nore of its REQU RED el enents are no
| onger running. Mst agent inplenentations will wait unti
a second internal poll has been conpleted to give the
systemtime to start REQUI RED el ements before narking the
application instance as exiting."

::={ sysAppl RunEntry 3}

-- sysAppl Past RunTabl e

-- The sysAppl Past RunTabl e provides a history of applications

-- previously run on the host conmputer. Entries are renoved from
-- the sysAppl RunTabl e and corresponding entries are added to this
-- table when an application becones inactive. Entries remain in
-- this table until they are aged out when either the table size
-- reaches a maxi num as determ ned by the sysAppl Past RunMaxRows,

-- or when an entry has aged to exceed a tine limt as set be

-- sysAppl Past RunTbl Ti neLimit.

-- When aging out entries, the oldest entry, as determ ned by

Krupczak & Saperia St andards Track [ Page 20]



RFC 2287 M B for Applications February 1998

-- the value of sysAppl Past RunTi neEnded, will be renoved first.

sysAppl Past RunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysAppl Past RunEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A history of the applications that have previously run
on the host conputer. An entry’'s information is noved to
this table fromthe sysAppl RunTabl e when t he invoked
application represented by the entry ceases to be running.

An agent inplenentation can deternine that an application
i nvocation is no |longer running by evaluating the running
el ements of the application instance and their Roles as
defined by sysApplinstall EEmRole. Obviously, if there
are no running elements for the application instance,

then the application invocation is no | onger running.

If any one of the REQUI RED el enents is not running,

the application instance may be in the process of exiting.
Most agent inplenentations will wait until a second internal
poll has been conmpleted to give the systemtine to either
restart partial failures or to give all elenents tine to
exit. |If, after the second poll, there are REQU RED

el ements that are not running, then the application

i nstance may be consi dered by the agent inplenentation

to no | onger be running.

Entries remain in the sysAppl Past RunTabl e until they

are aged out when either the table size reaches a maxi num
as determined by the sysAppl Past RunMaxRows, or when an entry
has aged to exceed a tine linmt as set by

sysAppl Past RunTbl Ti neLi mit.

Entries in this table are indexed by sysApplInstall Pkgl ndex,
sysAppl Past Runlndex to facilitate retrieval of all past
run invocations of a particular installed application."

c:={ sysApplRun 2}
sysAppl Past RunEntry OBJECT- TYPE

SYNTAX SysAppl Past RunEnt ry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"The | ogi cal row describing an invocation of an application
whi ch was previously run and has termnated. The entry

is basically copied fromthe sysAppl RunTabl e when the
application instance term nates. Hence, the entry’'s
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val ue for sysAppl Past Runlndex is the same as its val ue was
for sysAppl Runl ndex. "

| NDEX { sysAppl I nstall Pkgl ndex, sysAppl Past Runl ndex }

i1 = { sysAppl Past RunTabl e 1}

SysAppl Past RunEntry ::= SEQUENCE ({
sysAppl Past Runl ndex Unsi gned32,
sysAppl Past RunSt art ed Dat eAndTi ne,
sysAppl Past RunExi t St at e | NTEGER,
sysAppl Past RunTi meEnded Dat eAndTi e

}

sysAppl Past Runl ndex OBJECT- TYPE

SYNTAX Unsigned32 (1.. ' ffffffff’h)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Part of the index for this table. An integer
mat chi ng the val ue of the renoved sysAppl Runl ndex
corresponding to this row "

::= { sysAppl Past RunEntry 1 }

sysAppl Past RunSt art ed OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme that the application was started."”
::={ sysAppl Past RunEntry 2 }

sysAppl Past RunExi t St at e OBJECT- TYPE

SYNTAX | NTEGER {
complete (1), -- normal exit at sysAppl RunTi meEnded
failed (2), -- abnormal exit
ot her (3)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The state of the application instance when it termnnated.
This value is based on an eval uation of the running el ements
of an application and their Roles as defined by
sysAppl Install ElmRole. An application instance is said to
have exited in a COWLETE state and its entry is renoved
fromthe sysAppl RunTabl e and added to the sysAppl Past RunTabl e
when the agent detects that ALL el enments of an application
i nvocation are no longer running. Mst agent inplenentations
will wait until a second internal poll has been conpleted to
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give the systemtine to either restart partial failures or
to give all elenments tine to exit. A failed state occurs if,
after the second poll, any elenents continue to run but
one or nore of the REQU RED el ements are no | onger running.
Al'l ot her combinations MIJST be defined as OTHER "

::= { sysAppl Past RunEntry 3 }

sysAppl Past RunTi meEnded OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Dat eAndTi ne the application instance was deterni ned
to be no |onger running."
::= { sysAppl Past RunEntry 4 }

-- sysAppl El nt RunTabl e

-- The sysAppl El mnt RunTabl e contains an entry for each process that
-- is currently running on the host. An entry is created in

-- this table for each process at the tine it is started, and wll
-- remain in the table until the process term nates.

-- The table is indexed by sysAppl El nt Runl nst al | Pkg,

-- sysAppl El nt Runl nvocl D, and sysAppl El nt Runl ndex to nmake it easy

-- to locate all running elements of a particular invoked application
-- which has been installed on the system

sysAppl El nt RunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysAppl El nt RunEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e describes the processes which are

currently executing on the host system Each entry
represents a running process and is associated with

the invoked application of which that process is a part, if
possible. This table contains an entry for every process
currently running on the system regardless of whether its
"parent’ application can be determ ned. So, for exanple,
processes like "ps’ and 'grep’ will have entries though they
are not associated with an installed application package.

Because a running application nmay involve

nore than one executable, it is possible to have
multiple entries in this table for each application
Entries are renmoved fromthis table when the process
term nat es
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The table is indexed by sysAppl El nt Runl nst al | Pkg,
sysAppl El mt Runl nvocl D, and sysAppl El nt Runl ndex to

facilitate the retrieva

the system™
.= { sysApplRun 3}

sysAppl El nt RunEntry OBJECT- TYPE

SysAppl El nt RunEntry :

}

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

not - accessi bl e
current

SysAppl El nt RunEntry

of all running elenents of a
particul ar i nvoked application which has been installed on

"The | ogical row describing a process currently

running on this host.

Wien possible, the entry is

associ ated with the invoked application of which it

is a part.”
| NDEX

::={ sysAppl El mt RunTabl e

sysAppl El nt Runl nst al | Pkg
sysAppl El nt Runl nvocl D
sysAppl El nt Runl ndex
sysAppl El nt Runl nstal I I D
sysAppl El nt RunTi neSt art ed
sysAppl El nt RunSt at e
sysAppl El nt RunNane
sysAppl El nt RunPar anet er s
sysAppl El nt RunCPU
sysAppl El nt RunMenory
sysAppl El nt RunNunfFi | es
sysAppl El nt RunUser

: = SEQUENCE {

{ sysAppl El nt Runl nst al | Pkg, sysAppl El nt Runl nvocl D
sysAppl El nt Runl ndex }

Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Dat eAndTi ne,
RunSt at e,
LongUt f 8Stri ng,
Ut f8String,
Ti meTi cks,
Gauge32,
Gauge32,
Utf8String

sysAppl El nt Runl nst al | Pkg OBJECT- TYPE

Krupczak & Saperia

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

not - accessi bl e
current

Unsi gned32 (0..' ffffffff’ h)

"Part of the index for this table, this value
identifies the installed software package for

the application of which this process is a part.
Provided that the process’s 'parent’ application can be
determ ned, the value of this object is the sane

val ue as the sysAppl I nstall Pkglndex for the

entry in the sysApplInstall PkgTabl e that corresponds

to the installed application of which this process

St andards Track
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is a part.

If, however, the 'parent’ application cannot be
determ ned, (for exanple the process is not part
of a particular installed application), the val ue
for this object is then '0’, signifying that this
process cannot be related back to an application
and in turn, an installed software package."

::= { sysAppl El mt RunEntry 1 }

sysAppl El nt Runl nvocl D OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ffffffff’h)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Part of the index for this table, this value
identifies the invocation of an application of which
this process is a part. Provided that the ’'parent’
application can be determ ned, the value of this object
is the same val ue as the sysAppl Runl ndex for the
correspondi ng application invocation in the

sysAppl RunTabl e.

If, however, the 'parent’ application cannot be
determi ned, the value for this object is then '0’
signifying that this process cannot be rel ated back
to an invocation of an application in the
sysAppl RunTabl e. "

::={ sysAppl El mt RunEntry 2 }

sysAppl El nt Runl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Part of the index for this table. A unique val ue
for each process running on the host. \Wherever
possi ble, this should be the systenis native, unique
i dentification nunmber."

::={ sysAppl El mt RunEntry 3 }

sysAppl El nt Runl nstal | | D OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’'h)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The index into the sysAppllInstall El nt Tabl e. The
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val ue of this object is the same value as the
sysAppl I nstal | El mt1 ndex for the application el ement
of which this entry represents a running instance.
If this process cannot be associated with an installed
execut abl e, the value should be "0 ."

::={ sysAppl El Mt RunEntry 4 }

sysAppl El nt RunTi meSt art ed OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The time the process was started."
::= { sysAppl El mt RunEntry 5 }

sysAppl El nt RunSt at e OBJECT- TYPE

SYNTAX RunSt at e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current state of the running process. The
possi bl e values are running(1l), runnable(2) but waiting
for a resource such as CPU, waiting(3) for an event,
exiting(4), or other(5)."

::={ sysAppl El M RunEntry 6 }

sysAppl El nt RunNarme OBJECT- TYPE

SYNTAX LongUt f8Stri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The full path and filename of the process.
For exanple, '/opt/MyYpkg/bin/nmyyproc’ woul d
be returned for process 'nyyproc’ whose execution
path is ' /opt/MYpkg/bin/ nyyproc’ ."

::={ sysAppl El Mt RunEntry 7 }

sysAppl El nt RunPar anet ers OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The starting paraneters for the process."
::= { sysAppl El mt RunEntry 8 }

sysAppl El nt RunCPU OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nunber of centi-seconds of the total systenis
CPU resources consuned by this process. Note that
on a multi-processor system this value may
have been increnented by nore than one centi-second
in one centi-second of real (wall clock) tine."

::= { sysAppl El mt RunEntry 9 }

sysAppl El nt RunMenory OBJECT- TYPE

SYNTAX Gauge32
UNI TS " Kbyt es”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total anobunt of real system nenory neasured in
Kbytes currently allocated to this process.”

::={ sysAppl El M RunEntry 10 }

sysAppl El nt RunNunfi | es OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of regular files currently open by the
process. Transport connections (sockets)
shoul d NOT be included in the cal cul ation of
this value, nor should operating system specific
special file types."

::={ sysAppl El mRunkEntry 11 }

sysAppl El nt RunUser OBJECT- TYPE

SYNTAX U f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The process owner’s login nane (e.g. root)."
c:= { sysAppl El mtRunEntry 12 }

-- sysAppl El nt Past RunTabl e

-- The sysAppl El mt Past RunTabl e nai ntains a history of

-- processes which have previously executed on

-- the host as part of an application. Upon termination

-- of a process, the entry representing the process is renoved from
-- the sysAppl El mnt RunTabl e and a corresponding entry is created in
-- this table provided that the process was part of an

-- identifiable application. |If the process could not be associated
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-- with an invoked application, no corresponding entry is created.
-- Hence, whereas the sysAppl El nt RunTabl e contains an entry for

-- every process currently executing on the system the

-- sysAppl El nt Past RunTabl e only contains entries for processes

-- that previously executed as part of an invoked application.

-- Entries remain in this table until they are aged out when
-- either the nunmber of entries in the table reaches a

-- maxi mrum as determ ned by sysAppl El mt Past RunMaxRows, or

-- when an entry has aged to exceed a tine limt as set by
-- sysAppl El nt Past RunTbl TimeLim t. Wen agi ng out entries,
-- the oldest entry, as determ ned by the val ue of

-- sysAppl El nt Past RunTi neEnded, will be renoved first.

-- The table is indexed by sysApplInstall Pkgl ndex (fromthe

-- sysAppl I nstal | PkgTabl e), sysAppl El nmt Past Runl nvocl D, and

-- sysAppl El nt Past Runl ndex to nake it easy to locate all

-- previously executed processes of a particular invoked application
-- that has been installed on the system

sysAppl El nt Past RunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysAppl El nt Past RunEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e describes the processes which have previously
executed on the host systemas part of an application
Each entry represents a process which has previously
executed and is associated with the invoked application
of which it was a part. Because an invoked application
may invol ve nore than one executable, it is possible

to have nultiple entries in this table for

each application invocation. Entries are added

to this table when the correspondi ng process in the
sysAppl El nt Run Tabl e term nates.

Entries remain in this table until they are aged out when
ei ther the nunber of entries in the table reaches a

maxi mum as det erm ned by sysAppl El nt Past RunMaxRows, or
when an entry has aged to exceed a tine linit as set by
sysAppl El nt Past RunTbl TimeLimit. Wen agi ng out entries,
the ol dest entry, as determ ned by the val ue of

sysAppl El nt Past RunTi neEnded, will be renoved first.

The table is indexed by sysAppl | nstall Pkgl ndex (fromthe

sysAppl I nst al | PkgTabl e), sysAppl El nt Past Runl nvocl D
and sysAppl El nt Past Runl ndex to nmake it easy to |locate all
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previously executed processes of a particular invoked
application that has been installed on the system"

c:={ sysApplRun 4}
sysAppl El nt Past RunEnt ry OBJECT- TYPE

SYNTAX SysAppl El nt Past RunEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The | ogical row describing a process which was
previously executed on this host as part of an
installed application. The entry is basically copied
fromthe sysAppl El mt RunTabl e when the process
term nates. Hence, the entry’'s value for
sysAppl El nt Past Runl ndex is the sane as its val ue
was for sysAppl El nt Runl ndex. Note carefully: only those
processes which could be associated with an
identified application are included in this table."

| NDEX { sysAppl I nstall Pkgl ndex, sysAppl El nt Past Runl nvocl D

sysAppl El nt Past Runl ndex }
::={ sysAppl El mt Past RunTabl e 1}

SysAppl El nt Past RunEntry ::= SEQUENCE {
sysAppl El nt Past Runl nvocl D Unsi gned32
sysAppl El nt Past Runl ndex Unsi gned32,
sysAppl El nt Past Runl nstal | I D Unsi gned32,
sysAppl El nt Past RunTi neSt art ed Dat eAndTi ne,
sysAppl El nt Past RunTi mreEnded Dat eAndTi ne,
sysAppl El nt Past RunName LongUt f 8Stri ng,
sysAppl El nt Past RunPar anet er s Ut f8String,
sysAppl El nt Past RunCPU Ti meTi cks
sysAppl El nt Past RunMenory Unsi gned32,
sysAppl El nt Past RunNunti | es Unsi gned32,
sysAppl El nt Past RunUser U f8String

}

sysAppl El mt Past Runl nvocl D OBJECT- TYPE
SYNTAX Unsigned32 (1.. ' ffffffff’h)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Part of the index for this table, this val ue
identifies the invocation of an application of which
the process represented by this entry was a part.

The value of this object is the same value as the
sysAppl Runl ndex for the correspondi ng application

i nvocation in the sysAppl RunTable. If the invoked
application as a whole has termnated, it will be the
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sanme as the sysAppl Past Runl ndex. "
::= { sysAppl El mt Past RunEntry 1 }

sysAppl El nt Past Runl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Part of the index for this table. An integer
assigned by the agent equal to the correspondi ng
sysAppl El nt Runl ndex whi ch was renmoved fromthe
sysAppl El nt RunTabl e and noved to this table

when the el enent terninated

Note: entries in this table are indexed by

sysAppl El nt Past Runl nvocl D, sysAppl El nt Past Runl ndex.
The possibility exists, though unlikely, of a
collision occurring by a new entry which was run
by the sane invoked application (InvoclD), and

was assigned the sane process identification nunber
(El nt Runl ndex) as an el ement which was previously
run by the same i nvoked application

Shoul d this situation occur, the new entry repl aces
the old entry.

See Section: 'Inplenentation |ssues -
sysAppl El nt Past RunTabl e Entry Collisions’ for the
conditions that would have to occur in order for a
collision to occur."

::={ sysAppl El nt Past RunEntry 2 }

sysAppl El nt Past Runl nstal | | D OBJECT- TYPE

SYNTAX Unsigned32 (1.. ' ffffffff’h)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The index into the installed elenent table. The
val ue of this object is the same value as the
sysAppl I nstal | El nt1 ndex for the application el ement
of which this entry represents a previously executed
process."

::={ sysAppl El mt Past RunEntry 3 }

sysAppl El nt Past RunTi neSt art ed OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The time the process was started.”
::={ sysAppl El mt Past RunEntry 4 }

sysAppl El nt Past RunTi neEnded OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The time the process ended.”
;.= { sysAppl El nt Past RunEntry 5 }

sysAppl El nt Past RunNane OBJECT- TYPE

SYNTAX LongUtf8String

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The full path and filenane of the process.
For exanple, '/opt/ MyYpkg/bin/nmyyproc’ woul d
be returned for process 'nyyproc’ whose execution
pat h was ' /opt/ MYpkg/bin/ nmyyproc’."

::={ sysAppl El nt Past RunEntry 6 }

sysAppl El nt Past RunPar anet ers OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The starting paraneters for the process."
::={ sysAppl El nt Past RunEntry 7 }

sysAppl El nt Past RunCPU OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The | ast known nunber of centi-seconds of the total
systenmi s CPU resources consunmed by this process.
Note that on a multi-processor system this value my
i ncrenment by nore than one centi-second in one
centi-second of real (wall clock) tine."

::={ sysAppl El nt Past RunEntry 8 }

sysAppl El nt Past RunMenory OBJECT- TYPE
SYNTAX Unsi gned32 (0.. ' ffffffff’h)
UNI TS " Kbyt es"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The last known total amount of real system nmenory
measured in Kbytes allocated to this process before it
term nated.”

;.= { sysAppl El nt Past RunEntry 9 }

sysAppl El nt Past RunNunti | es OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ffffffff’h)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The | ast known nunber of files open by the
process before it term nated. Transport
connections (sockets) should NOT be included in
the cal cul ation of this value."

::={ sysAppl El mt Past RunEntry 10 }

sysAppl El nt Past RunUser OBJECT- TYPE

SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The process owner’'s login nane (e.g. root)."
.= { sysAppl El mt Past RunEntry 11 }

-- Additional Scalar objects to control table sizes

sysAppl Past RunMaxRows OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi num nunber of entries allowed in the
sysAppl Past RunTabl e. Once the nunber of rows in

t he sysAppl Past RunTabl e reaches this val ue, the
managenent subsystemw || renove the ol dest entry

in the table to make room for the new entry to be added.
Entries will be renoved on the basis of ol dest
sysAppl Past RunTi neEnded val ue first.

This object may be used to control the anount of

system resources that can used for sysAppl Past RunTabl e
entries. A conform ng inplenentation should attenpt

to support the default val ue, however, a |lesser val ue
may be necessary due to inplenmentation-dependent issues
and resource availability."
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DEFVAL { 500 }
c:={ sysApplRun 5}

sysAppl Past RunTabl eRem t ens OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the nunber of entries renoved from

t he sysAppl Past RunTabl e because of table size linitations
as set in sysAppl Past RunMaxRows. This counter is the
nunber of entries the managenent subsystem has had to
renove in order to nake room for new entries (so as not
to exceed the Iimt set by sysAppl Past RunMaxRows) since
the last initialization of the managenent subsystem”

::={ sysApplRun 6 }
sysAppl Past RunTbl Ti neLi mt OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maximumtime in seconds which an entry in the
sysAppl Past RunTabl e nay exi st before it is renoved.
Any entry that is older than this value will be
renoved (aged out) fromthe table.

Note that an entry may be aged out prior to reaching

this tine limt if it is the oldest entry in the

tabl e and nust be renoved to nake space for a new

entry so as to not exceed sysAppl Past RunMaxRows. "
DEFVAL { 7200 }

c:={ sysApplRun 7 }
sysAppl El enPast RunMaxRows OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi num nunber of entries allowed in the
sysAppl El nt Past RunTabl e. Once the nunber of rows in
t he sysAppl El mt Past RunTabl e reaches this val ue,

t he managenent subsystemw || renove the ol dest entry
to make roomfor the new entry to be added. Entries
will be renoved on the basis of ol dest

sysAppl El nt Past RunTi mreEnded val ue first.
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This object may be used to control the anount of
system resources that can used for sysAppl El enPast RunTabl e
entries. A conform ng inplenentation should attenpt
to support the default val ue, however, a |esser val ue
may be necessary due to inplenmentation-dependent issues
and resource availability."

DEFVAL { 500 }

c:={ sysApplRun 8 }
sysAppl El enPast RunTabl eRenl t emrs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the nunmber of entries renoved fromthe
sysAppl El emPast RunTabl e because of table size limtations
as set in sysAppl El enPast RunMaxRows. This counter is the
nunber of entries the managenent subsystem has had to
renove in order to nake roomfor new entries (so as not

to exceed the Iimt set by sysAppl El enPast RunMaxRows) since
the last initialization of the managenent subsystem”

::={ sysApplRun 9 }
sysAppl El enPast RunTbl Ti neLi mt OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maximumtinme in seconds which an entry in the
sysAppl El enPast RunTabl e may exist before it is renpved.
Any entry that is older than this value will be
renoved (aged out) fromthe table.

Note that an entry may be aged out prior to reaching

this tine limt if it is the oldest entry in the

tabl e and nust be renoved to nake space for a new

entry so as to not exceed sysAppl El enPast RunMaxRows. "
DEFVAL { 7200 }

::={ sysAppl Run 10 }

sysAppl Agent Pol | I nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’h)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The mininuminterval in seconds that the nanagenent
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subsysteminplementing this MB will poll the status
of the nmanaged resources. Because of the non-trivia
effort involved in polling the managed resources,
and because the nmethod for obtaining the status of

t he managed resources is inplenmentation-dependent,

a conformant inplenentation may chose a | ower bound
greater than O.

A value of 0 indicates that there is no del ay
in the passing of information fromthe managed
resources to the agent."

DEFVAL { 60}

::={ sysAppl Run 11 }

-- sysAppl Map G oup

-- This group contains a table, the sysAppl MapTabl e,

-- whose sole purpose is to provide a 'backwards

-- mapping so that, given a known sysAppl El nt Runl ndex

-- (process identification nunber), the correspondi ng i nvoked
-- application (sysAppl Runl ndex), installed el ement

-- (sysApplinstall El ntIndex), and installed application

-- package (sysApplInstallPkglndex) can be quickly determ ned.

-- The table will contain one entry for each process
-- currently running on the system

-- A backwards mapping is extrenely useful since the tables

-- inthis MB nodule are typically indexed with the

-- installed application package (sysApplInstall Pkgl ndex)

-- as the prinmary key, and on down as required by the

-- specific table, with the process | D nunmber (sysAppl El nt Runl ndex)
-- being the least significant key.

-- It is expected that managenent applications will use

-- this mapping table by doing a ' Get Next’ operation with

-- the known process | D nunber (sysAppl El nt Runl ndex) as the parti al
-- instance identifier. Assuming that there is an entry for

-- the process, the result should return a single columar val ue,
-- the sysAppl Mapl nst al | Pkgl ndex, with the sysAppl El nt Runl ndex,

-- sysAppl Runl ndex, and sysAppllnstall El ntlndex contained in the
-- instance identifier for the returned MB object val ue.

-- NOTE: if the process can not be associated back to an

-- invoked application installed on the system then the

-- value returned for the columar val ue sysAppl Mapl nst al | Pkgl ndex
-- will be "0 and the instance portion of the object-identifier
-- will be the process |ID nunber (sysAppl El nt Runl ndex) foll owed
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-- by 0.0.
sysAppl MapTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SysAppl MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The sol e purpose of this table is to provide a

" backwar ds’ mappi ng so that, given a known
sysAppl El nt Runl ndex (process identification nunber),

the correspondi ng i nvoked application (sysAppl Runl ndex),
installed el ement (sysAppllnstallEl ntlndex), and
installed application package (sysApplInstall Pkgl ndex)
can be quickly deternined.

This table will contain one entry for each process
that is currently executing on the system

It is expected that managenent applications will use

this mapping table by doing a ' Get Next’ operation with

the known process | D nunber (sysAppl El nt Runl ndex) as the
partial instance identifier. Assumng that there is an
entry for the process, the result should return a single

col umar val ue, the sysAppl Mapl nstal | Pkgl ndex, with the
sysAppl El nt Runl ndex, sysAppl Runl ndex, and
sysAppl I nstal | El mt1 ndex contained in the instance identifier
for the returned M B object val ue.

NOTE: if the process can not be associated back to an

i nvoked application installed on the system then the
val ue returned for the columar val ue
sysAppl Mapl nstal | Pkgl ndex will be '0' and the instance
portion of the object-identifier will be the process ID
nunber (sysAppl El mt Runl ndex) foll owed by 0.0."

c:={ sysApplMap 1}
sysAppl MapEnt ry OBJECT- TYPE

SYNTAX SysAppl MapEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A logical row  representing a process currently running

on the system This entry provides the i ndex napping from
process identifier, back to the invoked application
installed elenment, and finally, the installed application
package. The entry includes only one accessibl e col umar
obj ect, the sysAppl Mapl nst al | Pkgl ndex, but the

i nvoked application and installed el enent can be
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determned fromthe instance identifier since they form
part of the index clause."
I NDEX { sysAppl El nt Runl ndex, sysAppl El nt Runl nvocl D
sysAppl Mapl nstal | El mt | ndex }
::={ sysAppl MapTable 1 }

SysAppl MapEntry ::= SEQUENCE {
sysAppl Mapl nstal | El nt | ndex Unsi gned32,
sysAppl Mapl nst al | Pkgl ndex Unsi gned32
}
sysAppl Mapl nstal | El nt | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (0.. ' ffffffff’h)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The index into the sysApplInstall El nt Tabl e. The
value of this object is the same value as the
sysAppl I nstal | El mt 1 ndex for the application el enent
of which this entry represents a runni ng i nstance.

If this process cannot be associated to an installed
execut abl e, the value should be "0 ."

c:={ sysAppl MapEntry 1 }
sysAppl Mapl nst al | Pkgl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0.. ' ffffffff’'h)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object identifies the installed
software package for the application of which this
process is a part. Provided that the process’'s ’'parent’
application can be determ ned, the value of this object
is the same val ue as the sysAppl I nstall Pkgl ndex for the
entry in the sysApplInstall PkgTabl e that corresponds

to the installed application of which this process

is a part.

If, however, the 'parent’ application cannot be
determ ned, (for exanple the process is not part
of a particular installed application), the val ue
for this object is then '0’, signifying that this
process cannot be related back to an application
and in turn, an installed software package."

c:={ sysAppl MapEntry 2 }

-- Conformance Macros
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sysAppl M BConpl i ances OBJECT | DENTI FI ER : :
sysAppl M BG oups OBJECT | DENTI FI ER ::

{ sysAppl Conformance 1 }
{ sysAppl Conformance 2 }

sysAppl M BConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"Describes the requirenents for confornance to

the System Application MB"
MODULE -- this nodul e

MANDATORY- GROUPS { sysAppl I nstal | edG oup,

sysAppl RunG oup, sysAppl MapG oup }

::= { sysAppl M BConpl i ances 1 }

sysAppl I nstal | edG oup OBJECT- GROUP
OBJECTS { sysAppl I nst al | PkgManuf act ur er,
sysAppl I nst al | PkgPr oduct Nane,
sysAppl I nst al | PkgVer si on,
sysAppl I nst al | PkgSeri al Nunber,
sysAppl I nst al | PkgDat e,
sysAppl I nst al | PkgLocati on,
sysAppl I nst al | El mt Nane,
sysAppl I nstal | El mt Type,
sysAppl I nstal | El nt Dat e,
sysAppl I nstal | El nt Pat h,
sysAppl I nstal | El mt Si zeHi gh,
sysAppl I nstal | El nt Si zeLow,
sysAppl I nstal | El mt Rol e,
sysAppl I nst al | El mt Modi f yDat e,
sysAppl I nstal | El nt Cur Si zeHi gh,
sysAppl I nstal | El mt Cur Si zeLow }
STATUS current
DESCRI PTI ON
"The system application installed group contains
i nformati on about applications and their constituent
components whi ch have been installed on the host system"”
::={ sysAppl M BGoups 1}

sysAppl RunGroup OBJECT- GROUP
OBJECTS { sysAppl RunStart ed,

sysAppl RunCurrent St at e,
sysAppl Past RunSt art ed,
sysAppl Past RunExi t St at e,
sysAppl Past RunTi neEnded,
sysAppl El nt Runl nstal I | D,
sysAppl El nt RunTi neSt art ed,
sysAppl El nt RunSt at e,
sysAppl El nt RunNane,
sysAppl El nt RunPar anet er s,
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sysAppl El nt RunCPU,
sysAppl El nt RunMenory,
sysAppl El mt RunNunti | es,
sysAppl El nt RunUser,
sysAppl El nt Past Runl nstal | I D,
sysAppl El nt Past RunTi neSt art ed,
sysAppl El nt Past RunTi neEnded,
sysAppl El nt Past RunNane,
sysAppl El nt Past RunPar anet er s,
sysAppl El nt Past RunCPU,
sysAppl El nt Past RunMenory,
sysAppl El nt Past RunNunti | es,
sysAppl El nt Past RunUser,
sysAppl Past RunMaxRows,
sysAppl Past RunTabl eRem t ens,
sysAppl Past RunTbl Ti neLi m t,
sysAppl El enPast RunMaxRows,
sysAppl El enPast RunTabl eReni t ens,
sysAppl El enPast RunTbl Ti meLi mi t,
sysAppl Agent Pol I | nterval }
STATUS current
DESCRI PTI ON
"The system application run group contains information
about applications and associ ated el ements whi ch have
run or are currently running on the host system"”
::={ sysAppl M BGoups 2 }

sysAppl MapG oup OBJECT- GROUP
OBJECTS { sysAppl Mapl nst al | Pkgl ndex }
STATUS current
DESCRI PTI ON
"The Map Group contains a single table, sysAppl MapTabl e,
that provides a backwards mappi ng for deternining the
i nvoked application, installed elenment, and installed
application package given a known process identification
nunber . "
::={ sysAppl M BG oups 3}

END
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7. Inplenentation |ssues

This section discusses inplenentation issues that are inportant for
bot h an agent devel oper, and a nanagenent application devel oper or
user to understand with regards to this MB nodule. Although this
section does not attenpt to prescribe a particular inplenentation
strategy, it does attenpt to recognize sonme of the real world
limtations that could effect an inplenentation of this MB nodul e.

7.1. Inplementation with Polling Agents

| npl enent ati ons of the System Application M B on popul ar operating
systens might require some consi derable processing power to obtain
status information fromthe managed resources. It night also be
difficult to determi ne when an application or a process starts or
finishes. Inplenmentors of this MB night therefore choose an

i npl enent ati on approach where the agent polls the managed resources
at regular intervals. The infornmation retrieved by every poll is used
to update a cached version of this MB nuaintained inside of the
agent. SNMP request are processed based on the information found in
this MB cache.

A scal ar sysAppl AgentPol |l Interval is defined to give the manager
control over the polling frequency. There is a trade- off between the
anount of resources consuned during every poll to update the MB
cache, and the accuracy of the information provided by the System
Application MB agent. A default value of 60 seconds is defined to
keep the processing overhead | ow, while providing usable information
for long-lived processes. A manager is expected to adjust this value
if nore accurate information about short-Ilived applications or
processes is needed, or if the anount of resources consuned by the
agent is too high.

7.2. sysAppl El nt Past RunTabl e Entry Col li si ons

The sysAppl El mt Past RunTabl e nai ntains a history of processes which
have previously executed on the host as part of an application
Information is noved fromthe sysAppl El nt RunTable to this PastRun
tabl e when the process represented by the entry term nates.

The sysAppl El mt Past RunTabl e i s indexed by the tuple,
(sysAppl El nt Past Runl nvocl D, sysAppl El nt Past Runl ndex), where the first
part identifies the application invocation of which the process was a
part, and the second part identifies the process itself.

Recal | that the sysAppl El mt Runl ndex represents the systemni s uni que

identification nunber assigned to a running process and that this
val ue is mapped to sysAppl El nt Past Runl ndex when t he process
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termnates and the entry’s information is noved fromthe
sysAppl El nt RunTabl e to the sysAppl El nt Past RunTabl e. Many systens
re-use process | D nunbers which are no | onger assigned to running
processes; typically, the process nunbers wap and the next avail abl e
process nunber is used.

It is therefore possible for two entries in the sysAppl El nt Past Run
Tabl e to have the sane val ue for sysAppl El nt Past Runl ndex. For this
reason, entries in the ElmPastRun table are indexed by the tuple
sysAppl El nt Past Runl nvocl D, sysAppl El nt Past Runl ndex to reduce the
chance of a collision by two past run elenments with the sane
sysAppl El nt Past Runl ndex.

However, it is still possible, though unlikely, for a collision to
occur if the follow ng happens:

1) the invoked application (identified by InvoclD), has an
el enment which runs, ternminates, and is noved into the
sysAppl El nt Past Run tabl e (index: InvoclD, Runlndex)

2) the nunbers used for the system s process identification
nunbering wrap

3) that sane invoked application (same |InvoclD), has another
el ement process run, AND that process is assigned the sane
identification nunber as one of the processes previously run by
that invoked application (same Runlndex), and finally,

4) that el enent process terminates and is noved to the
sysAppl El nt Past Run table prior to the old, duplicate (lnvoclD
Runl ndex) entry being aged out of the table by settings defined
for sysAppl El nt Past RunMaxRows and
sysAppl El nt Past RunTbl Ti meLimt.

In the event that a collision occurs, the newentry will replace the
old entry.

8. Security Considerations

In order to inplenment this M B, an agent nust make certai n managenent
i nformati on avail abl e about various |ogical and physical entities
within a nanaged system which nmay be considered sensitive in sone
networ k envi ronnents.

Therefore, a network administrator may wish to enploy instance-|eve
access control, and configure the access nmechanism (i.e., comunity
strings in SNMPvl and SNWPv2C), such that certain instances within

this MB are excluded fromparticular MB views.
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Thi s docunent and translations of it nmay be copied and furnished to
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