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Abstr act

Mobile | P [ RFC 2002] defines nedi a-i ndependent procedures by which a
Mobi | e Node can nmintain existing transport and application-I|ayer
connections despite changing its point-of-attachnent to the |nternet
and wi thout changing its IP address. PPP [RFC 1661] provides a
standard nethod for transporting nulti-protocol packets over point-
to-point links. As currently specified, Mbile |IP Foreign Agents

whi ch support Mbile Node connections via PPP can do so only by first
assi gni ng uni que addresses to those Mbil e Nodes, defeating one of
the primary advant ages of Foreign Agents. This docunents corrects
this problem by defining the Mbile-1Pv4 Configuration Option to the
Internet Protocol Control Protocol (IPCP) [RFC 1332]. Using this
option, two peers can comuni cate their support for Mbile IP during
the | PCP phase of PPP. Familiarity with Mbile IP [RFC 2002], |PCP
[ RFC 1332], and PPP [ RFC 1661] is assuned.
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1. Introduction

Mobile | P [ RFC 2002] defines protocols and procedures by which
packets can be routed to a nobile node, regardless of its current

poi nt-of -attachnent to the Internet, and without changing its IP
address. Mobile IP is designed to run over any type of nedia and any
type of data link-layer. However, the interaction between Mbile IP
and PPP is currently underspecified and generally results in an

i nappropriate application of Mbile I P when nobile nodes connect to
the Internet via PPP.

Thi s docunent defines proper interaction between a nobile node [ RFC
2002] and a peer through which the nobile node connects to the
Internet using PPP. This requires the definition of a new option for
| PCP [ RFC 1332], named the "Mbbile-1Pv4" Configuration Option, which
is defined in this docunent. The nobile node and the peer use this
option to negotiate the appropriate use of Mbile | P over the PPP
link.

The Mobile-1Pv4 option defined in this docunent is intended to work
in conjunction with the existing | P-Address option [ RFC 1332].

1.1. Specification Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

1. 2. Term nol ogy

This docunent uses the following terns as defined in [ RFC 2002]:
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Mobi | e Node

A host or router that changes its point-of-attachment from one
link to another. A nobile node may change its | ocation wthout
changing its I P address; it may continue to conmunicate with
other Internet nodes at any location using its (pernmanent)

hone, | P address, assuming link-layer connectivity is available
at its current |ocation.

Home Agent

A router with at |east one interface on a nobile node’'s hone
link. A hone agent intercepts packets destined to a nobile
node’ s home address and tunnels themto the nobile node’'s
care-of address when the nobile node is connected to a foreign
link. A nobile node infornms its honme agent of its current
care-of address through an authenticated registration protoco
defined by Mbile IP

For ei gn Agent

A router with at least one interface on a nobile node's
(current) foreign Iink. When a nobile node uses a foreign
agent’s care-of address, the foreign agent detunnels and
delivers packets to the nobile node that were tunnel ed by the
nmobi | e node’s honme agent. A foreign agent might also serve as
a default router for packets sent by a registered nobil e node.

Peer

The PPP peer of a nobile node. The nobile node’'s peer m ght
support home agent functionality, foreign agent functionality,
both, or neither.

1. 3. Probl em St at enent

In Mobile IP, packets sent to a nobile node’'s honme address are routed
first to the nobile node’s hone agent, a router on the nobile node’'s
hone |ink which intercepts packets sent to the hone address. The
hone agent then tunnels such packets to the nobile node' s care-of
address, where the packets are extracted fromthe tunnel and
delivered to the nobile node. There are two types of care-of

addr esses:
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Co- | ocat ed Care-of Address

An address tenporarily assigned to a nobile node itself. In this
case, the nmobile node is the exit-point of the tunnel and
decapsul at es packets encapsul ated for delivery by its hone agent.
A Co-located Care-of Address may be used by exactly one nobile
node at any point in tine.

For ei gn Agent Care-of Address

An address of a foreign agent that has at |east one interface on a
nobil e node's visited, foreign link. In this case, the foreign
agent decapsul ates packets that have been tunnel ed by the hone
agent and delivers themto the nobile node over the visited |ink.
A Foreign Agent Care-of Address nay be used sinmultaneously by many
nmobi | e nodes at any point in tine.

In Appendi x B, Mbile I P [RFC 2002] currently specifies only the
following with respect to PPP

"The Poi nt-to-Point-Protocol (PPP) [ RFC 1661] and its Internet
Protocol Control Protocol (I1PCP) [RFC 1332], negotiates [sic] the
use of | P addresses.

"The nobil e node SHOULD first attenpt to specify its hone address,
so that if the nobile node is attaching to its hone [link], the
unrouted link will function correctly. Wen the hone address is
not accepted by the peer, but a transient |IP address is
dynamical |l y assigned to the nobile node, and the nobile node is
capabl e of supporting a co-located care-of address, the nobile
node MAY regi ster that address as a co-located care-of address.
Wien the peer specifies its own |P address, that address MJST NOT
be assuned to be a foreign agent care-of address or the |P address
of a honme agent."

I nspection of this text reveals that there is currently no way for
the nobil e node to use a foreign agent care-of address, w thout first
bei ng assigned a unique |IP address, even if the peer also supports
foreign agent functionality. The reason for this can be seen by
wal ki ng t hrough the | PCP negotiation

1. A nobile node connects to a peer via PPP and proposes its hone
address in an | PCP Confi gure-Request containing the | P-Address
option. In this scenario, we assune that the nobile node is
connecting to sonme foreign |ink.
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2. The peer has no way of know ng whether this Configure-Request was
received from (a) a nobile node proposing its hone address; or
(b) a conventional node proposing sone topol ogically non-routable
address. In this case, the peer nust (conservatively) send a
Confi gure-Nak of the |IP-Address option supplying a topologically
appropriate address for use by the node at the other end of the
PPP | i nk.

3. The nobile node, in turn, has no way of knowi ng whether this
Confi gure-Nak was received because the peer is a foreign agent
bei ng conservative, or because the peer does not inplenent Mbile
IP at all. Therefore, the nobile node nust (conservatively)
assune that the peer does not inplenent Mbile | P and continue
the negotiation of an IP address in | PCP, after which point the
nmobi | e node can use the assigned address as a co-|ocated care- of
addr ess.

Here we observe that, even if the nobile node’'s peer is a foreign
agent and sends an Agent Advertisenent to the nobile node after |PCP
reaches the Opened state, the nobile node will still have negoti ated
a routable address in step 3, which it is likely already using as a
co-located care-of address. This defeats the purpose of foreign
agent care-of addresses, which are designed to be shared by multiple
nobi | e nodes and to elininate the need to assign a unique address to
each nobil e node

1.4. Requirenents

The purpose of this docunent is to specify the behavior of both ends
of the PPP link when one or nore of the PPP peers supports Mbile IP
Specifically, the design of the option and protocol defined in this
document is based upon the follow ng requirements:

1. The option and protocol described in this docunent nust be
backwards conpatible with conventi onal nodes and their potentia
peers whi ch do not inplenent this option nor any Mbile IP
functionality.

2. The option and protocol described in this document nust
acconmodate a variety of scenarios, mininmally those provided in
t he exanpl es of Section 2.6.

3. The option and protocol described in this docunment nust not

duplicate any functionality already defined in other |PCP
options; specifically, the |IP-Address option
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4. A uni que address nust not be assigned to a nobile node unl ess
absol utely necessary. Specifically, no such address is assigned
to a nobile node that connects via PPP to its hone link or a
nmobi | e node that connects via PPP to a foreign agent (and uses
that foreign agent’s care-of address).

2. Mobile-1Pv4 Configuration Option

This section defines the Mbile-IPv4 Configuration Option and
provi des several exanples of its use.

2.1. Option Fornmat
The Mobil e-1Pv4 Configuration Option for IPCP is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type | Length | Mobi | e Node's ..

B Lt r s i i i o o T s ks S R S
Home Address |

B i i S S S Tk i o

Type
4 (Mobile-1Pv4)

Length
6 (The length of this entire extension in bytes)

Mobi | e Node’ s Hone Address
In a Configure-Request, the | P home address of the nobile node
sending this Configuration Option, otherwi se the (unnodified) IP
hone address of the nobile node when sent in a Configure-Ack or
Configure-Reject. Configure-Nak'ing this option is undefined and
MUST NOT be sent by inplenentations conplying with this version of
the specification. This field MUST NOT be zero.

Def aul t Val ue

The Mobil e-1Pv4 Configuration Option defaults to the sending
nmobi | e node’ s honme address.

In describing the operation of the Mbile-1Pv4 Configuration Option

(in conjunction with the | P-Address Configuration Option), we use the
fol |l owi ng abbrevi ati ons:
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PPP Message Types:

Request = Confi gur e- Request
Rej ect = Confi gure- Rej ect
Ack = Confi gure-Ack
Nak = Confi gure- Nak

| PCP Configuration Options:
M Pv4 Mobi | e- | Pv4
| P = | P- Address

| P addr esses:

a.b.c.d = sone non-zero | P address
W. X.Y.z = sonme non-zero | P address other than a.b.c.d
hone = a nobile node’s | P Hone address
coa = an | P Care-O* Address
0O =the all-zeroes I P address (0.0.0.0)

2.2. Overview

The Mobil e-1Pv4 Configuration Option is designed to be used in
conjunction with the | P-Address Configuration Option. For the
conveni ence of inplenentors, the detailed description in section 2.5
i ncludes all possible conbinations of these two options that m ght be
sent by a PPP peer during IPCP. Along with each possibility is a
description of how the receiver should interpret the contents as well
as a suggested course of action

2.3. High-Level Requirements for Non-Mbbil e-Nodes

A node that is not perform ng nobile node functionality (such as

non- Mobi | e-1 P-aware nodes as well as nodes perform ng only hone agent
functionality, foreign agent functionality, or both) MJST NOT include
a Mobile-1Pv4 Configuration Option within any Configure-Request
message. As per [RFC 1332], such a node SHOULD send a Confi gure-
Request containing an | P-Address Configuration Option in which the

| P-Address field is set to a non-zero |P address that the node has
assigned to one of its interfaces. |If an explicit |IP address has
been assigned to the node’s PPP interface then this address SHOULD be
sent in preference to any of the node’s other addresses.

A node MJST NOT send a Configure-Nak containing a Mbile-IPv4
Configuration Option. Doing so is currently "undefined" and m ght
cause interoperability problems when a useful neaning for Configure-
Nak is ultimately defined for the Mbile-1Pv4 Configuration Option.
A node that sends a Configure-Ack containing a Mbile-IPv4
Configuration Option SHOULD send an Agent Advertisenent [ RFC 2002]

i medi ately upon IPCP for that Iink entering the Opened state.
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2. 4. High-Level Requirenents for Mbile Nodes

A nobi |l e node SHOULD begin its | PCP negotiation by sending the
Confi gur e- Request described in either item#1 or item#4 in Section
2.5. The nmobile node MAY begin its negotiation with one of the other
nunbered itens in Section 2.5 under extenuating circunstances.

A nobil e node that receives a Configure-Ack containing a Mbile-I|Pv4d
Configuration Option MJST receive an Agent Advertisenent, possibly in
response to an Agent Solicitation, before sending a Registration
Request [RFC 2002] if that nobile node is connecting to a foreign
link. This is because the peer nmight be a foreign agent that
enforces a policy which requires a nobile node to register with that
foreign agent even if the nobile node is using a co-located care- of
address. A nobile node need not wait for such an advertisement if it
connects to its home link. See item7a in section 2.5 for one way in
whi ch a nobile node can determine if it has connected to its home
link. Another way is by receiving an explicit notification of this
fact fromits peer, such as receipt of the nessages in itens 1lb, 2c,
and 3a in section 2.5.

A nobil e node that receives a Configure-Reject containing a Mbile-

| Pv4 Configuration Option SHOULD fall back to | PCP negotiation using
the | P-Address option [RFC 1332]. A nobile node SHOULD begin this
negoti ati on wi th Request (I P=hone) or Request (| P=0), depending on
whet her or not the nobile node is connecting to its hone |ink
respectively. A nobile node MAY nake this determ nation by

i nspection of an | P-Address option contained within a Configure-
Request sent by its peer. |If the prefix of the peer’s stated IP-
address is equal to the prefix of the nobile node’s hone address,
then the nobile node MAY conclude that it is connecting to its hone
link. Oherwise, if the nobile node is connecting to a foreign link
then the nobile node SHOULD send Request (I P=0) since its peer night
have no nmeans for assigning addresses other than IPCP. This
specification therefore updates this behavior as described in [RFC
2002], the latter of which recommends that a nobile node begin | P-
Addr ess negotiation with Request(lP=Honme) under all circunstances.

A peer that is performi ng neither home agent nor foreign agent
functionality SHOULD send a Reject in response to any Request
received fromits peer that contains a Mbile-IPv4 Configuration

Option.
2.5. Detailed Description
The nunbered itens bel ow show all possi bl e conbi nati ons of Mobil e-

| Pv4 and | P- Address Configuration Options that a nobile node (or a
conventional node) might send to its peer. Mobile nodes SHOULD begin
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their I PCP negotiation with item#1 or item #4 dependi ng on whet her
they prefer a co-located or a foreign agent care-of address
respectively. The lettered itens |ist the possible | egal responses
that a peer might send to the nobile node (or conventional node) in
response to the nunbered Request.

In each case, an interpretation is defined and a suggested course of
action is provided. Finally, it is believed that the presentation
bel ow has the advantages of conciseness and precision in conparison
to an equival ent presentation in "prose form"

1. Request (1 P=0, M Pvd=hone) neans "| prefer a co-located care-of
address to a foreign agent care-of address." Peer MJST respond
with one of the follow ng:

a. Nak(lP=coa) neans "use coa as your co-located care- of
address". Coto 2.

b. Nak(I|P=hone) neans "you're at honme and don't need a care- of
address". Goto 3.

c. Reject(IP=0) nmeans "I cannot assign a co-located care-of
address but you're welconme to use ne as a foreign agent”
CGoto 4.

d. Reject(M Pv4=hone) neans "I do not inplenent the Mbile-IPv4d
option". If the peer also sent Request(|P=address) and the

prefix of the peer’'s assigned address is equal to that of the
nmobi | e node’ s honme address, then goto 6 with a.b.c.d=honeg;
ot herwi se, goto 5.

e. Reject(1P=0,M Pv4=honme) neans "use the default". Goto 7.
=> Ack(I1P=0, ...), Nak(M Pvd=any, ...) MJST NOT be sent.

2. Request (| P=coa, M Pv4=hone) neans "I want to use coa as ny co-
| ocat ed care-of address." Peer MJST respond with one of the
fol | owi ng:

a. Ack(lP=coa, M Pv4=hone) neans "ok, use coa as your co-|ocated
care-of address; be sure to wait for an advertisenent."

Opened.

b. Nak(I|P=alternate-coa) nmeans "no, use alternate-coa as your
co-located care-of address". Goto 2.

c. Nak(lP=hone) neans "you' re at hone and don’t need a co-
| ocated care-of address". Goto 3.

d. Reject(lP=coa) neans "coa is not a useful value for a co-
| ocated care-of address on this Iink and | cannot assign a
useful one (or I will not negotiate the |P-Address option) --
you may use nme as a foreign agent". Goto 4.
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e. Reject(M Pv4=hone) neans "I do not inplenent the Mbile-IPv4d
option". If the peer also sent Request (| P=address) and the
prefix of the peer’s address is equal to that of the nobile
node’ s honme address, then goto 6 with a.b.c.d=hone;
ot herwi se, goto 5.

f. Reject(lP=coa, M Pvd=hone) neans "use the default”. Goto 7.

=> Nak(M Pv4=any, ...) MJST NOT be sent.

3. Request (I P=hone, M Pv4=hone) means "I think I'’mat horme but if I'm
wrong then | prefer a co-located care-of address to a foreign

agent care-of address." Peer MJST respond with one of the
fol | owi ng:
a. Ack(lP=hone, M Pvd=hone) neans "yes, you're at hone". Qpened.
b. Nak(I|P=coa) neans "you’re not at hone, use coa as your co-
| ocated care-of address". Coto 2.

c. Reject(lP=hone) neans "you're not at hone and | cannot assign
a co-located care-of address (or | will not negotiate the

| P- Address option) -- you nay use ne as a foreign agent".
Coto 4.

d. Reject(M Pv4=hone) neans "I do not inplenent the Mbile-IPv4d
option". If the peer also sent Request(I|P=address) and the

prefix of the peer’'s address is equal to that of the nobile
node’ s honme address, then goto 6 with a.b.c. d=hone;
ot herwi se, goto 5.

e. Reject(lP=honme, M Pvd=hone) neans "use the default". Goto 7.
=> Nak(M Pv4=any, ...) MJST NOT be sent.
4. Request (M Pv4=hone) neans "I want to run Mobile IP over this link

and | don’t want a co-located care-of address." Peer MJST respond
with one of the follow ng:

a. Ack(M Pv4=hone) neans "ok, wait for an advertisenent to

figure out where you are." Qpened.
b. Reject(M Pvd=hone) neans "I do not inplenent the Mbile-IPv4
option". If the peer also sent Request (| P=address) and the

prefix of the peer’s address is equal to that of the nobile
node’ s horme address, then goto 6 with a.b.c.d=hone;
ot herwi se, goto 5.

=> Nak(M Pv4d=any, ...) MJST NOT be sent.

5. Request (1 P=0) neans "Pl ease assign an address/co-I|ocated-care-
of -address”. Peer MJIST respond with one of the foll ow ng:
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a. Nak(lP=a.b.c.d) neans "use a.b.c.d as your address/co-
| ocat ed- care-of -address". Goto 6.

b. Reject(IP=0) nmeans "I cannot assign an address (for the
Mobil e Node to use as a co-located-care-of-address), or | do
not inplenment the |IP-Address option". Goto 7.

=> Ack(1P=0) MJUST NOT be sent and historically neans "I don’t
know your address either". Opened. An inplenentation MJST
NOT use 0 as its | P address upon receiving Ack(lP=0) but MAY
use sone ot her, non-zero, interface address for packets sent
on its PPP interface.

6. Request(lIP=a.b.c.d) neans "I want to use a.b.c.d as ny
addr ess/ hone- addr ess/ co-| ocat ed- car e- of - address". Peer MJST
respond with one of the follow ng:

a. Ack(lP=a.b.c.d) nmeans "ok, a.b.c.d is your address/ hone-

addr ess/ co-1 ocat ed- car e- of -address”. Opened.

b. Nak(lP=w. x.y.z) neans "no, use Ww. X.y.z as your address/hone-
addr ess/ co-| ocat ed-care-of -address". Goto 6.

c. Reject(IP=a.b.c.d) neans "a.b.c.d is a bad address to use,
but | cannot give you a good one" or "I do not inplenent the

| P- Address option". Goto 7.

7. Request() neans "I want to use the default". Peer MJST respond
with one of the follow ng:

a. Ack() neans "ok, use the default"”. Opened.

In this case the nobile node will use the "default" val ues of
the | P-Address option (no address configured by I PCP) and the
Mobi | e-1 Pv4 option (the nobile node's | P hone address). The
nmobi | e node SHOULD send Agent Solicitations to see if there
are any agents present on the current link. (Note that the
current "link" mght also include a shared nediumif the
nobi |l e node’s PPP peer is a bridge.) |If an agent is present
and the nobile node receives an Agent Advertisenent, then the
nobi | e node enpl oys its nove-detection algorithn(s) and

regi sters accordingly.

In any case, if the nobile node’s peer supplied an | P-Address
option containing a non-zero value within an | PCP Confi gure-
Request, the nobile node MAY use this address to deternine
whether or not it is connected to its hone Iink. This can be
acconpl i shed by conparing the stated | P address with the
nmobi | e node’ s home address under the prefix-length associated
with the home link. |If the nobile node is connected to its
hone Iink then it SHOULD de-register with its hone agent.
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O herwi se, the nobile node MAY attenpt to obtain a
topol ogi cal |l y rout abl e address through any of its supported
nmeans (e.g., DHCP, nmanual configuration, etc.) for use as a
co-located care-of address. |If the nobile node is successfu
i n obtaining such an address then it SHOULD register this
address with its hone agent.

=> Nak(1P=0) MJST NOT be sent. GCoto 6.
=> Nak() MJST NOT be sent.
=> Rej ect() MJIST NOT be sent.

2.6. Exanple Scenari os

This section illustrates the use of the option and protocol as
defined in the previous sections. In the exanples which follow, a
Confi gur e- Request sent by a nobile node and the response generated by
the peer are shown on the sane line. The nunber and letter to the

| eft of each request/response refer to the nunbered and lettered
itens in Section 2.5.

A. A nobile node prefers a co-located care-of address and the peer
is a foreign agent that is capable of assigning such an address:

(1) (a) Request (I P=0, M Pvd=Hone) / Nak(I| P=coa)
(2) (a) Request (| P=coa, M Pv4d=Hone) / Ack(lP=coa, M Pv4d=Hone)

- Mobile node waits to receive an Agent Advertisement.
- If (Advertisenent has R-bit set) then
Mobi | e node regi sters using co-located care-of address via
the foreign agent;
el se
Mobi | e node regi sters using co-located care-of address
directly with its home agent.

B. A nobile node prefers a co-located care-of address and the peer
is a foreign agent that cannot assign a co-located care- of
address (e.g., it has no pool of addresses fromwhich to allocate
for the purpose of assignment):

(1) (c) Request(I1P=0, M Pvd=Hone) / Reject(IP=0)
(4) (a) Request (M Pvd=Hone) / Ack(M Pv4=Hone)

- | PCP conpl et es.

- Mobile node waits to receive an Agent Advertisement.

- Mobile node registers using the peer’s foreign agent care-of
address with its hone agent.
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C. A nobile node prefers a co-located care-of address and the peer
determines that the nobile node's honme address is such that the
nmobi |l e node is connecting to its home |ink

(1) (b) Request (I P=0, M Pv4=Hone) / Nak(I| P=Hone)
(3) (a) Request (| P=Hone, M Pvd=Hone) / Ack(I| P=Hone, M Pv4d=Hone)

- | PCP conpl et es.
- Mobile node de-registers with its hone agent.

D. A nobile node prefers a foreign agent care-of address and the
peer is a foreign agent which finds this state of affairs
sati sfactory:

(4) (a) Request (M Pv4d=Hone) / Ack(M Pv4d=Hone)

- I PCP conpl et es.

- Mobile node waits to receive an Agent Advertisenent.

- Mobil e node registers using the peer’'s foreign agent care-of
or de-registers at hone, depending on the values in the Agent
Adverti senent.

E. A nobile node prefers a co-located care-of address and the peer
does not inplenent the Mbile-IPv4 Configuration Option. The
peer is, however, capable of assigning dynam c addresses:

(1) (d) Request(IP=0, M Pv4=Hone) / Reject (M Pvd=Hone)
(5)(a) Request(1P=0) / Nak(lP=a.b.c.d)
(6)(a) Request(IP=a.b.c.d) / Ack(lP=a.b.c.d)

- | PCP conpl et es.
- Mobile node registers using a.b.c.d as a co-located care- of
address with its home agent.

F. A nobile node prefers a co-located care-of address and the peer
does not inplenent the Mobile-1Pv4 Configuration Option. The peer
is not capabl e of assigning dynanm c addresses:

(1) (e) Request (I P=0, M Pv4=Hone) / Reject (I P=0, M Pv4d=Hone)
(7)(a) Request() / Ack()

- | PCP conpl et es.

- Mobil e node sends an Agent Solicitation and/or attenpts to
obtain a co-located care-of address via neans outside |PCP
(e.g., DHCP or nmnual configuration), or it gives up
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3. Additional Requirements
3.1. Oher IPCP Options

A nobi |l e node MUST NOT include the deprecated | P-Addresses option in
any Configure-Request that contains a Mbile-IPv4 option, an |P-
Addr ess option, or both.

Conversely, the nobile node MAY include an | P-Conpression-Protoco
option and any other options that do not involve the negotiation of
| P addr esses.

If a nobile node and a foreign agent or a hone agent agree in IPCP to
use Van Jacobson Header Conpression [RFC 1144], then the nobile node
MJUST NOT set the 'V bit in its ensuing Mbile IP Registration
Request [RFC 2002]. |If the PPP peer entities are utilizing VJ header
conpression there is no gain for the nobile ip entities to do so, and
requesting this option is likely to cause confusion

3.2. Move Detection

Mobi | e nodes that connect via PPP MJST correctly inplement PPP s

| PCP, since novenent by the nobile node will Iikely change its PPP
peer. Specifically, nobile nodes MIST be prepared to renegotiate

| PCP at any tine, including, the renegotiation of the |P-Address
Configuration Option and the Mbile-1Pv4 Configuration Option
described in this docunent. As per [RFC 1661], a nobile node in the
Opened state MJST renegotiate | PCP upon receiving an | PCP Confi gure-
Request fromits peer

Al'so note that certain wireless |inks can enpl oy handoff and proxying
mechani snms that woul d not necessarily require bringi ng down a PPP
link but would indeed require a nobile node to register with a new
foreign agent. Therefore, nobile nodes which connect to an agent via
PPP MUST enpl oy their nove detection algorithnms (see section 2.4.2 in
[ RFC 2002]) and regi ster whenever they detect a change in
connectivity.

Specifically, a nobile node that fails to receive an Agent
Advertisenment within the Lifetinme advertised by its current foreign
agent, MJST assunme that it has |lost contact with that foreign agent
(see Section 2.4.2.1, [RFC 2002]). |If, in the nean tine, the nobile
node has received Agent Advertisenents from another foreign agent,
the nmobil e node SHOULD i medi ately register with that foreign agent
upon timng out with its current foreign agent.
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Li kewi se, a nobile node that inplenents nove detection based upon the
Prefix-Length Extension MJST conpare the prefix of any advertising
agents with that of its current foreign agent (see Section 2.4.2.2,

[ RFC 2002]). If such a nobile node receives an Agent Adverti sement
froma foreign agent specifying a different prefix than that of its
current foreign agent, then the nobile node that enploys this nethod
of nmove detection MJST register with that new foreign agent.

A nobil e node MAY treat PPP |ink-establishnment as a sufficient reason
to proceed with a new Mobile IP registration. Section 2 defines the
ci rcunst ances under which nobile nodes MUST wait for an Agent
Advertisenent before registering. Accordingly, foreign agents and
hone agents SHOULD send an Agent Advertisenment over a PPP |ink

i medi ately after IPCP for that Iink enters the Opened state.

4. Security Considerations

Thi s docunent introduces no known security threats over and above
those facing any node on the Internet that either connects via PPP or
i mpl ements Mobile IP or both. Specifically, service providers should
use cryptographically strong authentication (e.g., CHAP [ RFC 1994])
to prevent theft-of-service. Additionally, users requiring
confidentiality should use PPP link encryption [RFC 1968], |P-Ilayer
encryption [ RFC 1827], or application-layer encryption, depending
upon their individual requirenents. Finally, Mbile IP

aut hentication [ RFC 2002] protects against trivial denial-of-service
attacks that could ot herw se be waged agai nst a nobile node and its
hone agent.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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