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SUMVARY

This specification provides for "sinple node" carriage of facsimle
data over the Internet. Extensions to this docunment will follow

The current specification enploys standard protocols and file formats
such as TCP/IP, Internet mail protocols [1, 2, 3], MM [4, 16, 17],
and TIFF for Facsimle [5,6,19]. It can send inmages not only to
other Internet-aware facsimle devices but also to Internet-native
systens, such as PCs with common enmil readers which can handle M ME
mai | and TIFF for Facsinile data. The specification facilitates
communi cati on anong existing facsinile devices, Internet nmail agents,
and t he gateways whi ch connect them

The key words "MJST", "SHOULD', "SHOULD NOT", and "MAY" in this
docunent are to be interpreted as described in [7].

1 SCOPE
This specification defines a nessage-based facsinile comrunication
over the Internet. It describes a m ninmmset of capabilities,

taking into account those of typical facsimle devices and PCs that
can generate facsinile data.
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A &BFax device has substantial restrictions due to specifications in
t he standards, such as for tiners. This specification defines a
profile for Internet mail, rather than creating a distinct "facsinle
over the Internet" service. The semantics resulting fromthe profile
are designed to be conpatible with facsim|le operation over the
general swi tched tel ephone network, so that gateways between
facsimle and Internet nmail can operate with very high fidelity.

The reason for developing this capability as an ermail profile is to
permt interworking amongst facsimle and email users. For exanple
it is intended that existing email users be able to send norma
messages to lists of users, including facsimle-based recipients, and
that other emmil recipients shall be able to reply to the origina

and continue to include facsinmile recipients. Similarly it is

i ntended that existing email software work without nodification and
not be required to process new, or different data structures, beyond
what is normal for Internet mail users. Existing email service
standards are used, rather than replicating nechani sns which are nore
tailored to existing facsimle standards, to ensure this
compatibility with existing email service.

1.1 Services

A facsinile-capabl e device that uses T.4 [8] and the general switched
t el ephone network (GSTN) is called a "GFax device" in this
specification. An "lFax device" is an Internet- accessible device
capabl e of sending, receiving or forwarding Internet faxes. A
message can be sent to an | Fax device using an Internet nail

address. A nessage can be sent to a G3Fax device wusing an Internet
mai | address; the nmessage MAY be forwarded via an | Fax of franp

gat ewnay.

1.2 Cases

This specification provides for conmmuni cati on between each of the
foll owi ng conbi nati ons:

I nternet mail => Network printer

I nternet mail => OOfranp gateway (forward to
&BFax)

Net wor k scanner => Network printer

Net wor k scanner => Ofranp gateway (forward to
&BFax)

Net wor k scanner => Internet nmail
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2 COVMUNI CATI ON PROTOCOLS

The set of conventions necessary to achieve facsinile- conpatible
service covers basic data transport, docunent data formats, nessage
(docunent) addressing, delivery confirmation, and nessage security.
In this section, the first 4 are covered. The remai nder are covered
in follow ng sections, along with additional details for addressing
and formats.

2.1 Transport

This section describes nechanisns involved in the transport between
| FAX devi ces.

2.1.1 Rel ay

Data transfer MAY be achi eved using standard Internet mail transfer
mechani sns[1, 3]. The format of addresses MJUST conformto the RFC

821 <addr-spec> and RFC 822 <mmil box> Internet nail standards [1, 2,
3].

2.1.2 Gat eway

A gateway transl ates between dissimlar environments. For |Fax, a
gat eway connects between Internet nail and the T.4/GSTN facsimle.
Gat eways can service multiple T.4/GSTN facsinile users or can service
only one. In the former case, they serve as a classic "mail transfer
agent" (MFA) and in the latter as a classic "mail user agent" (UA).

An onranp is a gateway which connects fromT.4/GSTN facsimle to
Internet nmail. An offranp is a gateway which connects from I nternet
mail to T.4/GSTN facsimle. Behavior of onranps is out of scope for
this specification.

This specification describes the Internet mail service portion of
of franp addressing, confirnmation and failure notification. Details
are provided in later sections.

2.1.3 Mai | box protocol s
An offranp gateway that operate as an MIA serving nultiple users
SHOULD use SMIP; a gateway that operates as a UA serving a single

mai | recipient MAY use a nmil box access protocol such as POP or | MAP
[9, 10].
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NOTE: An offranp gateway that relays nail based on addressing

i nfornmati on needs to ensure that it uses addresses supplied in the
MTA envel ope, rather than from el sewhere, such as addresses listed in
t he message content headers.

2.2 Formats
2.2.1 Header s

| Fax devices MUST be conpliant with RFC 822 and RFC1123, which define
the format of mail headers. The header of an | Fax nmessage SHOULD

i nclude Message-1D and MUST include all fields required by [2, 3],
such as DATE and FROM

2.2.2 M ME

| Fax devices MJST be conpliant with MME [4], except as noted in
Appendi x A

2.2.3 Cont ent

The data format of the facsimle image is based on the m ni nrum set of
TIFF for Facsinile[6], also known as the S profile. Such facsinmle
data are included in a M ME object by use of the inmage/ TI FF sub-type
[19]. Additional rules for the use of TIFF for Facsinile, for the
nmessage- based Internet facsinile application, are defined later

2.2. 4 Mul ti part
A single nulti-page docunent SHOULD be sent as a single nulti- page
TIFF file, even though recipients MIST process nultipart/ m xed
containing nmultiple TIFF files. If nultipart content is present and
processing of any part fails, then processing for the entire nessage
is treated as failing, per [Processing failure] bel ow

2.3 Error Handling

2.3.1 Delivery failure

This section describes existing requirenments for Internet mail,
rather than indicating special requirenents for |Fax devices.

In the event of relay failure, the sending relay MJST generate a
failure message, which SHOULD be in the format of a DSN. [ 14, 15]

NOTE: Internet mail transported via SMIP MJUST contain a MAIL

FROM address appropriate for delivery of return notices [Al so
see section 5.2.6]
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2.3.2 Processing failure

| Fax devices with limted capabilities m ght be unable to process the
content of a nmessage. |If this occurs it is inportant to ensure that
the message is not lost without any notice. Notice MAY be provided in
any appropriate fashion, and the exact handling is a local nmatter.
(Al'so see Appendi x A, second bullet.)

3 ADDRESSI NG
3.1 Cassic Emnil Destinations

Messages being sent to nornal Internet mail recipients will use
standard Internet nmail addresses, w thout additional constraints.

3.2 GBFax Devices

&BFax devices are accessed via an | FAX of franp gateway, which
perforns any authorized tel ephone dial-up.

3.3 Address Formats Used by O franps

When a G3Fax device is identified by a tel ephone nunber, the entire
address used for the G3fax device, including the nunber and of franp
host reference MIST be contained within standard | nternet nmail
transport fields, such as RCPT TO and MAIL FROM [1, 3]. The address
MAY be contained within nmessage content fields, such as <authentic>
and <destination> [2, 3], as appropriate.

As for all Internet nmil addresses, the |left-hand-side (local- part)
of an address is not to be interpreted except by the MIA that is
named on the right-hand-side (domain).

The tel ephone nunber format SHOULD conformto [11, 12]. Oher
formats MUST be syntactically distinct from[11, 12].

4 | MAGE FI LE FORVAT

Sendi ng | Fax devices MJST be able to wite mininumset TIFF files,
per the rules for creating mninmumset TIFF files defined in TIFF for
Facsimle (the S profile) [6], which is also conpatible with the
specification for the m ni num subset of TIFF-F in [5]. Receiving

| Fax devi ces MUST be able to read mininmumset TIFF files.
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A sender SHOULD NOT use TIFF fields and val ues beyond the m ni num
subset of TIFF for Facsinile unless the sender has prior know edge of
other TIFF fields or values supported by the recipient. The
mechani sm for determning capabilities of recipients is beyond the
scope of this docunent.

5 SECURI TY CONSI DERATI ONS
5.1 General Directive

This specification is based on use of existing Internet mail. To
mai ntain interoperability with Internet nail, any security to be
provi ded should be part of the of the Internet security
infrastructure, rather than a new nmechani sm or sone other mechani sm
outside of the Internet infrastructure.

5.2 Threats and Probl ens

Both Internet mail and G3Fax standards and operational services have
their own set of threats and counternmeasures. This section attends
only to the set of additional threats which ensue fromintegrating
the two services. This section reviews relevant concerns about
Internet mail for I|Fax environnments, as well as considering the
potential problens which can result of integrating the existing G3Fax
service with Internet nail

5.2.1 Spoof ed sender

The actual sender of the message mi ght not be the sane as that
specified in the Sender or Fromfields of the nessage content headers
or the MAIL FROM address fromthe SMIP envel ope

In a tightly constrained environnent, sufficient physical and
software controls may be able to ensure prevention of this problem
The usual solution is through encryption-based authentication, either
for the channel or associated with the object, as discussed bel ow.

It should be recogni zed that SMIP inpl enentations do not provide

i nherent authentication of the senders of nessages, nor are sites
under obligation to provide such authentication. End-to-end
approaches such as S/M M and PGP/M ME are currently being devel oped
within the I ETF. These technol ogi es can provi de such authentication

5.2.2 Resour ces consured by di al out
In addition to the resources normally consumed for email (CPU cycles

and disk), offranp facsimle causes an outdial which often inposes
significant resource consunption, such as financial cost. Techni ques
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for establishing authorization of the sender are essential to those
offranp facsinile services that need to manage such consunpti on.

Due to the consunption of these resources by dialout, unsolicited
bul k emai | which causes an outdial is undesirable.

O franp gateways SHOULD provide the ability to authorize senders in
sone manner to prevent unauthorized use of the offranp. There are no
standard techni ques for authorization using Internet protocols.

Typi cal solutions use sinple authentication of the originator to
establish and verify their identity and then check the identity
against a private authorization table.

Oiginator authentication entails the use of weak or strong

mechani sms, such as cl eartext keywords or encryption-based dat a-
signing, respectively, to determ ne and validate the identify of the
sender and assess perm ssions accordingly.

O her control nechani sns which are comon include source filtering
and originator authentication. Source filtering entails offranp
gateway verification of the host or network originating the nessage
and pernmitting or prohibiting relaying accordingly.

5.2.3 GSTN aut hori zation i nformation

Confidential information about the sender necessary to dial a GFax
reci pient, such as sender’s calling card authorization nunber, m ght
be disclosed to the G3Fax recipient (on the cover page), such as

t hrough paraneters encoded in the G3Fax recipients address in the To:
or CC. fields.

Senders SHOULD be provided with a nethod of preventing such

di sclosure. As with nmechani sms for handling unsolicited faxes, there
are not yet standard nmechani sns for protecting such information.

Qut - of - band communi cation of authorization informati on or use of
encrypted data in special fields are the avail abl e non-standard

t echni ques.

Typi cal |y authorization needs to be associated to specific senders
and specific nmessages, in order to prevent a "replay" attack which
causes and earlier authorization to enable a later dial-out by a

di fferent (and unauthorized) sender. A non-nmlicious exanple of such
a replay would be to have an emnil recipient reply to all origina
recipients -- including an offranp | Fax recipient -- and have the
original sender’s authorization cause the reply to be sent.
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5.2. 4 Sender accountability

In many countries, there is a legal requirenment that the "sender" be
di scl osed on a facsinile nessage. Emmil From addresses are trivial
to fake, so that using only the MAIL FROM[1, 3] or From[2, 3]
header is not sufficient.

O franps SHOULD ensure that the recipient is provided contact
i nformati on about the offranp, in the event of problens.

The G3Fax recipient SHOULD be provided with sufficient information
which pernits tracing the originator of the | Fax nmessage. Such

i nformati on m ght include the contents of the MAIL FROM From Sender
and Reply-To headers, as well as Message-ld and Recei ved headers.

5.2.5 Message di scl osure

Users of G3Fax devices have an expectation of a | evel of nessage
privacy which is higher than the | evel provided by Internet nail
wi t hout security enhancenents.

Thi s expectation of privacy by G3Fax users SHOULD be preserved as
much as possi bl e.

Sufficient physical and software control may be acceptable in
constrai ned environnments. The usual mechani smfor ensuring data
confidentially entail encryption, as discussed bel ow

5.2.6 Non private nmnail boxes

Wth enail, bounces (delivery failures) are typically returned to the
sender and not to a publicly-accessible enmail account or printer.
Wth facsinmle, bounces do not typically occur. However, with |Fax,
a bounce could be sent el sewhere (see section [Delivery Failure]),
such as a |l ocal system adnministrator’s account, publicly-accessible
account, or an IFax printer (see also [Traffic Analysis]).

5.2.7 Traffic anal ysis
Eavesdr oppi ng of senders and recipients is easier on the Internet
than GSTN. Note that nmessage object encryption does not prevent
traffic anal ysis, but channel security can help to frustrate attenpts
at traffic anal ysis.

5.3 Security Techni ques

There are two, basic approaches to encryption-based security which
support authentication and privacy:
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5.3.1 Channel security

As with all email, an |IFax nessage can be viewed as it traverses
internal networks or the Internet itself.

Virtual Private Networks (VPN) whi ch make use of encrypted tunnels,
such as via |IPSec technology [18] or transport |layer security, can be
used to prevent eavesdropping of a nmessage as it traverses such

net wor ks. It also provides sone protection against traffic

anal ysis, as described above.

5.3.2 hj ect security

As with all email, an |Fax nessage can be viewed while it resides on,
or while it is relayed through, an internmediate Mail Transfer Agent.

Message encryption, such as PG>-M ME [13] and S/M ME, can be used to
provi de end-to-end encryption.
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9 APPENDI X A: Exceptions to M M=

* | Fax senders are NOT REQUI RED to be able to send
text/plain nessages (RFC 2049 requirenent 4), although |Fax
recipients are required to accept such nessages, and to process
t hem

* | Fax recipients are NOT REQU RED to offer to put results
in afile. (Also see 2.3.2.)

* | Fax recipients MAY directly print/fax the received
message rather than "display” it, as indicated in RFC 2049.
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10 Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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