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Abstract

[ RFC1034] provided a description of how to cache negative responses.
It however had a fundanental flawin that it did not allow a nane
server to hand out those cached responses to other resolvers, thereby
greatly reducing the effect of the caching. This docunent addresses
issues raise in the light of experience and replaces [RFCL034 Section
4.3.4].

Negati ve caching was an optional part of the DNS specification and
deal s with the caching of the non-existence of an RRset [RFC2181] or
domai n nane.

Negati ve caching is useful as it reduces the response tine for
negative answers. |t also reduces the nunber of nessages that have
to be sent between resolvers and nanme servers hence overall network
traffic. A large proportion of DNS traffic on the Internet could be
elimnated if all resolvers inplenented negative caching. Wth this
in mnd negative caching should no | onger be seen as an optional part
of a DNS resol ver.
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1 - Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

"Negative caching" - the storage of know edge that sonething does not
exist. W can store the know edge that a record has a particul ar
value. W can also do the reverse, that is, to store the know edge
that a record does not exist. It is the storage of know edge that
somet hi ng does not exist, cannot or does not give an answer that we
call negative caching.

"QONAME" - the name in the query section of an answer, or where this
resolves to a CNAME, or CNAME chain, the data field of the |ast

CNAME. The last CNAME in this sense is that which contains a val ue
whi ch does not resolve to another CNAME. | npl enentations should note
that including CNAME records in responses in order, so that the first
has the | abel fromthe query section, and then each in sequence has
the | abel fromthe data section of the previous (where nore than one
CNAME i s needed) allows the sequence to be processed in one pass, and
consi derably eases the task of the receiver. Oher relevant records
(such as SIG RRs [ RFC2065]) can be interspersed anongst the CNAMES.

"NXDOVAI N' - an alternate expression for the "Nane Error" RCCODE as
described in [RFCL035 Section 4.1.1] and the two terns are used
i nterchangeably in this docunent.

" NODATA" - a pseudo RCODE which indicates that the name is valid, for
the given class, but are no records of the given type. A NODATA
response has to be inferred fromthe answer.

"FORWARDER' - a nanmeserver used to resolve queries instead of
directly using the authoritative naneserver chain. The forwarder
typically either has better access to the internet, or maintains a

bi gger cache which nmay be shared anobngst many resolvers. How a
server is identified as a FORWARDER, or knows it is a FORWARDER i s
out side the scope of this docunent. However if you are being used as
a forwarder the query will have the recursion desired flag set.

An under st andi ng of [RFC1034], [RFCL035] and [ RFC2065] is expected
when readi ng this docunent.
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2

2.

- Negative Responses

The npst conmon negative responses indicate that a particul ar RRset
does not exist in the DNS. The first sections of this docunent deal
with this case. Oher negative responses can indicate failures of a
naneserver, those are dealt with in section 7 (O her Negative
Responses).

A negative response is indicated by one of the followi ng conditions:
1 - Nane Error

Nanme errors (NXDOVAIN) are indicated by the presence of "Nane Error"
in the RCODE field. 1In this case the domain referred to by the QNAMVE
does not exist. Note: the answer section nmay have SI G and CNAME RRs
and the authority section nmay have SOA, NXT [ RFC2065] and SI G RRsets.

It is possible to distinguish between a referral and a NXDOVAI N
response by the presense of NXDOVAIN in the RCODE regardl ess of the
presence of NS or SOA records in the authority section.

NXDOVAI N responses can be categorised into four types by the contents
of the authority section. These are shown bel ow along with a
referral for conparison. Fields not nentioned are not inportant in
terns of the exanples.

NXDOVAI N RESPONSE: TYPE 1.

Header :
RDCODE=NXDOVAI N
Query:
AN. EXAMPLE. A
Answer :
AN. EXAMPLE. CNAME TRI PPLE. XX
Aut hority:
XX, SOA NS1. XX. HOSTMASTER. NS1. XX.
XX, NS NS1. XX,
XX, NS NS2. XX,
Addi ti onal :
NS1. XX. A 127.0.0.2
NS2. XX. A 127.0.0.3

NXDOVAI N RESPONSE: TYPE 2.

Header :
RDCODE=NXDOVAI N
Query:
AN. EXAMPLE. A
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Answer :

AN. EXAMPLE. CNAME TRI PPLE. XX.
Aut hority:

XX, SOA NS1. XX. HOSTMASTER. NS1. XX.
Addi ti onal :

<enpty>
NXDOVAI N RESPONSE: TYPE 3.

Header :
RDCODE=NXDOVAI N
Query:
AN. EXAMPLE. A
Answer :
AN. EXAMPLE. CNAME TRI PPLE. XX.
Aut hority:
<enpty>
Addi ti onal :

<enpt y>
NXDOVAI N RESPONSE: TYPE 4

Header :

RDCODE=NXDOVAI N
Query:

AN. EXAMPLE. A
Answer :

AN. EXAMPLE. CNAME TRI PPLE. XX
Aut hority:

XX. NS NS1. XX,

XX, NS NS2. XX,
Addi ti onal :

NS1. XX. A 127.0.0.2

NS2. XX. A 127.0.0.3

REFERRAL RESPONSE.

Header :

RDCODE=NCERROR
Query:

AN. EXAMPLE. A
Answer :

AN. EXAMPLE. CNAME TRI PPLE. XX.
Aut hority:

XX. NS NS1. XX

XX, NS NS2. XX
Addi ti onal :

NS1. XX. A 127.0.0.2
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NS2. XX. A 127.0.0.3

Note, in the four exanples of NXDOVAI N responses, it is known that
the nane "AN EXAMPLE. " exists, and has as its value a CNAME record
The NXDOVAIN refers to "TRI PPLE. XX", which is then known not to
exist. On the other hand, in the referral exanple, it is shown that
"AN. EXAMPLE" exists, and has a CNAME RR as its value, but nothing is
known one way or the other about the existence of "TRI PPLE. XX", other
than that "NS1.XX' or "NS2. XX' can be consulted as the next step in
obt ai ni ng i nformati on about it.

Where no CNAME records appear, the NXDOVAI N response refers to the
nane in the |abel of the RRin the question section.

2.1.1 Special Handling of Name Error

This section deals with errors encountered when inpl enenting negative
cachi ng of NXDOMAI N r esponses

There are a large nunber of resolvers currently in existence that
fail to correctly detect and process all fornms of NXDOVAI N response
Some resolvers treat a TYPE 1 NXDOVAI N response as a referral. To
alleviate this problemit is recommended that servers that are
authoritative for the NXDOVAI N response only send TYPE 2 NXDOVAI N
responses, that is the authority section contains a SOA record and no
NS records. If a non- authoritative server sends a type 1 NXDOVAI N
response to one of these old resolvers, the result will be an
unnecessary query to an authoritative server. This is undesirable,
but not fatal except when the server is being used a FORWARDER. |f
however the resolver is using the server as a FORWARDER to such a
resolver it will be necessary to disable the sending of TYPE 1
NXDOMAI N response to it, use TYPE 2 NXDOMAI N i nst ead.

Some resolvers incorrectly continue processing if the authoritative
answer flag is not set, looping until the query retry threshold is
exceeded and then returning SERVFAIL. This is a probl em when your
nameserver is listed as a FORWARDER for such resolvers. |f the
naneserver is used as a FORWARDER by such resol ver, the authority
flag will have to be forced on for NXDOVAI N responses to these

resolvers. |In practice this causes no problens even if turned on
al ways, and has been the default behaviour in BIND from4.9.3
onwar ds.

2.2 - No Data
NODATA is indicated by an answer with the RCODE set to NOERROR and no

rel evant answers in the answer section. The authority section wll
contain an SOA record, or there will be no NS records there.
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NODATA responses have to be algorithmcally determned fromthe
response’s contents as there is no RCODE val ue to indi cate NODATA.
In sone cases to deternmine with certainty that NODATA is the correct
response it can be necessary to send another query.

The authority section nmay contain NXT and SIG RRsets in addition to
NS and SOA records. CNAME and SIG records nmay exist in the answer
section.

It is possible to distinguish between a NODATA and a referral
response by the presence of a SOA record in the authority section or
the absence of NS records in the authority section.

NODATA responses can be categorised into three types by the contents
of the authority section. These are shown bel ow along with a
referral for conparison. Fields not nmentioned are not inportant in
terns of the exanples.

NODATA RESPONSE: TYPE 1.

Header :
RDCODE=NCOERROR
Query:
ANOTHER. EXAMPLE. A
Answer :
<enpt y>
Aut hority:
EXAMPLE. SOA NS1. XX. HOSTMASTER. NS1. XX.
EXAMPLE. NS NS1. XX.
EXAMPLE. NS NS2. XX.
Addi ti onal :
NS1. XX. A 127.0.0.2
NS2. XX. A 127.0.0.3

NO DATA RESPONSE: TYPE 2.

Header :
RDCODE=NCERRCR
Query:
ANOTHER. EXAMPLE. A
Answer :
<enpty>
Aut hority:
EXAMPLE. SOA NS1. XX. HOSTMASTER. NS1. XX.
Addi ti onal :

<enpt y>
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NO DATA RESPONSE: TYPE 3.

Header :

RDCODE=NCERROR
Query:

ANOTHER. EXAMPLE. A
Answer :

<enpt y>
Aut hority:

<enpty>
Addi ti onal

<enpty>
REFERRAL RESPONSE.

Header :

RDCODE=NCERROR
Query:

ANOTHER. EXAMPLE. A
Answer :

<enpty>
Aut hority:

EXAMPLE. NS NS1. XX.

EXAMPLE. NS NS2. XX.
Addi ti onal

NS1. XX. A 127.0.0.2

NS2. XX. A 127.0.0.3

These exanpl es, unlike the NXDOVAI N exanpl es above, have no CNAME
records, however they could, in just the same way that the NXDOVAI N
exanples did, in which case it would be the value of the | ast CNAME
(the QNAVE) for which NODATA woul d be concl uded.

2.2.1 - Special Handling of No Data

There are a | arge nunber of resolvers currently in existence that

fail to correctly detect and process all fornms of NODATA response.
Sone resolvers treat a TYPE 1 NODATA response as a referral. To
alleviate this problemit is recommended that servers that are

aut horitative for the NODATA response only send TYPE 2 NODATA
responses, that is the authority section contains a SOA record and no
NS records. Sending a TYPE 1 NODATA response froma non-
authoritative server to one of these resolvers will only result in an
unnecessary query. |If a server is listed as a FORWARDER for anot her
resolver it may al so be necessary to disable the sending of TYPE 1
NODATA response for non-authoritati ve NODATA responses.
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Some nane servers fail to set the RCODE to NXDOVAIN in the presence
of CNAMEs in the answer section. |If a definitive NXDOVAIN / NODATA
answer is required in this case the resolver nmust query again using
the QNAME as the query | abel

w
1

Negative Answers from Authoritative Servers

Name servers authoritative for a zone MJUST include the SOA record of
the zone in the authority section of the response when reporting an
NXDOMVAI N or indicating that no data of the requested type exists.
This is required so that the response may be cached. The TTL of this
record is set fromthe mninumof the MNIMUM field of the SOA record
and the TTL of the SOA itself, and indicates how | ong a resol ver nay
cache the negative answer. The TTL SIG record associated with the
SCOA record should also be trimed in line with the SCA's TTL.

If the containing zone is signed [ RFC2065] the SQA and appropriate
NXT and SI G records MJST be added.

4 - SOA Mninmum Field

The SOA minimum field has been overloaded in the past to have three
di fferent meanings, the mninmum TTL value of all RRs in a zone, the
default TTL of RRs which did not contain a TTL value and the TTL of
negati ve responses.

Despite being the original defined neaning, the first of these, the
m ni mum TTL value of all RRs in a zone, has never in practice been
used and is hereby deprecated.

The second, the default TTL of RRs which contain no explicit TTL in
the master zone file, is relevant only at the primary server. After
a zone transfer all RRs have explicit TTLs and it is inpossible to
determ ne whether the TTL for a record was explicitly set or derived
fromthe default after a zone transfer. Were a server does not
require RRs to include the TTL value explicitly, it should provide a
mechani sm not being the value of the MNIMUM field of the SOA
record, fromwhich the nissing TTL values are obtained. How this is
done is inplenmentation dependent.

The Master File format [RFC 1035 Section 5] is extended to include
the followi ng directive

$TTL <TTL> [ conment ]
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(3]
1

Al'l resource records appearing after the directive, and which do not
explicitly include a TTL value, have their TTL set to the TTL given

in the $TTL directive. SlIGrecords without a explicit TTL get their
TTL fromthe "original TTL" of the SIG record [ RFC 2065 Section 4.5].

The renai ning of the current neanings, of being the TTL to be used
for negative responses, is the new defined nmeaning of the SQOA mi ni num
field.

Cachi ng Negative Answers

Li ke nornal answers negative answers have a tine to live (TTL). As
there is no record in the answer section to which this TTL can be
applied, the TTL nust be carried by another nmethod. This is done by
i ncluding the SOA record fromthe zone in the authority section of
the reply. Wen the authoritative server creates this record its TTL
is taken fromthe mnimmof the SOA MNIMM field and SOA's TTL

This TTL decrenents in a simlar manner to a normal cached answer and
upon reaching zero (0) indicates the cached negative answer MJST NOT
be used agai n.

A negative answer that resulted froma name error (NXDOVAIN) shoul d
be cached such that it can be retrieved and returned in response to
anot her query for the same <@QNAME, QCLASS> that resulted in the
cached negative response.

A negative answer that resulted froma no data error (NODATA) shoul d
be cached such that it can be retrieved and returned in response to
anot her query for the same <QNAME, QTYPE, QCLASS> that resulted in
the cached negative response.

The NXT record, if it exists in the authority section of a negative
answer received, MJST be stored such that it can be be | ocated and
returned with SOA record in the authority section, as should any SIG
records in the authority section. For NXDOVAI N answers there is no
"necessary" obvious rel ationship between the NXT records and the
ONAME. The NXT record MJST have the sane owner nane as the query
nane for NODATA responses.

Negati ve responses w t hout SQOA records SHOULD NOT be cached as there
is no way to prevent the negative responses |ooping forever between a
pair of servers even with a short TTL.

Despite the DNS formng a tree of servers, with various mnis-
configurations it is possible to forma loop in the query graph, e.g.
two servers listing each other as forwarders, various |ame server
configurations. Wthout a TTL count down a cache negative response
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when received by the next server would have its TTL reset. This
negative indication could then live forever circul ati ng between the
servers invol ved

As with caching positive responses it is sensible for a resolver to
limt for howlong it will cache a negative response as the protoco
supports caching for up to 68 years. Such a linmt should not be
greater than that applied to positive answers and preferably be
tunable. Values of one to three hours have been found to work well
and woul d make sensible a default. Values exceedi ng one day have
been found to be problematic.

»
1

Negati ve answers fromthe cache

When a server, in answering a query, encounters a cached negative
response it MJST add the cached SOA record to the authority section
of the response with the TTL decrenented by the ampunt of tinme it was
stored in the cache. This allows the NXDOVAI N / NODATA response to
tinme out correctly.

If a NXT record was cached along with SOA record it MJST be added to
the authority section. |If a SIGrecord was cached along with a NXT
record it SHOULD be added to the authority section.

As with all answers coning fromthe cache, negative answers SHOULD
have an inplicit referral built into the answer. This enables the
resolver to locate an authoritative source. An inplicit referral is
characterised by NS records in the authority section referring the
resol ver towards a authoritative source. NXDOVAIN types 1 and 4
responses contain inplicit referrals as does NODATA type 1 response.

7 - O her Negative Responses

Caching of other negative responses is not covered by any existing
RFC. There is no way to indicate a desired TTL in these responses.
Care needs to be taken to ensure that there are not forwarding | oops.

7.1 Server Failure (OPTIONAL)

Server failures fall into two najor classes. The first is where a
server can determine that it has been misconfigured for a zone. This
may be where it has been listed as a server, but not configured to be
a server for the zone, or where it has been configured to be a server
for the zone, but cannot obtain the zone data for sone reason. This
can occur either because the zone file does not exist or contains
errors, or because another server fromwhich the zone shoul d have
been available either did not respond or was unable or unwilling to
supply the zone.
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The second class is where the server needs to obtain an answer from
el sewhere, but is unable to do so, due to network failures, other
servers that don’t reply, or return server failure errors, or
simlar.

In either case a resolver MAY cache a server failure response. |If it
does so it MJUST NOT cache it for longer than five (5) mnutes, and it
MUST be cached agai nst the specific query tuple <query nane, type,

cl ass, server |P address>.

7.2 Dead / Unreachabl e Server (OPTI ONAL)

(o]
1

Dead / Unreachabl e servers are servers that fail to respond in any
way to a query or where the transport |ayer has provided an

i ndi cation that the server does not exist or is unreachable. A
server may be deened to be dead or unreachable if it has not
responded to an outstanding query within 120 seconds.

Exanpl es of transport layer indications are:

| CMP error nessages indicating host, net or port unreachabl e.
TCP resets
| P stack error nmessages providing simlar indications to those above.

A server MAY cache a dead server indication. |If it does so it MJST
NOT be deened dead for |onger than five (5) minutes. The indication
MUST be stored against query tuple <query nane, type, class, server

| P address> unl ess there was a transport |ayer indication that the
server does not exist, in which case it applies to all queries to
that specific |IP address.

Changes from RFC 1034

Negati ve caching in resolvers is no-longer optional, if a resolver
caches anything it nust al so cache negative answers.

Non- aut horitative negative answers MAY be cached

The SQA record fromthe authority section MIST be cached. Nane error
i ndi cati ons nust be cached agai nst the tuple <query nane, QCLASS>.

No data indications nmust be cached agai nst <query nane, QIYPE
QCLASS> tupl e.

A cached SQA record nust be added to the response. This was
explicitly not allowed because previously the distinction between a
normal cached SOA record, and the SOA cached as a result of a
negative response was not made, and sinply extracting a normal cached
SQA and adding that to a cached negative response causes probl ens.
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9 -

The $TTL TTL directive was added to the master file format.
H story of Negative Caching

This section presents a potted history of negative caching in the DNS
and forns no part of the technical specification of negative caching.

It is interesting to note that the sane concepts were re-invented in
both the CHI VES and BI ND servers.

The history of the early CH VES work (Section 9.1) was supplied by
Rob Austein <sra@pil ogue.con> and is reproduced here in the formin
whi ch he supplied it [MPA].

Sometinme around the spring of 1985, | nentioned to Paul Myckapetris
that our experience with his JEEVES DNS resol ver had pointed out the
need for sonme kind of negative caching schenme. Paul suggested that
we sinply cache authoritative errors, using the SOA M N MU val ue for
the zone that would have contained the target RRs. |'mpretty sure
that this conversation took place before RFC-973 was witten, but it
was never clear to me whether this idea was sonething that Paul came
up with on the spot in response to ny question or sonething he'd

al ready been planning to put into the docunment that becane RFC- 973.
In any case, neither of us was entirely sure that the SOA M Nl MUM
value was really the right netric to use, but it was avail able and
was under the control of the adnministrator of the target zone, both
of which seened to us at the tinme to be inportant feature.

Late in 1987, | released the initial beta-test version of CH VES, the
DNS resolver I'd witten to replace Paul’s JEEVES resol ver. CHI VES
i ncluded a search path nechani smthat was used pretty heavily at
several sites (including ny ow), so CHI VES al so included a negative
cachi ng mechani sm based on SOA M Nl MUM val ues. The basic strategy
was to cache authoritative error codes keyed by the exact query
paraneters (QNAVE, QCLASS, and QIYPE), with a cache TTL equal to the
SOA M NI MUM value. CHIVES did not attenpt to track down SOA RRs if
they weren't supplied in the authoritative response, so it never
managed to conpletely elimnate the gratuitous DNS error nessage
traffic, but it did help considerably. Keep in nind that this was
happeni ng at about the sane tinme as the near-collapse of the ARPANET
due to congestion caused by exponential growh and the the "ol d"
(pre-VJ) TCP retransm ssion algorithm so negative caching resulted
in drasticly better DNS response time for our users, nmiler daenons,
etcetera
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As far as | know, CHI VES was the first resolver to inplenent negative
caching. CHI VES was devel oped during the twlight years of TOPS-20
so it never ran on very many machi nes, but the few machines that it
did run on were the ones that were too critical to shut down quickly
no matter how nmuch it cost to keep themrunning. So what few users
we did have tended to drive CH VES pretty hard. Several interesting
bits of DNS technology resulted fromthat, but the one that’'s

rel evant here is the MAXTTL configuration paraneter.

Experi ence with JEEVES had al ready shown that RRs often showed up
with ridiculously long TTLs (99999999 was particul arly popul ar for
many years, due to bugs in the code and docunentation of severa
early versions of BIND), and that robust software that blindly
bel i eved such TTLs could create so many strange failures that it was
of ten necessary to reboot the resolver frequently just to clear this
gar bage out of the cache. So CHI VES had a configuration paraneter
"MAXTTL", which specified the nmaxi nrum "reasonable” TTL in a received
RR. RRs with TTLs greater than MAXTTL woul d either have their TTLs
reduced to MAXTTL or woul d be discarded entirely, depending on the
setting of another configuration paraneter.

When we started getting field experience with CH VES s negative
caching code, it becane clear that the SOA M N MUM val ue was often

| arge enough to cause the sane kinds of problens for negative caching
as the huge TTLs in RRs had for normal caching (again, this was in
part due to a bug in several early versions of BIND, where a
secondary server would authoritatively deny all know edge of its
zones if it couldn’'t contact the primaries on reboot). So we started
runni ng the negative cache TTLs through the MAXTTL check too, and
continued to experinent.

The configuration that seemed to work best on WSVR- S| MTEL20. ARMY. M L
(last of the major Internet TOPS-20 machines to be shut down, thus
the I ast major user of CH VES, thus the place where we had the

| ongest experinental baseline) was to set MAXTTL to about three days.
Most of the traffic initiated by SIMIEL20 in its |ast years was

mai |l -related, and the mail queue tinmeout was set to one week, so this
gave a "stuck" nmessage several tries at conplete DNS resol ution

wi t hout boggi ng down the systemwith a | ot of useless queries. Since
(for reasons that now escape nme) we only had the single MAXTTL
paraneter rather than separate ones for positive and negative
caching, it’s not clear how nuch effect this setting of MAXTTL had on
t he negative cachi ng code

CHI VES al so included a second, sonmewhat controversial nechani sm which
took the place of negative caching in sone cases. The CH VES
resol ver daenon could be configured to | oad DNS master files, giving
it the ability to act as what today would be called a "stealth
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secondary". That is, when configured in this way, the resolver had
direct access to authoritative information for heavily-used zones.
The search path nechanisns in CH VES reflected this: there were
actually two separate search paths, one of which only searched | oca
aut horitative zone data, and one which could generate normnal
iterative queries. This cut down on the need for negative caching in
cases where usage was predictably heavy (e.g., the resolver on

XX. LCS. M T. EDU al ways | oaded the zone files for both LCS. M T. EDU and
Al .M T.EDU and put both of these suffixes into the "local" search
pat h, since between themthe hosts in these two zones accounted for
the bulk of the DNS traffic). Not all sites running CH VES chose to
use this feature; C CS.CMJ EDU, for exanple, chose to use the
"renote" search path for everything because there were too nany

di fferent sub-zones at CMJ for zone shadowing to be practical for
them so they relied pretty heavily on negative caching even for

| ocal traffic.

Overall, | still think the basic design we used for negative caching
was pretty reasonable: the zone adm nistrator specified howlong to
cache negative answers, and the resolver configuration chose the
actual cache tinme fromthe range between zero and the period
specified by the zone administrator. There are a lot of details I'd
do differently now (like using a new SOA field instead of overl oadi ng
the MNIMM field), but after nore than a decade, |'d be nore worried
if we couldn’t think of at least a few inprovenents.

9.2 BIND

VWhile not the first attenpt to get negative caching into BIND, in
July 1993, BIND 4.9.2 ALPHA, Anant Kumar of |SI supplied code that

i mpl enent ed, validation and negative caching (NCACHE). This code had
a 10 minute TTL for negative caching and only cached the indication
that there was a negative response, NXDOVAI N or NOERROR_NODATA. This
is the origin of the NODATA pseudo response code nentioned above.

Mar k Andrews of CSI RO added code (RETURNSQA) that stored the SOA
record such that it could be retrieved by a simlar query. UlUnet
conpl ai ned that they were getting old answers after |oading a new
zone, and the option was turned off, BIND 4.9. 3-al pha5, April 1994.
In reality this indicated that the named needed to purge the space
the zone woul d occupy. Functionality to do this was added in BIND
4.9.3 BETA1l patch2, Decenber 1994.

RETURNSCQA was re-enabled by default, BIND 4.9.5-T1A, August 1996.
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10 Exanpl e

The followi ng exanple is based on a signed zone that is enpty apart
fromthe naneservers. W will query for WA XX. EXAMPLE show ng
initial response and again 10 minutes later. Note 1: during the
intervening 10 minutes the NS records for XX EXAMPLE have expired.
Note 2: the TTL of the SIGrecords are not explicitly set in the zone
file and are hence the TTL of the RRset they are the signature for

Zone File:
$TTL 86400
$ORI G N XX. EXAMPLE.
@ I' N SOA NS1. XX. EXAMPLE. HOSTMATER. XX. EXAMPLE. (
1997102000 ; seria
1800 ; refresh (30 mins)
900 ; retry (15 mns)
604800 ; expire (7 days)
1200 ) ; mnimm (20 nins)
I'N SI G SOA ...
1200 IN NXT NS1. XX. EXAMPLE. A NXT SI G SOA NS KEY
I'N SIG NXT ... XX EXAMPLE
300 IN NS NS1. XX. EXAMPLE
300 IN NS NS2. XX. EXAMPLE
I N SIG NS ... XX EXAMPLE
I'N KEY 0x4100 1 1 ..
I'N SIG KEY ... XX EXAMPLE
I'N SIG KEY ... EXAMPLE
NS1 I'N A 10.0.0.1
I'N SIG A ... XX EXAMPLE. ...
1200 IN NXT NS2. XX. EXAMPLE. A NXT SI G
I'N SI G NXT ...
NS2 I'N A 10.0.0.2
I'N SIG A ... XX EXAMPLE. ...
1200 IN NXT XX. EXAMPLE. A NXT SI G
I'N SIG NXT ... XX EXAMPLE

Initial Response:

Header :
RDCODE=NXDOMAI N, AA=1, QR=1, TC=0
Query:
WAV XX. EXAMPLE. I N A
Answer :
<enpty>
Aut hority:
XX. EXAMPLE. 1200 I N SCA NS1. XX. EXAMPLE
XX. EXAMPLE. 1200 IN SIG SQA ... XX EXAMPLE
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NS2. XX. EXAMPLE. 1200 I N NXT XX. EXAMPLE. NXT A NXT SIG
NS2. XX. EXAMPLE. 1200 IN SI G NXT ... XX EXAVPLE.

XX. EXAMPLE. 86400 I N NS NS1.XX. EXAMPLE
XX. EXAMPLE. 86400 I N NS NS2. XX. EXAMPLE
XX. EXAMPLE. 86400 IN SIG NS ... XX EXAMPLE
Addi tiona
XX. EXAMPLE. 86400 I N KEY 0x4100 1 1 ..
XX. EXAMPLE. 86400 IN SIG KEY ... EXAMPLE.
NS1. XX. EXAMPLE. 86400 IN A 10.0.0.1
NS1. XX. EXAMPLE. 86400 IN SIG A ... XX EXAMPLE
NS2. XX. EXAMPLE. 86400 IN A 10.0.0.2
NS3. XX. EXAMPLE. 86400 IN SIG A XX. EXAMPLE
After 10 M nutes:
Header :
RDCODE=NXDOVAI N, AA=0, QR=1, TC=0
Query:
WAV XX, EXAMPLE. IN A
Answer :
<enpty>
Aut hority:
XX. EXAMPLE. 600 | N SOA NS1. XX. EXAMPLE. ..
XX. EXAMPLE. 600 IN SI G SQA ... XX. EXAMPLE. ..
NS2. XX. EXAMPLE. 600 | N NXT XX. EXAMPLE. NXT A NXT SIG
NS2. XX. EXAMPLE. 600 IN SI G NXT ... XX EXAMPLE.
EXAMPLE. 65799 IN NS NS1.YY. EXAMPLE
EXAMPLE. 65799 IN NS NS2.YY. EXAMPLE
EXAMPLE. 65799 IN SIG NS ... XX EXAMPLE
Addi tiona
XX. EXAMPLE. 65800 I N KEY 0x4100 1 1 ..
XX. EXAMPLE. 65800 IN SIG KEY ... EXAMPLE
NS1.YY. EXAMPLE. 65799 IN A 10.100.0.1
NS1.YY. EXAMPLE. 65799 IN SIG A ... EXAMPLE
NS2. YY. EXAMPLE. 65799 IN A  10.100.0.2
NS3. YY. EXAMPLE. 65799 IN SIG A ... EXAMPLE
EXAMPLE. 65799 IN KEY 0x4100 1 1 ..
EXAMPLE. 65799 IN SIG KEY ...
11 Security Considerations
It is believed that this docunent does not introduce any significant

addi ti ona

security threats other that

using data fromthe DNS
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Wth negative caching it mght be possible to propagate a denial of
service attack by spreading a NXDOVAI N message with a very high TTL
Wt hout negative caching that would be much harder. A sinilar effect
coul d be achi eved previously by spreading a bad A record, so that the
server could not be reached - which is alnpst the same. It has the
sane effect as far as what the end user is able to do, but with a

di fferent psychol ogical effect. Wth the bad A, | feel "dann the
network i s broken again" and try again tonorrow. Wth the "NXDOVAI N'
| feel "Ch, they've turned off the server and it doesn't exist any
nmore" and probably never bother trying this server again.

A practical exanple of this is a SMIP server where this behaviour is
encoded. Wth a NXDOVAIN attack the mail message woul d bounce

i medi ately, where as with a bad A attack the mail would be queued
and could potentially get through after the attack was suspended.

For such an attack to be successful, the NXDOMAI N indiction nust be
injected into a parent server (or a busy caching resolver). One way
this mght be done by the use of a CNAME which results in the parent
server querying an attackers server. Resolvers that wi sh to prevent
such attacks can query again the final QNAME ignoring any NS data in
the query responses it has received for this query.

I npl enenting TTL sanity checking will reduce the effectiveness of
such an attack, because a successful attack would require re-
injection of the bogus data at nore frequent intervals.

DNS Security [ RFC2065] provides a nechanismto verify whether a
negative response is valid or not, through the use of NXT and SIG
records. This docunent supports the use of that nechani sm by
pronoting the transnission of the relevant security records even in a
non security aware server
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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