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I ntroduction

This RFC describes a protocol to dynamically hand out ip-nunbers on
field networks and small events that don’'t necessarily have a cl ear
organi sati onal body.

It can also provide sone fixed additional fields global for al
clients like netmask and even autoproxyconfigs. It does not depend on
a particular ip-stack.

H story of the protocol

The practice of using pegs for assigning | P-nunbers was first used at
the HP event (http://ww. hip97.nl/). H P stands for Hacking In
Progress, a large three-day event where nore then a thousand hackers
fromall over the world gathered. This event needed to have a TCP/IP
lan with an Internet connection. Visitors and participants of the

H P could bring along conputers and hook themup to the H P network.

During preparations for the HP event we ran into the problem of how
to assign | P-nunbers on such a large scale as was predicted for the
event without running into troubles |ike assigning duplicate nunmbers
or skipping nunbers. Due to the variety of expected conputers wth
associ ated I P stacks a software solution Iike a Unix DHCP server
woul d probably not function for all cases and create unexpected
techni cal probl ens.
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So a way of centrally adm nistrating |P-nunmbers and gi vi ng t hem out
to people to use on their conputers had to be devised. After sone

di scussion, the idea came up of using wooden cl othes-pegs. Using pegs
has the foll owi ng advantages in respect to other nethods:

- cheap

- apeg is a 'token and represents one |P-nunber, therefore
maki ng the status of the | P-nunber (allocated or not all ocated)
vi si bl e.

- a peg can be clipped to a network cable giving a very cl ear
vi ew of where a given |IP-nunber is in use.

Credits for the original idea of using wooden pegs go to Dani el
Cckel oen.

The server.
The server can have nany appearances. At HHP it was a large tent
situated at the central field where all the activities were. It can
al so be a small table in the corner of a term nalroom
The server can hand out two parts to the client, the peg and a paper
with additional fields fixed for the site the server is running for
We wi |l describe both here.

The peg.

On the peg the I P-nunber is nmentioned. The text on the peg can be
descri bed according to the followi ng BNF:

Total ::== 1P | Net

| P ::== num num num num | num num | num

Net ::== num num nunmf mask | num nun mask | num mask
num ::== {1..255}

mask ::== {8..31}

The Net-nethod of witing larger nets is an optional part of the
protocol, it doesn't have to be inplenented. If it is inplenented, it
requires nore adninistration at the server (see bel ow).

The short versions of the I P-number with only 1 or 2 chunks are neant
for large servers where witing the whole nunber on the peg is just
boring and time-consumng. It requires the prefix to be nmentioned on
the additional field paper, but that can be produced in nore
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conveni ent ways. It is not recommended to work with nore prefixes. It
is better to wite nore nunbers on the peg and use a smaller prefix.

If the network to be nunbered is rather |arge and sone kind of
subnetting has to be inplenented it is possible to give the pegs from
the different subnets different colors. This has proven to be a very
convenient way at H P

The additional vendorfield paper.
This part is meant for information that is fixed for the whole site.
It can either be inplenented as small printed notes handed out with
the peg or as a |arge paper billboard hung at a conveni ent place
where everybody can read it.

The informati on can be described with the followi ng BNF:

Net wor k :: == num num num num

Net mask ::== num num num num | num

Gateway ::== num num num num | num num | num

Proxy ::== num num num num port | num num port | num port

Paper ::== Network Netnmask Gateway Proxy | Network Netmask Gateway
num :: == {0..255}

port ::== {1..65535}

The paper and the peg are of course one part, if two nunbers are used
on the peg, two nunbers are used on the paper

Because it is fixed information, it can be produced w th neans of
mass- production (printing, copying).

The | P-repository

Due to the nature of the peg, the repository can be quite sinple.
Just a clothes-line with all the pegs that are ready to be handed out
attached to it. If you work with different subnets, it is convenient
to group the pegs for the different subnets (colors).

At large networks where it is not really known how many | P-nunbers
are needed, a first set of pegs can be nmade in advance, and the
adm ni stration of produced pegs kept on paper so it is known for
whi ch nunbers pegs have already been nade. If use is nade of the
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net - ext ensi on on the pegs, nunbers given out that way can be
administrated this way too.

| ssui ng | P-nunbers.

The pegs and the I P-nunbers are issued at the server to the client.
Nornmally the client has to visit the server personally. Dependi ng on
how secure and controlled you want the process, the client has to ask
for a peg to a responsi ble person, or he or she can just get a peg
fromstore hinself.

I f soneone could apply for a networkrange, and he net-extension isn't
used, coat-hangers can be prepared with sets of pegs attached to
t hem

The vendorfiel ds paper doesn’'t have to be issued with every peg, it
is only needed when want ed.

Recl ai m ng and reusi ng | P-nunbers.

It is not easy to inplenent a TTL in this protocol. One obvious TTL
is the duration of the event after which the | P-nunbers are not valid
anynore.

However, if a client decides that it doesn’t need an | P-nunber
anynmore it can bring the peg back to the server

The server should at that point decide what to do, if desired, it can
bring the peg back into the pool (attach it to the clothes-line
again).

If the server is not nanned (the client has to help thenselves), the
only thing possible is that the client just places the peg back into
t he pool

The client side.

The optinmum |l ocation for the peg is clipped to the network cabl e near
the NIC of the device needing an | P-nunber allocated. This ensures a
cl ear visual connection between the device and the | P-nunber

al l ocated and nakes it an easy task to see which |IP-nunber is

al | ocat ed.

Transfer of the IP information fromthe peg and the additiona
vendorfield paper note to the settings in the IP stack is done by
human transfer. A person reads the information fromthe peg and from
the additional information and enters this in the configuration of
the used IP stack. This transfer is not conpletely free of
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corruption of the information or loss of the information contai ned on
t he peg.

A certain anpbunt of know edge of the logic of IP settings is also
assuned on the part of the person transferring the information

O her information on the vendorfield paper note has to be transferred
to the settings within specific application prograns.

Use with other protocols

This protocol could be conbined with avian carriers as described in
RFC 1149 to hand out |P-nunbers renote.

At the first avian carrier, the peg is clipped to the leg of the
carrier after rolling the additional vendorfield paper around it.

The renpte site can take the peg on arrival of the avian carrier and
use the information on it.

This part of the protocol is still experinental and requires sone
additional research on topics |like the weight of the peg and | oss of
t he peg/whol e carrier.

Security Considerations
Some remarks about security can be nade.

Pegs are small devices and can be lost. At that time, the |IP-nunber
which was | ost can’t be used anynore because soneone el se can find
the peg and use the infornmation stored on it. But, once the peg is
attached to a network cable, the chance to | oose the peg is

m ni m zed.

Al'l the information on both the peg and on the additional 'fixed
fields on the paper record are plain text and readable for everyone.
Private information should not be exchanged through this protocol

On the client side all sorts of clients exist and cooperate freely.
Due to the human factor of the clients transferring information from
peg to I P stack, the informati on can be misinterpreted, which could
cause network troubles. In the field test at H P this becane
perfectly clear when soneone ni xed up the nunbers and used the
address fromthe default router as his |P-nunber, rendering the
network useless for a period of tine.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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