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Abstract

Thi s docunent describes nethods and procedures for the graceful
transition froman ATMARP LI S[1] to an NHRP LI S[2] network nodel over
ATM

1. Introduction

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunment, are to be interpreted as described in [6].

ATMARP defines an initial application of classical IP and ARP in an
ATM networ k environnent configured as a LIS[1]. ATMARP only
considers application of ATMas a direct replacenent for the "w res"
and | ocal LAN segnments connecting | P end-stations and routers
operating in the "classical" LAN based paradi gm

The NBVA Next Hop Resolution Protocol (NHRP) allows a source station
(a host or router), wi shing to communi cate over a Non-Broadcast,

Mul ti-Access (NBMA) subnetwork, to deternine the internetworking

| ayer addresses and NBMA addresses of suitable "NBMA next hops"
toward a destination station. If the destination is connected to the
NBMA subnetwork and direct conmunication is administratively all owed,
then the NBMA next hop is the destination station itself. Oherw se,
the NBVA next hop is the egress router fromthe NBVA subnetwork that
is "nearest" to the destination station. For the purposes of this
document, the NBMA network is of type ATM
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It is reasonable to expect that ATMARP Clients and NHRP Clients wll
initially coexist within a LIS. Thus, it is necessary to define a
graceful transition, including a period of coexistance, fromthe use
of ATMARP to the use of NHRP for address resolution in the LIS
[1][2]. In short, NHSs will be required to respond to ATMARP C i ent
queries in a fashion which will permt continued use of the ATMARP
Cient within the LIS during the ATMARP to NHRP transition period.
Note that this docunment places no protocol requirenents upon

ATMARP[ 1] servers.

For the following, it will be assuned that the reader is famliar
with the term nology as described in [1][2]]3].

2. Service Requirenents

If NHRP is to be used in a LIS then only NHSs will be used in the
LIS, that is, there will not be a m xture of NHSs and ATMARP servers
within the sanme LIS. Since ATMARP servers will not be able to
understand NHCs and since, as described below, NHSs will respond to
ATMARP Clients, this is a reasonable sinplifying restriction.

This docunment will only address SVC based environnments and will not
address PVC environnments. This docunent will refer only to ATM AAL5S
as the NBMA and | P as the protocol |ayer since ATMARP only addresses
t hese protocols.

2.1 NHRP Server Requirenents

If NHRP Servers (NHS) are to be deployed in a LIS which contains both
ATMARP Cients and NHRP Cients then NHSs MUST respond to
ATMARP_Requests sent by ATMARP Clients in the sane fashion that an
ATMARP Server woul d respond as described in [1]. To do this, the NHS
MJUST first recogni ze the LLC/ SNAP ATMARP code point with LLC=0xAA-
AA- 03, QU =0x00- 00- 00, and et hertype=0x08-06. Further, the NHS MJST
recogni ze the packet formats described in Section 8.7 of [1].

However, since this docunent does not extend to PVC environnents,

NHSs MUST only receive/respond to val ues of ar$op of 1,2,10
(Decimal). If an NHS receives an ATMARP nessage w th ar$op val ues
other than those previously noted then the NHS MJUST di scard the
packet and MJST NOT take any further action.

When an NHS receives a valid (as defined in the previous paragraph)

ATMARP_Request packet, the NHS MJUST follow the rules described in
Section 8.4 of [1] with the followi ng additional processing:
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1) When an ATMARP_Request causes a new table entry in the NHS for
an ATMARP Client, that table entry MJUST be narked as bei ng of
type "ATMARP" so that it can be differentiated froman NHRP
sourced entry.

2) An ATMARP_Request MJST NOT cause an ATMARP Reply to be sent if
t hat ATMARP_Request contains an off-LIS protocol address. This
shoul d never happen because the | P stack on the requesting
machi ne shoul d automatically send the packet to the default
router. |If this does occur then the ATMARP_Request MJST cause
an ATMARP_NAK to be sent to the originator

In [1], an ATMARP_Request packet also serves as a

regi straion/registrati on-update packet which woul d cause a server to
add an entry to a server’s cache or to update a previously existing
entry. Wien an NHS recei ves an ATMARP_Request whi ch causes the
creation of a new cache entry in the NHS or updates an existing entry
then that cache entry will have a holding time of 20 nminutes (this is
the default value in [1]).

An NHS receiving an NHRP Resol uti on Request MJUST NOT send a positive
NHRP Resol ution Reply for a station which registered via ATMARP i f
the station sending the NHRP Resol ution Request is outside the LIS of
the station which registered itself via ATMARP. This is because the
station which registered via ATMARP is al nost certainly not prepared
to accept a cut-through. When this occurs, the replying NHS nust
send NHRP Resol ution Reply which contains a CIE code of "4 -

Adm ni stratively Prohibited" as described in [2]. This type of reply
does not preclude the station sending the NHRP Resol uti on Request
fromsending its data packets along the routed path but it does
preclude that station fromsetting up a cut-through VC

2.2 Multi-server environnents

Since NHRP servers may work in a nulti-server environnent on a per
LIS basis during the transition, it is necessary to know how cache
synchroni zati on occurs. These rules may be found in [5].

Security Considerations
Not all of the security issues relating to |IP over ATMare clearly

understood at this tinme, due to the fluid state of ATM
speci fications, newness of the technol ogy, and other factors.

Luci ani I nf or mat i onal [ Page 3]



RFC 2336 O assical 1P and ARP over ATM to NHRP July 1998

It is believed that ATMand IP facilities for authenticated call
managenment, authenticated end-to-end conmunications, and data
encryption will be needed in globally connected ATM networks. Such
future security facilities and their use by |IP netwrks are beyond
the scope of this neno.

There are known security issues relating to host inpersonation via
the address resolution protocols used in the Internet [4]. No

speci al security nechani sns have been added to ATMARP. \Wile NHRP
suppl i es some nechani sns for authentication, ATMARP does not. Since
any security mechanismis only as good as its weakest link, it should
be assuned that when NHRP and ATMARP exist with a given LIS, the
security of a conmbination is only as good as that supplied by ATVARP.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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