Net wor k Wor ki ng Group D. Fari nacci
Request for Comments: 2337 Ci sco Systens
Cat egory: Experi nental D. Meyer
Ci sco Systens

Y. Rekhter

Ci sco Systens

April 1998

Intra-LIS IP nulticast anong routers over ATM using Sparse Mdde PIM
Status of this Menp

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this menp is unlimted.

Copyright Notice
Copyright (C The Internet Society (1998). Al Rights Reserved.
2. Abstract

Thi s docunent describes how intra-LIS IP rmulticast can be efficiently
supported anmong routers over ATM wi thout using the Milticast Address
Resol ution Server (MARS). The nethod described here is specific to
Sparse Mode PIM[PIMSM, and relies on the explicit join nmechanism

i nherent in PIMSMto notify routers when they should create group
specific point-to-multipoint VCs.

3. Overall nodel

Thi s docunent focuses on forwarding of nmulticast traffic anong Pl M SM
routers connected to an ATM network. Routers on an ATM network are
partitioned into Logical |IP Subnets, or LISs. This document deals
with handling nmulticast within a single LIS. Handling inter-LIS

mul ticast traffic, including handling shortcuts, is outside the scope

of this docunent. |In addition, this docunent does not address
forwarding of nulticast traffic to or fromhosts connected to an ATM
net wor k.
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4. Router behavior

Thi s docunent requires that each router within a LIS knows I P and ATM
addresses of all other routers within the LIS. The mappi ng between IP
and ATM addresses may be provided by an ARP server [RFC2225], or by
any other nmeans (e.g., static configuration).

Each PIMrouter within a LIS is required to nmaintain a single
(shared) point-to-multipoint distribution VC rooted at the router
with all other PIMrouters in the LIS as the | eaf nodes. The VCis
expected to be used for forwarding of nulticast traffic (both data
and control) anong routers within the LIS. For exanple, this VC woul d
be used for distributing PIM[PIMSM control nessages (Join/Prune
nmessages) .

In addition, if a PIMrouter receives a | GWwW report from an non-Pl M
nei ghbor, then the router may add the reporter to the existing shared
distribution VC or to the group specific distribution VC (if it
exists). The PIMrouter may al so create a specific VC for this | GW

pr oxy.
4.1. Establishing Dedicated, Per Group Point-to-Miltipoint VCs

Routers nay al so nmintain group specific, dedicated point-to-

mul tipoint VCs. In particular, an upstreamrouter for a group nay
choose to becone the root of a group specific point-to-multipoint VC
whose | eaves are the downstreamrouters that have directly connected
or downstreamreceivers for the group. Wiile the criteria for

est ablishing a group specific point-to-multipoint VC are local to a
router, issues such as the volune of traffic associated with the
group and the fanout factor within the LIS should be consi dered.
Finally, note that a router nmust mininmally support a single shared
poi nt-to-mnultipoint VC for distribution of control nessages and data
(to all group addresses).

A router can choose to establish a dedicated point-to-nultipoint VC
(or add another leaf to an already established dedi cated point-to-
mul ti point VC) when it receives a PIM Join or |IGW report nessages
from anot her device in the sane LIS, Wen a router that is the root
of a point-to-nultipoint VC receives PIM Prune nessage or | GW | eave,
it renoves the originator of the nessage fromits dedi cated point-
to-nmultipoint VC
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4.2. Switching to a Source-Rooted Tree

If at | east one of the routers within a LIS decides to switch to a
source-rooted tree (by sending (S,G PIMJoins), then all other
routers within the LIS that have downstream nenbers for G should
switch to that source-rooted tree as well. Since a router that
switches to a source-rooted tree sends PIM Join nessages for (S, QG
over its shared point-to-nultipoint VC, the other routers within the
LIS are able to detect this. Once a router that has downstream
menbers for G detects this, the router should send (S,G PIMJoin
message as well (otherwise the router may receive duplicate traffic
froms).

Note that it is possible for a non-PIMrouter in the LISto fail to
receive data if the injection point noves to router to which there is
not an existing VC

4.2.1. Adding New Menbers to a Source-Rooted Tree

As nentioned above, this docunent requires that once one router in a
LIS decides to switch to the source tree for sonme (S, G, all routers
in the LIS that have downstream nenbers nust also switch to the (S, G
source tree. Now, when a new router wants to receive traffic fromgG
it starts sending (*,G-Joins on it’'s shared point-to-nultipoint VC
toward the RP for G The root of the (S, G-source-rooted tree will
know to add the new router to the point-to-nultipoint VC servicing
the (S, G-source-rooted tree by observing the (*,@-joins onit’s
shared point-to-multipoint VC. However, the new router nust also
switch to the (S, G -source-rooted tree. In order to acconplish this,
the newly added router nust:

(i). Notice that it has been added to a new
poi nt-to-multipoint VC

(1i). Notice (S,G traffic com ng down this new
poi nt-to-multipoint VC

(iii). Send (S,G joins toward S, causing it to switch to the

source-rooted tree. The router learns that the VC is used
to distribute (S, G traffic in the previous steps.
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4. 3. Handi ng the "Packet Reflection" Problem

When a router receives a nmulticast packet fromanother router inits
own LIS the router should not send the packet on any of the routers
di stribution point-to-nultipoint VCs associate with the LIS. This
elimnates the problem of "packet reflection". Sending the packet on
the routers’ distribution VCs associated with other LISs is
controlled by the nmulticast routing procedures.

5. Brief Conparison with MARS

The intra-LIS nulticast scheme described in this docunent is intended
to be a |l ess conplex solution to an inportant subset of the
functionality provided by the Miulticast Address Resol ution Server, or
MARS [ MARS]. In particular, it is designed to provide intra-LIS
mul ti cast between routers using PIMSM and does not consider the
case of host-rooted point-to-nulticast multicast distribution VCs.

Al t hough MARS supports both of the current schemes for mapping the IP
mul ticast service nodel to ATM (rnul ticast server and neshes of
point-to-multipoint VCs), it does so at at cost and conpl exity higher
than of the schene described in this docunment. In addition, MARS
requi res new encapsul ati ons, whereas this proposal works with either
LLC/ SNAP or with NLPID encapsul ation. Another inportant difference is
that MARS all ows point-to-multipoint VCs rooted either at a source or
at a nmulticast server (MCS). The approach taken here is to constrain
conpl exity by focusing on PIM SM (taking advantage of infornmation
available in explicit joins), and by allow ng point-to-multipoint VCs
to be rooted only at the routers (which is roughly anal ogous to the
conplexity and functionality of rooting point-to-nultipoint VCs at

t he sources).

In sunmary, the nethod described in this docunment is designed for the
router-to-router case, and takes advantage of the explicit-join
mechani sminherent in PIMSMto provide a sinple nechanismfor
intra-LIS nulticast between routers. MARS, on the other hand, accepts
different tradeoffs in conplexity-functionality design space. In
particular, while the MARS paradi gm provi des a general nei ghbor

di scovery mechanism allows host to participate, and is protoco

i ndependent, it does so at consi derable cost.
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6. Security Considerations

In general, the security issues relevant to the proposal outlined in
the meno are subsunmed by those faced by PIMSM Wile work in
proceedi ng on security for PPMSM it is worthwhile noting that
several issues have been raised in conjunction with nulticast routing
and with PIMSMin particular. These issues include but are not
limted to:

(i). Unaut hori zed Senders
(ii). Unauthorized Receivers
(iii). Unauthorized use of the RP

(iv). Unauthorized "last hop" switching to shortest path
tree.

6.1. General Comments on Milticast Routing Protocol Security

Historically, routing protocols used within the Internet have |acked
strong authenticati on nechani sns [ RFC1704]. In the late 1980s,

anal ysis reveal ed that there were a nunber of security problens in
Internet routing protocols then in use [ BELLOVINB9]. During the
early 1990s it becane clear that adversaries were selectively
attacking various intra-domain and inter-domain routing protocols
(e.g. via TCP session stealing of BGP sessions) [CERTCA9501
RFC1636] . More recently, cryptographic authentication mechani sms have
been devel oped for RIPv2, OSPF, and the proprietary El GRP routing
protocols. BGP protection, in the formof a Keyed MD5 option for
TCP, has al so becone wi dely depl oyed

At present, nost multicast routing protocols lack strong
cryptographic protection. One possible approach to this is to

i ncorporate a strong cryptographic protection nechanism (e.g. Keyed
HVAC MD5 [ RFC2104]) within the routing protocol itself. Alternately,
the routing protocol could be designed and specified to use the IP
Aut henti cati on Header (AH) [ RFC1825, RFC1826, RFC2085] to provide
crypt ographi ¢ aut hentication

Because the intent of any routing protocol is to propagate routing
information to other parties, confidentiality is not generally
required in routing protocols. |In those few cases where |oca
security policy mght require confidentiality, the use of the IP
Encapsul ating Security Payl oad (ESP) [ RFC1825, RFC1827] is

r econmended.
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Scal abl e dynanic nulticast key managenent is an active research area
at this time. Candidate technol ogi es for scal able dynam c nulticast
key managenent include CBT-based key management [RFC1949] and the

G oup Key Managenent Protocol (GKWP) [RFC2093, RFC2094]. The IETF IP
Security Wrking Group is actively working on GKMP extensions to the
standards-track | SAKMP key managenent protocol being devel oped in the
same wor ki ng group.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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